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Bepcusa AKTyanbHOCTb Darta CopepKaHue UsmeHeHun
pokymeHTta | anano BbINycKa
Bepcus 2.6 Bepcua MO 14.11.2011 [obasneHo:
5.0.0 n BbiWwe —  HacTpoViku npotokona TR-069
Bepcusa 2.5 BepcuAa MO ¢ 5.09.2011 [ob6aeneHo:
4.2003.0 no —  BO3MOXHOCTb OTK/toueHUl npasun NAT;
5.0.0 —  [OCTyn K MHpopmMaLmmn 06 ypoBHE CUrHaNa OT KAMEHTA (TONIbKO
NTE-RG-1402F(G)-W);
—  npepoctasneHue goctyna B Internet yepes VLAN yepes SSID STB;
— ontumwusaumsa nepegaun IPTV no Wi-Fi;
—  aBTomaTtuyeckoe onpegeneHve Wi-Fi KaHana c yyueTom onumi
HT40+, HT40-;
—  noajepiKKa CKpbIToro pexxuma pabotbl Wi-Fi
Bepcua 2.4 BepcunAa MO ¢ 5.05.2011 MpousBeaeHa cmeHa popmarta Hymepauum Bepcuin
4.2000.0
no 4.2003.0 [Nob6asneHo:
—  HacTpoMKa npoTtokonos wudposaHma 8 WPA/WPA2: TKIP, AES;
—  BO3MOYHOCTb aHOHMMHOTO NoAKAoYeHus no ftp;
—  noageprkka onumu 121(classless routes) ana DHCP-KknueHTa;
—  BbIBOJ, CTAaTUCTUKM No nopTam LAN;
—  noAageprKKa BUPTyanbHbIX ceTei ana aoctyna VolP, STB;
—  ONTMMM3UPOBaHbI NapameTpbl bypepusauum ana IPTV proxy;
—  yAaneHa HacTpoWKa «ABTOMATUYECKUI Nepexos, Ha NeTHee Bpema»;
—  pexum outbound proxy u sip domain B cootBeTcTBmMmM ¢ RFC3261;
—  onuusA BKAoYeHus/oTKaoueHma UPNP;
—  pexxum IGMP proxy BKAOYEH NOCTOAHHO
Bepcua 2.3 Bepcun MO ¢ 4.02.2011 JobasneHo:
1785 —  noaaeprkka PPTP Passthrough
no 4.2000.0
Bepcua 2.2 sepcun MO ¢ 28.01.2011 JobasneHo:
1777 no 1785 —  BO3MOXHOCTb NPOCMOTPA U pefakTUPOBAHUA NapaMeTpoB
KypHana;
—  BO3MOXHOCTb nepegaun VolP-Tpaduka
no Wi-Fi;
—  JIOKann3aumaA HacTpPoeK A0CTyna B meHto «CeTeBble CepBUCHI»
Bepcua 2.1 Bepcumn MO ¢ 29.11.2010 JobasneHo:
1560 no 1777 —  pasgen «CTpyKTypa 1 NpuHLMN paboTbl U3genua»;
—  pasgen «Bo3amorkHble Npobaembl U BapUaHTbI UX peLleHuns»;
—  ycayra «pynna BbI30Bay;
—  BO3MOXHOCTb KOHGUIrypnpoBaHuaA no SSH;
—  noageprkKa pabotbl B SIP domain;
— noapepkka UPNP;
—  noaaeprkka moHTMpoBaHua USB-Flash/HDD;
— noaaepxusaemble ®C: FAT, NTFS
Bepcusa 2.0 Bepcum MO ¢ 20.10.2010 BTopas nybaukauma
1000 no 1560 — obHosneHa Bepcus linux ¢ 2.6.21 no 2.6.33
Bepcua 1.0 Bepcum MO 999 MepBasa nybavKkauma
N HUXKe

NPUMEYAHUA U NPEAYNPEXAEHUA

Y

.‘

OaHHDIX.

MpumeyaHua coaepKaT BaXKHyl0 UHPoOpMaLuio,
MCNO/Ib30BaHUIO U HAaCTPOIiKe YCTPOMUCTBA.

coBeTbl WM peKomeHpaauuum no

MpeaynpexaeHna MHGOPMUPYIOT NMONb30OBATENA O CUTyaLMUAX, KOTOpble MOTYT HaHecTu
Bpep, yCTPOACTBY UM YeNOBeKY, NPUBECTU K HEKOPPEKTHOI paboTte ycTpoiicTBa MM noTtepe
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1 BBEAEHUE

Cetb Turbo GEPON oTHOCcMTCA K OAHOW W3 pPasHOBMAHOCTEM MacCMBHBLIX ONTUYeckux ceteit PON,
6a3umpyowmxca Ha TexHonoruax Ethernet. 310 ogHO U3 cambix coBpemeHHbIX U 3QPEKTUBHBIX pelleHni 3aau
«nocnegHe  MuAM», NO3BOJAIOLLEE CYLWECTBEHHO 3KOHOMWUTb Ha KabenbHOM WHPpacTpyKType U
obecneunBatowee CKOpocTb nepegaum MHbopmaumm ao 2.5 Gbps B HanpasneHun downlink n 1.25 Gbps B
HanpasneHun uplink. Wcnonb3oBaHWe B ceTAX AOCTyna peweHuMi Ha 6ase TexHonorunm GEPON paer
BO3MOHOCTb MPeAOoCTaBAATb KOHEYHOMY MONb30BaTENO AOCTYN K HOBbIM ycayram Ha 6ase npotokona IP
COBMECTHO C TPaANLMOHHbBIMW CEPBUCAMM.

OcHoBHbIM NpenmyectsBom GEPON sBaseTcs MCNo/ib30BaHWE 04HOI0 CTaHUMOHHOIO TepMmuHana (OLT) gns
HECKONIbKNX aboHeHTCKMx ycTpoiicTB (ONT). OLT sBnseTcA KoHBepTOpom MHTepdeicoB Gigabit Ethernet u
GEPON, cnyxawmm pans csasnm ceth PON ¢ cetamm nepefsayunm pAaHHbix 6onee BbICOKOro ypoBHA. ONT
npegHasHavyeHo ANA MOAKAYEHUA K YCAyram LIMPOKOMONOCHOMO A0CTyna OKOHeyHoro o6opypoBaHuA
KNMeHTOB. MOKET NPUMEHATBLCA B XKU/bIX KOMNAEKCaxX U BU3HeC-LLeHTpax.

ONT cepun NTE-RG-1402 obecneymBatoT MOAKAOYEHME AHANOrOBbIX TenedOHHbIX annapaToB K CeTAM
NnakeTHOM nepeaayn AaHHbIX.

B HacToAwem pyKoBOACTBE MO 3KCMJAyaTaUMU U3NOXKEHbl Ha3HA4YeHWe, OCHOBHblE TexXHU4YecKue
XapPaKTEPUCTUKKN, NpaBuna KOHOUIYPUPOBAHMA, MOHUTOPUHIA W CMeHbl MPOrpaMMHOro obecneyeHun
onTUYecKkux TepmnHanos cepun NTE-RG-1402.
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2 ONMUCAHUE U3OENNA

2.1 Ha3HaueHune

Ycrtpoiictea cepun NTE-RG-1402 GEPON ONT (Gigabit Ethernet Passive Optical Network) o6ecneunBsatot
coegMHEHME MO ONTUYECKOMY KaHany ¢ yctpolhictBom GE-PON Knacca OLT (onTuyeckoe TepMWHanbHOe
obopyaosaHue) U coeauHeHue pgo 10/100/1000M6uT/c c KoHeuyHbIM nonb3oBatenem LAN. [naBHbIm
npenmyLLectsom TexHonornm Turbo GEPON aBnseTca onTMManbHOE UCMO/Ib30BaHWE MOAOCHI MPONYyCcKaHMA. 3Ta
TEXHONOMNA ABNAETCA C/eAYOWMM Warom aasa obecneyeHns HOBbIX BbICOKOCKOPOCTHbIX MHTEPHET-MPUNOKEHWUI
noma 1 B opuce. PaspaboTaHHble A5 pa3BEPTbIBAHMA CETU BHYTPU AOMa UAWN 34aHUA, AaHHble ycTpoiicTea ONT
obecneuynBaloT HageKHOEe coeAMHEHME C BbICOKOM NPOMYCKHOW CMOCOBOHOCTbIO Ha AanbHME PaccToAHMA ANs
NoNb30BaTeNEN, KMUBYLLUX U PAaDOTAIOLLNX B YAANEHHBIX MHOFOKBAPTUPHbIX 343aHNAX U BU3HEC-LLEHTPaX.

Bnarogapa BCTPOEHHOMY MapLLpyTU3aTOPYy, YCTPOMCTBA 06ECMNeYMBaAIOT BO3MOMKHOCTb MOAKNIOYEHUS
obopynoBaHMA NIOKa/NIbHOM CETU K CeTM LMPOKOMOAOCHOro goctyna. K kaxkgomy yctpolictey NTE-RG-1402

MOXHO MOAKIOYUTDL [0 YETbIPEX KOMMbIOTEPOB, AOCTYN B MHTEPHET A/1A KOTOPbIX BO3MOMEH C MOMOLLbIO
BCTPOEHHbIX PYHKUMIA POYTUHTA.

2.2 BapuaHTbl UICNONHEHUA

CywecTtByeT BOCEMb BapWaHTOB wucnonHenus NTE-RG-1402, otnuvyatowmxca Habopom WHTepdeicos u
bYHKUMOHANbHBbIMUW BO3MOXHOCTAMM, Tabanua 1.

Tabnnua 1 — BapmaHTbl UCNOJHEHUSA

Hanunuune Konnyectso Hannuune Hanuuue
HavmeHoBaHue . Konnyectso .
Mozen uHTepdelica | NopTos ) nopToB FXS Triplexer o
WAN uHTepdeiica LAN Wi-Fi
Cepusa NTE-RG-1402
NTE-RG-1402F SFF 4 Fast 2 - -
NTE-RG-1402F-W SFF 4 Fast 2 - +
NTE-RG-1402FC SFF 4 Fast 2 + -
NTE-RG-1402FC-W SFF 4 Fast 2 + +
NTE-RG-1402G SFF 4 Gigabit 2 - -
NTE-RG-1402G-W SFF 4 Gigabit 2 - +
NTE-RG-1402GC SFF 4 Gigabit 2 + -
NTE-RG-1402GC-W SFF 4 Gigabit 2 + +

Yctponctea mogenen NTE-RG-1402F-W, NTE-RG-1402FC-W, NTE-RG-1402G-W, NTE-RG-1402GC-W umetot
BCTPOeHHbIM agantep Wi-Fi ¢ BO3MOXKHOCTbIO NOAKAOYEHNA A0 ABYX BHELWHWX aHTEHH. BCTpoeHHbI apganTtep
Wi-Fi nogaepxusaet ctaHaaptbl 802.11n, 802.11b, 802.11g, 4yTo NO3BOAAET NPEAOCTABAATb YCAYIN Nepenayn
AaHHbIX 6ecnpoBogHO ceTm c 6onee BbICOKMM KayecTBOM CEPBMCA MO CPABHEHWUIO C YCTPOWMCTBAMM,
nogaep:xmearowmmm ctaHgapT 802.11g, ocTaBasacb Npu 3Tom 06pPaTHO COBMECTUMbIM C YCTPOWCTBAMM C
noaaeprkkon 802.11g n 802.11b.

Yctpoictea mogenent NTE-RG-1402FC, NTE-RG-1402GC, NTE-RG-1402FC-W, NTE-RG-1402GC-W wumetot
BCTPOEHHbIN nNpuemonepedatymk Triplexer, nocpeacTBOM KOTOpPOro peanmsyetrca ¢yHKUMA COBMECTHOWM
nepeaayn AaHHbIX U NpUema ycayr kabenbHoro TenesnaeHma (CaTv).
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2.3 XapaKTepuCTUKa yCcTpoicTBa
Ycmpolicmeo umeem cnedyroujue uHmepgpeliicoi:

e 2 nopta RJ-11 gns nogKnto4eHUA aHanorosbix TesedPOoHHbIX annapaTos;

e 1 nopt PON ana noakntoveHna K ceTu onepatopa;

e 4 nopta Ethernet RJ-45 LAN ana nogKnto4eHns okoHe4yHoro obopyaoBaHuA:
ana moaenen NTE-RG-1402F 10/100BASE-T;
ana mopeneit NTE-RG-1402G 10/100/1000BASE-T;

e [puemonepeaatunk WI-Fi 802.11n, 802.11b, 802.11g1,'
e TopT USB2.0 - ana nogxntoueHns BHeWHUX Hakonutenei USB nnn HDD;
e [lopt SMB ana nogkntoyeHma Kabens’.

MuUTaHMe TepPMMHANA OCYLLECTBAAETCA Yepes BHEWHUIM aganTtep 12 B nocToAHHOro Toka ot cetn 220 B.
Ycmpoiicmeo noddepicusaem caedyroujue hyHKYuu:

e cemesble hyHKYUU:
- paboTa B pesKMme «KMOCTa» AN «MapLLpyTU3aTopa»;
- noaaepka PPPoE (PAP, SPAP n CHAP asTopu3auus);
- noafeprKka cratuyeckoro agpeca M DHCP (DHCP-KnueHT Ha cTopoHe
WAN, DHCP-cepBep Ha ctopoHe LAN, DHCP-relay);
- nogaep»xka DNS;
- nogaepxka DynDNS;
- nogaepxka UPNP;
- nogaepxka NAT;
- nogaepxka NAS;
- Firewall;
- noaaepxka NTP;
— nogaepKka SNMP?;
- nogfeprKka MexaHM3MoB KayecTBa obcnyrkmeaHua QoS;
- nogaepxKka IGMP-snooping;
- noagepxka IGMP-proxy.

e npoTokonbl IP-TenedpoHmm:
- SIP;

e ToS ana nakertos RTP;
e ToS ana naketos SIP;
e 3X0 KOMMeHcauua (pekomeHaaumm G.164, G.165);
e OeTeKTop TUWUHbI (VAD);
e reHepaTop KOMQOPTHOrO LWyMa;
e 06HapyKeHune 1 reHepnpoBaHue curHanos DTMF;
e nepegaya DTMF (INBAND, rfc2833, SIP INFO);
e nepepayva dakKca:
- upspeed/pass-through. G.711;

e paborta c SIP-cepepom 1 6e3 Hero;

! Tonbko ana mogenent NTE-RG-1402F-W, NTE-RG-1402FC-W, NTE-RG-1402G-W, NTE-RG-1402GC-W.
* Tonbko ana moaeneit NTE-RG-1402FC, NTE-RG-1402FC-W, NTE-RG-1402GC, NTE-RG-1402GC-W.
* B AaHHOM BEPCUM He NOAAEPKUBAETCA.
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e pyHKYyuu ABO:
- vaeprkaHue Bbi3oBa — Call Hold;
- nepeaaya Bbizosa — Call Transfer;
- yBegom/IeHWe o NocTynaeHnn Hosoro BbizoBa — Call Waiting;
- nepeagpecauus no 3aHatoctn — Call FWD — Busy;
- nepeagpecaumn no Heotsety — Call FWD — No Reply;
- onpeaenutenb Homepa Caller ID no ETSI FSK;
- 3anpert Bblgaum Caller ID;
- ropsyas nMHua — Hotline;
- rTMOKMIA NNaH HyMepauum.
N rpynna Bbi3oBa’;

e o06HoBneHue MNO yepes web-uHTepdelic;
e yAa/NEHHbI MOHUTOPUHT, KOHOUTYPUPOBAHME U HACTPOWKa:

- web-nntepdeitc, Telnet, SSH.

Ha pucyHke 1 npuBegeHa cxema npumeHeHua obopyaoBaHua NTE-RG-1402 Ha npumepe NTE-RG-1402FC-
W, NTE-RG-1402GC-W.

MK c Wi-Fi mogynem

(€. BN
o <P

USB flash INTERNET

PucyHok 1 — Cxema npumeHeHus NTE-RG-1402

1 v
B paHHOM BepcuMKn He NnoasepKuBaeTcs.
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2.4 CTpyKTypa 1 npuHumun paboTbl usgenus
YctpoiictBo NTE-RG coctout n3 SFF-moayna, PON-uuna, npoueccopa Mindspeed (MS) n KommyTaTopa (SW).

PON-uunn asnaetca KoHBepTopom UHTepdelicos Gigabit Ethernet n GEPON, B KOTOpPOM TaK»Ke MOryT 6bITb
npuMmeHeHbl Npasuaa Npeobpa3oBaHMA NAKETOB.

SFF-moaynb npegHasHayeH aaa npeobpasoBaHUA ONTUYECKOrO CMrHana B aNeKTpuyeckuin. B mogensax NTE-
RG-1402FC, NTE-RG-1402GC, NTE-RG-1402FC-W, NTE-RG-1402GC-W Bmecto SFF-moayna wucnonb3yetca
Triplexer. Triplexer oTBeTBAseT curHan Ha AauHe BOJHbI 1550HM, npeobpasyeTr ero B aHa/NOroBbIn
3NIEKTPUYECKMI CUTHAN U HAaNpaBAAeT Ha pa3sbem SMB.

PON-unn nmeert 2 nHtepodeiica:

e PON-uHTepodeiic, KoTopblii cBasbiBaeT unn ¢ SFF/Triplexer;
e uHTepdenc UNIO — anekTpuuecknit uHtepoelic, ceasviarowmini PON-umn ¢ npoueccopom.

UuTepdeiic Unil B nnHelike NTE-RG He ucnonb3syetcs. PON-uMn sBnseTca KOHBepTepPOM MHTepdencos
Gigabit Ethernet n GEPON. Hactpoiika PON-4nna moKeT Nnpon3BoAMTLCA TONbKO CO CTaHLLMOHHOM CTOPOHbI.

Mpoueccop MeeT 3 BHELIHNX PU3MYECKMX MHTEpPdeNca:

e eth0—pna ceasm ¢ PON-unnom;
e ethl — ana ceasm c noptamu FXS;
e eth2 —gna cBasn c KommyTaTopom (SW).

Mpoueccop /NIOrMYEecKkn coctouT u3 caeaytowmx 6iokos: Internet, IPTV, STB, OTHER, VolP, Management.
Ona Kaxgoro 6/10Ka HasHauyeH ceoi VLAN, B KOTOPOM MAYT NakeTbl KOHKpeTHoM ycayru. Ona 6n10ka Internet
Ha3HavyeH VLAN1, gna IPTV — VLAN2, gna STB — VLAN3, gna OTHER — VLAN4, ana VolP — VLANS, gna
Management — VLAN4094. BHyTpu 610KOB mnpoLeccopa MaKeTbl MAYT HETEermpoBaHHbIMW. Ter cHMMaeTca U
nobasnseTca obpaTHO Ha IOrMYECKUX MHTepdeicax sTnx 610KoB.

\___/

USB ~ Wi-Fi

| SFF/
triplex

@

eth0.4094

SMB FXSO _ FXS1

PucyHok 2 — CmpykmypHaa cxema NTE-RG-1402

o bBaok Internet. laHHbIl 610K UMeeT fiorndeckuii nHTepdenc eth0.1, ceasbiBaloLniA ero ¢ UHTepdelicom
eth0. bnoK nogkntoyeH K mocty Bridge: vlanL_0. Bridge: vlanL_0 nmeet nHtepdeiic wlan0, kK KoTopomy
nogkntoyeH moaynb Wi-Fi, nHTepdeic eth0,1, K KoTopomy noakatodeH KommyTaTop (SW), Takke K
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Bridge: vlanL_0 nogkntoueH nopt USB. Bridge: vlanL_0 obbeauHsaeT aTM nHTepdeicobl n obecneymsaet
CBOHOAHOE NPOXOXKAEHME NAKETOB MEXAY HAMM.

Pexknmbl paboTbl 6/10Ka:

1. PPPoE. bnok 6epet Ha cebs ¢oyHKUnM PPP-knneHTa n mexkay eth0,1 n obopyaosaHmem nposaiaepa
co3pnaetca PPPoE-ceccus.

2. DHCP. bnok 6epeT Ha ceba ¢yHKumm DHCP-knueHTa n uHTepdeincy eth0,1 npucsamsaetca IP,

BblAaHHbI DHCP-cepsepom.

Bridge. 610K nepexoguT B peXum MocTa, KOTOpbI Npo3pavHo npobpacbkiBaeT yepes cebs nakeTbl.

Static. MHTepodeiicam eth0,1 n eth2,1 IP-aapeca nprMcBanBatoTCA CTaTUYECKM.

5. Bridge+DHCP. BnOK NepexoanT B peXMm MOCTa, KOTOPbIM Npo3padHo npobpacbiBaeT Yepes cebs
naketbl. [lna atoro mocra IP-agpec HazHavaeTca DHCP-cepsepom.

Pw

e bBnok IP-TV. [lpegHasHayeH Ana nepefavym mynbTMKactoBoro Tpaduka IPTV un IGMP. bnok paboTaeT B
pexunme Static.

o bnok STB. MpegHasHayeH ansa nepegaym tTpadumka K STB. bnok paboTtaet B pexmme Bridge n npospayHo
NponycKaeT NakeTbl yepes cebs.

o bBnok VolP. PaboTaet B pexkume Bridge+DHCP. Bridge (br3) Heobxoanm ana npo3pavyHoro NpoxoxaeHus
naketos IP-TenedoHmMn Ha KommyTaTop (SW). Jlanee Ha nonb3osaTtenbckue noptbl (0..3), K KOTOPbLIM,
BO3MOMHO, nogkatoyeHbl IP-tenedpoHbl nan IP-wntosbl TenedoHmmn. bnarogapa DHCP $yHKUMOHMPpYIOT
TenedoHbl, NoakNtoYeHHble K noptam FXS. Mocty (br3) npucsausaetca IP-agpec DHCP-cepsepom,
KOTOPbI MUCMOb3YeTCA ANA perncTpaumnmn tenedoHoB B CETU NPU NOMOLLM NPOTOKO10B IP-TenedoHuu.

KommyTaTop (SW) Heobxoaum ans pacnpegeneHua naketos TpaduKa no noptam Noab3oBaTeNss Ha OCHOBE
VLAN 1 MAC-agpecos. Mpexae yem nepesatb NakeT Ha OAMH U3 NONb30BaTE/IbCKUX MOPTOB, TEr CHUMAETCA.

Mpumep npoxoxkaeHua naketa yepes NTE-RG-1402G-WC

Ethernet-naket noctynaer Ha oguH M3 LAN-NopTOB YCTPOMCTBA M NOCTYNAeT B KOMMYyTaToOp. B 3aBMCMMOCTH
oT MAC-agpeca mecTa HasHa4YeHMA NAKeT MOXKeT nonactb Mbo Ha gpyron LAN nopT KommyTaTtopa, AMbo Ha
BbIXO4, KommyTatopa. [anee B 3aBMCMMOCTM OT TOro, KaK HacTpoeH nNopT (Kakas ycayra onpegeneHa
nosb3oBaTenem Aaa 3Toro nopta), naket Ternpyetca VLAN-om, KOTOpbIA COOTBETCTBYET ycayre. Hanpumep, ecnm
MopT HACTPOeH Ha ycayry «Internet», TO KO BCEM BXOAAWMM B 3TOT MOPT NakeTam OyaeT pobasaAtbca Ter
«VLAN1». Ecam e nopT HacTpoeH Ha ycnyry «VolP», To nakeTbl 6yayT npoTernpoBaHbl Terom «VLANS». [anee
nakeT yepes BbIXOAHON MHTepdenc KomMyTaTopa NocTynaeT Ha ¢usnyecknin nHtTepdeiic npoueccopa eth2. Ha
OCHOBE Tera, MPUCBOEHHOTO MaKeTy B KOMMYyTaToOpe, ONpeaenfeTcs, B KaKoW IorMyeckmii 610K npoleccopa oH
byaet otnpasneH. Jonyctum naket ¢ Terom «VLAN1» 6yaeT oTnpaBaeH Ha formyeckuii uHtepdelic eth2.1. Ha
3TOM WHTepdelice Ter CHMMaeTCs C MNakeTa W Aanee NakeT MAET HeTermpoBaHHbIM. [lakeT nonagaer B
Bridge:vlanL_0O, rae Ha ocHoBe MAC-agpeca Bridge:vlanL_0 oTnpasnaeT nakeTbl n60 aanee B 670K «Internet»,
nmbo Ha nopT USB, cnbo B moaynb Wi-Fi. B 610Ke «Internet» naket nonagaeT noa AeNCTBUE POYTMHIA U APYIUX
npeobpasoBaHMin B 3aBUCMMOCTM OT pexnma paboTbl 670Ka. [anee nakeT NoCTynaeT Ha BbIXOZ NpoLeccopa
yepe3s uHTepdelic eth0,1, B KoTopom BHOBb pobasnaetca Ter VLAN1 — ¢usmyeckuin mHtepdeiic eth0. U3
nHTepodeiica ethO naket noctynaet 8 PON-uun. 3aecb nakeT noABepraeTcs MoANPUKALMAM COMAacHO NPaBuUIam,
YCTaHOBJIEHHbIM CO CTAHUMOHHOrO obopyaoBaHMA (Hanpumep, cCHUMaeTcA Man 3ameHsetca Ter VLAN). 3atem
nakeT noctynaet B moaynb SFF, roe npeobpasyetcs B ONTMYECKUI CUrHAA M yXOAMUT MO ONTOBOJIOKHY Ha
CTaHUMOHHOE 0bopyaoBaHMeE.
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2.5 OCHOBHble TeXHUYECKUe napameTpbl

OCHOBHble TEXHUYECKME MapameTpbl TEPMUHANA NPUBELEHDI B Tabauue 2:

Tabnnua 2 — OCHOBHble TEXHUYECKUE NAapaMeTpbI

Mpotokonbl VolP

| MNopaepKmBaembie NPOTOKO/bI SIP
AyaunoKoaeKku
Koaekn G.729, annex A, annex B

G.711(A/w)
G.723.1 (5,3 Kbps)
MNepepava ¢akca: G.711

Napametpobl nHTepdeiicos Ethernet LAN

Konnyectso uHtepodeliicos

4

DNEeKTPUYECKMI pasbem

RJ-45

NTE-RG-1402F

AsToonpegeneHue, 10/100 Méwut/c, aynnekc/
nonyayniaexc

CKopocTb nepegauun, Méut/c
NTE-RG-1402G

AsToonpegeneHue, 10/100/1000 Mé6wut/c, aynnekc/
nonyaynaexc

Moaaep»ka cTaHgapTOB

Ethernet 10/100 Base-TX ,Ethernet 10/100/1000 Base-
TX

NapameTpbl MHTepPeiica PON

Konunuectso uHtepoeiicos PON

1

MNopaepiKKa cTaHAAPTOB

IEEE 802.3ah, IEEE 802.3, IEEE 802.3u, IEEE 802.3z,
IEEE 802.3x, IEEE 802.3ad, IEEE 802.1d, IEEE 802.1w,
IEEE 802.1Q, IEEE 802.1p

Tun pasbema

SC/APC
cootseTcTByeT ITUHT G.984.2

Cpepa nepegaum

OMTOBO/IOKOHHbIN Kabenb SMF - 9/125, G.652

KoadpduumeHT passetsneHuma 0o 1:64
MaKcumanbHas Aa/ibHOCTb AEeNCTBUSA £0 10 Km
MNepepatumk: 1310Hm
CKopoCTb coegmHeHuna upstream 1244Mb/s
MoLLHOCTb NepenaTynKa -2..+3 dBm
LWnpurHa cnekTpa ont. nsnydeHus (RMS) 3nm
MpnemHunK 1490Hm
CKopocTb coeanHeHuns downstream 2488Mb/s

L'H/BCTBI/ITE.I'II:vHOCTb NnpuemMHHuKa

oT -3 go -23 dBm

MapameTpbl aHANOroBbIX aboHeHTCKUx noprtos

KO/IMYeCTBO NOPTOB 2

conpoTuBneHune wnenda 00 2 KOm

npuem Habopa MMMNYAbCHbIN/Y4acToTHbIN (DTMF)
Bblaaya Caller ID ecTb
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Napametpbl 6ecnposogHoro uHtepdeiica Wi-Fi'

CraHaapTl IEEE 802.11b/g/n
YacToTHbIN AManas3oH 2400 ~ 2483,5 Ml'y,
Moaynaumsa BPSK, QPSK, 16 QAM, 64 QAM, DBPSK, DQPSK, CCK

CKopocCTb Nepegayn AaHHbIx, MbuT/c

802.11b(CCK): 11,5.5,2,1
802.11g(OFDM): 54, 48, 36, 24, 18,12,9, 6
811n (HT20, 800ns Gl):

130,117,104, 78, 52, 39, 26, 13

802.11n (HT40, 400ns Gl):

300, 270, 240, 180, 120, 90, 60

802.11n (HT40, 800ns Gl):

270, 243, 216, 162, 108, 81, 54, 27

MaKcumanbHas BbIXoAgHaA MOLWHOCTb NepeaaTymKa

802.11b: 16dBm

802.11g: 11dBm

802.11n(20MHz MCS0/8): 19 dBm
802.11n(20MHz MCS7/15): 12 dBm
802.11n(40MHz MCS0/8): 19 dBm
802.11n(40MHz MCS7/15): 11 dBm

YyBCTBMTEABHOCTb NPUEMHMKA

802.11b: -83 dBm

802.11g: -70 dBm
802.11n(20MHz MCS7): -67 dBm
802.11n(20MHz MCS15): -66 dBm
802.11n(40MHz MCS7): -65 dBm

be3sonacHocTb 64/128/152-6utHoe WEP-undbpoBaHne AaHHbIX;
WPA, WPA2
AES &TKIP

MNopaeprkka onepaLMoOHHOMN CUCTEMDI Windows XP 32/64, Windows Vista 32/64, Windows 7
32/64

KoadpodmumeHToM ycuneHma aHTeHHbI 3 dBi

Xapaktepuctuka CaTV?

Pasbem ana RF-Bbixoga Tun SMB

NMopaeprKKa cTaHAapTOB

ITU-T G.984.2, IEC 60825-1
EEC Directive 2002/95/EC (RoHS)

OnTMyecKana MOLLHOCTb Ha BXoAae -8+2 nb
OnnHa BOoNHbI WnpokononocHoro CaTVv 1550 Hm
Jnana3oH 4acToT BbIXO4HOIO CUrHana 47+870 Ml'y
YpoBeHb BbIXOAHOro curHana RF 18 abmB/Ch.

YnpasneHue

JNloKanbHoe ynpaeneHune

web-nHTepdeiic, CLI

YaaneHHoe ynpasneHue

no npoTtokony Telnet, SNMP3,SSH

OrpaHuyeHue aoctyna

no naponato

' Tonbko ana mogeneit NTE-RG-1402F-W, NTE-RG-1402FC-W, NTE-RG-1402G-W, NTE-RG-1402GC-W
* TonbKo ana mogeneit NTE-RG-1402FC-(W), NTE-RG-1402GC-(W)

3 v
B naHHOM BepcmKn He noaaepKumsaeTca
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O6wme napameTpbl

MutaHune agantep nuTaHua 12V DC /220 AC

MNotpebnseman mowHocTb | NTE-RG-1402F He bonee 12 Bt
NTE-RG-1402G He 6osee 16 Bt
NTE-RG-1402F-W He 6onee 14 Bt
NTE-RG-1402G-W He 6bonee 17 Bt

Pabounit guanasoH TemnepaTtyp oT +5 po +40°C

OTHOCUTENbHAA BNAAXHOCTb a0 80%

Pasmepbl NTE-RG-1402F(C) 184x44x118 mm
NTE-RG-1402G(C)
NTE-RG-1402F(C)-W 218 x 120 x 49 mm
NTE-RG-1402G(C)-W

Macca 300 rp.

2.6 KOHCTpYKTUBHOE UCNONHEHUE

AboHeHTCcKMe TepmuHanbl cepum NTE-RG-1402 BbINOAHEHbI B BUAE HACTO/IbHbIX U34EAUMA B MAACTUKOBOM
Kopnyce.

BHewHW BuA nepegHux naHenen yctpoincrs cepum NTE-RG-1402 npusesneH Ha PucyHkax 3,4.

PucyHok 3 — BHewHuli sud nepedHeli naHenu NTE- RG-1402G

) )

B NIPAG14026W
swELTEX I
Terminal

quer

802.11n

o
g

| —  I—

PucyHok 4 — BHewHuli 8ud nepedHeli naHenu NTE-RG-1402G-W
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Ha nepegHeit naHenu yctpolicts cepum NTE-RG-1402 pacnonokeHbl cneaytolwme CBETOBbIE MHAMKATOPSI,
Tabnuvua 3.

Tabnunuya 3 — OnucaHMe NHAMKATOPOB NepeaHeN NaHenm

dnemeHT nepeaHel naHenu OnucaHue
Wi-Fi* MHAMKaTop akTMBHocTM Wi-Fi
PO
P1
LAN MHANKATOPbI IMHKOB
P2
P3
Phone WHAMKATOP aKTUBHOCTM NopTa
Link WMHAMKATOP paboTbl ONTUYECKOro NHTepdeica
Fail WHAMKATOP OTCYTCTBMA CUTHANA OT CTaHLMMU
PON FEC WHAMKATOP BKAOYEHUA KOPPEKLUM OLMBOK
Status WHAMKATOP CUrHaIM3aLMN NPOXOXKAEHWA aBTOPM3aLLIMM YCTPOICTBA
Power WHAMKATOpP NUTaHMA M cTaTyca paboTbl

BHewHM BUA 3aaHUX NaHenen yctponcts cepum NTE-RG-1402 npusegeH Ha PucyHkax 5,6.

PucyHok 5 — BHewHuli sud 3adHeli naHeau NTE-RG-1402G

H . \
o i O i =

ol 1IN I N A

PucyHok 6 — BHewHuli sud 3a0Heli naHenu NTE- RG-1402G-W
Ha 3agHel naHenun yCTpoMCTBa Pacro/oKeHbl Caedylolme pasbembl U opraHbl ynpasneHusa, Tabauua 4.

Tabauua 4 — OnvcaHve pa3bemoB, M OPraHOB YNpPaBieHWA 3a4HeN NaHenun

dNemMeHT 3aZiHeln naHenmn OnucaHue
On/Off Tymbep NUTaHus
12v pa3bem NOAKAOYEHUS SINEKTPONUTAHUA adanTepa NUTaHUA

Pasbem pgns nogKntouYeHWs BHELWHMX HakonuTenei u apyrux USB-

UsB o
YCTPOWMCTB

' Tonbko ana mopeneit NTE-RG-1402FC-(W), NTE-RG-1402GC-(W)
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3aBO4CKUM HaCTPOﬁKaM

Phone0, Phone 1 ;:S:SQI:JIB RJ-11 pna  noakntoveHMA  aHanorosbix TenedoHHbIX
PO o 10/100Base-T 10/100/1000Base-T
P1 g 10/100Base-T . & | 10/100/1000Base-T

LAN P2 2 | 10/1008ase-T E S [ 10/100/10008ase-T
P3 E 10/100Base-T 2 10/100/1000Base-T

PON pa3bem SC (po3eTka) PON onTuuyeckoro uHtepderica GEPON

F dYHKUMOHaNbHAn KHOMKa 471 nepesarpysku ycTpomncTea M cbpoca K

Pa3zvembl 0419 aHMeHbl

Pasvembl MNpegHasHayeHbl 4na npucoegmHeHna anteHH Wi-Fi

2.7 CBetoBas MHAUKauua

TeKyllee COCTOSHUE YCTPOMCTBa 0TObpaXKkaeTca npy nomolum nHankatopos Wi-Fi, PO..P3, Phone 0, Phone
1, Link, Fail, FEC,Status, Power — pacrnofIo}KeHHbIX Ha NepeaHen naHenun.

MepeyeHb COCTOAHMI MHOMKATOPOB NpuBeseH B Tabanue 5.

Tabnnua 5 — CeeToBas MHAMKAUMA COCTOAHUA YCTPOMCTBA

UHpukatop CocrosaHMe nHAMKaTopa CocTofAiHMe YCTPOICTBA
ropuT 3e/1IeHbIM CBETOM Wi-Fi BkntoueH
Wi-Fi' He ropuT Wi-Fi BbIK/tOUEH
MMUraeT 3e/1eHbIM CBETOM MNepepayva naketos
WHankaTopbl LAN 10/1007
PO, P1, P2, P3 rOpuT 3e/IEHbIM CBETOM YCcTaHOBNEHO coeANHEHME
MMUraeT 3e/1eHbIM CBETOM MNepepayva naketoB
WHankaTopsl LAN 10/100/1000°
ropuT 3e/1eHBIM CBETOM YctaHosneHo coegnHerune 10/100
PO, P1, P2, P3 FOPUT KeNTbIM CBETOM YctaHoBneHo coeanHeHmne 1000M

MUraeTt

MNepepaya naketos

Phone 0, Phone 1

ropuT 3eN1eHbIM CBETOM

TenedoHHana TpybKa cHATA

BbICTPO MUraeT 3eneHbIM CBETOM

Mpuem curHana Bbi3oBa

megneHHoO MUraeT 3es1IeHbiIMm
CBETOM

MopT He 3aperncTpMpoBaH Wam cepeep

TenedoHUN He AOCTyNeH

NHpumkatopbl PON

ropuT 3eN1e€HbIM CBETOM

coegmHeHne mexay OLT n ONT

Link
YCTaHOBNEHO
Fail MMraeT KpacHbIM CBETOM owwnbka B PON nHtepdeice
FEC rOpUT 3€/IeHbIM CBETOM KOpPEKLMA OWNOOK BKIIOYEHA
S He ropwut WMHULMANM3aLMA YCTPOMCTBA
tatus rOpuT 3€/1eHbIM CBETOM HopMasibHasA paboTa
Power ropuT Nt06bIM CBETOM BK/IIOYEHO NWUTAHME YCTPOWCTBA

' Tonbko ans mogeneit NTE-RG-1402F(C)-W, NTE-RG-1402G(C)-W
* ins mopenei NTE-RG-1402F(C)-(W)
3 Onsa mopeneit NTE-RG-1402G(C)-(W)
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rOpUT 3e/IeHbIM CBETOM ycTaHosnieHa PPP-ceccus /
nony4veH agpec DHCP uan yctaHoBneH
pexum bridge

ropuUT OpPaH»KeBbIM CBETOM He ycTaHoBsieHa PPP-ceccus/
He nony4veH agpec DHCP
rOpuT KPacHbIM CBETOM nepesarpysKa ycTponcTsa

2.8 MNepe3sarpy3Ka/c6poc K 3aBOACKMM HACTPONKam

[na nepesarpysku yCTpoiCTBa HYXXHO OLHOKPATHO HaxKaTb KHOMKY «F» Ha 3agHein naHenu wusgenus. OAna
3arpy3Ku yCTPOMCTBA € 3aBOACKMMM HACTPOMKAMM HEOBXOAMMO HaXKaTb U yaeprKMBaTb KHOMKY «F» B TeyeHue 5 -
10 cek., 40 Hayana muraHua mHamkatopa POWER. Mpu 3aBoackmx yctaHoBkax IP agpec: LAN - 192.168.0.1,
MacKa noacetn —255.255.255.0. JocTyn MOXeT OCyLecTBAATLCA Yepes nopTel PO n P1.

B 3TOM pexnme yCTpoMCTBO MMEET CieaytoLme npeayCcTaHOBAEHHbIe NapameTpbl:

e Port 0 m Port 1 ycTpoMcTBa HaxodATCA B peXMMe MapLlupyTM3aTopa «router», Ha KOTopom
ycTaHasnmneaetca PPP-ceccus.

e Port 2 n Port 3 ycTponcTBa HaxogAaTcA B perkume mocTta «bridge» n ncnonbsyroTcs ans nogkaoYeHUs
STB.

e Wi-Fi — coeanHeHne OTKIIOYEHO.

2.9 KomnaeKT nocTaBKku
B 6a30BbIli KOMNAEKT NOCTAaBKM ycTpoincTea cepumn NTE-RG-1402 BxopAT:

— aboHeHTCKui onTuyecknin TepmnHan NTE-RG-1402;
— afjanTtep nuTaHua 220/12;

— PYKOBOACTBO NO 3KCM/yaTauum;

— aHTeHHbl ana Wi-Fi nnat! - 2 wr.

' Tonbko ansa mogeneit NTE-RG-1402F(C)-W, NTE-RG-1402F(C)-W
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3 KOH®UTYPUPOBAHMUE YCTPOMCTBA

3.1 Hacrpoiika NTE-RG-1402 yepe3 web-uHtepdeiic. floctyn nonb3osatens

[nsa Toro ytobbl NPoM3BECTN KOHPUIYpUpPOBaHUE YCTPOMCTBA, HEOBXOAMMO MOAKAUUTLCA K HEMY Yyepes
web browser (nporpammy-npocMoTpLUMK TMNEPTEKCTOBLIX AOKYMEHTOB), Hanpumep, Firefox, Internet Explorer.

BBecTn B cTpoKe b6paysepa IP-agpec ycTpoicTBa (Mpu 3aBOACKMX YCTaHOBKax agpec: - 192.168.0.1, macka
noacetn — 255.255.255.0).

MNMocne BBeaeHUA IP—ap,peca YCTpOﬁCTBO 3aMpocUT UMA No1b30BaTENIA U NAPO/ib.

Hia NOABIOBATENA M NapoAb ey

CEpEED 192.168.0.1

CoofllLEH e Openii'rt

Kma

MNapone

Mma nonb3osaTens: user, npu nepBom 3anycke napoab: user.

Ha TepmuHane onepatopa NOABUTCA MEHIO HacTpoeK. Bo nsbexkaHue HecaHKUMOHMPOBAHHOMO AO0CTyna
npu ganbHewnLlen paboTe ¢ YyCTPONCTBOM PEKOMEHAYETCA U3MEHUTb Napo/b (CM. HUXKe).

B KaXX40M MEeHI BHU3Y CTPaHULUbl PaCNO/10XKeHbl KHONMKW yNpaBleHUA:

NMpMMEHNTL N3MEHEHHA <«
X-Wrt pa

; Omemrt OTMEHHUTb HIMEHEHNA «
'FCUWHPEeHHA 2TKYY A MNoB30BaTENnA
pe (LU ] e MNMpocMoTpeTb u3M. (2) «

— MpumeHUmMb UameHeHUA — NPUMEHEHUE BHECEHHbIX U3MEHEHUI (3anMnCb B MOCTOAHHYIO NaMATb);
— OmMmMeHUMb U3MeHeHUs — OTMEHa BHECEHHbIX U3MEHEHWN;

— lpocmomp  u3M. — NPOCMOTP WM3MEHeHWl ¢ nocnegHero npumeHeHusa. B ckobKkax yKasbiBaeTtca
KO/IMYECTBO NPOM3BEAEHHbIX U3MEHEHWI;

[nsa coxpaHeHMA 1 aKTUBALMM KOHPUIYpaLUKM Ha yCTpoMCTBE HEOHXO4MMO:

COXpPaHATb WU3MEeHEeHMA Ha CTPpaHWUUaxX C HaCTpanMBaeMbiMU NapaMeTpamMmu KHOMKOM «COXpGHlme
U3MEHEHUA».
BHECTN USMEHEHNA B SHEPIOHE3aBUCMMYIO MNaMATb YCTpOVICTBa, HakaB «[TpumeHUMb U3MeHeHUA»;

—  nepesarpysuTb YCTPOWCTBO A/A aKTUBALUMM HACTPOEK, HaxaB Ha KHonKy «Ja, AelcTBUTeNbHO,
nepesarpysuTb ceilyac» B MeHI0 «[lepe3azpysKar.
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3.1.1 MeHto «Cucmema»

3.1.1.1 NoameHto Hacmpoliku

WHiopmaumsa Tpadukn  CraTyc  KypHan Cucrtema Ycnyrn CeTb PBEX  BezonacHocCTb Mepezarpyska

cepevcel  KoHdwmrypauws IPTV npokcw OGHoeuTe TR-069

HacTpoiiku cucTemsl

HacTpoiikn cHcTembl:

Mms yzna OpenWrt
HacTpoiikn BpeMeHu:
BrmounTs NTP [ YacoBoii noAc:
- - - YCTAHOBWTE YacoBokH NoAc B COOTBETCTBMM C Bniwaiwum
Hacosoi noAc |H°“h3°HaTenh‘:K”“ (unn ycTapesnii) E| ropoaom e BaweM perioHe W3 NpedonpeasneHHoro
Crpoka POSIX TZ JuTC+0 criMcKa.
—— R
HacTpoiiku gatbi:
YcTaHoBnTb AaTy u spema 00 8 |:3 [.[or .
(44:MM:CC.AO.MM.TTTT) |01 .[1970 | eranosmy)

COXpaHUTE M3MEHEHNA

INpUMEHHUTL HBMEHEHHA <«

X'Wrt OTMEHWTD UBMEHEHHA <«

Pacwmpenna OpenWrt 4ng nons3083Tens
S 2 ST MpocMoTpeTs u3M. (2) «

Hacmpoliku cucmemei:
— Wmsa y3na — HasBaHWe y3na (No ymonvaHuio yctaHoBieHo OpenWrt), ¢ NOMOLLBIO KOTOPOro MOMHO
MAEHTUPUUMPOBATDL YCTPOICTBO;

HacmpolKu epemeHu:

— BKkntoyume NTP — paHHbIA dnar ycTaHaBAMBAETCA, eCAu HeobXO04MMO BKAKOYUTb CUHXPOHWU3ALMIO
CMCTEMHOrO BPEMEHMW YCTPOICTBA € 3asaHHoro cepsepa NTP. Mpu yctaHoBneHHOM dare NTP BKAKOYEH, MHAYe —
BbIK/IHOYEH;

— Yacosoli noac — no3BoAAeT yCTaHOBUTb YaCOBOM NOAC B COOTBETCTBUM C BAMMKANLWIMM ropoLom B Bawem
pervoHe U3 AaHHOTO CMUCKa;

— Cmpoka POSIX TZ — no3BonseT 3a4aTb YacoBOM MOAC OTHOCUTE/IbHO BCEMUPHOTO KOOPANHALMOHHOIO
BpeEMeHU;

— Cepsep NTP — IP-agpec/nomeHHoe uma NTP-cepsepa.

Hacmpoliku dameoi:

— YemaHosume damy u epema (44:MM:CC.A4.MM.ITIT) — no3sonseT ycTaHOBUTb CUCTEMHble AaTy U
Bpems B ¢dopmate Y4:MM:CC.AO.MM.ITTT. OnAa 3TOoro HeobxoAMMO B COOTBETCTBYHOLMX OKOLUKaxX BBECTU
HeobxoaMMble AaHHbIE U HaXKaTb KHOMKY «YcmaHo8UMb»;

Ona COXpaHeHMA BCeX BHECEHHDbIX U3MEHEHUN HeO6XOAVIMO HaXXaTb KHOMKY «CoxpaHumb U3MEHEeHUA».
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3.1.1.2 NogmeHto Cemessble cepsucsl

WHpopmauma Tpadukn  Cratyc KypHan = Cuctema ¥Ycnyrm CeTb PBX  BezonacHocTb = MNepezarpyzka

Hacrpoiiki CeTeswie cepeucel Kondurypauna IPTV npoxcu OBoswts TR-063

HacTpo#ika focTyna K ceTeBbiM CEpBACaM

HacTpoiika poctyna K BHeWwHAR ceTb:

Web ANA O0CTYNa W3 BHEWHER CETH YCTAHOBMTE STOT NamoK
BHeWHAA ceTh O JNlokanbHanA ceTb:

NokanbHan ceTb [ [na O0CTyNa U3 NoKaneHoH CETH YCTAHOBUTE STOT GnaxoK
Hacrpoiika pocTtyna no UPNP:

FTP Paspelwaer asToKoHGMrypUpoBaHue poyTepa Yepes UPNP
BHELWHAA CETh (=)

NoKanbHaa ceTb ¥

PazpewuTs 4OCTyn
SHOHMMHOMY MOMBZOBATENKD
PazpewnTs 2annce/

BArPYsKYy SHOHWMHOMY (]
Nonb2oBaTento

HacTpoiika gocTyna no
SSH

BHELWHAA CETh (=)
NoKanbHaa ceTb [}
Hacrpoitka goctyna no
Telnet

BHEWHAA CeTb [}
TNoKanbHaA caTb (=)
CMmeHa napona

CMeHWTb naponb(user) =
Cepauc UPNP

PazpewwTs UPNP o

COXpaHiTb H3MEHEHWA)

TMPUMEHHTD U3MEHEHHA <«
X-Wrt OTMEHNTb NZMEHEHUA <«
MpocMoTtpeTts uam. (2) «

Pacwupenna OpenWrt gna nonezosatens

Hacmpolika docmyna Kk Web:

— BHewHAa cemb — Npy yCTaHOBAEHHOM dare paspelieHo KoHourypuposaHue Web-uHtepoeiica yepes
BHELLHIOIO CeTb;

— JlokasibHAA cemb — Npy ycTaHoBAEHHOM diare paspelieHo KoHourypuposaHune Web-uHtepdeiica yepes
NIOKa/IbHYIO CeTb;

Hacmpolika docmyna no FTP:

— BHewHAs cemb — npu ycTaHoBAeHHOM ¢are paspeleH yAaneHHbIM AOCTYN K MNOAKAIOYEHHOMY
Hakonutento n3 WAN-cetn no FTP;

— JIoKanbHaA cemos — NpU YCTaHOBNEHHOM dnare paspelleH yaaneHHbld A0CTyn K MoAKAIYEeHHOMY
HaKOMUTEeNo U3 IoOKabHOM ceTb no FTP;

— Pa3pewiums 0ocmyn aHOHUMHOMY 0/16308aMes1t0 — NPU YCTaHOBNAEHHOM dare paspelleH yaaneHHbln
AOCTYN K NOAKAOYEeHHOMY Hakonutento no FTP c norMHom anonymous, napoJib ntoboi;

— Paspewiums  3anucs/3a2py3Ky  GHOHUMHOMY 10ab308amesad — MNPU  ycTaHOBAeHHOM  ¢nare
Mo/1b30BaTe/o C IOTMHOM anonNymous paspellieHa 3anncb/3arpyska AaHHbIX B/M3 NOAKAOYEHHOrO HaKoNUTeNA.

Hacmpolika docmyna no SSH:

— BHewHAs cemb — npu ycTaHoB/AeHHOM ¢Jare paspelleH yAaneHHbIM AOCTYN K MNOAKAIOYEHHOMY
Hakonutento n3 WAN-cetu no SSH;

— JIoKanbHaA cemos — NpU YCTaHOBNEHHOM dnare paspelleH yaaneHHbld A0CTyn K MNOAKAYEeHHOMY
HAKOMUTENO U3 NOKaNbHOM ceTh no SSH.

Hacmpolika 0docmyna no Telnet:
— BHewHAs cemb — NpU ycTaHOBNEHHOM ¢nare paspelleH yAaneHHbIA A0CTYN K YCTPOWMCTBY 4epes
BHeLLHIo ceTb no Telnet;
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— JloKanbHasAs cemb — NPWU YCTaHOBEHHOM dare paspelleHo yAaneHHbl AOCTyNn K yCTpOMCTBy yepes
NIOKanbHyto ceTb no Telnet.

Mpu goctyne K yctpoiictey no Telnet, SSH Heo6x0AMMO yKas3aTb MMSA MO/SIb30BATENA User, Naposb —
user. MMocne ayTeHTUUKALMM BO3MOXKEH NPOCMOTP ¢alinoB KOHOUrypaumm (KomaHaa cat) wu
HacTpoek nHTepdeicos (komaHaa ifconfig).

CmeHa naponA:
— CmeHa naposs(user) — npw ycTaHoBAEHHOM dare 4OCTYNHO MEHIO U3MEHEHUA NaPONs:

CMeHa naponsa
CHEHMTE Napone{user)
Maponk:

NoATEEPAMTE Naponk:

— [lMaponab — ycTaHoBKa napona ana Web-coegmHeHus;
— [Modmeepoume raposib — NOATBEPXKAEHNE YKA3aHHOIO Napos.

Cepsuc UPNP:

— Paspewums UPNP — — npu ycTaHoB/eHHOM ¢dJiare paspelleHo aBTOKOHGUTYpUpOoBaHUE poyTepa Yyepes
UPNP.

[na coxpaHeHna Bcex BHECEHHbIX U3MEHEHWI HeoBX0AMMO HaXKaTb KHOMKY « CoXpaHUumMs U3MEHEHUA».

3.1.1.3 NoameHo KoHepueypayusa

WHdopmaums padukn  CTaTyc KypHan = CucTeMa Yonyrm  CeTs  PBX  Be3zonacHocTo = Mepezarpyzka

HacTpodiku Ceresuie cepevcsl Kondurypauua IPTV npokc OBHoewts TR-069

Kondurypaums
CoXpaHHTb KOH(pMrypaumio:
VIMEHOBATb 3TY KOH(UrypaLmio:
Y ongunyp
BOCCTaHOBHTL KOH(HIypaLMio:
CoxpaHeHHblid config.tgz daiin:
Buibepute faitn | Daiin He sbibpan —

CO6pOC K HACTPOHKAM NO YMONYaHHIO:

MpUMEHHUTD H3MEHEHHA «
X-Wrt e

OTMEHHTDb H3MEHEHHA «

Pacwwupennss OpenWrt 4ns nons3osarens
= = A lMpocMoTpeTsb u3M. (2) «

CoxpaHnTb KOHOUIypaLuio:

—  Y7106bl COXPaHUTb TEKYLLYIO KOHPUIYypaL Mo YCTPOMCTBA Ha IOKaIbHbIA KOMMbOTEP, HEOHBX0AMMO
NPUCBOUTb €N UMSA C paclumpeHnem .tgz B none «VimeHosames amy KOHghuaypayuo» N HaxKaTb
KHOMKY «COXpaHUMb».,

BoCCTaHOBUTL KOHPUTYpaLMIO:

— CoxpaHeHHbili config.tgz ¢halin — BblbOp cyulecTByowero daiina KoHdurypauuu. Ons
BOCCTAHOB/IEHUA paHee CO34aHHON KOHPUIypaL MM HaxkMUTe KHONKY «BoccmaHosume».

C6poC K HACTPOMKaM MO YMONYAHMIO — OCYLLLECTBAETCA MO HaXKaTUIo KHONKK «COpocy.
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3.1.1.4 NogmeHto IPTV npokcu

WHpopmauma padukm  CraT My CucTem Ycnyrn  CeTb PBX  bezonacHocTb MNepezarpys

Hacrpoiikn Cereewe capeuce Kowdurypaums IPTV npokcn O6wo

Hacrponka proxy ana IPTV

HacrTpoiika proxy ana IPTV:

PazpewmTs MCNonb3oBaHne & PazpelMTb HCNONb20BAHWE NPOKCH-CepBepa:
NpOKCK-CepBepa 1 MossonAeT npocMatpueaTe IPTV depes HTTP
MopT npokcu-cepeepa 1234 MopT npokcu-cepeepa:

Howmep nopTa anA noaknioyedua no HTTR

et e ]
WcxoaAwmx 2anpocoe IGMP

CoxXpaHuTe N3MEHEHWA

MpUMEeHUTL HBMEHEHHUSA «
OTMEHHMTbL H3MEHEHHA <«
IpocMoTpeTb U3M. (2) «

X-Wrt

Pacwuperns OpenWrt 4nd Nons20B8aTeNs

Hacmpolika proxy das IPTV:

— Pa3pewums ucnosnb308aHUe MPOKCU-cepeepd — Npw ycTaHOBAeHHOM dare paspelwleH npocmoTp IPTV
yepes HTTP;

— Mopm npoKcu-cepgepa — HOMep nopTa ANA nogakatodeHna no HTTP (gaHHbIM napameTp Takxke
yKa3blBaeTca B HacTpolike «Cems/ Wi-Fi/ [Topm npocKu cepsepa»);

— Adpec ucmoYHUKa 018 ucxo0saujux 3anpocos IGMP — IP-agpec nctoyHuka 3anpoca IGMP.

[lns coxpaHeHMs BCeX BHECEHHbIX U3MEHeHM HeOBX0AMMO HayKaTb KHOMKY « COXPaHUMb U3MeHeHUSA».

3.1.1.5 NogmeHtio O6HoB8UMb

WHpopmaumwa Tpadwukn CraTyc MypHan = Cuctema Ycnyru CeTb PBX = Mepezarpyzka

Certeenie cepencel Hondurypauwa IPTV npokcw O6Hoeute TR-063

a O6GHOBNEeHME NMPOLWNBKA

MpowwekKa: Bribepute taiin | ®aiin He sribpan

NMpMMEHHTD H3MEHEHHNA «
X-Wrt P

Pacwupenus OpenWrt ans nonezosarens

OTMEHHMTb N3MEHEHHNA «
MpocMoTpeTs U3M. (2) «

— lMpowuska — BbIbOP cyLLecTBytoWwero ¢aia NPoWnBKN — BblibupaeTca daiin apxmea .tgz.
[Ons 06HOBNEHMA NPOLIMBKM HEOBXOAMMO YKa3aTb daiin MO 1 HaXKaTb KHOMKY « O6HOBUMb».

Mpouecc OB6HOBAEHMA MOMKET 3aHWMaTb HECKOJbKO MWHYT, MOC/Ae 4Yero YCTPOWCTBO aBTOMATUYECKM
nepesarpyKaeTcs.

, B npouecce O0OHOBNEHUA He [AOMNYCKaeTCA OTKAOYEHWE MNUTaHuA YycTpolictBa nnbo ero
nepesarpyska.
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3.1.1.6 NMoameHio TR-069

WHbopmauwa Tpadwkw Cratyc XypHan - Cucrtema Yonyrm  CeTe  BesonacHocTb Mepezarpyska

Hactpoldkn CeTeewle cepencel  KoHdwurypauws IPTV npokck OBHoBuTE TR-06%

Hactpoika npotokona TR-069

HacTtpoiika npotokona TR-069:

Appec cepeepa ACS hitp//192.168.0.3:10301 Appec cepsepa ACS:
BeeOuTe aapec cepBepa asToKoHGMrypaumn (ACS -
BrmounTh - I Auto-Configuration Server)
nepuogUdeckii onpoc -
BKAHOYHTD nepHoaguyeCcKHH onpoc:
Mepwop onpoca CEK MpW BKNYEHHOA ONUKMK BCTPOSHHBIA KnneHT TR-069
OCYIWECTENAST NEpHOAMYECKWA onpoc cepeepa ACS ¢
3anpoc coegnHeHns c ACS WHTEpBanoM, paeHeiM "Mepuoay onpoca”. Llens onpoca
- 0BHapY¥ATe BOZMOXKHBIE M3MEHEHMA B KOHBMUIYpaUAn
MmMA nonbzoBaTensa acs ycTpoiicTea.

MNaponb l:l 3anpoc coejuHeHuA c ACS:

WMA nonesosatens, Mapons - MMA NoNb308aTENA U
naponb ONA O0CTyna KnneHTa K ACS-cepeepy.

3anpoc COoeHHEHHA C KNMHeHTOM
3anp0c COeflJHHEeHHA C KNIHEHTOM:

MM#A NoNb30BaTENA acs
WMaA nonezosatens, Naponks - MMA NONL30BATENA W

Mapone l:l napone AN\ AocTyna ACS-cepBepa K BCTPOSHHOMY

rnmeHTy TR-069.

COXpEHHTb W3MEHEHWMA

NMpuMEeHUTb UZMEHEHHA <«
X-Wrt pa

. OTMEHHTb H3IMEHEHHA «
Paciwmpenua OpenWrt 4na noas2o08atens

MpocMoTpeTb H3M. (3) «

Hacmpolika npomokosna TR-069:
— Adpec cepsepa ACS — aapec cepBepa aBTOKOHUrypaTopa;

— BKaoyums nepuoduyeckulli onpoc — npu BKJIOYEHHOW OMNUUK BCTPOEHHbIM KaneHT TR-069 ans
ObOHapyXeHMA BO3MOXKHbIX U3MEHEHUA B KOHPUrypauum YyCTPOMCTBA OCYLLECTBASET Nepuoaumyeckuin onpoc
cepsepa ACS;

— lMepuod onpoca, cek — NHTepBaa onpoca cepsepa ACS;

3anpoc coeduHeHus ¢ ACS:
— WImsa none3oeamesns — UMaA NONb30BaTeNA AN A0CTYNa KAMEHTA K cepBepy aBTOKOHUTypauuuy;

— lMapoae — naponb ANA AOCTYNa KAMEHTa K cepBepy aBTOKOHOUIypaunm;

3anpoc coeduUHeHUSA C KAUEHMOM:
— WIma nonb3osamena — UMA NMONb30BaTeNA A/A AOCTyMNa cepBepa aBTOKOHOUIypauum K BCTPOEHHOMY

KnneHTy TR-069;

— lMapoab — naponb 4NA AOCTyNa cepBepa aBTOKOHPUIYpaLMM K BCTPOEHHOMY KaneHTy TR-069.

[nsa coxpaHeHMA BHECEHHbIX USMEHEHWU He0H6X04MMO HaXKaTb KHOMKY « COXpaHUMb USMEHEeHUA».
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3.1.2 MeHio «Ycnayau»

3.1.2.1 NogmeHto Mopmei

B faHHOM NOAMEHI0 MPOU3BOAMUTCA HACTPOMKA MOPTOB YCTPOMCTBA ANA NPenoCTaB/ieHns onpeaesieHHbIX
BMAO0B YCAYT.

Cnucok npeanocrtaBadaeMblX YCAyr onpeaenaertca onepatopom:

WHdopmauma Tpadwmkm  Cratyc  ypHan Cuctema Ycnyrm  CeTb PBX BesonacHocCTb Mepesarpysxa

MNopTel HMHTEpHeT

HacTpoiika nopToB

Yconyru:
OcHoBHaA ynyra STB:
MopT 0 Internet H MoaknueHne nopta K yoTpoicTey Set-top-Box
Internet:
P H MoaknyeHne NopTa K yCNyre WHTEpHET
MopT 2 STB = VoIp:
MopT 3 H MoaknYeHne NopTa K yonyre VolP
IGMP Snooping ] Other service:
[ononHUTENBHEIE YCIyrv D BO3MOMHOCTS NOAKNKYEHMA NOPTa K WHOW yonyre

Disabled:
OTRNHYEHWE A3HHOMD noprta

IGMP Snooping:

Mocne srknodenna IGMP snooping, ycTpoRcTBO HauyvHaeT
aHanusuposaTte Boe IGMP naxkeTsl MEXAY NOAKAHKYEHHBIMA K
HEMY KOMMbIOTEPaMU-NOTPEGNTENAMN W MAPWPYTUIATOPAMK-
nocraewmkamn multicast Tpatduka. OBHapyxus IGMP sanpoc
noTpebutens Ha noaxknodedne K multicast rpynne,
VCTPOWCTBO BKAKYEET NOPT, K KOTOPOMY TOT NOAKAKIUEH, B
CMWCOK 8 YEeHOB (ANA PETPAHCAAUMN rPYNNoBoro
Tpaduka). W Haobopor — yonbiwas sanpoc 'IGMP Leave'
(NoKWHYTE), yOanaeT CoOTBETCTBY WM NOPT M3 CWcKa
rpymneL.

NononHWTEenbHble YCnyru:
OrobpamaeT dopMy ANA KoHBUNYDUPOBaHWA Nepeaaqm
ACNOAHUTENBHEIX YCIYT Ha NOpTEl Yepes VLAN

CoXpaHuTE M3MEHEHWA

"[]IIMEHHTI) HZMEHEHHMA <«

X'Wrt OTMEHWTL HZMEHEHMHA «

Pacuwnpenns OpenWrt Ans nonez0Batens
= 2 rI MpocMoTpeTb M3M. (2) «

[na KaxAoro M3 4eTblipex MOPTOB CYLLECTBYET BO3MOMHOCTb BblbpaTb TUM NPeaoCTaBAAeMbIX YCAyr w3
BbINa4aloLWEro Cnmcka:

— STB - noakntouyeHue TeIeBUSMOHHOM NpucTtaBku Set-Top Box (IPTV);
— Internet — pocTyn B C€Tb MHTEPHET;

—  VolIP — IP-tene¢poHus;

— Other service — apyrow cepBuc;

— Disabled — nopT He UCNoNb3yeTcA, OTKAOYEH.

— IGMP snooping — npv ycTaHoBAeHHOM dnare yHKuma IGMP snooping BK/toYeHa, MHAYe — BbIK/HOYEHA.

NOAKNIOYEHHBIMU K HEMY KOMMbIOTEPAMU-NOTPEOUTENAMMU U MapLUPYTM3AaTOPaMU-NOCTABLLMKAMM
multicast Tpadpuka. Mpu noctynneHun IGMP 3anpoca noTpedbutensa Ha NOAKAOYEHWE K rpynne
MHOTOBELLATENbHOM PACCbINKK, YCTPOMCTBO A06aBNAET MOPT, K KOTOPOMY MOAK/IOHMEH AAHHbIN
noTpebutenb, B CMUCOK YNEHOB (418 peTpaHcaauuun rpynnosoro Tpaduka). M HaobopoT — nonyums
3anpoc 'IGMP Leave' (NOKMHYTb), yAanaeT COOTBETCTBYIOLLMIA NOPT U3 CNNCKA FPYnMbl.

’ Mocne BkAtoveHma IGMP snooping yCTPOMWCTBO HauyMHAET aHann3MpoBaTb Bce IGMP nakeTbl mexay

— JononHumeneHele ycayau — Npu ycTaHoBNeHHOM dnare poctynHa dopma Ana KOHOUrypUpOBaHUA
nepegaym ONONAHUTENbHbIX YCAYr Ha nopTbl Yepe3 VLAN:
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JononHutensHble yornyrn [V
Internet STB other VoIP

VLAN ID 1 3 4 5
MopTt O O ] v
MopT 1 o O O
MopT 2 [W] [W] ]
MopT 3 ] B O

Ecnn Ha nepeceyeHMM onpeaeneHHOro NopTa W ycAyrM BbICTaBUTb Gnar - 3agaHHas ycayra o6yaer
nepenaBaTbCs Yepes yKasaHHbI nopT B VLAN, yKasaHHOM Nog yCayroim.

Ona COXpaHeHNA BCeX BHECEHHDbIX U3MEHEHUN HeO6XOAVIMO HaXXaTb KHOMKY «CoxpaHumb U3MeHeHUA».

3.1.2.2 NogmeHo UHmepHem

WHpopmauma padukmn Cratyc XypHan Cuctema Ycnyrn CeTb PBX  bezonacHocCTb IarpysKka

MNoptel MHTEpHET

Hactpoiika poctyna B UnTepHer

HacTpoiikn MHTepHeT :

Pexunm DHCP [=] Penm:
» LAN 192 158 27 207 BrilepuTe pemuM OOCTYNE B UHTEPHET
-anpec
Ap IP-agpec WAN:
Macka nogcetn LAN 255255 255 0 1P-anpec BHEWHe cetn (WAN) - anpec, Noa KoTopeiM

yCTpoACTED GYOET BMOHO BO BHELWHER CETH

Macka nogceTn WAN:
Macka NOACETH BHEWHEH CETH

Cepeepa MMeH

|

CoxpaHuTe U3MEHEHHA

x Wrt anMeHHTb H3IMEeHEHMA <«

- - A L . - OTMEHWUTL M3MEHEHMA <«

Pacunpersn OpenWrt ana nonL308aTens n (2) «
POCMOTPETE M3M.

Internet settings:

— Pexum — pexum pabotbl MHTepderica ana VLAN. [nAa Kaxaoro perMma CylecTByeT onpeaesneHHbln
Habop yKa3biBaeMbIx NAapPaMeTpoB:

—  Static — pexum pabotbl router, B Kotopom ana WAN u LAN uHTepdeicos IP-agpeca
Ha3HayalTcA cTaTuyecku. MNpu Bbibope TMNa «Staticy AnA peAakTUpPOBaHMA CTaHYT
OOCTYNHbI cnegytowme napameTpbl:

— IP-adpec WAN —yctaHOBKa |IP-agpeca BHelLHen ceTu;

— Macka nodcemu WAN — macka nogcetu B cet;

— IP-adpec LAN — ycTaHoBKa IP-agpeca noKanbHoM ceTy;

— Macka nodcemu LAN — macKa NoAceTU IOKa/IbHOM CeTu;

— Cepsepa umeH — |IP-agpeca cepBepoB DNS (npu BBOAE HECKONbKUX afpecos
Heobxoanmo oTaenATb npobenamm);

—  DHCP — pexxum paboTbl router, B KoTopom Ha WAN mHTepdeice 3anyweH DHCP KaueHT. Mpwm
Bblbope TMnNa «DHCP» pAnA penakTMPOBaAHWA CTAaHYT A[OCTYMNHbI Cleaytowme
napameTpbl:

— IP-adpec LAN — ycTaHoBKa IP-agpeca noKanbHoM ceTy;

— Macka noocemu LAN — macka noAceT N0Ka/ibHOM ceTu;

— Cepsepa umeH — |IP-agpeca cepsepoB DNS (npu BBOAE HECKO/IbKMX afpecoB
HeobxoaAMMO OTAeNATb Npobenamu);

—  Bridge + DHCP — pabota B pexume DHCP + moct. MNpu Bbibope TMna «Bridge+DHCP»
obpasyetca coegmHeHne WAN u LAN uHTepdelicos B 06NN BpUAK, Ha KOTOPbIM
3anpawmsaeTca agpec no DHCP

— Cepsepa umeH — |IP-agpeca cepsepoB DNS (npu BBOAE HECKO/IbKUX afpecoB
HeobxoaMMO oTAeNATb Npobenamu);
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—  PPPOE — pexum pabotbl router, B8 Kotopom Ha WAN unHTepdelice nogHumaetca PPP ceccun
no npotokony PPPoE. Mpu Bbibope TMnNa «PPPOE» pns peaakTMpoOBaHWUA CTaHyT
OOCTYNHbI cneaytoume napameTpbl:
— PPPoE: Uma nosb3osamersnsa — UMsa Nosib3oBaTena a4 astopusaumm PAP/CHAP;
— PPPoE: Maponb — naponb ana astopusaumnmn PAP/CHAP (He gosikeH coaepaTb
CUMBOAbI «“», «:», «N2»);
— MTU - makcMmanbHbI pasmep 6710Ka AaHHbIX, NepegaBaembix No cetu (gas
npotokona PPP MTU= 1492). Mone He 06A3aTeNIbHO ANA 3aN0JHEHUS;
— IP-adpec LAN — ycTaHOBKa IP-aapeca noKanbHol cetn, no atomy IP-agpecy byaet
BO3MOXKEH AO0CTYN K YCTPOMCTBY C MOPTOB HAaXO4AWMXCA B pexume Internet;
— Macka nodcemu LAN — macka noaceTu IoOKanbHOM CceTy;
— Cepsepa umeH — |IP-appeca cepsepoB DNS (npu BBOAE HECKONbKUX aapecoB
Heobxo4MMO OTAeNATb Npobenamu);
—  Bridge — pabota B perkume mocTa. MNpu Bbibope TMNA «Bridge» ana pesakTMpPoOBaHUA CTaHYT
OOCTYNHbI cnegyowme napameTpbl:
— IP-adpec mocma— ycTaHoBKa IP-aapeca mocTa;
— Macka nodcemu mocma — Macka NoAceTM MoCTa;
— Cepsepa umeH — IP-agpeca cepsepoB DNS (npu BBOAE HECKONBKUX afpecos
Heob6xo4MMO OTAENATb Npobenamu);

’ ' MNpu wusmeHeHun IP-agpeca LAN cneayer npoussBectu HacTtpoiiky DHCP-cepBepa B MeHI0
«Cemo/DHCP».

[lna coxpaHeHuA Bcex BHECEHHbIX M3MEHEHUIA HeOBXOAMMO HaXKaTb KHOMKY «COXpaHumMo U3MeHeHUA ».
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3.1.3 MeHto «Cemb»

3.1.3.1 NoameHto Wi-Fi*

AEltex NTE-RG-1402G-W NTE-RG-1402G-W R4 Yzen: OpenWrt Bpems paboros: 6 min 3arpyzka: 0.22, 0,13, 0,07

WHbopmaumna Tpadwkk  Cratyc ypHan - Cuctema Ycnyrim CeTb PBX  bBesonacHoCTb - Mepesarpyzka

Wi-Fi HacTpoiika MAC-aapecoe DHCP [flokaneHuii DNS DDNS TMpasuna NAT MapwpyTuzauums

Hactpoiika Wi-Fi

HacTtpoiika Wi-Fi:

BrniounTe Wi-Fi [ BrnouMTb Wi-Fi:

MﬂeHTVldJVlKaTOp ceTH W|_F| |ELTEX NTERG14)O(G_W }F!'iCTEHDEMTE 3TOT d)J'\E)lCDK, ecnK Bbl XOTWUTE MCNons3oeaTs Wi-
(SSID) -

CHPBITHIA peXum ] NpenTndmrarop cetn Wi-Fi (SSID):

PazpewuTs nepegady NaeHTudnkatop S5I0 onpegenaet uma Wi-Fi cetn. StoT
NapaMeTp MOMKET COCTOATE M3 UMdp, NaTMHCKuX Byks, a

Tpaqw”{a_ Set-top-Box O Taroke cimeonos -, ", ", T T, TET Mpr 3TOM cMMBONE
uepez Wi-Fi """ 1 "#" He MoryT cToATE nepebiMM. MNone obasartensHo
PaspewnTts Nepeaady 0 ANA 3ananHedhs.
Tpaduka VolIP uepez Wi-Fi CKpBITbIA peMHuM:
Homep KaHana ana ceTu H CKpBITe TOUKK AooTyna & sdupe. MoOKNOYUTECA K HUM
Wi-Fi MOMHO TONBKO 3apaHee 3Haa SSID.
PemuM paboTsl 802.11bgn PazpellMTb Nnepefauy Tpathura Set-top-Box

6 uepez Wi-Fi:
Pexum besonacHocTn |BblKﬂ. |ZI 3Ta oNuUWA No3B0MAET co3date S5ID, npedHasHaYeHHbIR AnA
BrnwouuTe IPTV Multicast noakntodesa STB uepes WiFi. Yepes stoT S5ID

D npeaocTasnAeToa AoCTyYn K yonyraMm IPTW

yepes HTTP Proxy

CropocTs Multicast 54 Mburic |+ PazpewnTb Nepepady Tpahuka VoIP uepes Wi-Fi:
3Ta onuWA No3BoNAST co3nate SSID, npeaHasHadeHHLIR ANA
Pennmkaums il OpraHM3aLUMK A0CTYNa B ONepaTopckyrk VoIP-ceTs. MoxeT
MyNbTUKSCTOBOro TpadvKa MCNOMb3I0BATHCH. HANPUMER, ANA noarnoderns WiFi SIP-

oo o€ mene oo

owmbok Homep kaHana gna ceTH Wi-Fi:

PacwupeHHsle HacTpoikn [ ] Beibepute 0aMH U3 kKaHanos ans Wi-Fi
Pexmm paboTbi:
Bribepure pexum paloTel wHTepdeiica B cOOTBECTBMM CO
cTaHaapTom 802.11
Pexum GesonacHOCTH:
BEribepute Heobxoanmelid pexumn BesonacHocTk
Pennukauua MynsTHKacTOBOro Tpadmka:

BramoyaeT pexvm AyOnnposanna MynbTUKAcTosoro Tpadmxa
KaMACMy KNWEHTY, YTO NOIBONAET YAYYWHTE KaYSCTED

COXpaHTE M3MEHEHNA

INMpUMMEHNTb H3MEHEHHA «
X-Wrt P

OTMEHHTb HZMEHEHHNA <«

Pacumpenns OpenWrt Ans nons3ceatens
EHLp 2 A5 10N6SC MpocMoTpeTb u3M. (2) «

Hacmpolka Wi-Fi:

— Brawvume Wi-Fi — npu yctaHoBAeHHOM dare BKAtoYeHa yHKuma BecnpoBogHOro AOCTyna, MHadye —
OTK/IIOYEHQ;

— NoeHmugpurkamop cemu Wi-Fi (SSID) —nmsa 6ecnpoBOAHON CeTU, MaKCMMasibHas AMHA — 32 CMMBOAA,
BBOZ, C YY4ETOM PErncTpa KaasmaTypbl. [JaHHbIN napameTp MOKET COCTOATb M3 LuMdp, NAaTUHCKMUX BYKB, a TaKkKe
cumsosio M-, MMM R THY npyM 3TOM CMMBOJTBI n "#" He moryT cToAaTb nepsbimu. [Mone
06a3amenvHO 014 3aN0/HEeHUs;

— CKpbimbll pexum — Npu yCTaHOBNEHHOM dare CKpbiBaTb TOYKM A0CTyna B adupe. [na nogKntoyeHns
HeobxoAMMO yKa3aTb naeHTUPUKaTop cetn SSID camocTosTeNbHO;

— Paspewums nepedavyy mpaguka Set-top-Box yepe3 Wi-Fi — npn ycTaHOBNAeHHOM dJare paspelueHa
nepegaya Tpaduka IPTV yepes Wi-Fl;

—  SSID 05 Set-top-Box — numa gna BupTyanbHoi cetn STB;
—  UHmepHem Ha STB — npu ycTaHOBAeHHOM nare paspelleH A0CTyn B CeTb MHTEPHET Yepes
SSID STB yepes VLAN, goctyneH npocmoTtp IPTV yepes HTTP.
’ DOna pabotbl B pexkume «UHTepHeT Ha STB» Tpebyetca noaaepkka VLAN
CO CTOpPOHDbI STB.

II'II n.n
2

' Moamento 10CTyHO 15t KOHGHUTypUpOBaHHs TONMBKO B Mogensix NTE-RG-1402F(C)-W, NTE-RG-1402G(C)-W
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— Paspewumso nepedavyy mpaguka VolP yepe3z Wi-Fi — npwn yctaHoBneHHOM ¢diare paspelleHa nepegaya
Tpaduka VolP yepes Wi-Fl;
—  SSID 014 VolP — nma gna supTyanbHoit cetn VolP;
— Homep kaHana 0na cemu Wi-Fi — Homep KaHana ana pabotbl becnpoBogHOM ceTu, Npu Bbibope perknma
«Asmo» NTE-RG npwu 3anycke aBTOMaTU4YECKN HAXOAUT ONTUMA/IbHbIN KaHan M 3aHUMaET ero;
— Pexcum pabomel — BbIbOp pexknuma paboTbl becnpoBoaHoro nHtepdeliica:
—  802.11b — ecnu Bce 6ecnpoBoAHble KNEHTbI NoaaepueatoT ctaHaapT 802.11b;
— 802.11bg — ecnn B ceTn NpUCyTCTBYIOT BecnpoBogHble KAMeHTbl ¢ noaaep:kkon 802.11b un
802.11g;

— 802.11bgn — ecnn B ceTu NPUCYTCTBYIOT HecnpoBoaHble KAMEHTbl ¢ nogaepkkoi 802.11b,
802.11g 1 802.11n;

V‘ MNpu ncnonbzoBaHuMM obopyaoBaHUA cTaHgapTa 802.11n no cetn Wi-Fi Bo3moXKeH NpocmoTp Kak
KaHanoB cTaHgapTHoro tenesugeHun (SDTV), Tak u TeneBnpeHus Bbicokon yetkoctn (HDTV).

ot Dna pabotbl B pexkume «802.11bgn» Tpebyetca noaaepKa AES.

— Pexcum 6e3onacHocmu — Bblbop perkmMma besonacHocTn 6ecnpoBogHOM ceTu:
—  Bblkn. — He wcnonb3oBaTb WudpoBaHMe A[aA Nepefayvu  [aHHbIX, HU3KWMI  YPOBEHb
besonacHoCTU;
—  WEP - ayteHTMdurauma WEP, npu BbibOpe [aHHOro Tuna ayTeHTUPUKauuM and
pPeaaKTMPOBAHMUSA CTAHYT AOCTYMNHbI CAeAyOWMe HaCTPOMKMU:

Pexunm BE30NacHOCTH WEP v

Knoy WEP

—  Knroy WEP — kntod n3 10 unm 26 cmumBonos B 16-pU4HON CUCTEME CYUCAEHUSA
Am60o 5 nnm 13 cumsonos ASCII;
—  Ucnonsezosame mosabko WPA — TonbKo ayTeHTUdGUKauma WPA,;
—  WUcnonbzosame mosnoko WPA2 — TonbKo ayTeHTUGMKaumna WPA2;
—  WUcnonszosame WPA u WPA2 — ayteHTudmKauma WPA n WPA2;
Mpw BbIbOpe Nt0bOro M3 TMNOB ayTeHTUOUKaunmnm WPA ona peaakTMpoBaHMA CTAHYT AOCTYMHbI
cnepytoume HaCTPOMKM:

MeTtoa whdpoeaHna TKIP:‘AES_VJ MaToa WwruihpoBaHna TKIPIAES:V_
®CekpeTHan (pasa
Onoy

CekpeTHaa dipaza WPA cataclysm Knwod Wea

(CekpeTHan tpasa

Cnocof ayTeHTHBMKaLHH
¥ thrkan @Knoy

Cnocof ayTeHTHdMKaLKMK

— Memoo wugposaHusa — Bblbop meToaa WNdPOBaHMA AAHHBIX:
—  TKIP — npoTtokon wwudpoBaHusa, ncnonbsyembin gna WPA. Obnagaet
6onee 3pPEKTUBHBIM MeXaHU3MOM YMPABAEHUA KAKOYAMM MO CPABHEHMUIO C
WEP;
— AES — anroputm 128 6utHOoro 6s104HOTO WKPPOBAHUE C KJIOYOM
128/192/256 6uT, ucnonbsyerca ana WPA2);

— Cnocob aymeHmuguKayuu — Bblbop cnocoba ayTeHTUPMKaLMU — CeKpeTHas

¢dpasa (Naponb) uam Koy goctyna;

— CekpemHas ¢paza WPA — ycTaHOBKa naponsn, cTpoka 8-63 cumeona ASCII;

— CekpemHbslli knoy WPA — ycTaHOBKa 64-3Ha4HOro Katoda B 16-puyHOM cucteme

CYMCNEHUS;

" ASCII - HaGop u3 128 CHUMBOJIOB /ISl MAIITHHHOTO TIPECTAB/ICHHS IPOIMCHEIX X CTPOYHBIX OYKB JTATHHCKOTO andaBuTa,
YHCeN, 3HAKOB NMPENMHAHNS U CIIEHATFHBIX CHMBOJIOB.
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— Brkarovume IPTV Multicast to HTTP Proxy — npu yctaHoBAeHHOM ¢dnare BkatoYeHa ¢yHKuma Multicast gns
noaaepku IPTV:

Brmounte IPTY Multicast to 1
HTTP Proxy

MopT NpoKcH-CepEepa
—  [lopm npokcu-cepgepa — pAaHHbIA MNOPT MUCMOJb3yeTca MNpu nepeknagbiBaHnu TpaduKa
rpynnoson nepegayun B TpapuK MHANBMAYANbHOM paccbl/ikK Yepe3 becnpoBoaHoi nHtepodeic Wi-Fi;
— CKkopocmb Multicast — HacTpoMKa CKopocTM TpaduKa rpynnoBoM nepenayvn, pPeKoOMeHAOoBaHHOEe
3HayeHue — 6 MbuT/c;
— Penaukayua MynbmMuKAacmoeo20 mpaguKka — BKIOYEHME peXuma penavMkauum MHOroaZpecHom

PaCCbINIKW. npl/l Bbl60pe AAHHOTOo NapamMmeTpa ANAa peaaKTUpPoBaHNA CTaHET AOCTYMNHa cieaytoLlan HaCTpOVIKaZ
PENNHESUHA MYNETHKSCTOBOMD
TpathHka

MakcHuMansHoe JYMono ownbok
- MaKcumaneHoe 4ucao owuboK — 4ncno owubOoK nepedayn, No MPEBbIWEHUIO KOTOPOro
CYMTAETCA, YTO KAMEHT BbiWeN W3 30Hbl AeWCTBUA ceTU. [puMmeHAeTca AaA OTKAYeHUs
K/MEHTOB B PEXKMME PENIMKALMUM MYNbTUKACTOBOrO TpaduKa;
— PacwupeHHble  Hacmpoliku — nNpW  YCTaHOBAEHHOM  ¢nare  AOoCTYNMHO  KOHdUrypupoBaHue
OOMNONHUTENbHbIX HACTPOEK ANA pexnma 802.11n U3 cneayowero CnmucKa:

PaclmpeHHbie vl
HaCTpolKK
MNopaepxka LDPC*
YHT40+
VHT40-
SMPS - Cratndecknin™
SMPS - OvHaMuyeckmia™
Green Field™
VY KOpOUEHHBIN 3aLUTHbIA
WHTepEean(20 Mru)
VY KOpOUEHHBIN 3aLWLUTHbIA
WHTepBean(40 Mru)
STBC Ha nepefaue
MNopnepxka STBC Ha npuema(l
noTok)™*
MNopnepsxka STBC Ha npueme(ao 2x
noToKoB)™
Mopgnepsxka STBC Ha npueme(ao 3x
noToKoB)™
OTNoXEeHHOE NOATEEPXAEHWUE
Bnoka™
2anate A-MSDU g 7935 GaiT™
DSSS/CCK pexum (ans 40 MHz)*
MNopnepxika PSMP™*
MNopaepxmka L-SIG TXOP*
Paszpewnts WMM

—  [Moddepmka LDCP' — npu ycTaHOBAEHHOM ¢nare BK/IOYEHA MOAJAEPKKA KOAMPOBAHWA C
Masloi NNOTHOCTbIO NPOBEPOK Ha YeTHocTb (Low-density parity-check code);

—  HT40+ — npwn yctaHoBNeHHOM ¢dnare BKAOYEH perum o0bbeanHenusa asyx 20 Ml KaHanos B
oavH 40 Ml (nepBblii KaHan Bbille BTOPOro, paboTaeT TONbKO ANA KaHanoB ¢ 1-ro no 9-bili );

—  HT40- — npu ycTaHoBNeHHOM ¢nare BKAOYEH pexnm obbeamHeHus agyx 20 Ml kaHanos B
oauH 40 Ml (BTOpoi KaHan Bbile MepBoro, paboTaeT TONbKO AN KaHanoB € 5-ro no 11-biit);

o1
— SMPS - CratuyeckMi™ — npu  yCTaHOBNEHHOM ¢nare paspeleHo WCNoab30BaHUe
CTaTU4YecKoro metoaa aHeprocbepekeHus Spatial Multiplexing Power Save Static;
o1
— SMPS - [MHamW4yecKMih — npu YyCTaHOBNEHHOM dnaare paspeleHo WCNo/b30BaHMe

AMHaMUYecKoro meToga sHeprocbeperkeHmsa Spatial Multiplexing Power Save Static;

— Green Field" - npu ycTaHoBAeHHOM ¢dJiare OTK/KYaeTca COBMECTMMOCTb C ycTpolictBamm IEEE
802.11b/g;

—  YkopoueHHbili 3auumnebili uHmepean (20 Mly) — npu ycTaHOBNEHHOM dare 3allUTHbIN
nHTepsan paseH 400 Hc (ckopocTb A0 130 M6uT/c), nHaue - 800 Hc (ckopocTb Ao 144 M6éut/c);

—  YkopoueHHbili 3aujumnebili uHmepean (40 Mly) — npu ycTaHOBNEHHOM dare 3alUTHbIN
nHTepBan paseH 400 Hc (ckopocTb Ao 300 M6uT/c), nHaue - 800 Hc (ckopocTb Ao 270 M6uT/c);

: s pabomer onyuu mpedyemcs sxnovenue pesicuma HT40+ nu6o HT40-. B npomugnom ciyuae onyuu 6y0ym npoucHopuposamsl
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—  STBC Ha nepedaye’ — npu ycraHOBAEHHOM dare NCNONb3YETCA KOAMPOBaHME MHGOPMALMM
ONA YAYULLEHUA OTHOWEHUA CUrHan/Wwym;

—  [Moddepxka STBC Ha npueme (1 nomok)’, [Moddepyka STBC Ha npueme (do 2-x
nomoxoe)lowu6ka! 3aknadka He onpedeneHa., [Moddepycka STBC Ha npueme (0o 3-x nomowos)1 - npu
YyCTaHOB/IEHHOM diare BK/AOYEHA NOAAEP:KKAa NpUemMa CUrHana ¢ KoaupoBaHuem Tuna [MpocTpaHCTBEHHO-

BpemeHHbIx BouHbix Kogos (STBC);

—  OmnoxceHHoe noomeepicoeHue 6roka® — Npu YyCTaHOBNEHHOM dare YCTaHOB/EH PEXKUM
OT/IOXKEHHOIO NOATBEPKAEHMA BIOKOB AAHHbIX, MHAYE - UCNONb3YETCA HEMEA/IEHHOE NOATBEPKAEHUE;

— 3a0amb A-MCDU & 7935 6aiim® — Nnpu ycTaHoB/eHHOM ¢Jiare MakcMManbHbI pasmep A-
MSDUcocTtasaset 7935 6aitT, MHaye - MakCMManbHbIA pasmep A-MSDU - 3839 6aiiT;

—  DSSS/CCK pewum(dna 40 I\/IHz)1 — NpU YyCTaHOBNEHHOM dnare WCNONb3YETCA PEXUM

moaynauum DSSS/CCK;

—  [oddeprkKa PSMP* — npu yCTaHOBNAEHHOM dnare Npu MPOCTOE MPOUCXOOUT Nnepexos B

aHeprocbeperatouwmii pexkum (Power Save Multi-Poll);

—  [oddepxmka L-SIG TXOP* - npu ycTaHoBAeHHOM dnare ucrnonbayerca meton L-SIG TXOP

CMeLlaHHOM 3aLWmMTbl Nnepeaadn gaHHbix 802.11n;

—  Paspewums WMM — paspewnTb nepegavy VolP-Tpaduka no Wi-Fi.

, | MNpu BO3HUKHOBEHUU Npobnem ¢ nogknoueHnem no Wi-Fi (nogknoueHne nponsowno, Ho gocrtyna

Ana COXpaHeHUA BHECEHHDbIX N3MEHEHUN
HEO6XO[1,MMO Ha*aTb KHOMKY «CoxpaHumb U3MEHEHUA».

Hacmpoliku npocmompa KaHanoe 4epe3 Proxy-
cepsep:

1. Bkntountb meana-npourposatens VLC (VLC media
player). Mpwu OTCYTCTBUM npowurpbiBaTens
npeagsapuTeNbHO YCTaHOBUTb €ro;

2. B meHo «Medua» B KpailHem npaBom yray
npourpbiBaTens BbIbpaTb NYHKT «OmKpeimoe URL...». B
NoABMBLLEMCA OKHe B NoJie BBOAa HabpaTb aapec,
KOTOpbIA ByAeT UCNob30BaTbCA NPOUrpbIBaTENEM ANA
3anpoca IPTV:
http://192.168.0.1:1234/udp/233.1.2.3:5000.

lMapamempeol adpeca:

— 192.168.0.1 — IP-agpec NTE-RG-1402;

— 1234 - nopT, nponucaHHbIN B meHo «Cems/ Wi-
Fi/ Mopm npocku cepsepa»;

— 233.1.2.3 — apgpec MyNbTUKACT-KaHana;

— 5000 - nopt, NO KOTOpOMY oOcyLiecTBaAeTcA
nepegaya MynbTUKacT-TpadmKa.

= Me ama-npomrpeigate s VLC

K YCTPOMCTBY HeT), He06X0AMMO OTK/IOUUTb onuuio «Paspewnts WMM» B KOHGUrypauumu.

e

Meawa Boonpomzeeaerve Ayano  Buaeo  MHorpymedTel  Bea  Momowe
E’ OTEPHTE dafn... QO
E’ OTEPEITE $EHn C NapaHeTPaMH ... Chrl+-Shift+0
3 OTepriTe nanky.... Chr+F
I_: | OTEPBITE AHCK... k4D
52 OTkpeITe URL.... N
OTEPHITE YCTPOMCTEO 33XBaTd... i C
Open Location from dipboard Chr+¥
Mocneanve Meawa-tbarins L
CoxpaHMTE MNEHNMCT KaK. .. ChrY
KOHEEPTMPOEATD | COXPEHHTD... CirH+R
(t=3) MoToKOBDE BEUEHHE s
2 Brixoa CtrhQ
| e @] =) (]2 D ]
1.00% | | —i-—f--i—-
= OTRphITH Me aHa-hann z

("] mafin i E:' Auck 5t cets WCTROACTED 3axBaTa

CeTesoi npoTokan

Flease enker a network LURL:
http:{f192.168.0.1:1234fudp 233, 1,2, 3:5000

le.com/stream. avi

[[] Nokasats AGROAHHTEAEHEIE RAPAMETRE!

[Bo:npnmae:m '][ Otnena ]

! Ana pabomei onyuu mpebyemcs exkaroueHue pexcuma HT40+ nubo HT40-. B npomusHom cay4yae onyuu 6yoym npou2Hopupos8aHsl
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http://192.168.0.1:1234/udp/233.1.2.3:5000

3.1.3.2 NoameHto Hacmpoliika MAC-adpecos

MHbopHauma [padwken  Crary E - CucTtema M CeTb X DOM3CcHOCTE

DDMS Mpaenna HAT M.

Hactpoika MAC-agpecoB

Koudmrypauwa MAC-agpecos:

BenounTe
nepeonpegeneH1e O
MAC-apeca WAN
MAC-aapec WAN

BenounTe
nepeonpeaeneHHe O
MAC-aapeca LAN

MAC-agpec LAN

Coxpannte usMeneHua

MpHMEHKUTb M3MEHEHUA <«
OTMEHHTE HM3MEHEHMA <«
MpocMoOTPeTb M3M. {2) «

KoHgueypauusa MAC-adpecos:

— BKaoyumes nepeonpedeneHue MAC-adpeca WAN — npu yctaHoBAeHHOM ¢Jiare paspelleHa py4dHas
yctaHoBKa MAC-agpeca gna WAN-uHTepodeiica;

— MAC-adpec WAN — yctaHoBka MAC-agpeca ans WAN-uHtepdeica;

— BKaoyums nepeonpedeneHue MAC-adpeca LAN — npu ycTaHoB/ieHHOM ¢Jiare paspelleHa pydHas
yctaHoBKa MAC-agpeca ansa LAN-unHtepdeiica;

— MAC-adpec LAN — yctaHoBKka MAC-aapeca ana LAN-uHTepdelica.

[Ons coxpaHeHMA BCEX BHECEHHbIX U3MEHEHUI HEOBXOAMMO HaXKaTb KHOMKY « COXpaHUMb U3MEHEeHUA».

3.1.3.3 NogmeHto DHCP

MpoTokon HacTpolikn y3na Dynamic Host Configuration Protocol (DHCP) aBTomaTtMyeckn HasHavaet IP-
agpeca KomnbtoTepam. Ero ncnonb3oBaHve No3BosAeT UsberkaTb orpaHMYEHUn PyYHOW HACTPOMKM NPOTOKOA
TCP/IP.

Monyume 3anpoc, DHCP-cepBep BbibUpaeT IP-agpec u3 nyna agpecos B cBoei 6ase AaHHbIX M npeanaraet
ero DHCP-knneHTy. Ecan TOT npuHMMaeT npeasoxkeHue, To uHbopmaumsa ob IP-agpecaumn, T. e. IP-agpec u
oCTa/bHble KOHUrypaumoHHbie napameTtpbl TCP/IP, npeaocTaBafeTca B apeHAy KAWEHTY Ha onpeaesieHHbli
Cpok. Ecnm B nyne HeT AoCTynHOW WMHbopMauumn ob IP-agpecaumm, TO KIMEHT HE MOXKET MHMLMANU3MPOBATb
npotokon TCP/IP.

CepBep DHCP gnsa LAN

HacTpoiiki DHGP-cepBepa:

Craryc HacTtpoiiku DHCP:
. AaHHbIEe HAcTpofikK oTHOCATCA K DHCP-cepeepy ana LAN, Ana
HavaneHak IP-agpec 192166202 FK838HMA BEPENEHH PEHABI AEHCTEY T CNEAYHWHE COKPAWEHNA; 5/5 -
ceryHAB, MM - maHyTel, h/H - dack:, /D - aHK, WA - Hesenn
KonvuecTeo aapecos 254
CpokK apeHabl, MAH, 720m

Crtatnueckue IP-agpeca (gnsa DHCP):

MAC-aapec IP-agpec Cratwueckue IP-appeca:
alin /tmp/eto/ethers coaepxut npHeasky DHGP-KNMeHTOB H3
oBaEMTH] !
nokaneHoi ceth no MAC-aapecan. DHCP cepsep nenonesyet
COOTEETETEYHIlUME IP-3APECa BHECTO Bb1ENEHHA HOBAMD SADECA M3
nyna ana MAC-anpecos u3 aTara hadna

AKTvBHAs apenaa DHCP
MACGC-aapec IP-aapec ima WicTekaet
00:23:cd:13:54: a4 192.168.20.63 114 18mvH 12cex

[CoxpaniTe MaMeHeHns

[MpHUMEHHTD M3MEHEHWA <«
OTMEHUTD M3MEHEHNA «
npOCMDTpeTb HM3M. «

X-Wrt
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Hacmpoliku DHCP-cepsepa:

— Cmamyc — BbI6Op COCTOAHME aKTUBHOCTU MHTepdeica (BKItoUYEH/BbIKIIOYEH):
— HayanbHbil IP-adpec — HavyanbHbIN agpec rpynnbl IP-agpecos;

— Konuyecmeo adpecos — KoIMYecTBO agpecoB B rpynne;

— CpoK apeHObl, MUH. — YCTAaHOBKAa MaKCMMa/IbHOrO BPEMEHM MCMNO/b30BaHUA ycTpoicTBom IP -agpeca,
Ha3Ha4yeHHoro cepsepom DHCP;

, Mocne npumeHeHUA HaCTpPoeK 3HaueHne napametpa «Cpok apeHObI», yKazaHHOe B N1l060M apyrom
dopmare, byaeTt nepecuMTaHoO B MUHYTDI.

Cmamuveckue IP-adpeca (31 DHCP):
— MAC-adpec— ycTaHoBKa cTaTudeckoro MAC-aapeca;
— IP-a0pec— ycTaHOBKa cTaTuyeckoro IP-agpeca ans ykasaHHoro MAC-agpeca;

Ons pobasneHus agpeca B CNUCOK HEOOXOAMMO BBECTW €ro B COOTBETCTBYIOLLEM OKHE W HaKaTb KHOMKY
«/Jobasumeo».

Ona yoaneHus agpeca M3 CNmMCKa HeOBXOAMMO HayKaTb Ha CCbIAKY «YAaaume» HanpoTWUB BblGpaHHOro
agpeca.

B Tabnnue «AkTnBHas apeHaa DHCP» ykasaHbl MAC-agpec no/ib30BaTeNa B /IOKaNbHON CETU, BblAENEHHbIN U3
nyna IP-agpec u cpokK, Yepes KOTopbIil UCTEKAET apeHaa AaHHOro agpeca.

[lna coxpaHeHuA Bcex BHECEHHbIX M3MEHEHUIA HeOBXOAMMO HaXKaTb KHOMKY «COXpaHumo U3MeHeHUA».

3.1.3.4 NoameHto J/lokanwbHeiii DNS

WMudopHauma lpadwmkn  Cratyc  HypHan - Chctema Yenyrm  CeTe PBX

B&30NacHoCTL - MNepesarpyska

Wi-Fi Hactpoiika MAC-aapecoe DHCP Jflokanswuiii DNS DDNS Mpaenna NAT Mapwpymnzauna

HacTpoeHHbie y3nbi

WimeHna y3nos:

IP-aapec Wima y3na Wmena y3nos:
@aiin ftmp/etc/hosts ucnontayerca ans npocHoTpa
127.0.0.1 localhost Yaanute IP-2apecoE YCTPORCTE, NOAKAKMEHHEIX K KOMNLKTEPHON
OpenWrt ¥AanuTb cet. Daiin hosts onuCHEaeT OTHOWEHNA MHOMMe-
¥ MMen yorpoiicTs K Koras
MotaeuTe. MPOMCXOAMT AOCTYN K YCTPOHCTEY NO MMEHM, CETERAA
CHCTEMA NLT3ETCA HAATH 3T MMA & dafine hosts, nepea
Tem kak of| a K i cacTeMe MMen
ANbTepHaTHBHBIA DNS:
Mpuvmeuanme:
192.168.1.1

Bl AOMKHE COXPAHNTE HACTPOIKM Ha 3TOH CTpaHILE
Nepea A0B3EREHUEM UNW YAINEHUEH CEPEEPOE HMEH

MNpYMEHKTb U3MEHEHMA «
X-Wrt H

= - - OTMEHWTBL U3MEHEHMA «
Pacuniperiia OpenWrt gna nonL308aTena
MNMpocMOTpeTb MamM. (2) «

UmeHa y3n08:

— IP-adpec — IP-agpec y3na;

— Um3A y371a — CNUCOK MMEH Y3/1a ANA JOCTYNA K Hemy;

— Jlo6asumes/ydanume — nobasneHve/yaaneHne napameTpoB 4na y3na;

AnbmepHamusgHbiti DNS — cnucok IP-adpecos anbmepHamugHbix DNS:

IP-agpec anbTepHatMBHoro DNS 6yaeT ncnonb3oBaTbCcA CUCTEMOM €CNM He yAanochb NoayduTb agpeca DNS
cepBepoB 13 ceTu onepaTopa.

Ons pobasneHus agpeca B CMMCOK HEOHXOAMMO BBECTU €ro B COOTBETCTBYIOLLLEM OKHE W HaKaTb KHOMKY
«/Jobasumeo».

Ona yaaneHus agpeca M3 CNMUCKa HEOBXOAMMO HaXKaTb HAa CCbIIKY «Y0aaumb» HanpoTMB BblGpPaHHOrO
agpeca.

Ana COXpaHeHNA BCEX BHECEHHDbIX N3MeEHEHMUI HEO6XO,CI,VIMO HaXXaTb KHOMKY «CoxpaHumb U3MEHEHUA».
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3.1.3.5 NoameHto DDNS

OnHamunuyeckan DNS (DDNS) nossonseT nHpopmaumm Ha DNS-cepBepe 06HOBAATLCA B peanbHOM BpeMeHU
1 (No enaHuo) B aBTOMATUUECKOM pexkmme. MNpumeHsaeTcs gnsa HasHauYeHUA NOCTOAHHOIO AOMEHHOrO UMEHMU
yCTpoiicTBy (KomnbloTepy, poyTepy, Hanpumep NTE-RG) ¢ guHamuuyeckum IP-agpecom. ITo MoKeT 6biTb |IP-
agpec, nonyyeHHbi no IPCP B PPP-coeamnHeHuax nam no DHCP.

OnHammnueckaa DNS yacto npumeHAeTcA B NOKANbHbLIX CeTAX, rae KAneHTbl nonyyatoT IP-agpec no DHCP, a
NOTOM PEerncTpUpytoT CBOM MMeHa B IokasibHoMm DNS-cepBepe.

WHbopHauma [padwmkkd Crartyc pHAaI - CucTeMa b CeTe e 5 230NACHOCTE

- Mepezarp

Wi-Fi Hactpofica MAC-aapecos DHCP floganeseifi DNS DDMS Mpasnna NAT Mapwpyrraauna

HacTtpoiku DynDMNS

imeHa y3noe:

HeTt yznoe JAWHaMMuecKkWid DNS:
AuHarudeckui DMS (DynDNS) — TexHonorua,
NosEORAKILLEA MHBOPHEUAN Ha DNS-cepseps
OBHOBNATECA B PEANEHOM BPEMEHH,
DynDNS cepeuc:
BrniounTe cepenc DynDNS [] BrawuwTb ceperc DynDNS:

VETAHOBUTE 3TOT BAAKOK, &cnk B cobHpasTadh
HENSALIORATE AMHANMHEEKHE DNS (DynDNS)

COXPAHUTL HIMEHBHHA

X-Wrt MpUMEHUTE M3MEHEHMA
o . P _ OTMEHUTE M3MEHEHMS
2 pera OpenWrt ARR ROAL30BITENA

MNpocrmoTpeT WaM. (2) «

UmeHa y3no8:
— Jobasums/ydanume — nobasneHne/yganeHne napameTpos 411 y31a;

Ona pnobaBneHUAa UMEHM B CMUCOK HEOBXOAMMO BBECTM €ro B COOTBETCTBYHOLLEM OKHE M HaXKaTb KHOMKY
«/Jobasumeb», ANA yAANEHUA - HAaXaTb Ha CCbIIKY «YOaaumb» HanpoTuB BbibpaHHOro aapeca.

DDNS cepsuc:

— BKatoyums cepsuc DynDNS — npu ycTaHoBneHHOM dnare cepsuc DynDNS aKTuBeH, ona
pefakTMpoBaHMA AOCTYNHbI caeaytolne napameTpbl;

— WmA nons3zosamena — UMA NOJIb30BaTENA ANA ayTeHTUdUKauuuy;

— [llaponab — ycTaHOBKa Napona Ana AocTyna.

[nAa coxpaHeHUA BCcex BHECEHHbIX M3MEHEHMUMN H606XOAMMO HaXaTb KHOMKY «CoxpaHumb U3MEeHeHUA».

3.1.3.6 NogmeHto Mpasuna NAT

MHdopHauy

Wi-Fi  Hac

Mpasuna NAT

BelkAm4mTE NATl BrIKNH4YHMTE NpasHna NATl

Mpaewna Ansa exoaauero Tpadura:

HazsanweIP-agpec |HauyanbHblAKoHEYHDIH IP-aapec/HavyanbHblAKoHeYHbIH| ..
cepBMca |LAN nopt LAN  jmopt LAN I'IpuTm(unwnN nopt WAN [nopt WANPBMCTBMB
peers [192.166.0.3 G080 | Bo0s2 |TCRAJDP| 0.00.0 | &GOS0 | mom2 | A%

Hosos npasuno

rl[)MMeHMTb HM3IMEHEHKMA <«

OTMEHWTD M3MEHEHMA «
MpocmMoTpeTsb uar. (16) «

Wrt gns noLs08aTens
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M3meHeHnA B AaHHOM NOAMEHIO NMPUMEHAIOTCA 6es nepesarpysku.

— Bkatoyume NAT — npu ycTaHOBNeHHOM diare paspelleHo npeobpasoBaHWe CeTeBbIX aApPecoB, MHaYe —
3anpelLLeHo;

— Bkatoyume npasuna NAT — npu ycTaHoBneHHOM dnare NPUMEHATb CyWecTBYlOWMe npasuna ans
BXOAALLEro TpaduKa, MHayYe — He MPUMEHATD;

Mpasuna 0518 8x00AuUje20 MpaduKa:

— HaseaHue cepsuca — ums cepauca — nose o6asaTesibHO A1A 3aNONHEHUS;

— IP-adpec LAN — |P-agpec IoKanbHOW ceTu — noJie 06s3aTeNbHO AN5 3aMN0/IHEHUS;
— Ha4anbHbili nopm LAN — HOMep HavyanbHOIo NopTa BHYTPEHHel ceTu

— KoHeuynwbili nopm LAN — HOMep KOHEYHOro NopTa BHYTPEHHEN ceTu;

— lMpomoKos — NPOTOKOAN JOCTYNa A5 BHYTPEHHEN ceTw;

— IP-adpec WAN — IP-agpec BHeLlHel ceTu;

— Ha4anbHbili nopm WAN — Homep Haya/lbHOro NOPTa BHELLHEN CeTy;

— KoHeuynobili nopm WAN — HoMep KOHEYHOTo NopTa BHELLHEN CeTy;

— Jlelicmeue — pepaktnpoBaHune/yaaneHune npasuna;

Ona nobasneHns HOBOro Npasuia He0BXo0AMMO HaxXKaTb Ha CCbINKY «Jobasumeb»:

Hoeoe npaswno:

Tvn BxogAwee coegMHEHWE
Wma

IP-agpec LAN

Twvin Tpadkka ¥kazaTe |[¥

MpoTokon TCRIUDP |[»
HauaneHeIF nopTt LAN

IP-agpec WaN ¥razaTe |W|

IP Agpec

Ha4anbHelF NopT
KoHeuHBIR NopT

. CoxXpaHnTb M3MEHEHWA .
Hoeoe npasuno:

— Tun — TMn coeamHeHuA (Bxoasaliee);
— WImA — Ha3BaHMWe cepBunCa;
— IP-adpec LAN — IP-agpec IoKanbHOM ceTu;
— Tun mpagurka — Bblbop TuNa Tpaduka (noboii/ykasate). Mpu BbliGOpe TUNa «yKasaTb» A4
pefaKTUPOBaHMA CTaHYT AOCTYMNHbI Cledyloline napameTpbi:
— lMpomokos — Bbi6op TMNa npotokona(TCP, UDP, GRE, TCP/UDP);
- HayaneHsili nopm LAN — nopT /SOKaNbHOM CETU, HA KOTOPbIA OyAeT OCyLLeCcTBAATLCA
nepegaya NakeTos (MapameTp NPUMEHUM NS BCEX NPOTOKO10B, Kpome GRE);
— IP-adpec WAN - Bbibop IP-agpeca WAN (nwoboii/ykasatb). Mpu BbiBope TuNa «yKasatb» A1
pefaKTMPOBaHMA CTAHYT AOCTYMNHbI CieaytoLLne napameTpbl:
— IP-adpec — IP-agpec BHelLHel ceTu;
— HauanbHbili nopm — HOMEP HaYya/bHOTO NOPTa, MO KOTOPOMY OCYLLECTBAAETCA MapLupyTU3auma
(napameTp NpumeHUM gns BCeX NPOTOKOM0B, Kpome GRE);
— KoHeYHblili nopm — HoMep KOHEYHOro nopTa, MO KOTOPOMY OCYLLLECTBAAETCA MapLWpyTU3aumsa (napameTp
NPUMEHUM AN BCEX NPOTOK00B, Kpome GRE).

[na Toro ytobbl A06aBUTL NPaBUAO B Tabanly, HEOBXOAMMO HaXKaTb KHOMKY «CoXpaHUmMb U3MEHeHUs»,
A1 OTMEHbl BBEEHHbIX HAaCTPOEK — KHOMKY «COpocumb».
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3.1.3.7 NogmeHo Mapwpymu3sayus

WMHbopHayna paduen CTa al 4 CEeTk ONacHOCTE

Tabnuubl MapLIPYTA3aLIMiA

Route Table:

Destination Gateway Genmask Flags Metric Ref Use Iface
192,168.252.0 0.0.0.0 255.255.255.0 ] u] u} u] eth0.2
192,168.27.0 0.0.0.0 255.255.255.0 v] u] u} u] wlanL_0
192,168.253.0 0.0.0.0 255.255.255.0 ] u] u} u] ethl

CTaTUYeCKMe MApLLPYThI:

Hazeanve IP Ha3H. Macka nogcetu Linw3 AelicTBre

an/II"IeHHTb M3IMEHEHHA <<

OTMEHHTD M3MEHEHKA «
MpocMoTpeTb K3m, (2) «

Rout table - oTobparkeHne TabauLbl MapLIpyTM3aLNK:

— Destination — IP-agpec y3na HasHa4yeHus;

— Gateway — IP-agpec wnto3a, ecnm WAK3 He UCNO0JIb3yeTcA, BbIBOAUTCA «3BE3404Ka»;
— Genmask — ceTeBas macka (Genmask) mapLipyTa;

— Flags — narn mapwpyta:

— G — MapLUpyT UCNOb3YET W03 (gateway);

- U — nHTepdeiic, KOTopbIM HYKHO UCNOAb30BaTb, paboTaeT;

- H — TONbKO OTAENbHbIN y3en MOXKET bbiTb AOCTUrHYT Yyepe3 AaHHbI MaplpyT (He ceTb!).
Hanpumep, ana 3anucu loopback 10.100.22.1 .

- D — ycTaHaB/AMBaeTcs, eciuM 3anucb Tabauubl 6blna  npousBedeHa Mo Npuxoay
nepeHanpasnsemoro coobueHmsa ICMP), unn ecnm 3anucb Tabaunubl bblna co3gaHa 4eMOHOM
AMHaMMYECKoW MapLlpyTM3aLmmn, Hanogobue gated;

- M — ycTaHaB/AMBaeTcs, ecAn 3anucb Tabauubl 6blna M3MeHeHa nepeHanaBAfeMbIM
coobuieHnem ICMP;

- ! — nyTb HeBepeH (3aKpbIT), BCe NakeTbl byaAyT oTOpOLLEHbI;

— Metric — MaKCMMabHbIW YMCNO NEePEXOA0B MEXAY MapLIpyTU3aToOpamMu;

— Ref — MaKCMManbHOE KO/IMYECTBO AAaHHbIX, KOTOPOE CUCTEMA MPUMET B OAHOM MaKeTe C yAaJeHHOro
KOMMNbloTepa;

— Use — 3aaeT 3HaueHne, KOTOPOEe MCNO/Ib3YeTcA NPWN YCTaHOBKE NOAKAOUYEHMS;

— Iface — NOKa3blBaeT, K KAKOMY CETEBOMY MHTepdENCy OTHOCUTCA MapLLPYT.

Static routes - oTobpakeHune TabAnLbl CTaTUYECKMX MapLLPYTOB:

— Route name —Ha3BaHWEe MapLIpyTa;

— IP Ha3H. — IP-agpec mecTa Ha3HavyeHus;

— Macka nodcemu — macka NoAceTw;

— Gateway — IP-agpec wno3a;

— Jlelicmsue — pegaktnposaHue/yaaneHune npasuna;

Onsa pobaBneHma HOBOro NpaBuaa HEOHXO4MMO HaXKaTb Ha CCbINKY «J06aBUTbY:
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New Route:

Route Name
IP HasH,
Macka nogcetv

Gateway

[ﬂuﬁasmb] [ Cpacute

New Route — HasHayeHWe HOBOro mapLupyTa:
— Route name —Ha3BaHMe MapLlpyTa;

— IP Ha3H. — IP-agpec mecTa Ha3HaYyeHus;
— MacKa nodcemu — MacKa NoaceTy;

— Gateway — IP-agpec wnto3a;

Ona Toro 4tobbl 406aBUTL MapwpyT B Tabsmuy, HEOBXOAMMO HaxKaTb KHOMKYy «/obasumoe», Ana OTMeEHbI
BBEAEHHbIX HacTpOeK — KHoMKy «Copocumeb».

3.1.4 MeH10 «PBX»
3.1.4.1 NoameHto SIP

AEltex NTE-RG-1402G

NTE-RG-1402G R4 ¥3en: Irt Bpems paGowmi: 11 min 3arpyswa:

WAthopraumns  Tpadiikn

SIP

KoHdpurypauma SIP

Kondmrypauua SIP:

BrAKUMTE SIP 2

NyBnndHuf IP-agpec
Mcnone2oeate SIP-npokcu
Afpec NpaKcH

B nwbom Cly4Hae MCNonNbs0BEaTH
SIP-npoKcH

TakimayT Habopa

PervcTpayms

AfpEC CEpEEpa PErMCTPaLnn
TafMayT NOBTOPa PErMCTPALMA
npK oWwmbkax

Neprog BpeMeHn
NepeperncTPaL K
AyTeHTHDMKALHA

Brigaua KMNE npu curHane <1232
Progress»

TakmayT ewzoea afoHeHTa

SIP AomeH

TakmayT HaBiopa Nepeoi LMdpe
TaimayT "saHaTo"

MprMeHaTe SIP Domain 4na
pErHCTpaL KK

COxXpaHHTe H3MEHEHWA

X

-Wrt

KoHgpuzypayusa SIP:

— BKntoyume SIP — npu ycTtaHoBAeHHOM ¢d1are MCNoO/1b30BaTb NPOTOKOA SIP, MHaYye — He UCNO/1b30BaTb;

TalimayT Habopa:

TafiMayT Hafiopa cneayiowed undpel (B pexune Outhound).
PervcTpauua:

Mpu ycTaHoeneHHoM dnare perHCTEHPOESTECA HA CEPEEPE, HHAYE — HE
PperncTpHpoBaTeCA.

AApEC CEPEEpa PEFUCTPALLMM:

CeTes0H aAPEC CEPEEPAa PETHCTPALIMH,

TaliMayT NOBTOpPa PEMUCTPALLAKM NpW OWWbKax:

JadepxKa Nepes NOETOPOM NOMEITKH PEFMCTPALMA B CNY4ae oWHEKH,
MepHoa BpeMaHK NEPEPEIUCTPALLMK!

MepHoa BPEMEHH ANA NEPEPErHETPALMH,

AyTeHTuduKkayMa:

3a03eT PEXAM ayTEHTAGHKALMH ANA YCTPOACTES (BLIKMMMEHD - HE
BEINONHATE ayTeHTHRHKALHI Ha SIP-cepEepe; BKIMEHD - BHINONHATE
ayTeHTHHEALAIO Ha SIP-CEpBEPE G DA3AENGHEIN HMEHEM M NAPONEM ANA
KaxAora aBoHEHTa, MMA M Napone HASHAYAKTSA NOPTaM B HACTPORKSX
MeHR FRSL1..FXSn),

Bbigaya KINB npu curHane €183 Progress»:

Bbina4a CHrHaNa «KOHTpNs NOCKINKH BbIS0BE® NPH NPHEME COOBWEHHA
#1583 Progresss.

TalimayT Bblz0Ba aGoHeHTa:

BpEMA 0XHASHHA chrHans KB

TakimayT Halopa nepeoit uubpb:

TafimayT Hafiopa nepeoii urdpel. Mo HeTeusHKH TaliMayTa ByAeT BEIASH
CHMHan "saHATo”,

TalimayT "2aHaro™:

TaiMayT cMrHana “saHATo", Mo HCTEYEHHH TAARAYTa GYAET BEIASH CHIHAN
"ownbra",

Mpurenats SIP Domain pNa pericTpaumu:

Pa3pEWNTE MENONE30EAHNE AOMEHHOMD MMEHH B 38NPAOGAX HA PETHCTPALAK,

MNPUMEHWUTE M3MEHEHWA «
OTMEHWTB HM3MEHEHMS «
MpocMoTpeTb 1M3m. (12) «

— [yb6auyHeslli IP-appec — BBOA, cTaTuyeckoro IP-agpeca ans aoctyna VolP;
— MWcnonezosame SIP proxy — npu ycTaHoBAeHHOM ¢nare wucnonb3oBatb SIP-proxy, MHaye — He

MCnonb30BaTh;

— Adpec npokcu — ceTeBoi agpec SIP proxy;
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— B ar0bom cayuae ucrnonszosams SIP-ripokcu — pexum Outbound, npu yctaHoBneHHOM daiare B tob6om
cny4vae ucnonb3oBaTb SIP-proxy, MHaye — He UCNONb30BaTb;

— Talimaym Habopa — TaimayT Habopa cneaytouen undpsl (B pexknume Outbound), cek.;

— Pezucmpayua — npu  yCTaHOBAEHHOM ¢nare pernucTtpmpoBaTbCA Ha CepBepe, WHaYe — He
pPerucTprupoBaThCs;

Adpec cepsepa pecucmpayuu — CeTEBON agpec cepeepa perucTpauum;

Tatimaym nosmopa peaucmpayuu rnpu owubkax — Nnepmuoa BpeMeHU perncTpaumumn npu ownbKe;

— [llepuod spemeHu nepepeaucmpayuu — NepPUoL BPEMEHN 1A NepeperncTpaumnm;

AymeHmuguKayus — 3aaeT pexum ayTeHTUdUKaLMM NS yCTPOMCTBA (8bIK/AHOYEHO — HE BbIMOJHATDL
ayTeHTUdUKaumio Ha SIP-cepBepe; BKAOYEHO — BbINOAHATb ayTeHTUPUKauMo Ha SIP-cepsepe ¢ pasaenbHbIM
MMEHEM M NaposieM ANA KaxK4oro aboHeHTa, UMA M Napo/ib HA3HAYaKOTCA NOPTaM B HACTPOMKAx MeHto Ports
conf);

— Bobidaya «KlB» npu cueHane «183 progress» - Npwu ycTaHOBAeHHOM ¢are OCylWecTBAATb Bblaady
curHana « KoHTpoib MOCLINKM BbI3OBa» Npu npueme coobuerna «183 Progress», MHayYe — He OCYLLLEeCTBAATD.

— Talimaym ebi308a aboHeHMa — BpeMaA OXUAAHNA CUrHaNa «KOHTPOb NOCIIKM BbI30OBAY;

— SIP 0omeH — BBOA, UMeHU SIP-gomeHa;

— Taiimaym Habopa nepsoli yugpsl — Bpema oxunaaHua Habopa nepson umopbl. OTcyTcTBME Habopa B
TeYyeHue JAHHOro BPeMeHM NpUBeET K Bblgade abOHEHTY CUTHANA «OWMBKa» 1M NpeKkpalLeHuto npuema Habopa
HOMepa;

— Talmaym «3aHAMO» — OANTENBHOCTb BblAA4YM CUTHA/MA «3aHATO» B MOPT annapaTa cuctemsl LB, nocne
yero cnegyet 6J10KMPOBKA JAaHHOIO NopTa.

— lpumeHame SIP Domain 08 peaucmpayuu — Npu yctaHoBAeHHOM ¢nare npumeHntb SIP Domain ans
perucTpauum, MHadye — He MPUMEHATD.

[nA coxpaHeHna Bcex BHECEHHbIX U3MEHEHWN HEOBXOAMMO HaXKaTb KHOMKY « CoXpaHUmMs U3MEHEHUA».

3.1.4.2 NogmeHto Cemesobie napamempbi

MHbopMauma  padkekn  Crarye  KypHan - CucTeMa  Yenyrn Cete  PBX  BE30MACHOCTS

SIP Ceverwie napamerpe Koserw [MnaW wymepaunn FHS0 FHS1

CeTeBbie NapameTpbi

MHUHHUMaNEHEIA HOMEP NOPTa 23000 JapesepB1poBaHHblF IP:

AnA UDP-coegMHEHHA S1oT IP-a4pec W CNEAYKWAA 34 HAm BYayT 3apesepBrpoEaHEl
MakcMMankeHeIi HoMep ANA BHYTPEHHMR HYKA YCTPORCTES

nopta Ans 26000

UDP-cOEAMHEHHA

RTP DSCP 0x 0

Signalling DSCP 0x 0

Zape3epeMpOBaHHLIA [P 192.168.253.1

Pe3epeMpOBaHHE NONOCH
{ibmT)

CoxpaHMTE HSMEHEHWA

X-Wrt MpUMEHNUTE M3MEHEHNS «
OTMEHNTD M3MEHEHNS <«
MNpocMmoTpeTs K3M. (2) «

Pacuimperiin OpenWrt ana nONL3083TenA

Cemessble napamempebil:

— MuHumaneHeili Homep nopma 0nas UDP-coeduHeHull — MWHUMaNbHbIAN Homep nopTa ana UDP-
coenHEeHWN;

— MaKcumarnoHsili Homep nopma 0as8 UDP-coeduHeHuli — MaKCMManbHbiA Homep nopTta ana UDP-
coenHeHWN;

— RPT DSCP — 3HauyeHue nons DSCP 3arosioBka IP-nakeTa gns ronocoBoro Tpaduka (ycTaHaBnmMBaeTtcs B 16-
PWYHOW cUCTEME CYUCIeHNs);

— Signalling DSCP — 3HayeHwe nona DSCP 3aronoBka IP-naketa 4na curHanbHoro Tpadwmka
(yctaHaBnvBaeTcA B 16-puMUHOM cUCTEME CUUCIEHUS);
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— 3ape3epsupoBaHHsbIli IP — paHHbIM M cnegylowMii 3a HMM NO Bo3pacTaHuto |P-agpec 6yayt
3ape3epBMpPOBaHbI AN BHYTPEHHUX HYX A, YCTPOCTBA];
— PeszepsuposaHue rosocel (kbum) — nonoca, pesepsnpyemas Ans roaocoBoro TpaduKa.

ﬂ,ﬂﬂ COXpaHeHMA BCeX BHECEHHDbIX N3MEHEeHUN HGO6XO,EI,VIMO HaXaTb KHOMKY «CoxpaHumb U3MEHEHUA».

JocTtynHOo nonyyeHue M UCNONb3OBaHUE cTaTuyeckux mapwpytos ot DHCP-cepsepoB cornacHo
onuun 33 DHCP.

3.1.4.3 NoameHto Kodeku

FparkKn  CTatyc

Ie napametpel Koaeku Mnaw mymepauuu  FRSO

MapaMeTpbl KoaekoB

CNMCOK KDAEKOE B NPEANOYTHTENDHOM NOPAAKE:

Kogek 1
Kogex 2 g711u|v
Kogex 3 Off S
Kogek 4 Off hl

ANMTENBHOCTE PEYM B 0AHOM
20| v
RTP-nakeTe, mMc

Mepeaada carHanoe DTMF RFCZB33 VI

Mepeaauda Flash RFC2833 VI

Mepegadqa dakca G7Ma|w
MNepeaaqa Mogema G7Ma|w
THM HarpyakK AN NEpejadn 101
nakeToB No RFC2B33
WCNoMs30BaTh ABTEKTOR THWMHLI
WCNoMs20BaTh 3XON0ASBNEHME
Wcnonssoeate reHepatop

&
KOMBOPTHOMD WyMa
WMenanssoeate RTCP

COXpaHUTE M3MEHEHKA

X Wrt anMCHMTb HMIMEHEHMA ¢«
- . OTMEHWTE MSMEHEHKMA «

L3 eHuA OpenWirt gRa nonLz0saTens
MpoCcMOTpEeTb M3M. «

B nogmeHto «KodeKu» NpoBOANTCA HAaCTPOIMKa KOAEKOB YCTPOMCTBA.

— Kodekl1..4 - nossonseT BblbpaTb KOAEKM M MOPAAOK, B KOTOPOM OHM OyayT MCNo/ab30BaTbCA Npu
YCTAHOBNEHUM coeanHeHUA. KogeK C HaMBbICLIMM NMPUOPUTETOM HYXKHO NMPONUCaTb B BepxHeWl nosuuuu. Ana
paboTbl HEOOXOAMMO YKa3aTb XOTA Obl 04MH KOAEeK. BbIOOp KOAEKOB OCYLLECTBASETCA B BbiNaAatoLLEM CMUCKE,
«off» - Kogek He ncnonbyeTcsa.

— JdnumenbHocme peyu 8 00HOM RTP-niakeme - KONIMYECTBO MUJIIMCEKYHA, (MC) peyun, oTnpaBasemMblx B
oaHom nakete(10 c, 20 c, 30c.);

— [epedaya cueHanos DTMF — nepepaya curHanos DTMF: inband, RFC2833, INFO;

— lepedaya Flash — nepepayva Flash: omkaoueHo(off), RFC2833, INFO;

— [llepedaya ¢hakca — nepepava dakca Koaekom Kogekom G.711A unau kKomekom G.711U, off —
BO3MOXHOCTb Nepenayn GakcoB OTKAOYEHA;

— [lepedavya modema — nepefada mogema Kogekom G.711A nnm Kogekom G.711U;

— Tun Haepy3Ku 08 nepedayu nakemos no RFC2833— Tun Harpysku aaa nepegaym naketos no RFC2833;

— Wcnonb3zosame demekmop muwuHsl — NPWU YCTaHOBAEHHOM dnare MCNO/b30BaTb AETEKTOP TULLUMHDI,
MHaye — He MCNOoNb30BaTh;

— Wcnonb3zosame sxonodasseHue — NpU YCTaHOBAEHHOM dfiare MCNO/b30BaTb 3XOMNOAABAEHUE, UHAYe —
He MCNo/Ib30BaTb;

— MWcnonb3zosams 2eHepamop KOMGOPMHO20 wWyma — Npu YCTaHOBAEHHOM ¢dnare WCNOAb30BaTb
reHepaTop KOMPOPTHOTO LYMa, MHa4Ye — He UCMO/b30BaTb;

— MUcnonezoeams RTCP — npu ycTaHOBAEHHOM dnare Ucnosib3oBaTtb NpoTokoa RTCP.

AboHeHmMcKue onmu4eckue mepmuHansi cepuu NTE- RG-1402 37



Ona COXpaHeHNA BCeX BHECEHHDbIX U3MEHEHUN HeOﬁXOAVIMO HaXXaTb KHOMKY «CoxpaHumb U3MeHeHUA».

3.1.4.4 NogmeHto MNMnaH Hymepayuu

MHpopMauma padver  Cratye  MypHan CucteMa  Yenyrk  Cete  PBX Be3onacHoCTe - MNepezarpyzka

SIp 8 napameTpel Koagkn  Mnan nymepaunn

HacTpoiika nnaHa HyMepauun

M KonruecTeo, i Curnan
Npeduke m;mTaﬁmav'rnpn'rnunnnnnec MogudrikaTopjumdp ana iiMens «OTBET elCTBME
yA8neHMA PA  lcranymn»
23 | 6 8 sip [192.168,0.6 43 | 2 lsubscriber] & | [/

anIP'leHVITb M3IMEHEHMA <«

OTMEHWTb U3MEHEHUS «
MNpocMoTpeTb M3M. (2) «

W AR RoNL0E3TenA

[Ona nobaBneHns HOBOro NaaHa Hymepaunmn HeobxoAMMOo BOCMO/b30BaThbCA CCbINKOM «[106aBUTbLY:

Hoeaqa zanucb:
Mpedukc
MHH, A1KHa :1 |E|
TafmayT o[+
MpoTakon SIP[v|
Adpec

MoamndmKaTop

KonudecTeo Uudp ANA
YAANSHUA

Tun HoMepa Unknawn |:J
CWrHan «OTeeT cTaHuwke [

— [lpeguKkc— 3HaveHne npedunKca;

— MuH. 0aUHG — MMHUMaNbHaA AMHA HOMeEpP3;

— Talimaym — Bpemsa nay3bl NOC/Ae OKOHYaHMA Habopa Homepa, CeK.;

— [pomokosn — Bbl6op NpoTokona: SIP;

— Adpec — IP-agpec;

— Modugpukamop — mogudukaTop Habopa, npegHasHayeH Aaa NpeobpasoBaHNA HOMEepPa Bbl3bIBAEMOrO
aboHeHTa. Mogudukatop fobasnsercs B Ha4ano K HabpaHHOMY HOMepY;

— Konuwecmso uugpp 0ns yodaneHua — moguduKatop Habopa, npegHasHayeH pasa npeobpasosaHmA
HOMepa BbI3blBAaEMOro aboHeHTa. 3a4aeT KoanM4ecTso unodp, yaansemoe M3 HabpaHHoro Homepa (yganatorca
cTapwue unudpbl HOMepPa) 418 UCXOLALLNX BbI3OBOB;

— Tun Homepa — TMN HOMepa BbI3biBaemoro aboHeHTa (Unknown - HemssecTHbIN, Subscriber - mecTHbIN,
National — mexayropoaHuit, International - mexkayHapoaHbIn);

— CueHan «Omeem cmaHyuu» — NpPU YyCTaHOBAEHHOM dnare NPousBogMTCA Bblgada curHana «OTeeT
CTaHUMM» nocne nepsoi undpbl npeduKca;

Ona pobaBneHns HOBOro nNaaHa Hymepauuu B Tabauuy HeobxoAMMO BOCMOAb30BATLCA KHOMKOWM
«Co34aTb», 419 OTMEHbl BBEZEHHbIX NapamMeTPOB — KHOMKON « OTMEHUTBY.
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3.1.4.5 NoameHto FXS

MHDopHaUWA [padvkK y ; I CHE ¥eny ( 30MECHOCTE Nepezarpyska

SIP CeTessie napamerpel K

HacTtpoika FXS0

FXS O:
BENKYEH BroueH:
Haomep TEJ‘IECIJDHEI 100 DNPEASNAST, BKAKHEH AW A3HHEIA NopT
Homep TenedioHa:
VIMA NONB30EATENA userl p ®
HoMep nopTa
MMA None3I0EaTENA ANA
IMA NoAb30BATENA:
;‘;;90';1”:;‘;"3””” MMa NonkaoEaTans A8 MASHTHGMK UMM
Y TEHTHDMKALMK Maponb AnA ayTeHTHKKALWK:
MUHMMENEHOE BREMA Ecnu napont aomked GeITE MIMEHEH, BEEAMTE HOEOE
HE3aHATOCTH 500 2HaMEHME
afioHeHTCkOMD Wnevida MuHrmanbHbiii flash:
MMHMM AN HLl flash 200 SHEMEHHE MMHHMANEHOrD BPEMEHHOrD HHTEREANS
wopoTkoro oT6od. Hadenue ot B0 a0 1000 (&
ONKWTENEHOCTE HMNYNECE 100 mannucekyHAZx ).
;Mcbpb' . ANUTeNIBHOCTE MMNYAbLCa LW pbI:
VM 3MEHEI 200 FNMTENEHOCTE BPEMEHM MMNYNLEa LudpL. SHaYEHHe oT 20
MEKLNDPOBOA MHTEPBAN A0 100 (B munnncekyHAax
TPOMEOCTE Ha NPHEM = =
ronoca (x0.108) -70 MUHKMasbHBIA MesU M POBOIA MHTEpEAN:
’_ SHaYeHHE EPEMEHHOMD HHTEPEANa Mexay ukdipanmd,
DDMKD?TE F{gé'ljeﬂeﬂa‘-ﬂ‘ 1 IHadeHne oT 100 4o 400 (& MHUANKMCEKYHASX )
ronoca (x0.
PEHM HCNONb30BaHHA . ; PedM MCNoNb30BaHWA thyHKIMK flash: ) )
thyHELMH flash Transmitflash || Pesme McnonezoeaHka dyHKkLKK flash (kKopoTkwi oThoi)
01 aHWE BBIZ0ES O OXMAaHWE Bbi30BA:

Mpw ycraHoeneHHoM gnare paspeweda yonyra €0wmnaanne

MopAYaA/TENNEA NHHWA F
0 BLIZOES¥, MHEYE - He PaZpeweHa [yonyra A0CTynHa B

OcTaHoeka Habopa npH #
Mepeagpecauma Bwl30ea

pesmMe Menonkace aHka dyrkunn flash — call transfer),

NPH 33HATOCTH 360HEHTS EUD““B""TE"”“ Q”"”“'

W YCTAHOENEHHOM hnare pazpelleda yonyra
Mepeaapecaun sxizosa SFopsasranAas AnHUR, Whate - He paspemena. Yoryra
npH HeaTeeTe aboHeHTa MNOZEONAST SETOMATHHECKM YCTAHOEMTE MCXOAALLEE

eotauHeHie e HaBops HoMEps nHB cpasy moche
nogtera TPYGKH $ropadas AMHKWAY, NMBo C ZaaepxKoi
4TEMNEA NMHKAR,

CoxpaH1Te M3MEHEHNA

MpUMeHnTEL M3MEHEHUS «
OTMEHWUTL M3MEHEHMS «
MpocroTpeTb nam. (2) «

KoHdueypauus FXS:
— BKsKO4YeH — NpU YCTAHOBNEHHOM diare AaHHbI NOPT aKTUBEH, MHAYe — HE aKTUBEH;
— Homep menegoHa — Homep TenepoHa NopTa;
— Wma none3o8amensa — UMaA NONb30BATENSA;
— Wmsa none3osamens 044 aymeHMUGUKayuu — UMA Nob30BaTeNa ANA ayTeHTUPUKALMM B pa3aeslbHOM
pexume;
— [Maponb 019 aymeHmuguKayuu — Naposb g8 ayTeHTUPUKALUM B PeaIbHOM PEKMME;
— MuHumarneHoe epemsa HesaHAMocmu aboHeHmMcKoz20 wineliga — «min on-hook time», MUHUManbHoe
Bpems obHapyxeHus otbos;
— MuHumarbHell flash — MMHUMaANbHOIO BPEMEHHOTO MHTEpPBasa KOPOTKoro otbosn. MpUHMUMAET 3HaYeHUs
o1 80 go 1000 mc;
— [AnumenbHocme umnyaeca Yugpsl — AAUTENBHOCTb BPEMEHM UMNYAbca Undpbl. MPUHUMAET 3HAYEHMUSA
oT1 20 ao 100 mc;
— MuHumanbeHebIl mexcyugpposoli uHMepsan — MUHUMANbHOE 3HAaYEeHNEe BPEMEHHOIO MHTEPBaia MexXay
umdpamu. MNpuHnmaeT 3HadyeHna ot 100 go 400mc;
— pomKocmes Ha npuem 2osoca (x0.1 db) — rpoOMKOCTb Ha Npuem rosoca, eamHuua nsmepenus — 0,1 ab;
— pomKocmes Ha nepedayy 2onoca (x0.1 db) — rpoMKoOCTb Ha nNepegady rosoca, eanHULA nsmepenus — 0,1
ab;
— Pextum ucnonv3zoeaHus pyHKUuuU flash— pexxnm ncnonbsosaHua GyHKumn flash (KopoTkuii otboi):
e Transmit flash — nepepaya flash B KaHan cnocobom, onucaHHbIM B KOHGUrypauumM KoAeKoB
(Codecs conf.) B nyHkTe Flash Transfer;
o Attended CT — flash ob6pabaTbiBaeTcsi 1OKa/IbHO YCTPOICTBOM;
e Unattended CT — flash o6pabaTtbiBaeTca /IOKanbHO YCTPOMCTBOM (Nepedadya BbI30Ba
OCYLLECTB/ISIETCA NO OKOHYaHUI0 Habopa Homepa aboHeHTOM);
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— OudaHue 8bI308a — NPW YCTaHOBNEHHOM dare paspelleHa ycayra « OxudaHuUe 861308a», UHaYe — He
paspelueHa (ycnyra gocTynHa B pexnme ncnonbsosaHusa ¢pyHkumm flash — call transfer);

— [lopayas/mennaa AUHUA — NPW YCTaHOBAEHHOM ¢are paspelleHa ycayra «2opa4as/mennaa AUHUA»,
MHaye — He paspelleHa. Ycayra no3BoJiseT aBTOMATMYECKM YCTaHOBUTbL UCXoadllee coeguHeHue 6e3 Habopa
Homepa IMbOo cpasy nocse nogbema TPYOKU «2opsa4yas AUHUA», TMOO C 3aA4ePKKOM «menaas AUHUA»;

— OcmaHoeka Habopa npu # - Npu ycTaHoBAEHHOM diare UCnonb3oBaTb KHOMKY ‘4’ Ha TenedoHe ana
OKOHYaHWA Habopa, nHave ‘#', HabpaHHas ¢ TenedoHHOro annapaTa, UCNOJIb3yeTca ANA MapPLLIPYTU3aLIUK;

— lMepeadpecayusa 8bi308a npu 3aHAMoOcmMuU aboHeHmMa — NpU YCTaHOBAEHHOM ¢are paspelleHa ycayra
CFB — nepeappecaLma BbI30Ba NpU 3aHATOCTM aBOHEHTA, MHAYe — He paspeLleHa;

— [epeadpecayus evi3o8a npu Heomseeme abOHeHMa — NpPW yCTaHOB/IEHHOM ¢nare paspelleHa ycayra
CFNR — nepeagpecauus Bbi30oBa Npu HeoTBeTe abOHEHTA, MHaye — He pa3peLleHa.

NoppepkuBaetca ¢yHKuua «Fpynna BbizoBa». OHa MNO3BOAAET MCNO/b30BaTb OAHY Y4YETHYIO
3anucb gna oboux noptos FXS. B gaHHOM pexume BXOAALWMIA 3BOHOK NOCTYNUT Ha o6a noprta
OAHOBPEMEHHO.

Ans akmusayuu pyHKYuu «lfpynna evi308a» Heobxodumo ekaw4umes 8 pabomy oba nopma FXS u
Ha3Ha4yumb 0018 HUX OOUHAKosble napamempsl «Homep menedoHa», «VIMa nons3zosamensa», «Mma
nosb3oeamerns 044 aymeHmugukayuu», «flaposas 818 aymeHmugukayuu».

Mpu ucnone3oeaHuu pyHKYUU «pynna eevi308a» ycayau nepeaopecayuu 8si30808 He pabomarom.

[na coxpaHeHUA Bcex BHECEHHbIX M3MEHEHUN HeO6XO,CI,MMO HaXXaTb KHOMKY «CoxpaHumb U3MeHeHUA».

3.1.5 MeHto «be3onacHocmb»

3.1.5.1 NoameHto OcHoBHbIE

M3meHeHna B JaHHOM NOAMEHIO NMPUMEHAIOTCA 6es nepesarpysku.

OCHOBHbIe HacTpolkn BesonacHocTH

YpoeeHb 3auyMTbI:

® MuHumaneHas GesonacHocTe YpoBeHb 3auinTbl:

YPOBHA cpazy noone
nepexoaa no cownke "MpuMeHuTE MZMEHeHua"

MunumanbHan GezonacHocTe:
O 3anpet exopawero Tpadmka Bxoafwni Tpaduk (WAN->LAN) pazpeweH,
Wcxoasumii Tpadux (LAN->WAN) pazpewen.
Janper exoaawero Tpadmra:
BxoAAWMA Tpadur (WAN->LAN) zanpewen.
O 3anper nexopAwero Tpaduka
Mcxoaswumi Tpadur (LAN->WAN) pazpewen.
3anper McxoAAULEro Tpaduka:
Bxoasuuil Tpaduk (WAN->LAN) pazpeweH.

O Buicokmit ypoeeHs Ge30NacHOCTH Uexoanumil Tpadur (LAN->WAN) zanpewen.

Bbicokuii yposenb GezonacHocTu:
Bxoamuuil Tpadur (WAN->LAN) zanpewen.
Mcxoaawmii Tpadmk (LAN->WAN) zanpewen,

CoxpanuTe M3MEHEHNA

MpUMEHHTE H3MEHEHHS «

X-Wrt p
D ; OTMEHWUTE M3MEHEHWUS <«
' MpocMoTpeTb M3mM, (2) «

YposeHb 3auumei:

— MuHumanbsHas 6e3onacHocms — BxoaawmMi Tpadpuk paspewenH (M3 WAN B LAN), ncxogawuii tpadpumk (13
LAN B WAN) paspeLlueH;

— 3anpem exodAuje2o mpaguka — Bxoaalwmin Tpadpuk 3anpeweH (M3 WAN B LAN), 3a UCKIoYeHMEM
TpadurKa coegUHEHNN, UHULMUPOBaHHbIX U3 LAN; ncxoaawmii Tpaduk (3 LAN B WAN) paspelueH;
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— 3anpem ucxodauwe2o mpaguxka — Bxoaawmii TpaduK paspeweH (n3 WAN B LAN), ncxogsawmii tpadmk (13
LAN B WAN) 3anpeLueH;

— BobicoKuli yposeHb be3ornacHocmu — Bxoaawmi Tpaduk 3anpelteH (3 WAN B LAN), ncxoaawmin Tpaduk
(13 LAN B WAN) 3anpeLieH;

3.1.5.2 NoameHto Mpasuna cemeeoii 3auumeoi

M3meHeHnA B AaHHOM NOAMEHIO NMPUMEHAIOTCA 6es nepesarpysku.

WHbopMauma  Mpadmgn  Crat pHan - CucremMa EE30nacHocTL -

OcHoBHbie Mpasnna caTemoR 2awnTel

NMpasnna ceTeBOM 3aLMUTbI

MNpasxna Ansa BxoAfAwero Tpadmka:

Appec MopTot Appec Moprhi @
annpommnom@yrennom aBuTenAnoAyuaTensnonyuarenaftc” C1e1e PeAaKTMpoBaTY
:‘;2 Niofiokh ngs.ru - 0.0.0.0 - IOTEROCHTH| (=] )

Mpaeuna Ana cxoaauwero Tpagura:

aapec opThi Appec MopTol o
MmaNpoTokonl, o 2 syrenslornpaevTeasnonyuatenanonyuarenafit4cT84e PeaakTpoBaTy
ban| o 0.0.0.0 i ngs.ru = OTEROCHTY el

ngs

Mpasuna 08 exodauezo mpaguka(us WAN s LAN)/npasusna 84 ucxodauie2o mpaguxa (us LAN 8 WAN):
— UmAa — nma cepsuUCa;

— [Mpomokos — BbI6op TMNa npotokona(TCP, UDP, TCP/UDP, ICMP);

— Adpec omnpasumers — |IP-agpec oTnpasuTens;

— Topmbl omnpasumensa — Anana3oH NOPTOB OTNPaABUTENS;

— Adpec nonyuyamens — |IP-agpec nonyyatens;

— [lopmobl nosnyyamensa — AnanasoH NopToB noayyaTens;

— Jelicmsue — nelicTBne, coBepluaemoe Haf naketamm (0T6pocuTb/NponycTuTb);

— Pedakmuposamb — pegaktupoBaHue/yganeHne npasmna.

[na pobaBneHMa HOBOro NpaBuia HeEObXo0AMMO HaXKaTb Ha CCbIKY «106aBUTb»:

Haogoe npasuno

Hoeoe npaeuxno:

ma

HanpaeneHne Exoaawee coednHeHne V
Thn Tpaduka Mool [+

Adpec 0TApaBnTena Yrkasath |V

Anpec/Macka NoAgceTH /

Anpec nonydarena Niotoi _'V'

Aekctene MponveTuTe _.V

Hosoe npasusno:
—  WmsA — Ha3BaHWe CepBuca;
— HanpasneHue — HanpasneHue coeamHeHuns (Bxoasaliee/ncxoaaLee);
— Tun mpagurka — Bbibop TuNa Tpaduka (nwoboii/ykasate). Mpu BbiGope TUNA «yKasaTb» A4
pefaKTMPOBaHMA CTAHYT AOCTYMNHbI Ceaylolmne napameTpbi:
- lMpomokos — Bbi6op TMNa npotokona(TCP, UDP, TCP/UDP, GRE, ICMP);
— Adpec omnpasumesns — Bbibop agpeca otnpasuTens (no6oi/ykasats). Mpu BbiIbOpe TMNA «yKasaTb» AN
pefaKTMPOBaHMA CTAHYT AOCTYMNHbI Ceaylolmne napameTpbi:
— Adpec/Macka nodcemu — agpec oTnpasuTens B suae IP naM MmeHM xocTa M macka
noacetn B popmate XXX XXX XXX.XXX;
- Mopmesl omnpasumensa — AunanasoH NOPTOB OTNpaBuTens (napameTp NPUMEHUM ANsA BCeX
npotokonos, kpome ICMP, GRE);
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— Adpec nonyyamens — Bblbop agpeca nosyyatens (noboi/ykasatb). Mpu BbiGOpe TMNa «yKasaTby 4N
pPenaKTMPOBAHMUS CTAHYT AOCTYMNHbI CAeaytowme napameTpbl:
— Adpec/ Macka nodcemu — agpec oTnpasuTens B suae IP uanm nmeHn xocta U macka
noacetn B popmate XXX XXX.XXX.XXX;
- Mopmebi noayyamens — ppmanasoH MOPTOB nosydatens (napameTp MPUMEHMM ANA Bcex
npoTokonos, Kpome ICMP, GRE);
— [elicmsue — feictene, coBeplLuaemoe Hag naketamm (oT6pocuTb/nponycTuts);

[Ona Toro ytobbl A06aBUTL NPABUIO B TabAULY, HEOOXOAMMO HaXKaTb KHOMKY «COXpaHUMb», AN OTMEHbI
BBEAEHHbIX HAaCTPOEK — KHOMKY «Copoc».
[na coxpaHeHUs BCeX BHECEHHbIX MU3MEHEHUI He0OX0ANMMO HaXKaTb KHOMKY « COXPaHUMb U3MEHEHUs ».
3.2 UHdopmauumsa o cucteme. MeHio «MHpopmauma»
3.2.1 NogmeHto «Cucmema»

B gaHHOM mogmeHo AoCTynHa MHGOPMAUMA O napameTpax cuctemol: Bepcua MO, HACTPOMKKN BHELHEN U
JNIOKaNIbHOWM ceTw.

JEltex NTE-RG-1402G-W NTE-RG-1402G-W RS ¥3en: OpenWrt Bpaun pabote:s 1:10 3arpyssa: 0,14, 0,07, 0,04

WHdopmauma Tpadwmen  Cratyc KypHan = Cuctema Yonyrm Cetb PBX CHOC Mepesarpyska

Cucrema USB

e HHqJOpMaI.I.HFI 0 CUCTeMe
Bpema W paTa:
CucTemMHoe Bpems 01:10:55
Oata 01-01-1970
MNMporpamMHoe oGecneueHne:
Bepcua Aagpa #893 Tue Jul 5 12:20:51 NOVST 2011
Bepcua npowmveki #5.0.0 Mon Nov 14 08:19:18 2011
HuTepHetr (WAN):
Pexim Static BHEWHARA CeTh:
MAC-agpec AB:F9:4B:00:01:11 WAN (Wide Area Network) - BHEWHARA ceTk, 0BBIUHO
COEOMHEHHEA C WHTEPHET
IP Apgpec 192.168.8.8
STB:
COCTORHWE: aKTMBHO
VoIP:
Pexum Bridge + DHCP
1P Appec nonyJeHne agpeca
MopT 0 He 33perMcTpUpoBaH
MopT 1 BbIKNKoUeH
Mepesanyck DHCP:
Mepesanyck DHCP Nepezanyck DHCP:

Mepesanyck DHCP-nemoHa (npouecca), NO3B0NAI0WEre
nony4aTb HoBble 1P-anpeca

IP-TeneBneHHE:

COCTOAHHWE: 3KTUBHO

NokanbHaA ceTb:

MAC-aapec A8:F9:4B:01:01:11 NoxkanbHaA CeTb:
1P Appec 192.168.1.207 LAN (Local Area Network) - nokansHaAa cete.

lNMpUuMEeHUTb H3MEHEHHA «
X-Wrt &

OTMEHHTb HZMEHEHHA «

Pacwupenus OpenWrt 4na mone2083Tens
= i SR MpocMoTpeTb u3m. (2) «
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Bpems u dama — cucTeMHOE Bpema v aata:
— CucmemHoe spems — Bpems B popmate Y4:MM:CC;
— Jama — pata 8 popmate AO.MM.ITTT;

lpozpammHoe obecrieyeHue:
— Bepcus A0pa — TeKyllana Bepcua aapa;
— Bepcusa npowusKu —sepcua MNO;

UHmepHem (Web) — cocToAHME NOLKNIOUYEHUA K UHTEPHETY,

—  Pexcum — pexkum pabotbl WAN-uHTepdeirca (PPP/DHCP/Bridge);
— IP adpec — agpec Ha WAN-uHTepodeiice ana goctyna yepes nHtepdeinc pabotatowmii B pexkume Internet;
— Cepsep umeH (DNS) — anpeca DNS cepBepoB, ucnonb3yemble ans paboThbl.

STB — cocToaHue noakntouveHua STB;
VoIP — cocTtoAHWe noakntodeHus IP-tenedporunm;

—  Pexcum — pexkum pabotbl VolP-nHtepdeliica (Bridge+DHCP/ DHCP/static);
— IP adpec — agpec Ha VolP-untepdelice gns pabotbl npunoxeHus VolP.

Mepe3zanyck DHCP — paHHaa KHoOMKa nossosseT nepesanyctute DHCP-gemoH (npouecc), no3Boasiowmii
nonydyatb HoBble |IP-agpeca;

IP-menesudeHue — cocTonaHue BKAoYeHnsa IGMP Snooping;

JloKanbHaa cemb — NapameTpbl IOKANbHOM CeTH:
— MAC-adpec — MAC-agpec noKanbHoOM ceTu;
— IP-adpec —IP-agpec noKanbHOM ceTy;

3.2.2 NogmeHto «USB»

WHdopMauws  Tpaduku CraTyc XKypHan = CucTema Ycnyru CeTe  PBX  BE30nacHocCTb = Nepezarpyska

Cucrema USB

USB YcTpoficTBa

Bce noAKnuYeHHble yCTpoicTBa (Brnoyan system hubs)

llInHa YCTpoHCTBO npoaykt W3roTOBUTEND VendorID:ProdID Bepcusa USB
01 2 External HDD Western Digital 1058:1010 2.00

CMOHTHPOBAHHLIE H HECMOHTHPOBaHHbIE USB / SCSI ycTpoiicTea

dainoeble CHCTEMBI

MyTs K yCTpOACTBY Toyka MOHTHPOBaHUA dainoBaa cMCTEMa NeAcTBne
/dev/sdal /mnt/sdal nifs
/dev/sda2 /mnt/sda2 vfat

NMogkniountbca no FTP

ftp://192.168.20.100/

NMpuMeHnTbL U3MEHEHHNA <«
X-Wrt e

OTMEHHTD UZMEHEHHA <«

Pacwupenna OpenWrt g MonL3083Tensa
= RS D MpocMoTpeTs U3M. (2) <«

B 4aHHOM MOAMEHIO OCYLLECTBASETCA MPOCMOTP MoAKAo4eHHbIX USB ycTpoiicTs, a Takke oTobparkaetcs
NYTb K YCTPOWMCTBY, TOYKA MOHTMPOBAHMA U NPaBa Ha YTEHWE 1 3aNnCb AaHHbIX.
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— LLJuHa — HOMEp WWHBI;

— Ycmpolicmeo — nopsaKoBbI HOMEP YCTPOMCTBA Ha LWKHE;

— [MpodyKkm — 1N yCTPOMCTBa;

— W320mosumesib — HazBaHWe GUPMbI-U3FOTOBUTENA YCTPOICTBA;
— VendorID:ProdID — naeHTnudukaTopbl Npom3soanTensd/ycTpomncrsa;
— Bepcus USB — Bepcus cneumdukaumm USB.

Mpu noakntoyeHHom USB HocuTene yCcTpoMCTBO A0/KHO aBTOMATUYECKM ONPeaennTbCsa CUCTeEMon n bbiTb
NPUMOHTUPOBAHO. EcM yCcTPOMCTBO onpeaeneHo, HO He MOXKET OblTb NPUMOHTUMPOBAHO, CAeaAyeT HaXKaTb Ha
KHOMKY « MoHmMupogame».

Ona 6e3onacHOro M3B/ie4YeHUn YCTpOP’ICTBa nepeg wunisnedyeHnem Hakonutena cneayet 3aKpbiTb BCe FTP-
CECCUN N HAXKaATb KHOMKY ((Pa3MOHTMpOBaTb)).

MogKntoyeHne K CMOHTUPOBaAHHOMY ycTpoicTey no FTP ocywectBnAeTca Ha)KaTMeM Ha  KHOMKY
«[Mooknroyumescs no FTP». Mpy 3TOM OTKPOETCA CeayHoLLEE OKHO:

Tpebyetcsa ayTeHTM(PHKAUMA

0 BEEAMTE MMA NON30BATENA W Napone AnA fip://192,168.32.98

MMA NONe30BaTENA: | USEr

MNapone: -ou|

[ QK l [ QTMEHS ]

Heobxoammo BBECTU MMA Nosib3oBaTena (user) u naponsb (user).
ﬁ" Mpu yctaHoBneHHOW onuuu «Paspewums Aocmyn GHOHUMHOMY [0/1b308aMeM0» B MEHIO

«Cucmema/Cemeeable cepeucbl» BXOA MOXET OCYLECTBAATb aHOHUMHbIM MO/b30BaTe/NieM Nog,
NOrMHOM @NONymMous ¢ NPOU3BO/bHbIM Naposiem.

MeHto focTyna K yCTPOMCTBY NOC/e YCNeLWHoN ayTeHTUdMKaLmm:

Wnpekc «ftp://192.168.3.98/»

[® Nepaittia 8 kaTanor Ha YPOESHE BilLS

Hma Pasmep [MMocnenHee H3MeHeHHe
®) 4. Ing 4KB  010LI1380 0:00:00
10_08_1a 10.08.2010 0:00:00
57230775 _FRP PFIFS 01.0L.1980 0:00:o0
w9 01.0L.1980 0:00:00
] BBC_Planat_Earth_ungle_HOTY 12600720, v LEE5EG KB 01.01.1980 0:00:00
o =R 163407 KB 01.01.1960 0:00:00
=) Edit. THT 4K 01.0L1380 0:00:00
E| B THT 4 KB 07101, 1980 =000
FacketTranshior 01.0L.1380 0:00:00
= PacketTrans ator ra 8KE  04.02.2010 0-00:00
L) ackdrcsy SKB 10042008 D:00:00
s 01.0L.1380 0:00:00
&) boatmard,avi TEIV KB 01.01.1980 0-00:00
okl 01.01.1360 0:00:00
= perf KB 010L1380 0:00:00
L jparf_for_liru 20.07.2010 0:00:00
|#] ks ind LKE  OLOL1380 0:00:00
[ madm_23_11 07 .cxe 1088 KB 23.1L.2007 0:00:o0
[ rite-ro-uboot 450,230 176KE  09.08.2010 0:00:00
[ rite_rg_Ldx FS304.K157 1521 9178KB 01011380 0:00:00
B rte_rg_14_FSI96.K167 107 2170KE  09.08.2010 0:00:00
2 rite_rg_Lans_FSI09.K157 1oz 170K 09.08,2010 0:00:00
= rite_rg L4 _FSI98a0194. 107 9170KE  09.08.2010 0:00:00
B nba_rg_Laxn_FSI05c, K 157,192 9170 1B 10.08,2010 De00:en
=2 e _rg_14_FSA080 K150, IFOKE 10082010 0:00:00
u PEpoe_go0c ptap ¥ B 01.01,1380 [ERisEuE)
] =nms.doc 15L KR 06.02.2008 0:00:00
B thpdaz. e S KB 12.08.2005 D-00:00
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Momumo poctyna no npotokony FTP 4yepes Web-6paysep cywecTByloT AgpyrMe nporpamMmbl,
nogaeprkmeatowme obmeH no FTP: nposogHuk Windows, Total Commander, Far u gp.
/ Mpu Bepcuax MO HaunmHaa ¢ 1000 u Bbiwe peXUM YTEHUA U 3aNUCU NOAAEPIKUBAELTCA KaK ANA
| daitnosoii cuctemnbl FAT, Tak u gna NTFS.

Mpu Bepcun NO 999 u HUKe B daitnoBoit cucteme NTFS BO3MOKEH TONIbKO PEXKUM UYTEHUA AAHHbIX.

3.2.2.1 Hacmpolika docmyna no FTP uepe3 Total Commander

1' 3anyCTMTb nporpaMMy TOtaI Commander, B |E’§ Total Commander 6.54Public 2 - Sam
I'IyHKTe Cemb Ha BerHel‘/‘I naHenum Bb|6paTb I-IyHKT afin  Beaenedne Komadael CeTe Bua  Kondurypauwa  Sanyck

I’};‘j E Q & G MOAKAHYHTE CETEBOA AMCE, .. = :—1
i . 1 Exd
«CoeduHumscs ¢ FTP-cepsepom...». OTRMTE CETERO ANCK. .
@ CAgnaTe TekyWHA KaTanor ofuwmm,,,
[ v [office12] 0KE s 2 63 SaKpeITe 0BWHA A0CTYN K KATANOrY...
i MoKkazaTh pecypckl AAMAHNCTRATORE
VimaA CoeanHHTECA C FTP-cepsepom. .. Crl+F b fata
I_J[Access‘ru-ru] Hopoe FTP-cosanHerie. .. Ctrl+N 06,12,2006 21:53
(Dl Access, W] 06.12.2006 21:53
(ol Admin] MokaskiBAaTE CKPEITEE haine Ha cEpEepe 06.12.2006 21:53
(CalCatalog] FErpYIKa N0 CIMCKY. .. 06.12.2006 21:53
[CD[Enterprise. W] YETSHOBHTE COBAMHEHHE Yepes LPT-NopT. ., 06.12.2006 21:53
(ClExcel ru-nu] oiR>  06.12.2006 21:53
(ClExcel W] <DIR> 06.12.2006 21:53
2. B H 1 URL =
. B OTKpbIBLUEMCA OKHE HaXKaTb KHOMKY «HOBbIV . Cosmmawne < FiPcepsopon B
Cepeep:

3. B cTpoKe BBOAA B KadectBe agpeca FTP-cepsepa
yKasaTb IP-agpec yctpoictea. YopaTb paar ¢ napamerpa e
«AHOHUMHOE coeOUHEeHUEe» N HaxKaTb KHOMKY « OK»,

CoOBARHNTLCA

A, pBaBHTE. .
Cepeep vnm LRL:
< [1Bbif URL. ..
192,168.0.1| v|
[] AHormmoe cosanrenie [MPOBATE. ..

[CJvienonesasate Gpananaysp n npoken-cepeep

MEHHTE . 0

Jillil

[ OK ][ OTHEHS H Crpaska I Y AGNHTE

QTHEH

Cnpaeka

Cepeep!

4. B nosiBUBLIEMCA OKHe YyKasaTb MMA Ans 6bICTporo Sosuty
[O0CTyna K yCTPOMCTBY B nepeyHe FTP-cepBepoB M HaxKaTb AcGaEnTs...
KHOMKY «OK».

Konsposate. ..
ftp

HATE. ..
Ha3BaHHE 3NEMEHTA MEHH!

Ll

@anHTe
nte-rg|

1
3

aBKa
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5. BblbpaTb YCTPOWMCTBO M3 CMWCKA CEpPBEPOB W HaxKaTb
KHOI‘IKy «COE,CI,VIHVITbCH ». Coeaunenne ¢ FTP-cepee pom

CepBep!

nge=rg COBAMHMTECA

AoGEEHTE.. .
HoBeiid LRL...

HKonHpoBaTe.. .

MSMEHHTG. ..
¥aanuTe

Orena

LN

Cnpasra

6. Ans gocTyna HeobxoAMMO NPOWTU ayTeHTUOUKALMIO. Mo YMOIYaHUIO UMA NOJIb30BATENS User, Napo/b
user.

Conneck ta: {09.09,2010 17:21:57)
hostriame=192.168.0.1

Connect ta: (09.09,2010 17:21:57)

hostname=192,168.0.1 —
username= utsertréanle—
starkdir= ;Zanr =
220 =
| user fi
ftp 331 Hek E
MNapone:

WA nons3oBaTena:

p—

user

7. MeHto A0CTyna K YCTPOMCTBY NOC/e YCNELWHOW ayTeEHTUOUKALMM:

¥ Total Commander 6.54Public 2 - Sam

dafin  BelgeneHe  KomaHiel CeTe Bug  KoHburypauka  Sanyck
ERT i [~
& E Q & @ ¥ W 'ﬂr é g2 H A I ] = =
P 1 PwD
FTF  Penom ofimena | dgowuen (haiing zip, docn 1. | oB7

A2 3 J0 2 &n

(=]

[-0-] | v |Fpe 192, 168.0.1

() [[-c-1 [ | tswstem] 57 737 476 K6 s 83 883 36

Difr =
Lima TTun  Paswep |Adata ATpHEYT [Mna
B <DIR> 00.00,1980 00:00-— | |[C5)[32788R22FWIFW]
01 <DIR=> 07.09,201000:00-777 |[C[Documents and Settings]
([Books] <DIR>  09.07.2009 00:00-777 [C[ELTER]
|C=[found.000] <DIR>  04.07.2010 00:00-777 [C)[Flash_player_10.0.22.87]
I ivafiaFyituig] <DIR> 26.04.2010 00:00-777 [[Program Files]
I[mornar] <DIR=> 27.05.2010 00:00-555 (al5eagull]
(L lrecyder] <DIR>  Z7.10.2009 00:00-555 [Cilspoolerlogs]
[C[kpacoTal] <DIR>  16.04,2010 00:00-777 [l Temp]
(C[HoEaR nania (2)] <DIR> 09.04,201000:00-777 [ClWINDOWS]
mnpoxomneme NaKkeToE cdr 965 509 21.04,2010 00:00 -777 [l _file]
BRFirefox Setup 2,0,0.10 exe 6655136 21.01.2008 00:00-777 BEAUTOERES
Bistringit exe 11085 20.05,2009 00:00-777 JCONFIG
¥ idk-applew hirn 13 626 31.07.2009 00:00-777 2] moduleMame

mp4 3410 1684 16.11.2009 00:00-777 @test
1OLT-1305H_UG_V3-60 pdf 8804 744 16.10.2009 00:00-777 @ test3
‘;OLTiHustJFiMsg?FDrmatsiﬂ2.23 pdf 3262 231 16.10.2009 00:00-777 u—’_l!bbLearLl 16
‘;T-HDB-SEC.DS-ZDDE;-PDF-R pdf 5151593 16,06,2010 00:00-777
KoM nekcHEE PEWEHHA ANA MOPOACKHY M CENBCKHY CaTel _LIHMIAC ppt 9205 245 22.05,2009 00:00-777
chaHMu.a psd 105 698 220 18,05,2010 00:00-777
chaHMu.aZ psd 99992 542 18,05,2010 00:00-777
uj_Jgnh\ierrus zip 2529 719 18.12.2009 00:00-777
QJBMBMTKA zip 1930 107 28.04.2010 00:00-777
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3.3 MoHuUTOpUHT ycTpoiicTBa Yepe3 Web-uHTepdeiic

3.3.1 MeHio «lpaghuku»

MeHI0 npeaHasHayeHo AN MOHUTOPWMHIA TEKyLLeM 3arpyskm CUCTEMbI M MCMOJIb30BAHMA MNPOMYCKHOM
CNOCOBHOCTU MHTepdhENCOB.

3.3.1.1 NoameHto Mpoyeccop

B OaHHOM MOAMEHIO OCYLLECTB/IAETCA MOHUTOPUHI TEKYLLEN 3arpy3kM CMCTeMbl, B PeasibHOM BPEMEHMU
cTpouTCA rpadmK MCNOb30BaHMA NPOLEccopa. 3arpy3ka NpoLLeccopa yKkasaHa B NPOoLEeHTax.

Ha pu1cyHKe HWKe NpuBeaeH Npumep cTposLwerocsa rpapuka.

WHBOpHMaLUKA [padikd  CTaTyc  JKypHan - CHeTeMa  ¥enyrm  CeTe  PBX  BE30NACHOCTE - MNepesarpyska

Mpoueccop Tpadik Wi-Fi

Alcnonb3oBaHwve npoueccopa

[Tpox. 8%

X-Wrt MPUMEHUTE M3MEHEHWA <«
OTMEHUTD U3MEHEHNA <«
MNpocMmoTpeTb uam, «

Paciipetiia Openrt ANA NONL308aTENA

3.3.1.2 NoameHto Tpagpuk Wi-Fi

B noameHto «TpaduK» OCyLLECTBNAETCA MOHUTOPUHT MCNO/b30BAHMA NPOMNYCKHOM CNOCOBHOCTM KaHanos, B
peanbHOM BPEMEHU CTPOATCA rPaduKmM 3aBUCUMOCTU CKOPOCTM BXOAALLEFO U UcXoaALLero TpaduKa oT BpeMeHHU.
B noameHto «Tpaguk Wi-FinoTobpaxkaetca uHpopmauna Wi-Fi —mHtepdeiica.

Tpadcgrk MHTepdeica Wi-Fi

B, 0 Kfinrle Teperanowmms M Gajric
Wex, 28 KBurle Aprolacurrafs (cnemopars)

30 Kferic
20 Keuric

10 Eferie
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3.3.2 MeHio «Cmamyc»
[aHHOe meHIo NpefHa3HaYeHOo A4/19 MOHUTOPUHIA BCEX CUCTEM YCTPOMCTBA.

3.3.2.1 NoameHto UHmepdgpelicol

WHGopHauma  Fpadivkd  CTatyc  XypHan = CHoTeMa  Yonyrk o CeTe PBX BezonacHooTE = Mepesarpyska

WHTepdeficer PPPoE  CHeTema Mpoweccel DHCP knnedTter Metstat  Iptables AnardocTrea

VHTepdeicol
BHEWHAA CETb:
MAC-aapec 00:A8: BB CCiDDGEE BHEWHAA C(eThk:
IP Anpec WAM (Wide Area Metwork) - EHewnas ceTe, obbMHO CoBAHHEHHE C
MpHHATO 0 naket{oe) (0 BanT) HHTERHETOR.
MNepenaHo 2306 naket(og) (550170 BadT)
MNokanbHaA CeThb:
MAC-aapec 00:EE:DD:11:22:33 NokaneHan ceTkb:
IF Anpec 192.168.20.100 L& [Local Area Metwork) - nokaneHaa ceTe.
MpHHATO 10098 naket{os) (1256741 BaiT)
Mepenaxo 10917 naket{os) (2794550 BakT)
CraTMCTHKa nopTos LAN:
Mopr  [MoaxniouyeHWe  (CKOpOCTH [Aynnexc [Nepenano MprHATO CTAaTMCTHKA NopToe LAN:
Mepr O Bin, 100 Meut/c| Aynnekc | 2392589 Badt | 1258757 Eafr CTATHCTHES NEQEAAYH AAHHEIN HEPEE NOKANEHEIE NOPTEL
Mopt 1 Brikn. Bielkn, Beikn. 0 BaiAT 0 BaiAT
Mopt 2 Brikn. Beikn, Brncn, 0 BaiAT 0 EaiAT
MopT 2 Brikn, Bk, Brikn, 0 BanAt 0 EaidT
BecnpoBoAHan CETh:
CraTtyc Brn,
551D EWs
Homep kanana ona ceth Wi-Fi 5 (2,432 M)
Pexum Ge30nacHOCTH WPAZ
MNpHHATD 134 naker(os) (15706 BaAT)
MNepenaxo 321 naketios) (42468 Ba#r)
KnveHnTol becnpoBogHOM ceTH:
|MRC-anpec KIMEHTa |SSID |IP Anpec BpeMﬁ NoAKNHYEHAA | Knventol becnposoaHoi cetu:
| oo:z3iediiziSdrad | Bw | 197168 20063 | 53 cek | Mosknieuerneie WiFi- KNHeHTE

MNpYMEHKMTE MIMEHEHMA <«

OTMEHWTb M3MEHEHWHA <<
MNpoCcMOTPETh M3M., <

B faHHOM MEHI0 OCYLLEeCTBAAETCA MOHUTOPUHI TaKUX MapamMeTpoB MHTepdencoB BHELIHEN U IOKasbHOWM
cetu, kak MAC-agpec, IP-agpec, KOIMYeCcTBO NPUHATLIX U NepeAaHHbIX MAKETOB, a TaKXKe CTaTUCTUKA nepesayn
OaHHbIX Yepes nopTbl LAN.

Ona cetn Wi-Fi 0T06pa)'KHETCFI CTaTyC akKTUBHOCTU, UMA, HOMEP KaHa/a, pexXnm 6€30MacHOCTM N CTaTUCTMKA
NPOXOXXAEHUA NAKETOB, a TAKXKE aapeca N BpemMAa NOAKNHYEHNA BCEX KZIMEHTOB ILl,aHHOl\/JI 6ECI'IPOBO,CI,HOI7I ceTn.

[na npocMmoTpa UCX0AHOM MHOPMALIMM HEOBXOAMMO HaXKaTb KHOMKY «MCXO0HAA UHGPOPMAyus».
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3.3.2.2 NoameHto PPPoE

Fpadhren

MHchopmMauma

Cratye pHan - CucTema  Yonyrm  CeTe

Wurapdeficel PPROE Cucrema [Mpousccel DHCP knmautel Netstat Iptables Anardocruka

Cratyc PPPoE
MNepenogknioumts

YnpaeneHue Bpy4YHYKO:
OTINIOYUTE
Mogknioyuvts

Ip Address:

Ifconfig pppO

Syslog: pppd (Last 500 lines)

rlpVINeHMTb M3MEeHEHHA <«
OTMEHWTE M3MEHEHMA «

MNpocroTpeTe M3m. (2) «

B paHHOM noamMeHl oOcylecTBaAeTcA
nepenoakntoyeHune PPP-ceccun.

3.3.2.3 NoameHto Cucmema

npocmoTp cratyca PPPOE,

PY4YHOM 3anycK, OTKAYeHMue

Craryc ycTpoicTBa

VICNONb30BaHWe ONepaTUBHON NaMATH:

20% |
Menonss.! 45936 K8 (209%)

Beero: 246036 KB

OTCcAeXWBABMDBIE CORAMHEHMA:

19
Hocnonss.: 55 (19)

MakcHmyM: 16384

©alinoBoe NPOCTPAHCTBO:

i 40% |
sdavsroot SEIBKE of 24000KB

fdev |D% |
tnpfs OKB of 512K8

Ucnonb3osaHue onepamusHol namamu — TeKkyuw,ee ncnosb3oBaHue OI'IepaTMBHOﬁ namATn, B NpoueHTax

OT MaKCMMaibHOro o61:.ema;

Omcnexcusaemole coedUHeHUs — YUCN0 COeaNHEHUI B conntrack-Tabanue mapLlipytnusaTopa, B NPoLeHTax

OT MaKCUMaNbHOTIO Yn1UCAa,

@alinosoe npocmpaHcmseo — o6WMA pasmep MNPOCTPAHCTBA WM pasMep, 3aHMMAEMbIM CUCTEMaMM,

cnoAb30BaHWE ONepaTWBHON NaMATH:

Tekywese UCNONEIOEIHWE ONEPATHEHON NaMATH.
CeofoAHOS KONMHETED NOKA3LIBAST KaK MHOMD 22 Tk ¥
MpUACHE HAE,

OTCAeMMBABMbIE COBAMHEHNA:
Hucno coesuHeHnid e conntrack TaBnuue Bawero
MapWpyYTHI3TOpa. CHOTpMTE Tabnnuy conntrack >

®aiNoe0e NPOCTPAHCTBO:

PazMep NpocTpaHcTes oBwMi W 2aHHMacHLId dafnosLMM
CHETEMAMM NPHHOHTMPOEIHHEIMK K Bawemy
MAPWRYTHIZTOPY.

MpUMEHUTD M3MEHEHMS <<
OTMEHUTb M3MEHEHWH <«
MNpocroTpeTs M3mM, (2) «

NPMMOHTUPOBAHHBIMM K MapLUPYTU3ATOPY, B MPOLLEHTAX OT MaKCMMaNbHOro obbema.
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3.3.2.4 NogmeHto lMpoyeccol

MHbopMaumMa  Cpadivkk  CTaTyc E CHETEM: 1 CeTb EezonacHocTs Mepesarpyska

ta Mpoueccel DHCP knHeHTel tat Iptables JAnardoctiea

BbinonHaowwveca npoueccbl

Wirepsan: 20 (6 cexyHaax)

Ana VIHdDOpMBLJ,VIVI O NoNAx CMOTPUTE NeredHay...

CraTtyc npoueccoe
PID Uid ¥msSize Stat Command

1 root 432 5 init

2 root Sy [kthreadd]

3 root SW [ksoftirgd/0]

4 root Sw [events/0]

5 root S [khelper]

8 root S [async/mar]
111 roaot Sy [sync_supers]
113 root S [bdi=default]
115 root Sw [kblockd,/0]
123 roaot S [ksuspend_usbd]
128 roaot = [khubd]

136 roat Sy [cfgeoz11]
148 root Sy [rpeiod/0]
158 root S [kswapd]
159 roaot S [ain/0]

160 roat Sy [nfsiod)]

161 root S [kslowd0oon]
162 root S [kslowdDD1]
164 root S [crypto/0)]
237 root S [scsi_tgtd/0]
244 root S [mtdblockd]
289 root S [phy0]

B AaHHOM MOAMEHIO OCYLLECTBAAETCA MOHUTOPWHT BbIMOAHAKOWMXCA npoueccoB. O6HoBNAEHUE Tabanupl
npoucxoamTt Kaxkaple 20 ceKkyHA MO ymonyaHuto. AnAa Toro 4ytobbl OCTAaHOBUTL OOHOBAEHME, HeobxogMmo
BOCMO0/1b30BaTbCA KHOMKOW « OCTaHOBUTb OBHOBIEHUEY.

[ns Toro 4to6bL BO306HOBUTL aBTOOOHOBIEHUE, HEO6XOANMMO BbIBpPaTb UHMepPB8an obHoaneHuA (3-59 ceK) u
Ha)KaTb Ha KHOMKY « ABTOOBHOBNEHME Y,

[na nonyyveHna nHoopmaumm o nonax Tabauubl «Cmamyc npoyeccos», HEOHBXOANMO HaKaTb Ha CCbINKY
«CMompume sne2eHoy».

3.3.2.5 NogmeHto DHCP -kKnueHmol

DHCP apeHabl

MAC-agpec IP-apgpec
00:23:cd:13:54:a4 192.168.20.63

DHCP gnuenTbl: DHCP apeHabl NPMCEAWEaKITCA CETEELIM KNMEHTAM, KOTOpbe sanpawqeanT IP-agpeca ot DHCR cepeepa
HapLwpyTMSaTopa. KNHEHTL, KOTOpbIE S3NNOCKHNW apeHabl [P Nepes TeM, Kak MaplpyTHaaTop bl Nepesarpy®ed, MoryT He ObiTh
NOK3saHbl 40 Tex Nop, NoKa 0HA HEe S3NpOCcAT ofiHOENEHWE ApeHabl.

[AononHuTenbHasa WHGopMauus

Kaw npoTokona onpegenedus agpeca (ARP)

MAC-agpec IP-agpec HW Tun Pdnaru Macka
ag: f9:4b:80:7d: 00 192.168.20.1 ETHER C (3aKoH4eHO) *
00:23:cd:13:54 a4 192.168.20.63 ETHER C (3aKOHUEHO) *

MpYMEHKUTD M3MEHEHKA <«

OTMEHWTb M3MEHEHWA «
MpocMoTpeTh 1am, «
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DHCP apeHAbl NpMCBaMBAIOTCA CETEBbIM KAMEHTaMm, KoTopble 3anpawwusatot IP-agpeca ot DHCP cepsepa
MapLlipyTmnsatopa. KnueHTbl, KoTopble 3anpocuau apeHabl IP nepes Tem, Kak MapluipyTmsatop 6Obin
nepesarpy»eH, MoryT He BbITb MOKa3aHbl 40 TEX MOP, NOKa OHWU He 3anpocAT 0BHOBNEHWE apeHAbl.

— MAC-adpec—MAC-aapec ycTpoiiCTBa;

— IP-adpec — nonyyeHHslli IP-agpec.

AonoaHumensHasa uHgpopmayus:

IP agpeca MMeOT Kakoe-nmbo 3HauyeHuWe TO/bKO B cemeiicTBe npoTokosnos TCP/IP. KaHa/bHble YpPOBHM,
Takue Kak Ethernet nau Token ring, nmetoT cobcTBeHHYO cxemy agpecaumm (B ocHoBHoM 48-6uTHble agpeca);
ceTeBble YPOBHM, B CBOK OYepenb, WMCMOAb3YHT 3TU KaHanbHble ypoBHU. CeTb Ethernet mokeT 6biTb
NCNOJIb30BaHa pPa3/IMYHbIMU CETEBLIMW YPOBHAMM B OAHO U TO e Bpema. KomnbioTepbl, MCNOAb3yloline
pa3Hble ceTeBble MPOTOKO/bl, MOFYT HaxXxoAMUTbCA Ha OAHOM W TOM e ¢u3mnyeckom Kabene. lNpoTokon
onpeaeneHunn agpeca (ARP) npenocTaBnser AMHaMuMyeckoe conoctassieHue IP agpecoB M COOTBETCTBYHOLLMX
annapaTHbIX agpecos.

3¢ddeKTMBHOCTL PyHKUMOHUpPOBaHMA ARP Bo mHorom 3aBmcut oT ARP Kawa, KOTOpbIA NPUCYTCTBYET Ha
KaXXgom xocTe. B Kawe copgep:katca Internet-agpeca n cooTBeTcTBylOWME MM annapatHble agpeca. Bpema
YKMU3HW KaxaoM 3anmcuy B Kawe - A0 10 MMHYT C MOMEHTa CO34aHMNA 3anuncu.

Kaw npomokona onpedeneHus adpeca (ARP):
— MAC-adpec—MAC-agpec ycTpoKncTBa;
— IP-adpec — IP-agpec ycTponcTea
— HW mun —tvn cpegbl nepeaauu;
— @aazu — .onarv onpeaeneHus:
- C — 3aruceb 3aKOHYEHa;
- M — nocToAaHHaA 3anuchb;
- P — onybMKoBaHHaA 3anuchb
— MacKa — macka NoAceTu; eCin Macka He YCTaHOB/IeHa, BbIBOAMUTCA 3HaK «*»,

AboHeHmMcKue onmu4eckue mepmuHansi cepuu NTE- RG-1402 51



3.3.2.6 NogmeHto Netstat

VIHDopMauKWa  Fpadike

b PPPRoE

Netstat
DU3ryecKkue coeMHEeHHWA
IP address HW type Flags HW address Mask Device
192.168.27.7 Oxl 0xz O0:le:8c:ad:ld:cd * wvlanl 0
Tabnvua mapwpyTyiacm
Kernel IP routing table
Destination Gateway Genmask Flags M55 Window dirtt Iface
192.168.252.0 0.0.0.0 255.255.255.0 i) oo 0 eth0.2
192.168.27.0 0.0.0 255.255.255.0 o oo 0 wlanL_0
192.168.253.0 0.0 255.255.255.0 i) oo 0 ethl
MpocnyuwWBaemMble NOPThl MAPLUPYTU3aTOpa
Active Internet connections (only servers)
Proto Recv-0 Jend-Q Local Address Foreign Address srate
tocp o 0 0.0.0.0:44917 0.0.0.0:% LISTEN
tcp o 0 0.0.0.0:21 0.0.0.0:% LISTEN
tocp o] 0 0.0.0.0:53 0.0.0.0:% LISTEN
tocp o 0 0.0.0.0:2103 0.0.0.0:% LISTEN
tocp o o: LISTEN
tcp o 1] LISTEN
tcp o] (U LISTEN
top [u} o: LISTEN
udp o 0 0.0.0.0:53 0.0.0.0:%
udp o] 0 0.0.0.0:87 0.0.0.0:%
udp o 0 192.165.27.200;: 45637 0.0.0.0:%
udp o 0 0.0.0.0:1900 0.0.0.0:%
udp u} 0 :::53
raw o] 0 0.0.0.0:2 0.0.0.0:% o]
raw o 0 0.0.0.0:255 0.0.0.0:% o
raw o 0 0.0.0.0:255 0.0.0.0:% o
raw o] 0 0.0.0.0:255 0.0.0.0:% o]
raw o 0 0.0.0.0:255 0.0.0.0:% o
MNporparmHble COeAMHEHWA MAapLWIPYTW3aTopa
Active Internet connections [w/o Serwvers)
Proto Recv- Send-Q Local Address Foreign Address State
top o 0 192.168.27.200:44917 192.168.27.7:1963 TIME_WAIT
tcp o 0 192.168.27.200:44917 192.168.27.7:1967 TIME_WAIT
top 1} L168.27.20:80 ::££££:192,168.27.:1971 TIME_WAIT
tocp o 2 166.27.20:80 ;:f£LL£:192,1658.27.:1970 TIME_WAIT
tocp o .168.27.20:80 ::f£££:192,168.27.:1963 ESTABLISHED
tcp o S166.27.20:80 ::ff£Ff:192. 1658, 27.:1969 TIME_WATT

B 4aHHOM NOAMEHO OCYLLLECTBASETCA MOHUTOPUHI COCTOSHUI CETEBOIO COEANHEHUA U MapPLLPYTM3aLUU.
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3.3.2.7 Noamento IPtables

WHdopMaumna Mpadwmkn  Crartyc ypHan CuctemMa Yenyrm CeTe  PBX BE30NacHOCTE CEEEEELE]

lurepdaiices PPPSE Cuctema Mpouecce DHCP manewTsl Netstat Iptables AnardocTria

Cratyc Iptables

Target Filter
Chain INPUT (policy ACCEPT 6313 packets, 802K bytes)
num pkts bytes target protoptin out source destination options
1 4 192 DROP tep - * 0.0.0.0/00.0.0.0/0  tcp dpt:80 state NEW recent: UPDATE seconds: 1 hit_count: S name: DEFAULT side: source
2 45321744tcp = * 0.0.0.0/0 0.0.0.0/0 tcp dpt:80 state NEW recent: SET name: DEFAULT side: source
3 o 0ACCEPT tep -- eth0.4094 * 0.0.0.0/00.0.0.0/0 kcp dpt:80
4 o OACCERT tep -- eth0.4094 * 0.0.0.0/00.0.0.0/0 tcp dpt:23
5 o OACCEPT tep -- eth0.4094 * 0.0.0.0/00.0.0.0/0 tep dpt:22
62820 360K ACCEPT tep -- vlanl_D * 0.0.0.0/00.0.0.0/0 tcp dpt:80
7 o ODROP tep -- eth0.l * 0.0.0.0/00.0.0.0/0 tcp dpt:80
8 o ODROP tep -- vlanL_D * 0.0.0.0/00.0.0.0/0  ftcp dpt:23
9 o 0DROP tcp -- eth0.l * 0.0.0.0/00.0.0.0/0 kcp dpt:23
mw o O0DROP tep - vlanL O * 0.0.0.0/00.0.0.0/0  tcp dpt:22
11 o 0DROP tep -- eth0.l * 0.0.0.0/00.0.0.0/0 tcp dpt:22
12 o OACCEPT tep -- vlanL_D  * 0.0.0.0/00.0.0.0/0  ftcp dpt:20
1z o OACCEPT tcp -~ vlanL_O0  * 0.0.0.0/0 0.0.0.0/0 tep dpt:21
14 o ODROP tep - eth0.l = 0.0.0.0/00.0.0.0/0  kcp dpt:20
15 0 0DROP tep -- ethol  * 0.0.0.0/00.0.0.0/0 tcp dpt:21
16 o O DROP tep - * B 0.0.0.0/00.0.0.0/0  tcp dpt:80
17 ] 0O DROP tep - * * 0.0.0.0/0 0.0.0.0/0 tep dpt:23
18 ] ODROP tcp - * & 0.0.0.0/0 0.0.0.0/0 tecp dpt:20
19 i) 0DROP tcp - % * 0.0.0.0/00.0.0.0/0  tcp dpt:21
Chain FORWARD {policy ACCEPT 0 packets, O bytes)
num pkts bytes target protoptin out source destination options
1 ] ODROP all - vlanL_0 lethD.l 0.0.0.0/0!224.0.0.0/4
2 ] ODROP al - etho.l IvlanL_0 0.0.0.0/0 1224.0.0.0/4
3 i) ODROP al - ethz2.2 lethD.2 0.0.0.0/0!224.0.0.0/4
<+ ] O0DROP all - etho.2 leth2.2 0.0.0.0/0!224.0.0.0/4
=1 ] O DROP al - bri * 0.0.0.0/0 1224.0.0.0/4
& ] 0ODROP al - * br1 0.0.0.0/0 1224.0.0.0/4
7 ] O DROP al - br2 * 0.0.0.0/0 1224.0.0.0/4
g o ODROP al - * br2 0.0.0.0/0 1224.0.0.0/4

Chain OUTPUT {policy ACCEPT 10325 packets, 4898K bytes)

num pkts bytes target prot optin out source destination options
Target NAT

Chain PREROUTING (policy ACCEPT 1818 packets, 150K bytes)

num pkts bytes target prot optin out source destination options

Chain POSTROUTING (policy ACCEPT 253 packets, 76406 bytes)

num pkts bytes target prot optin out source destination options
1 o 0MASQUERADE all - * eth0.1  0.0.0.0/0 0.0.0.0/0
2 o 0MASQUERADE all — % eth0.2  0.0.0.0/00 0/0
3 1] 0MASQUERADE all —  * eth0.6 0.0.0.0/0 0.0.0.0/0

Chain OUTPUT (policy ACCEPT 253 packets, 76406 bytes)
num pkts bytes target prot optin out source destination options

Target Mangle

Chain PREROUTING (policy ACCEPT 9143 packets, 1163K bytes)
num pkts bytes target prot optin out source destination options

Chain INPUT (policy ACCEPT 9143 packets, 1163K bytes)
num pkts bytes target prot optin out source destination options

Chain FORWARD {policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot optin out source destination options

Chain OUTPUT (policy ACCEPT 10346 packets, 4911K bytes)
num pkts bytes target prot optin out source destination options

Chain POSTROUTING (policy ACCEPT 10346 packets, 4911K bytes)
num pkts bytes target prot optin out source destination options

B A4aHHOM MeHI0 ocyLecTBaAeTCA NPOCMOTP pa6OTbI YCTaHOBJ/1IEHHbIX CETEBbLIX ¢M/’IprOB.
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3.3.2.8 NogmeHto JuazHocmuka

WHd

auna padmen HypHan Yenyrm

MuTepdeiices PPPoE Cucrema Mpoueccel DHCP pnnents Metstat Iptables Anarmo

Awarvoctuvka

CeTesble yTHUAWTLI

google.com

google.com

X-Wrt

PICURADEHIA ( rt AnR NONL3083TENA

PBX  BesonacHocTeb

MpHMEHUTE M3MEHEHHSA
OTMEHUTb M3MEeHEHHA «
MpocmoTpeTb M3M. (2) «

B AaHHOM MOAMEHIO OCYLLECTBAAETCA MPOBEPKA COEAMHEHWUI M OMpeaeneHne MaplupyToB

OaHHbIX.

Cemesbie ymuaumel:

— Ping — yTMAuTa Ans NnpoBepKn coeguHeHuin B cetax Ha ocHose TCP/IP;
— TraceRoute — yTuAuTa Ans onpefeneHma MapLipyTos caeaoBaHMaA AaHHbIX B ceTax TCP/IP.

3.3.3 MeHio «}KypHan»

3.3.3.1 NoameHto Hacmpoliiku #cypHana

Cuctema  Yonyri

MHhopmMauHa

Mpadwmkn Crartyc

HacTpoiikn #ypnana Kypnan Aapo

CeTe

PBX B

HacTtporkv »xypHana

¥aaneHHbIA XypHan:

IP-aapec cepeepa
MNopT cepeepa

OTMETKM B MypHane:

MUHYT MEXAY OTHMETKaMH [

NokanbHbiA XypHan:

Tun XxypHana Mo kpyry ﬂ

PazmMep xypHana 16

COXPAHUTE MSMEHEHHA

X-Wrt

YaaneHHbIA XypHam:

IP-3Apec M NOPT YABNEHHOrS CEPEEPS HYPHANOE.
OCTaBLTE BAPEC NYCTEIM, BOTH YAANEHHEIA KYPHAN HE
HyHEH.

OTHETKHY B XypHane:

Nepucawieckue oTMETKH & wypHane. Napamerp
ONPEASNAST EPEMA B MHHYTAX MEWAY OTMETHIMH,.
Benuauna 0 sHaunT Ge3 oTMeToK.

Tun Xkypuana:

EYAST Nl HyPHAN COXPAHATLCA & Kpyroeon Bydepe &
NaMATH unu e dafine. 3nafTe, WTo Gafine, CoXpaHeHHbIE
& daiincechH cucTeme & NamaTh, ByayT noTepans, ok Bu
NEpEeTarpyIuTe MapWpYTHISTOP.

©ain xyprHana:

MyTe 11 vua Gafina wyprana. Moxer BuTe yoraHoEneno &
nwBof daiinoeoh cucteme ¢ zanucew. NPEAYNPEXAEHME:
HE MCNONB3YWUTE dafinceyw cncremy JFFS, noTomy wTo
syslog Byaer nucate Tyas MHOTO unbopuauun. Moxere
wcnonezoEate ftmp unu nwbyw ¢afinosyn cucreny Ha
EHEWHEM HOCUTENE,

Pazmep XxypHana:
PazMep #ypHana & kunoGaiiTax, ByabTe OCTOPOMHE €

pazuepom kpyroeoro Gydepa, OH OTHHMaETCA
Mz Baweil oCHOEHOH NaMaTH,

MpUMEHKUTE M3MEHEHMA <«
OTMEHWUTL M3MEHEHMS <«
MpocMoTpeTs MamM, (2) «
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YOaneHHsili #ypHan:

— IP-adpec cepgepa — |P-agpec yoaneHHOro cepBepa »ypHanoB; NycToe noje - yAaNeHHbI KypHan He
Mcrnosb3yeTcs;

— lopm cepsepa — NopT cepsBepa ANA AO0CTyna K yaaneHHomy XypHany (nopt 514 ucnonb3yeTtcs Ha
60nbluMHCTBE SYSLOG cepBepOB N0 YMONYAHMIO).

Ommemku 8 yypHane:
— MMHyT mexagy oTMeETKaMun — nNepnognvyHoCTb AOG&BJ’IEHMH OTMETOK B XYpHa/se, MNHYTbI. an 3Ha4YeHUN,
PAaBHOM HY/1HO — OTMETKU B XKYPHa/1 HE 3aHOCATCA.

JlokanbHbIl #ypHan:
— Tun 3ypHana — TMN COXPAHEHMUA KypHana:
— Mo Kpyey — coxpaHeHMe KypHana B Kpyrosom bydepe namaTu;
— ®alin — coxpaHeHWe KypHana B dannosoi cucteme namatu, Mpwu Boibope TMNa «Palin» gna
pefaKTMPOBaHMA CTAHYT AOCTYMNHbI Cegytolme napameTpbl:
—  @alin wypHana — nNytb U uma dakna KypHana. MoxeT bbiTb yCTaHOBNEHO B 060N
dalinoBon cucteme € 3aNnUCbIO
— Pasmep »cypHasna — pasmep XKypHasna, Kuiobantsl.

’ Mpu nepesarpyske mapupytusatopa Bce ¢aiinbl, coXxpaHeHHble B $aliIoBON cuUcTemMe MaMATH,
6yayT yTepsaHbi!

.[NnA coxpaHeHuA Bcex BHECEHHbIX M3MEHEHWN HeoBX0ANMMO HaXKaTb KHOMNKY « COXpaHUMb U3MeHeHUs».

3.3.3.2 NogmeHto }KypHan

MHbopHagma [padyed  CTaTtyc

Aapo

MNpocmoTp xypHana

A
Jan 1 00:00:46 OpenWrt user.warn Jan 1 00:00:46 kernel: slicl: 3et pcm-rline gain! [
Jan 1 00:00:46 OpenWrt user.warn Jan 1 00:00:46 kernel: slicl: Set line-Fpcom gain!

Jan 1 00:00:46 OpenWrt user.warn Jan 1 00:00:46 kernel: slicl: Set hook_dig interval=200ws

Jan 1 00:00:46 OpenWrt user.warn Jan 1 00:00:46 kernel: slicl: Set hook_max_pd=100ns

Jan 1 00:00:46 OpenWrt user.warn Jan 1 00:00:46 kernel: slicl: Set hook_min ko=200ns

Jan 1 00:00:46 OpenWrt user.warn Jan 1 00:00:46 kernel: slicl: Set hook_min clr=500ms

Jan 1 00:00:46 OpenWrt user.warn Jan 1 00:00:46 kernel: slicO: Set pom->line gain!

Jan 1 00:00:46 OpenWrt user.warn Jan 1 00:00:46 kernel: slicO: Set line-»pcm gain!

Jan 1 00:00:46 OpenWrt user.warn Jan 1 00:00:46 kernel: slicO: Set hook_dig_interval=200ms

Jan 1 00:00:46 OpenWrt user.warn Jan 1 00:00:46 kKernel: slicO: Jet hook_max_pd=100ns

Jan 1 00:00:46 OpenWct user.warn Jan 1 00:00:;46 kernel: slic0: Set hook_nin ko=Z00ns

Jan 1 00;00:46 OpenWrt user.warn Jan 1 00:00:46 kernel: slic0: Set hook_min clr=500ws

Jan 1 00:00:37 OpenWet user.warn Jan 1 00:00:37 kernel: ctnetlink w0.93: registering with nfnetlink.
Jan 1 00:00:36 OpenWet authpriv,info Jan 1 00:00:36 dropbear[4012]: Punning in background

Jan 1 00:00:36 OpenWet user.warn Jan 1 00:00:36 kernel: MNetfilter messages wia NETLINE +0.30.

Jan 1 00:00:36 OpenWrt user.info Jan 1 00:00:36 kernel: wlanlL 0: port 2({ethZ.l) entering forwarding =
<] il ¥

anMeHMTb M3IMEeHeHMa «

OTMEHWTL M3MEHEHUA
MpocMoOTpeTb U3M. (2) «

B faHHOM NogMeHI0 OCyLWecTBAAETCA MPOCMOTP KypHana.
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3.3.3.3 NoameHto A0po

WMHthopmauma  Mpadmkn  CTatye al ¥YEnyru  Cetk x IMACHOCTE

Hacrpaikn skyprana HupHan Hapo

Kpyroeoi bycep agpa

Initializing cgroup subsys cpu |,:J
Linux version 2.6.33.5 (voidfwvoid_realm) (gcc wersion 4.1.2) #5650 Mon Jan 24 08:59:36 NOVT 2011 L
CPU: ARMwvE-compatible processor [4117b365] revision 5 (ARMwETET), cr=00c5387d
CPU: VIPT aliasing data cache, WIPT aliasing instruction cache
E:achine: Comcerta 1000 (EVHM)

emory policy: ECC disabled, Data cache writeback
On node 0 totalpages: 63488
free_area init_node: node 0, pgdat c04dZ3al, node_mem map cOSha000

DMA zone: 496 pages used for memmap

DMA zone: O pages reserved

DMA zone: 62992 pages, LIFO batch:ls
[Built 1 zonelists in Zone order, mobility grouping on. Total pages: 62992
Fernel command line: init=/etc/preinit root=/dev/mtdblockd rootfstype=Jf£fsi ro user_debug=3l hwaddress=el
FID' hash table entries: 10Z4 (order: 0, 4095 bytes)
[Dentry cache hash table entries: 32768 (order: 5, 131072 bytes)
Inode-cache hash table entries: 16384 jorder: 4, 65536 bytes)
ﬁmory: 248ME = 248ME total [+]
<

1l | (2]

anJII"IeHIIITb HU3MeHeHWd <«

OTMEHWUTL M3MEHEHMA
MpocMoTpeTb nam, (2) «

B A4aHHOM NoAMEHI0 OCYLLECTBAAETCA MPOCMOTP Kpyrosoro 6ydepa aapa.

3.4 MNepesarpysKa ycTpoictBa. MeHio «lMepesarpyska»

WHbopMauma Fpadued  CTaTyc CHCTEMA

Nepezarpyzra

|£la, AeRCTEWT ENbHO NEPe3arpysHTL calivac

anMeHMTh HMIMEHEHKMA <«

OTMEHKTbL M3MEHEHMS «
MNpocMoTPETb M3M. (2) «

[na nepesarpysku ycTpoicTBa Heob6XxoouMMO HaxaTb Ha KHonky «/a, delicmeumenbHo, nepe3azpy3ums
celivacy. MNepesarpyska yCTPOMCTBA MOKET 3aHATb HECKOJIbKO MUHYT.
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NPUNOKEHUE A BOSMOKHbIE NPOBJ/IEMbI U BAPUATbLI UX PELLUEHUA

MNpobnema Bo3morKHaa npuymnHa PeweHue
Mpw BBOAE IP-agpeca KOMMNblOTEP He B CBOMCTBAX NOAKNOYEHMA K UHTEPHETY Ha Bawem
MapLpyTmn3aTopa NPUHAZNEXKUT K aHHOM IP- KOMMNblOTEpe yCcTaHOBUTE NapameTp «lony4yatsb IP-

(Hanpumep, 192.168.0.1)
He yZaetca MnosyynTb
poctyn K Web-
nHTepdelicy

noAceT! ANs NOAKNOYEHUS
K Web-uHTepdeiicy.

agpec aBTOMaTUYECKU».

Ceokctea: Mpotoron MutepreTta (TCP/IP)

OBWME | AnETepHATUEHEA KOHBUrYPAULMA

Mapatepi [P MOryT HISHSHATECA SETOMATHYECKH, G0M CETh
NOLAEPHWEART 3TY BOSMOKHOCTE. B npOTWEHDM Cydas napamerpisl
IP MO#HO NOAYYHTE Y CETEEOMD SIMUHKCTRATOPA.

©lonywe [Franpec spTorariusci

(O Menonezosate cneayowi IP-adpec:

(® Monywre anpec DNS-cepsepa astomariyecku

{0 Menonesosark creayowve anpeca DMS-cepeepoe:

| ononHUTEAEHD. ..
Oerie

Ha KOMMblOTEPE YCTAHOB/IEH
Web-6paysep ¢
BbIK/tOMEHHON onuuel Java-
script

BK/IOYUTE onumio Java-script B Balwem bpaysepe nam
Bocnonb3ymntecb apyrum Web-bpaysepom

HeucnpaBHbIl Kabenb

nposepbTe GU3NYECKOE COEANHEHME MO CTATyCy
WMHAMKATOPOB (OHM A0/MKHbI ropeTb). Ecan
WHAMKATOPbI He ropsaT, NoNpobyiiTe MCNOb30BaATbL
Apyroi Kabenb NN NOAKNIOYNTECH K Apyromy
MOPTY YCTPOWCTBA, €C/IN 3TO BO3MOXKHO. Ecain
KOMMbIOTEP BbIKNOYEH, MHAUKATOP MOXET He
ropetb.

[OCTyN 3anpeLuLeH
NPOrpammHbIm
obecneyeHnem UHTepHET-
6e30nacHOCTU BaLlero
KomnbtoTepa

OTK/IIOUUTE NporpaMmmHoe obecrneyeHne UHTepHeT-
6e3onacHOCTN Ha KoMnbloTepe (bpaHamayapbl)

BocnpounssoanTca curHan
owunbKkn B TenedoHe,
NOAKNHOYEHHOM K MOPTY
FXS

HeBepHble HacTPOIiKM NopTa

npoBepbTe KOPPEKTHOCTb HACTPOEK B MeHI0 «PBX»
(cm. Paspen 3.1.4).

[na ypobctBa noncka HEMCNPaBHOCTU B pasaese
«NHbopmaumsa/Cuctema» 8 none VolP BbiBoguTca
nHpopmauma o cocToAHUM NopToB FXS.

YTepaH/He nogxoaut
naponb gocryna Kk WEB-
UHTepoelicy ycTponcTea

HeobxoAnMOo cOpPOCUTb MapLLpPYTU3ATOP K
HACTPOMKaM MO YMOHYAHWUIO C MOMOLLIO KHOMKK F
Ha 3agHen naHenn yctpoiicTea. K coxkaneHuto, npm
3TOM BCE BbIMNOJIHEHHbIE HAaCTPOMKKM ByayT
yTpayeHbl.

Heobxogmmo 3axkaTb KHOMKy F Ha 5-10 cekyHA Ao
Tex Mop, MOKa He HayHeT MUraTb KHoMKa Power.
3aTeM NogoXAaTb 2 MUHYTbI, MOKa YCTPOMCTBO
nepesarpysutcs 1 B agpecHon ctpoke WEB-
6pay3epa nponucaTb agpec ycTponcTea no-
yMonyaHuio - 192.168.0.1
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NPUNOXKEHUE B ONTUMU3ALINA HACTPOMKU DHCP CEPBEPA. UCNO/Ib30OBAHUE ONUUM 121

YctpoiictBa cepumn NTE-RG He noagep»kunBatoT paboTy ¢ MHOXKecTBEHHOM Tabanuel mapwpyTmusaumm. B
CNepcTeumM Npu HacTpomke cepsepa DHCP Heob6xoaMmMo y4uTbIBaATD, YTO «option routers» NPUMEHMMA TObKO K
ycnyre INTERNET.

Hanpumep, ecam ycnyrn INTERNET v VOIP HacTpoeHbl B pexkumax DHCP, To ycTponcTsBo npourHopupyet
AaHHyto onumto B otBeTax DHCP-cepBepa npu nonyyeHum agpeca gnsa VOIP, HO npumeHunT eé Kak «default
gateway» onAa Bcex ycayr npu Haanuum eé B oteeTtax ot cepsepa DHCP gna INTERNET.

YKa3aTb MapLpyTbl 418 paboTbl SIP-kAMeHTa MOXHO, ncnoab3ya onumm 33 1 121.

Mpu HanuMumm 6Gonbluero KoAWYecTBa aZpecaTos, A0 KOTOPbIX HeobXxoAMMo yKasaTb MapLlipyT,
MCcno/sib3oBaTb onumio 33 HeuenecoobpasHo. Ecam Bce agpecatbl HAXOAATCA B O4HOW NOACETU, TO MUMEET CMbIC/
BKAIOYMTL onumio 121, KoTopasa yKarKeT MapLipyT 40 BCEM NOACETM HAa3HAaYeHUA.

Mpumep ncnonbsosaHua onuun 121

UcxoOHble OaHHbIe
Ha cepBepe cKoHOUrypupoBaH psaa MapLLpyToB no onuun 33:

subnet 10.255.240.0 netmask 255.255.255.0 {
option subnet-mask 255.255.255.0;
range 10.255.240.10 10.255.240.49;
option static-routes 10.22.128.21 10.255.240.99,
10.22.128.22 10.255.240.99,
10.22.128.17 10.255.240.99,
10.22.128.18 10.255.240.99,
10.22.128.19 10.255.240.99,
10.22.128.20 10.255.240.99,
10.22.128.23 10.255.240.99,
10.22.128.24 10.255.240.99,
10.22.128.25 10.255.240.99,
10.22.128.26 10.255.240.99,
10.22.128.27 10.255.240.99,
10.22.128.28 10.255.240.99,
10.22.128.29 10.255.240.99,
10.22.128.30 10.255.240.99;

}
Hacmpolika onyuu 121

option rfc3422-classless-static-routes code 121 = array of unsigned integer 8;
subnet 10.255.240.0 netmask 255.255.255.0 {
option subnet-mask 255.255.255.0;
range 10.255.240.10 10.255.240.49;
option rfc3422-classless-static-routes 24, 10,22,128, 10,255,240,99, 24, 11,255,240, 10,255,240,221;
}
de
24 — Genmask;
10,22,128, — noaceTb, 40 KOTOPOW 3343eTcA MapLUpyT;
10,255,240,99, — appec wnto3a.
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CBUAETENBCTBO O NMPUEMKE U TAPAHTUU U3TOTOBUTENA

ABOHEHTCKMI  onTuyeckuit TepmunHan NTE-RG-1402 3aB. Neo
COOTBETCTBYET TpeboBaHUAM TexHMYeckux ycnosut TY 6650-035-33433783-2008 m npu3HaH rogHbiMm Ans
aKcnayaTaumu.

Mpeanpuatne-nsrotosutens 000 «[Mpeanpuatne «IATEKC» rapaHTUPYeT COOTBETCTBME abOHEHTCKOro
Wwao3a TpeboBaHUAM TexHuYeckux ycaosun TY 6650-035-33433783-2008 npu cobntogeHun notpebutenem

YCI0BWUI 3KCNlyaTauum, YCTAHOB/IEHHbIX B HACTOALLLEM PYKOBOACTBE.
lapaHTUIHbLIN cpoK 1 roa.

N3aenve He cOAepUT AparoLeHHbIX MaTepuasos.

OupeKTop npeanpumatua YepHukos A. H.
nognuco ®.N.0.

HauvanbHnk OTK npegnpuAatna UroHmH C.W.
nognuco ®.N.0.
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