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5.23.3 KoHTponb npoTokona DHCP u onuua 82
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agpecos Bo VLAN.
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YCNOBHbIE OBO3HAYEHUA

O603HauyeHue OnucaHue

B KBaApaTHbIX cKobKax B I-(OMaH,CI,HOﬁ CTPOKe yKa3blBaloTCA Heobs3aTeNbHble

[1 napameTpbl, HO MX BBOA, NPEeAOCTaBAAET OnpeAeNieHHble AOMNONHUTE/bHbIE
onuuu.

0 B ¢urypHbix ckobkax B KOMaHAHOW CTPOKE YKa3blBalOTCA BO3MOXKHbIE
ob6sa3atenbHble napameTpbl. Heobxoanmo BbibpaTb OAUH M3 NapameTpos.

«,» ﬂ,aHHbIe 3HaKM B ONMUCAHUMN KOMaHAbl WCNONL3YKOTCA ANA YKa3aHWUA

«-» AMana3oHoB.

«|» [aHHbIN 3HAK B ONMCaHUM KOMaHAbl 0603HAYaeT «UAn».

«f» [aHHbIV 3HAK B ONMCaHME KOMAHAbl YKa3blBAET Ha 3HAYEHME MO YMOJIYAHMIO.

Kypcmsom Calibri yKasbiBatoTca nepemeHHble WMAWM MapameTpbl, KOTOpble

Kypcue Calibri .
HeobxoAMMO 3aMeHUTb COOTBETCTBYHOLLMM C/IOBOM U/IN CTPOKOM.

MonyXupHbI Kypcue MonyXMpHbIM WPUEOTOM BblAENEHBI NPUMEUYAHUA U NPesyNpeXaAeHUS.

<MonyxcupHoiii MoNy*KMPHbIM KYpCMBOM B YT/I0BbIX CKOOKaxX yKa3blBAOTCA Ha3BaHMA KAaBuL
Kypcue> Ha KnaBuaType.
Courier New MNonyxupHbim LW pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl pe3ynbTaTbl BbINOJHEHUA
KOoMaHa,

Courier New|

MpumeyaHua 1 npegynpexaeHus

" MNpumeuaHun copepKaT BaXKHY0 MHOOPMALMIO, COBETbI AU PEKOMEHAALMM MO
MCNO/1Ib30BaHUIO U HAaCTPOIiKe yCTPOACTBA.

1 MpeaynpexpeHua HGOPMUPYIOT NO/Ib30BATENA O CUTYaLMAX, KOTOPble MOTyT HAHECTU
’ Bpep, yCTPOICTBY UM YeNIOBEKY, MPUBECTU K HEKOPPEKTHOM paboTe ycTpoiictBa nam
nortepe AaHHbIX.
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1 BBEAEHUE

B nocnegHue rogpl HabawopgaeTca TeHAEHUMSA K OCYLWECTBAEHUIO MacWTabHbIX MNPOEKTOB NO
NOCTPOEHMUIO CceTel CBs3M B COOTBETCTBUMM C KoHuenuumert NGN. OgHOM M3 OCHOBHbIX 33aJad npu
peannsaumnu KPYMHbIX MYJIbTUCEPBUCHbIX cetel aBaserca co3gaHue HaAeXHbIX 7
BbICOKOMPOM3BOAMTE/NbHbBIX TPAHCMOPTHLIX CeTel, KOTOopble ABAAKTCA OMOPHbIMWU B MHOIOCAOMHOWN
APXUTEKTYpPE CETEN CIeAYIOLEro NOKOAEHUA.

[NA [OCTUNKEHUA BbICOKMX CKOPOCTEN WMPOKO MPUMEHAIOTCA TEXHOIOTUN Nepenadm uHopmaunm
Gigabit Ethernet (GE) n 10Gigabit Ethernet (10GE). Mepepaya MHPopmaLMM Ha BONbLWIKX CKOPOCTSX,
0cobeHHO B CeTAX KpynHOro macwraba, nogpasymeBaeT Bbl6Op TaKOW TOMOMOTMW CETM, KOTopas
No3Bo/IAET r’MBKO OCyLEeCTBAATL pacnpeaeeHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopbl cepun MES3000 moryT MCNo/nb30BaTbCA Ha CETAX KPYMHbIX MNPeanpuatuii u
npeanpuATUiA Manoro u cpegHero 6usHeca (SMB), B onepatopckux cetax. OHM obecneymBatloT BbICOKYHO
NpPOn3BOAMUTENbHOCTb, TMBKOCTb, 6€30NacHOCTb, MHOrOYpPOBHEBOE KayecTBO obcnyxuBaHua (QoS) B
COYETaHMM C BbICOKOW HAZENHOCTbIO 33 CYET PE3EPBMPOBAHUSA Y3/10B, onpeaensaowmx becnepebonHoCcTb
bYHKLMOHNPOBAHUA — MOAyNel NUTaHMA U MOAYNEeN BEHTUNALUMN.

BapuaHTbl UCNoNHEHMA KOMMyTaTopos cepumn MES3000:

— MES3124 24 nopta 10/100/1000Base-T, 4 nopta 10GBaseX(SFP+) uan 1000Base-X(SFP);

—  MES3124F 20 nopTtoe 1000Base-X(SFP), 4 KombuHMpoBaHHbIX nopTa 10/100/1000Base-
T/1000Base-X(SFP), 4 nopta 10GBase-X(SFP+) nnn 1000Base-X(SFP);

- MES3116 16 nopros 10/100/1000Base-T, 2 nopta 10GBaseX(SFP+) nnn 1000Base-X(SFP);

— MES3116F 12 noptos 1000Base-X(SFP), 4 KombuHupoBsaHHbIX nopta 10/100/1000Base-
T/1000Base-X(SFP), 2 nopta 10GBase-X(SFP+) nnn 1000Base-X(SFP);

— MES3108 8 nopros 10/100/1000Base-T, 2 nopTta 10GBaseX(SFP+) uau 1000Base-X(SFP);

—  MES3108F 4 noprta 1000Base-X(SFP), 4 KkombuHMpoBaHHbIX nopTta 10/100/1000Base-
T/1000Base-X(SFP), 2 nopta 10GBase-X(SFP+) nnu 1000Base-X(SFP);

- MES3224 24 nopta 10/100/1000 Base-T, 2 nopta 10GBaseX(SFP+) unau 1000Base-X(SFP), 2
nopta 10GBase-LR/ER/ZR (XFP);

—  MES3224F 20 noptos 1000 Base-X(SFP), 4 KombuHMpoBaHHbIX noprta 10/100/1000Base-
T/1000Base-X(SFP), 2 nopta 10GBase-X(SFP+) uan 1000Base-X(SFP), 2 nopta
10GBase-LR/ER/ZR (XFP).

B HacToAwem PYKOBOACTBE U3/10XKEHDbI HAa3HAYEHNE, TEXHUYECKNE XaPaKTEPUCTUKU, pEKOMEHOAUNN
no HayanbHOW HaCTPOVIKe, CUMHTAKCUC KOMaHQA ONnA KOHd)VIprMpOBaHMFl, MOHUTOPUHIA U obHoBNEHMS
nporpammHoro obecneyeHus KOMMYyTaTOpa.
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2 ONUCAHUE U3OENUA

2.1 HasHauyeHue

Yctpoiictea cepum MES3000 aABAAKOTCA MOLHLIMW MHOTOLENEBbIMM CETEBbIMM KOMMYTAaTOPaMM,
BbINONHAOWMMMU CBOM KOMMYTALUMOHHbIE PYHKUMM Ha KaHabHOM W ceTeBOM YypoBHAX mogenu OSI.
KommyTaTtopbl cepum MES3000 obecneuymBaloT BbICOKYHO MIOTHOCTb 31EKTPUYECKUX/ONTUYECKUX
rMrabuTHbIX MOPTOB, MNO3BOJIAIOT COBMELATb Ha OAHOM YCTPOMCTBE OMTUYECKUE W 3INEKTPUYECKME
COeAMHEHMA 33 CYET HaAN4MA KOMOBMHMPOBAHHbLIX WUHTepPdEcoB, MMEIOT BbICOKOCKOPOCTHbIE MOPTLI,
cnocobHble paboTtatb Ha ckopocTax 1M6ut/c n 10M6ut/c, 4TO NO3BONAET MOCTEMEHHO HapauusaTb
NPou3BOAUTENIbHOCTL CEeTM nepexoas  OT cKkopoctel 1M6ut/c K ckopoctam 10M6ut/c no mepe
HeobxoaMMOoCTH.

2.2  ®PyHKUMM KOMMYTATOpA

2.2.1 basosble hyHKyuU

B Tabnuue 2.1 npuseaeH cnucok 6a3oBbix GyHKUMIA ycTponcTe cepumn MES3000, aoctynHbIX Ans
aAMUHUCTPUPOBAHUA.

Tabnvua 2.1 — ba3oBble GYHKLUM YCTPOICTBA

3awuma om BNOKMPOBKa BO3HMKAET B CAy4Yasx Meperpysku BbIXOAHbLIX MOPTOB YCTPOMCTBA
6710KUPOBKU o4epedu | TpadUKOM OT HECKOJIbKUX BXOAHbIX MOPTOB. 3TO NPMBOAMT K 3afepiKKam
(HOL) nepegayvm AaHHbIX M NoTepe NakeTos.
Moddepcra MeTog o6paTHOrO AaBAEHMA WMCMNOMb3YeTCA Ha NOYAYNAEKCHbIX COeAMHEHMUAX
06pamHoz0 daaneHus ans peryfmposava NOTOKa AaHHbIX OT BCTPEYHOro yCTpoicTBa I‘IyTEMvCO3,£I,aHMF|
KoNAusuin. MeTtos no3BonseT usbexaTb nepenosHeHus 6bydepHoW namaTv
(Back pressure) YCTPOWCTBA M NOTEPU AAHHbIX.
ABTOMaTMYECKOE onpeesnieHne Tuna Kabens - nepekpecTHbI Kabenb uan Kabenb
NPAMOTro NOAKNHUYEHUA.
Moddepscka MDI/MDIX — MDI (Media-Dependent Interfacue — NpAMON) — cTaHAapT Kabenei ana
NOAKNOYEHNA OKOHEYHbIX YCTPOMCTB;
— MDIX (Media-Dependent Interface with Crossover — nepeKkpecTHbiit) -
CTaHAapT Kabenein Ansa NOAKNOYEHNA KOHLLEHTPATOPOB M KOMMYTaTOPOB.
Moddepcra CnocobHOCTb NoAAep)KMBATL Nepenadyy CBEPXANMHHbIX KagpoB, YTO MO3BoOsAET
nepenaBaTth AaHHbIE MEHbLUMM YUC/IOM NaKeToB. ITO CHUXKAET 0bbem cay»KebHoM
C8epXx0s1UHHbIX KAOpPOo8
nHdopmaummn, Bpema 06paboTKM U nepepbiBbl. [OAAEPKMBAIOTCA MAKETbI
(Jumbo frames)

pasmepom o 10 K.

YnpaeneHve MOTOKOM MO3BONAET COeAMHATb HWU3KOCKOPOCTHOE YCTPOMCTBO C
BbICOKOCKOPOCTHbIM.  [1/14 npeaoTBpaLLEHUA nepenoiHeHus bydepa

YnpaeneHue nomokom N
HU3KOCKOPOCTHOE YCTPOMCTBO MMeeT BO3MOXKHOCTb OTNpasaAaTb naket PAUSE, Tem

(IEEE 802.3X) cambiM MHGOPMUPYA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBX0AMMOCTU caenaTb
naysy npu nepegaye nakeTos.

KommyTaTop nogaeprkmeaeTt obbeamMHeHWe A0 8 YCTPOMCTB B CTEK, B 3TOM C/yvae

KOMMYTaTopbl pPacCMaTpMBalOTCA Kak eauHoe YCTPOWCTBO C  obwumu

Paboma e cmeke HACTpoOMKammM. BO3MOMKHbI ABE TOMO/IOrMM NOCTPOEHUA CTEKA — KOJIbLO M LieMnoyKa.

ycmpolicme Mpu 3TOM NapameTpbl MOPTOB BCEX YCTPOMCTB, BKAOYEHHbIX B CTEK MOXKHO 334aTb

C KommyTaTopa, paboTalolero B pexxume «mactep». CTeKMpoBaHMe YCTPOWMCTB
MO3BO/IAET CHU3UTb TPYA0EMKOCTb YNpaB/eHNs CeTbIO.
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2.2.2 ®yHkyuu npu pabome c MAC — adpecamu
B Tabnumue 2.2 npuseneHbl pyHKUMM ycTponcTs cepum MES3000 npu pabote c MAC—aapecamu.

Tabnunuya 2.2 — PyHKuMM paboTbl c MAC-agpecamu

KommyTtaTop coctaBaseT B NamATM Tabauvuy, B KOTOPOM YyCTaHaBAMBaeTcA

Tabauya cooTeTcTBMEe Mmexay MAC-agpecamn n y3namum noptos KommyTtatopa. MES3000
MAC-adpecos nogaepxusatot g4o 16K MAC-agpecoB u pesepsBupytoT onpegeneHHole MAC-
ajpeca 4NA UCNOIb30BAHMA CUCTEMON.

B otcytctBMe o06yyeHus, fJaHHble, NOCTynawolWwMe Ha Kakoh-nmbo nopr,
nepesaloTcA Ha BCe OCTa/bHble MOPTbl KOMMyTatopa. B pexume obyyeHus
KOMMYTaTop aHanu3upyeT Kagpbl K, onpegenns MAC-agpec oTnpasutens,
3aHoCcMT ero B Tabauuy mapwpyTtusauun. Bnocneacteuu, Kagp Ethernet,
npeaHasHavyeHHbI gna xocta, MAC-agpec KOTOporo yxe ecTb B Tabauvue,
nepegaeTcA TONIbKO Yepes yKasaHHbIi B Tabauue nopr.

Pexcum obyveHus

lModdepxka nepedayu
HQ HECKO/bKO

MAC-adpecos
(MAC Multicast Support)

[daHHaa GyHKUMA NO3BOASAET YCTaHaBAMBATb COEAMHEHUN KOAUH KO MHOTMM» U
«MHOTME KO MHorMm». Takum obpasom, Kaap, afpecoBaHHbli MHOroaapecHomn
rpynne, nepeaaertca Ha Kaxkablii NOPT, BXOAALLMI B rpynny.

Asmomamu4eckoe
Ecam ot ycTpoiictea ¢ onpeaeneHHbim MAC-agpecom 3a onpeaeneHHblii nepuog,

BpemeHn He NnOoCTynakoT nakeTbl, TO 3anuCb ANA O3aHHOro agpeca ycrapeBaeTt u

spemsa xpaHeHua MAC-

aépecloe yaanaetcAa. 3To No3BosAeT NoAAepKMBaTb Tabanuy KOMMyTauuMM B aKTyalbHOM
(Automatic Aging for MAC COCTOSHUN.
Addresses)
Cmamuyeckue 3anucu .
MAC CeTeBOlM KOMMYTATOpP MO3BOJIAET NOJ/1b30BATE/IO ONPEeAEeNUTb CTaTUYECKMe 3anncKn
cooTtBeTcTBMI MAC-apecoB, KOTopble cOXpaHATCA B Tabavue mapLupyTmsaLlmm.
(Static MAC Entries)

®dyHkuma MAC Address Notification nossonsetr oTcnexusatb noasaeHwe U

McYe3HOBEHME aKTUBHOTO 0BOpPYyAOBaHWMA Ha CeTU, NyTEeM COXPaHEHUA UCTOpPUKU
®yHKYua MAC Address PYA » MIYTEN P P
nsydyennsa MAC-agpecoB. MNpu 0BHaAPYKEHUN U3MEHEHWI B COCTaBe WM3YYEHHbIX
MAC-afpecoB KOMMYTaTOp COXpaHAeT MHPopmaumio B Tabanue u mssewaer ob
3TOM C NOMOLLbIO cO0bLEeHN NpoTokona SNMP.

Notification

2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI
B Tabanue 2.3 npuseaeHbl GYHKUUKN U 0COBEHHOCTM 8Mopo2o yposHsA (yposeHs 2 OSI)

Tabnuua 2.3 — OnucaHune GyHKLMIA BTOPOro ypoBHsA (ypoBeHb 2 OSI)

Peannsauua npotokona IGMP nossonsieT Ha ocHoBe WMHGOPMALMK, NMOAYYEHHOWN

PyHKyus npu aHanuse cogepxmmoro IGMP nakeTos, onpeaennTb, KAKMe YyCTPONCTBA B CETU
IGMP Snooping Yy4acTBYIOT B Tpynnax MHOFOaZpecHOW pacCbKM, W agpecoBaTb TpaduK Ha
COOTBETCTBYIOLLME NOPTHI.

Peanusauua npotokona MLD nosBonser ycTpohCTBY MWHMMMU3UPOBATL

®yHkyua MLD Snoopin
YHKY ping MHOroagpecHsblii IPv6 Tpaduk

PyHKLMA, NO3BONAIOWAA NepeHanpasBiaTb MHOroafpecHblt Tpaduk U3 ogHowM
®dyHKyua MVR VLAN B gpyryto Ha ocHoBaHun IGMP-coobLieHuii, 4To MO3BOAET YMEHbLWUTb
Harpysky Ha uplink-nopty. NMpumeHseTcs B pelweHusx lll-play
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3awuma om
WwupoKosew,amesibHO20

«wmopma»
(Broadcast Storm Control)

LnpoKoBewaTeNbHbIi  WTOPM — 3TO Pa3MHOMEHWE LIMPOKOBELLATE/bHbIX
coobueHnlit B KaXKAOM y3/e, KOTOpOoe MPUBOAUT K NaBUHOOBpasHOMY POCTy MX
uncna wu napanusyetr paboty cetu. YcrtporictBa MES3000 wmetoT dyHKUMIO,
NO3BO/IAIOWLYIO  OFPaHMYUTL  CKOPOCTb  Mepefayn  MHOTOQAPEeCHbIX U
LUIMPOKOBELLLATENbHbIX KaAPOB, MPUHATLIX U NepeAaHHbIX KOMMYTaTOPOM.

3epkanuposaHue

nopmos
(Port Mirroring)

3epkanupoBaHue NOpPTOB No3BosAeT AybanposaTb TpadPuk Habaogaembix NOPTOB,
nepecbinas BXxoAslwme U/MaM UCXOAALLME NaKeTbl Ha KOHTPOAWpPYoWwMi nopt. Y
nosib3oBaTeNss KOMMYTaTopa €eCTb BO3MOXHOCTb 33afaTb KOHTPOJIMPYIOLWMIA WU
KOHTPO/Ipyemble NOpTbl M BbIGpaTb TMM TpaduKa (BXOAALWMIA U/MAN NCXOAALWMIA),
KOTOpbI ByaeT nepedaH Ha KOHTPOAUPYOLWWI NOPT.

N3onayua nopmos
(Protected ports)

JaHHas ¢yHKUMA no3BonfeT HasHauuTb nopty ero uplink-nopT, Ha KoTopbIi
6e3ycnoBHO bypeT nepeHanpaBnATbCA Becb Tpaduk, obecneynmBas TemM CambiM
M301LMIO C APYTMMM NOPTaMM (B Npesenax oAHOro KOMMYTaTopa), HaxoAaWwmxca
B 3TOM 3Ke luMpokosewaTenbHom gomeHe (VLAN) B npegenax oOAHOro
KOMMyTaTopa.

Private VLAN Edge

[daHHaa ¢yHKUMA NO3BO/IAET M30MpPOBaTb rpynny nopToe (B npeaenax O4HOMO
KOMMYyTaTopa), Haxo4ALWMXCA B OAHOM LUMPOKOBELLATE/IbHOM [OMEHE Mexay
coboit, no3sosiAs npu 3TomMm o0b6meH TpaduMKOM C ApYyrMMM  MOpPTamu,
HaxoZAWMMMUCA B 3ITOM  Ke  LUMPOKOBEWATe/IbHOM JOMEHe, HO He
NpUHageXalymm K 3To rpynne.

Private VLAN

ObecneunBaeT M30AALUMIO MEXAY YCTPOMCTBAMM, HaXOAALMMWUCA B OAHOM
LIMPOKOBELIaTe/IbHOM loMeHe, B npedenax sceit L2-cetn. PeannsoBaHbl TOMbKO

(light version) ABa pexuma paboTbl nopTta Promiscious u Isolated (Isolated-nopTbl He moryT
06MeHNBaTbLCA APYr C APYrom).
Spanning Tree Protocol — ceTeBoit NPOTOKO/, OCHOBHOW 3aAayel KOTOPOro
[oddepxcka aBnsaetca npusegeHune cetn Ethernet ¢ M36bITOYHBIMM  COEAMHEHUAMM K

npomokosna STP
(Spanning Tree Protocol)

APEBOBMAHOM TOMOAOMMKU, UCKAOYalowein netan. Kommytatopbl ob6meHMBatoTCA
KOHOUIYPaLMOHHBIMM COOBLLEHMAMM, UCMIONb3YA Kadpbl crieumanbHoro ¢popmara,
1 BbIBOPOYHO BK/KOYAIOT M OTKAKOYAIOT Nepesaydy Ha nopTbl.

lModdepcka

npomokona RSTP
(IEEE 802.1w Rapid spanning
tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — siBNAeTCA ycoBepLeHCTBOBaHMEM MpoToKona STP,
XapaKTepm3yeTca MeHbLIMM BpeMeHeM MpUBEeLEeHUA CeTM K APeBOBUAHOM
TOMNONOTUKN U UMeeT bosiee BbICOKYIO YCTOMYMBOCTb.

lpomokon EAPS

EAPS (Ethernet Automatic Protection Switching) — npoTtokon, obecneuynBatoLLmii
WCKAOYEHWE 3aLMKAMBaAHUA TpaduMKa B CETAX C KO/bLLEBOM TONO/IOTMEN, a TaKxke
npeaHasHayeHHbI AnA ObICTPOro BOCCTAHOBAEHWA MPOXOXKAEHUA Tpaduka B
C/yyae aBapuM Ha oOTAeNbHOM Yy4yacTke ceTu. EAPS obecneuyvBaeT Bpems
BOCCTQHOB/NIEHUA CYLLECTBEHHO MEHbLUE, YeM NPOTOKO/bI Spanning tree.

lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKoN npefHa3HAayYeH ANA NOBbIWEHUA YCTOMYMBOCTU U HALEXKHOCTU
CETU nepefayn [aHHbIX, MMeLLei KO/MbLEBYH TOMOJIOTUIO, 3a c4yeT
CHU)KEHUA BpemMeHM BOCCTAaHOB/MEHMA CeTU B CAyyae asapuu. Bpems
BOCCTQHOBJ/IEHMA He MnpeBbiwaeT 1 cekyHApbl, YTO CYLLECTBEHHO MeHbLUe
BPEMEHWN NepecTPOMKKU CeTU NPU MUCNONb30BAHUN NPOTOKO/IOB CEMENCTBA
spanning tree.

Moddepxcka VLAN

VLAN - 3To rpynna nopTtoB  KOMMyTaTopa, o0bpasylwux  oaHy
LUMpOKOBELLaTeNbHYI0 06/1acTb (oMeH). KommyTaTop noanepKMBaeT pasfinyHble
cpeacTBa KaaccuduKauumM NakeToB A/A onpefesnieHua WX NPUHAANAEXKHOCTU K
onpeaeneHHoi VLAN.

lNoddepxcka GVRP
(GARP VLAN)

MNpoTtokon peructpaumun GARP  VLAN obecneunBaetr  AMHaMU4YecKoe
nobasneHune/ypanenne rpynn VLAN Ha noptax KommyTtatopa. Ecau BrawoueH
npotokon GVRP, kommyTaTtop onpeaensdeT, a 3aTeM pacnpoCTpaHAeT AaHHble O
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npuHagnexHocty K VLAN Ha Bce nopTbl, ABNSAKOWMECA YacTbl0 aKTUBHOWM

Tononorunn.

Moddepxka VLAN Ha

b6aze nopmos
(Port-Based VLAN)

Pacnpenenenue no rpynnam VLAN BbinonHAeTCA NO BXOoAAWMM nopTam. [laHHoe
pelleHMe NO3BOAET UCMOJIb30BaTh HA KaX40M NopTy ToNbKo ogHy rpynny VLAN.

lModdepxka 802.1Q

IEEE 802.1Q° — OTKPbITbIM CTAHAAPT, KOTOPbIM ONWCbIBAaeT npoueaypy
TErMpoBaHMA TpaduKa Ana nepegayn nHdopmaumm o npuHagnexHoctm K VLAN.
MNo3sonaeT ncnosnb3oBaTb HecKobKo rpynn VLAN Ha ogHOM nopTy.

ObveduHeHuUe KaHa108
c ucrnones3osaHuem LACP

MpoTokon LACP obecneynBaeTt aBTomatTuyeckoe ob6beAMHEHNE OTAE/bHbIX CBA3EN
MeXay AOBYMA YCTPOMCTBAMM (KOMMYTaTOP—KOMMYTATOp WAM KOMMyTaTop—
cepBep) B eAMHbIN KaHan nepesayn AaHHbIX.

B NpOTOKO/1IE MOCTOSAHHO OMpPeaensaeTcss BO3MOMKHOCTb 06beAMHEHMA KaHa/oB, U B
C/lyyae OTKasa CoeAMHEeHMWs, BXOAALWLEro B O6beAMHEHHbIN KaHas, ero Tpaduk
aBTOMaTMYeCKM nepepacnpemenseTtcA Mo He OTKa3aBWMM  KOMMOHEHTam
06beANHEHHOro KaHana.

Co30aHue epynn LAG

B yctponcteax MES3000 nopgaeprkmBaeTca OYHKUMA CO34aHMA TPynn KaHanoB..
Arperauus KaHanos (Link aggregation, trunking) unm IEEE 802.3ad — TexHonorus
06beaMHEHNA HECKONIbKMX (PUBMYECKMX KaHa/loB B OAMH NOTMYEcKuid. 3ITo
CNocobCTBYET He TONbKO YBE/IMYEHMIO NPOMYCKHOM CMOCOBHOCTM MarncTpanbHbIx
KaHa/10B KOMMYTaTOP—KOMMYTaToOp UAM KOMMYTAaTOp—CepBep, HO MU NOBbIWEHUIO
UX HaZEeKHOCTU. BO3MOXKHbI TpW TMNa 6anaHCMpPOBKM — HA ocHoBaHumM MAC-
apecos, Ha ocHoBaHWUM IP agpecoB M Ha ocHOBaHWKM NopTa (socket) HasHaueHwms.

CeTeBOI KOMMYTaTOp MO3BO/IAET OMpeaenuTb 40 ABEHaALATM 06beUHEeHHbIX
KaHas0B, KaXapblil U3 KOTOPbIX MOMKET coaepyKaTb 40 BoCcbmM nopToB. Mpynna LAG
COCTOMT M3 MOPTOB C OAMHAKOBOM CKOPOCTbIO, PaboTalowmx B AYNAEKCHOM
pexume.

lModdepxcka Auto Voice
VLAN

MpepoctaBnAeT BO3MOMHOCTb  MAEHTUOMLMPOBATL FONOCOBOM TpaduK Ha
ocHoBaHuKM OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-
appeca). Ecam B MAC-Tabnuue KommytaTtopa npucytcteyet MAC-agpec ¢ OUI
roN0COBOro WA03a MAM e |IP-TenedoHa, TO AaHHbIA NOPT aBTOMATUYECKMU
pobasnsetca B voice vlan (naeHTudumKauma no npotokony SIP uam xe no MAC-
aApecy nonyyatenn He NOALEPKMUBAETCA)

Selective Q-in-Q

Mo3Bonsetr HasHauyaTb BHewHu VLAN SPVLAN (Service Provider's VLAN) Ha
OCHOBE CKOHQUIypUpOBaHHbIX NpPaBua ¢GUAbTPALMKM NO HOMEPAM BHYTPEHHUX
VLAN (Customer VLAN). MpumeHeHune Selective Q-in-Q nossonsetr pasobpaTb
TpadunK aboHeHTa Ha Heckonbko VLAN, mMameHuTb meTky SPVLAN y naketa B
OTAENbHOM yyacTKe ceTu

2.2.4 ®yHKyuu mpemsezo yposHa cemeegoii modenu OSI

B Tabnuue 2.4 npmueeaeHbl GyHKUUM TPETbero ypoBHs (ypoBeHb 3 OSI)

Tabnunua 2.4 — OnucaHune GyHKLMIA TpeTbero ypoBsHsA (Layer 3)

Knuermeoi BootP u DHCP

(Dynamic Host Configuration
Protocol)

Yctpoictea MES3000 cnocobHbl aBTOMATMYeCKM noay4yatb IP-agpec no npotokony
BootP/DHCP.

Cmamuvyeckue IP-
mapuwpymel

ALMUHUCTpaTOP KOMMYTaTOpa UMeeT BO3MOXKHOCTb LI,O6aBﬂHTb n ygoanAatb
CTaTnyeckume 3anumcum B Ta6nv1u,y MapuwpyTnsauun.

lpomokon ARP

(Address Resolution Protocol)

ARP — npoTtoKkon conocrtasneHun IP-agpeca u dusMyecKkoro agpeca ycTpoincTsa.
CooTBeTCcTBME YCTaHaB/AMBAETCA Ha OCHOBE aHa/M3a oTBeTa OT y3/1a CeTw, agpec
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Y3/1a 3anpawnBaeTca B LULMPOKOBELWATE/IbHOM NaKeTe.

lpomokon RIP MpoTtokon OVNHamUYecKol MapLpyTmsaumm, KOTOpbIi nossonsaet
MapLipyTM3aTopam O6HOBAATb MapLIPYTHYO WHPOpmauMio, nonyyvas ee oOT
cocegHMX MmapwpytTMsaToposB. B 3agaun npoTokosia BXOAWUT onpeeneHue

(Routing Information

Protocol)
ONTMMAJIbHOTO MapLIPyTa Ha OCHOBAHMWU AAHHbIX O KOJIMYECTBE MPOMEXKYTOUYHbIX
y310B.
®dyHKyuA IGMP Proxy - ¢GyHKUMA YNPOLEHHOW MApLIpyTU3aLMM MHOTOaAPECHbIX AAHHbIX
MeX, cetaMn. [na ynpaBneHuAa MapLlipyTUsaumen WMCNosb3yeTcs MPOTOKON
IGMP Proxy Ay Ana ynp pLIpyTH3aLy y p
IGMP.
lpomokon OSPF MPOTOKON AUHAMWMYECKOM MapLIpyTM3aLMKU, OCHOBAHHbLIA Ha TEXHONOrMU

oTCNnexXmnBaHUs coctosiHMA KaHana (link-state technology) n ncnonb3yowmii ana
HaxoXaeHuA Kpatyaiwero nytm Anroputm [Oeinkctpbl. [poTtokon OSPF
pacnpocTpaHseT MHpOopMaLMIO o AOCTYMHbIX MapLupyTax mexay
MapLUpyTM3aTOPaMmn OAHOW aBTOHOMHO CUCTEMDbI.

2.2.5 ®yHkyuu QoS
B Tabanue 2.5 npuBeaeHbl OCHOBHbIe PYHKLUMKM KayecTBa obcny»kmuaHus (Quality of Service)

Tabnnua 2.5 — OCHOBHble PpYHKLUMM KayecTBa 06CNyKMBaHUA

Moddepcka YcTponcTBO noaaepsknBaeT 8 BbIXOAHbLIX oyepeselrt C pasHbIMU NpuopuTeETaMM
ana Kax>Xao0ro nopTa. Pacnpep,eneHme NnaKkeToB no o4dyepegam MOXeT
npuopumemHsbix
o npon3BognTbCA B pe3y/sibTaTte KI'IaCCVId)MKaLI,VIVI NMaKeToB NO pas3/IM4YHbIM NONAM B
ouyepeoeli

3aro/10BKax NakeTos.

CraHgapt 802.1p cneunduumpyeT meTos yKasaHUsa NpMopuTeTa Kagpa U airoputm
Moddepcka knacca MCMNONb30BaHMA NPUOPUTETA B LIENIAX CBOEBPEMEHHOW AOCTaBKMU YyBCTBUTENBHOIO
K BpeMeHHbIM 3agepXKam Tpaduka. CraHaapt 802.1p onpeaensetr BOCEMb
yposHen npuoputetoB. KommyTtatopbl MES3000 moryT Mcnonb3oBaTb 3HaYeHue
npunoputeta 802.1p anA pacnpeneneHna Kagpos No NPUOPUTETHLIM OYepeaam.

obcnymcusaHua 802.1p

2.2.6 ®yHKyuu obecneyeHusa 6ezonacHocmu

Tabnnuya 2.6 — DyHKLUMM obecneyveHns 6esonacHOCTH

®PyHKUMA  KOmMyTaTopa, MpeAHasHayeHHaa And  3aWuTbl OT  aTak ¢
ucnosnb3oBaHnem npoTtokona DHCP. O6ecneunBaetr ¢unbtpaumto DHCP
COObLLEHMI, NOCTYMMBLLUMX C HEHAAEeXHbIX MOPTOB MyTEM MNOCTPOEHUA U
nogaepxaHua 6asbl AaHHbIX npueaskmM DHCP (DHCP snooping binding database).
DHCP snooping BbINnoAHAET AelcTBus bpaHAmayspa MeXKAy HeHaLeXKHbIMU
noptamu u cepsepamu DHCP.

DHCP snooping

Onuus, KoTopas no3sosseT nponHpopmmnposatb DHCP — cepBep 0 TOM, C Kakoro

D - 7 .
Onyus 82 npomoKona HCP-peTpaHcnsaTopa 1 Yepes Kakoi NopT npuwien 3anpoc

DHCP Mo yMONYaHUIO KOMMYTATOp, wchnonb3yowuii o¢yHKumiwo DHCP  snooping,
obHapyxunBaeT n oTtbpacbiBaeT Atoboit DHCP-3anpoc cogep:kawmit onuuto 82,
KOTOpPbI OH MNOAYYUA Yepes HeHadEXHbIN (untrusted) nopt.

UDP relay MNepeHanpasneHne wnpoKoselaTenbHoro UDP-TpaduKa Ha yKkasaHHbIN IP-agpec

DHCP-cepBep  ocywecTBaseT LEHTPa/sM30BaHHOE YMNpaB/JeHWe  CeTeBbIMM
®yHKyuu DHCP-cepeepa | agpecamn M COOTBETCTBYIOWMMM  KOHOUIYPALMOHHLIMM  MapameTpamu,
aBTOMATMYECKM NPEeLOCTaBAASA UX KAMEHTaM.

Ethernet-kommymamopesi cepuu MES3000 13



SHELTEX

IP Source address guard

dyHKLMA KOMMyTaTopa, KoTopas orpaHuumsaet IP-Tpaduk, ¢unbTpys ero Ha
OCHOBaHUM Tabanubl cOOTBETCTBUM 6asbl AaHHbIX npuesasku DHCP — DHCP
SNooping 1 CTaTUYeCKM CKOHOUTYPUPOBAHHBLIX IP-agpecos. yHKLMA ncnonb3yeTca
ans 6opbbbl ¢ nogmeHol IP-agpecos.

Dynamic ARP Inspection
(Protection)

®yHKUMA  KOmMMyTaTopa, MpeAHasHayeHHaa AnA  3aWuTbl  OT  aTak ¢
ncnosib3oBaHnem npotokosa ARP. CoobuieHue, KoTopoe MocTynaetr
HEeHaAeXHOoro NopTa, NoABepraeTcsa NpoBepKe — cooTBeTCTBYeT /v IP-agpec B Tene
npuHatoro ARP-nakeTta IP-agpecy otnpasuTtens.

Ecan agpeca He coBNagatoT, TO KOMMYTATOP OT6paCbIBGET naker.

L2 —-1L3— L4 ACL (Access
Control List)

Ha ocHoBe uHdoOpmauum, copeprkalleica B 3arosoBkax yposHen 2, 3 un 4, y
afMMHUCTPaATOpPa €CTb BO3MOXHOCTb HacTpouTb Ao 1024 npaBua, COrNacHo
KOTOpbIM NakeT byaet obpaboTaH, 1Mbo oTbpoLLEeH.

Time-Based ACL

MNo3BonsaeT cKOHPUTrypnpoBaTb BPEMEHHbIE PAaMKMK, B TeYEHME KOTOPbIX AaHHbIN
ACL 6ypneT aeictBoBaTb

nooAUHHOCMU Ha
ocHoee ropma (802.1x)

[Toddeprka OcHoBHaA ¢yHKUMA BIOKMPOBKM — NOBLICUTL 6E30MacHOCTb CETU, MNPenoCcTaBaAn

306/10KUPOBAHHbIX [OCTYN K NOpPTYy KOMMYTATOpa TOJIbKO AN1A ycTpoicTe nmetowmnx MAC — agpeca,
nopmos 3aKpernJieHHble 33 3TUM NOPTOM.

lMposepka MposepKa noasimHHoctn IEEE 802.1x npeacrtasnseT coboi mMexaHUM3M KOHTPO/A

JOCTyna K pecypcam 4epes BHewHM cepsep. [poweawmre npoBepKy
NoOA/IMHHOCTM NONb30BaTENN NOYYAOT ZOCTYN K pecypcam BblbpaHHOM ceTu.

2.2.7 ®yHKYyuu ynpasaeHus KOMMymamopom

Tabnunua 2.7 — OCHOBHblE PYHKUMKM yNpaBaeHNa KoMmMmyTaTopamum cepum MES3000

3azpy3Ka u ebiepy3Kka
¢aiina HacmpolKu

MapameTtpbl ycTponcte MES3000 coxpaHstoTca B ¢daliie HAcTPOMKKM, KOTOpbIn
COOEPXMUT OaHHble KOHPUrypaumm Kak BCEM CUCTEMbl B LEOM, TakK M
onpegeneHHOro nopTa ycTPoucTBa.

lpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yeTtca gna onepaunii 3anucu n YteHuns ¢annos. MpoTokon
OCHOBAH Ha TpaHcnopTHOM npoTtokone UDP.

YcrpoiictBa MES3000 noppepkmMBaeT 3arpysky M nepegady no  AaHHOMY
npoToKoy ¢paliloB HACTPONKM M 06Pa30B NPOrPaMMHOro obecrneyeHus.

YoaneHHblIli
MOHUMopuH2 (RMON)

YaaneHHbih MoHUTOPUHT (RMON) - cpeacTBo MOHUTOPUHIA KOMMbIOTEPHbIX CETEN,
pacwumpeHne SNMP. CoBmecTumble YyCTpoWcTBa  MNo3BonsT  cobupaTb
OMarHoCcTuYecKkmne AaHHble € NOMOLLbIO CTaHUUK ynpasaeHusa cetbto. RMON - ato
cTaHaapTHaa 6asa MIB, B KOTOpol onpefeneHbl TeKywas W npeaplaylias
cTaTMcTUKa ypoBHA MAC 1 06beKTbl ynpaBAeHUa, NpefocTaBaAoWMe AaHHblEe B
peanbHOM BpeMeHH.

Mpotokon SNMP wucnonb3syetca Ana MOHUTOPUHIA W yNpaBAE€HUA CETEBbIM

lpomokon SNMP ycTpoiicTBom. [N ynpaBieHUs AOOCTYNMOM K cUCTeMe onpeaensietca Cnucok
3anuceli coobLLecTBa, KaXaan U3 KOTOPbIX COAEPHKMUT NPUBUAETUN JOCTYNA.

YnpasneHne KommyTtatopammn MES3000 nocpegctsom CLI  ocyuwecTtsasaerca
Mumepgeiic NOKaNbHO Yepes nociefosaTeNbHbi nopT RS-232, anbo yaaneHHo yepes telnet,
KOMaHOHOU cmpoKu ssh. UHTepdelic KomaHaHOW CTPOKM KoHconu (CLI) aBnsetca NpoOMbILAEHHbIM
(CLI) ctaHgapTom. UHTepnpetatop CLI npemocTaBnAeT CAMCOK KOMAHA W KAKYEBbIX

C/10B AN MOMOLLM NONb30BATENIO U COKPALLEHUIO 06beMa BBOAUMbIX AAHHbIX.
Syslog Syslog — npoToKon, obecneuymBatowmii nepesady CoOobLEHNA O NPOUCXOAALMX B

cucTeme CobbITUAX, a TaKKe yBegoOMAEHUI 06 oWnbKax yaaneHHbIM cepBepam.
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SNTP Mpotokon SNTP - NpOTOKOA CUHXPOHM3ALUM BPEMEHN CETU, FAPAHTUPYET TOYHOCTb
(Simple Network Time CMHXPOHMU3ALMN BPEMEHWN CETEBOTO YCTPOMCTBA C CEPBEPOM [0 MUNIUCEKYHADI.
Protocol)
Traceroute — cnyxebHan HKLMA, npeAHa3HayeHHaa Ana onpeaeneHus
Traceroute y $yHKUuMA, npes, A pes;
MapLpyToB nepeaayun AaHHbIX B IP-ceTax.
YnpaeneHue Ap,MVIHVICTpaTOvp MO)i(eT onpesennTb YPOBHW MNpPUBMAErMA  AOCTyNa p,n;j
nosb3oBaTesiel YCTPOMCTBA U XapaKTEPUCTUKU ONA KaXKAOro YPOBHA NpUBUAETUi
KOHMPposaupyemsim o
(TonbKo gna uteHMA — 1 ypoBeHb, NOAHbIN AocTyn — 15 ypoBeHb)
docmynom — yposHuU
npusuneauli
KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyna K Kaxkaomy uHTepodeiicy
E ynpasneHuns (SNMP, CLI). 3anpeT moxeT 6bITb YCTAaHOBEH OTAENbHO A5 KaXKA0ro
/I0KUpOBKa TMna focTyna:
urHmepdetica Telnet(CLI over Telnet Session)
rnpasesneHuA
ynp Secure Shell (CLI over SSH)
SNMP
/loKkaneHas [Ons noKanbHoOM ayTeHTUOUKaLMM NOAAEPKMBAETCA XPaHEHMe Naposielt B base
aymeHmugukayus [aHHbIX KOMMYTaTOpa.

bunempauus IP
adpecos 0s1a SNMP

Loctyn no SNMP paspewaetca gna onpeaeneHHbix IP-agpecos, ABnAOWNMXCA
yneHamm SNMP-coobuwecTsa.

Knuenm RADIUS

Mpotokon RADIUS wncnonb3yetrca Ana ayteHTMdMKaLMKM, aBTopmM3aLMuM U y4yeTa.
Cepsep RADIUS ucnonb3yetr 6a3y AaHHbIX NOAb30BaTesiell, KOTOPas COAEPKUT
OaHHble TMPOBEPKN MOLJIMHHOCTUM [ANA KaxKAOro nonb3oBaTend. Kommyrtatopbl
MES3000 coaepaT KAMEHTCKYIO YacTb NnpoTokona RADIUS.

yCTpOlZCTBO npeaoctasaAeT nogaepXKy npoBepkn MNOAMHHOCTU KAUEHTOB

TACACS+ nocpeactsom npotokona TACACS+. T[potokon TACACS+ obecneumBaet
(Terminal Access LEHTPaNN30BaHHY0 cucTemy 6€e30nacHOCTM AAA MPOBEPKM MONb30BaATENEN,
Controller Access Control | nonyyatrowWwmMx [OCTYN K YCTPOMCTBY, @ TaK Ke LEeHTPanM30BaHHY CUCTEMY
System) ynpasaeHus npu cobnogeHnn coemectumoctu ¢ RADIUS u apyrumum npoueccamu
NPOBEPKM NOJJINHHOCTU.
Cepeep SSH dyHKUMA cepBepa SSH nossonsetr KaveHTy SSH ycTaHOBWUTbL C YyCTPOMCTBOM
3alWMLLEeHHOe coeAnHEeHWe ANA YNpaBAeHUa UM.
Moddeprcka JaHHaa o¢yHKUMA npefocTaBaseT BO3MOMKHOCTb CO34aBaTb MAKPOKOMaHAbI,
npeacrasnawowme cobolt Habop KOMaHA, U NPUMEHATb UX ANA KOHdurypauum
MOKPOKOMAHO

yCTpoMCTBa

2.2.8 /[ononrnumenbHble pyHKYyUU

B Tabmue npuBeseHbl AOMNONHUTENbHbIE GYHKLMMN YCTPOMCTBA.

Tabnnua 2.8 — JononHUTeNbHble GYHKLUN YCTPOMCTBA

BupmyanesHoe
mecmuposaHue Kabensa
(VCT)

CeteBble KommyTaTopbl MES3000 mmeloT B CBOEM cOCTaBe NPOrpammHble U
annapaTtHble cpeacTsa, MO3BO/AOWME BbINOAHATL QYHKUMW  BUPTYaNbHOIO
Tectepa Kabena — VCT. Tectep no3BonseT onpeaenvTb COCTOAHME MeaHOro
Kabena ceasu (ucnpaseH/o6pbiB/3amblkaHME) U M3MEPUTb AJIMHY MCMPABHOMO
Kabens. MNo pesynbTaTam TeCTUpPOBaHUSA GOPMUPYETCA OTHET.

Ethernet-kommymamopesi cepuu MES3000
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JluazHocmuKa YCTPOICTBO MO3BONAET TECTMPOBATL ONTUYECKUI TpaHcusep. Mpu TecTMpoBaHUK
OTC/IEXKMBAIOTCA TaKME NAapaMETPbI, KaK TOK U HaNpsAXXeHMe NUTaHUA, TemnepaTtypa
TpaHcuBepa. [Ona  peanusauum  TpebyeTca nopaepkKa 3TMX  PYHKUMKA B
TpaHcuBepe.

onmu4ecKozo
mpaHcusepa

ﬂ,aHHbIl;'I MexXaHU3M NO3BONAET KOMMYTATOPY CHU3UTb 3Hepron0Tpe6neHme 3a cyet
OTKNOYEeHUA HEAKTUBHbIX 3N1EKTPUYECKNX NOPTOB

Green Ethernet

2.3 OCHOBHbIe TeEXHUYECKME XapaKTepPUCTUKHU

OCHOBHble TEXHUYECKME napamMmeTpbl KOMMYTATOpPa nNpueeaeHbl B Ta6/w1u,e 2.9

Tabanua 2.9 — OCHOBHblE TEXHUYECKNE XapaKTEPUCTUKM

O6uwue napameTpbl

MaKeTHbIM Npoueccop Marvell 98DX4122

8x 10/100/1000Base-T

MES3108 1 5 (10GBase-X(SFP+)/1000Base-X (SFP)

4x 1000 Base-X (SFP)
MES3108F | 4xCombo (10/100/1000Base-T/1000Base-X)
2x (10G Base-X (SFP+)/1000Base-X (SFP))

16x 10/100/1000Base-T

MES3LIE | ox (10GBase-X(SFP+)/1000Base-X (SFP)

12x 1000 Base-X (SFP)
MES3116F | 4xCombo (10/100/1000Base-T/1000Base-X)
2x (10G Base-X (SFP+)/1000Base-X (SFP))

24x 10/100/1000Base-T
4x (10GBase-X(SFP+)/1000Base-X (SFP)

NHTepdeincnbl MES3124

20x 1000 Base-X (SFP)
MES3124F 4xCombo (10/100/1000Base-T/1000Base-X)
4x (10G Base-X (SFP+)/1000Base-X (SFP))

24x 10/100/1000 Base-T,
MES3224 2x(10GBase-X(SFP+)/1000Base-X (SFP)),
2 x(10GBase-LR/ER/ZR (XFP))

20 x1000 Base-X(SFP),

4 Combo (10/100/1000 Base-T/1000 Base-X),
2 (10GBase-X(SFP+)/1000Base-X (SFP),

2 x(10GBase-LR/ER/ZR (XFP))

MES3224F

MES3100 SFP, SFP+
OonTnyeckune

TPaHcneepel MES3200 | SFP, SFP+, XFP

[ynnekcHblit/MonyaynaeKkcHbli AYNNEKCHbIN/NoNyAYNAEKCHbIN PEXUM A8 SNEKTPUYECKMX MOPTOB,
pexunm AYNNEKCHbIN PeXMUM A7 ONTUYECKUX NOPTOB

MponssoanTeNnbHOCTb

128 rémt/c
KOMMyTaTopa

O6bem bydepHoi namaTu 12 Mb

aneKTpuyeckme nHtepdelicol 10/100/1000 M6éut/c
CKOpOCTb nepeaayn AaHHbIX .
ontnyeckune uHtepdeicol 1/10 réur/c
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Tabnnua MAC-agpecos

16K 3anucein

MNopaepkka VLAN

cornacHo 802.1Q go 4K aktmsHbIx VLAN

KauectBo obcnyxusaHua QoS

npuoputesauma Tpaduka, 8 yposHel
8 BbIXOAHbIX 0Yepeaei C pasHbIMU NPUOPUTETAMM AN1A KaXKL0ro nopTa

Multicast 00 1024 ctatuyeckmx multicast-rpynn
Konnvectso ACL 1024

Obuwee kKonnyecTtso npasun B ACL 00 2048

Konnuectso L3 nHTepdeiicos 512

CooTBeTCTBME CTaHAAPTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBTOONpEaeneHme CKopocTtu
IEEE 802.3X KOHTPO/Ib NOTOKOB AaHHbIX

IEEE 802.3ad o6beauHeHne KaHanos LACP

IEEE 802.1p npuopuTesauma Tpadmka

IEEE 802.1g BupTyanbHble noKanbHble ceTn VLAN
IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d cBasytouwee gepeso STP

IEEE 802.1w 6bicTpoe cBAsyolee aepeso RSTP
IEEE 802.1s mHOXecTBO cBA3yOWMX aepesbeB MSTP
IEEE 802.1x ayTeHTMdMKaLMA NoNb30BaTENEN

YnpasneHue

NokanbHoe ynpasaeHue

SNMP, CLI

YaaneHHoe ynpasaeHue

TELNET, SSH, WEB

dusnyeckmne xapaKTepucTUKU U yCI0BUA OKpYXKalolieit cpeabl

MCTOYHUKM NUTAHUA

ceTb NepemeHHOoro Toka: 220B+-20%, 50 Iy,

CeTb NOCTOAHHOrO TOKa: -36 .. - 72B

BapuaHTbl NUTaHUA:

- OOVH UCTOYHUK NUTAHWUA NOCTOAHHOTO AN NEePEMEHHOr0 TOKa;

- ABa UCTOYHMKA NUTAaHUA MOCTOAHHOIO UM NEePEeMEHHOTO TOKa, C
BO3MOXKHOCTbIO ropsiyeit 3ameHbl.

MoTpebaseman MOLLHOCTb

He 6onee 50BT

Macca

He 6onee 3,6 Kr

FabapuTHbIe pasmepbl

430x44x265 mm

WMHTepsan pabounx Temnepatyp

oT-10 no +45 °C

MHTepean TemnepaTypbl XpaHeHUs

oT-40 no +70°C

OTHOCUTENbHAA BAAXKHOCTb  MpPU
aKcnayataummn (6e3 obpasoBaHus
KOHAeHcaTa)

He 6onee 80%

OTHOCUTeNbHaAA BAAXKHOCTb  MpuU

XpaHeHun (6es  obpasosaHua | ot 10% po 95%
KOHZeHcaTa)

CpenHuii CpoK CNyX6bI 20 net

4

Tun NnUTaHKA YCTPOIiCTBa onpeaenaeTca Npu 3aKase.

Ethernet-kommymamopesi cepuu MES3000
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2.4 KOHCTPYKTUBHOE UCMNO/IHEHUE

B pgaHHOM pasgene OMMCaHO KOHCTPYKTUBHOE WCMONIHEHWe YCTPOMCTB. [peAcTaBneHbl
n3obparkeHna nepegHen, 3agHel U BOKOBbIX MaHesnen yCTPOMCTBA, OMMCaHbl Pa3beMbl, CBETOAMNOAHbIE

WHAOWKATOPbI U OpraHbl ynpasaieHUA.

Ethernet-kommyTtatopbl cepmum MES3000 BbINOSIHEHbI B META/I/IMYECKOM KOPMYCE C BO3SMOMKHOCTbIO
yCcTaHoBKM B 19” KapKac, BbicoTa Kopnyca 1U.

2.4.1 [lepedHAna naHenb ycmpolicmea

BHewHwu Bua nepegHen naHenn MES3108, MES3108F, MES3116, MES3116F, MES3124, MES3124F,
MES3224, MES3224F noKasaH Ha puMcyHKax 1-8.
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PucyHok 1 — MES3108, nepedHas naHesno
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PucyHok 2 — MES3108F, nepedHsasa naHess
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PucyHok 4 — MES3116F, nepedHsasA naHeso
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PucyHok 5 — MES3124, nepedHsas naHesb
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MES3224

AeLTex

MES3224F =

PucyHok 8 — MEES3224F, nepedHsAs naHesb

B Tabnvue 2.10 npuBeseH nepeyeHb PasbeMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHoB
yNpaB/ieHWs, Pacro/IoXKEHHbIX Ha NepegHer NaHen KoOMMyTaTopa.

Tabnnuya 2.10 — OnucaHune pasbemMoB, UHANMKATOPOB M OPraHOB yNpaBaAeHUs nepegHeln naHenm

Ne | 3nemeHT naHenu nepegHewn Onucauue
CnoTbl ANA YyCTaHOBKM TPAHCUBEPOB.
1 XG1, XG2 [Ons yctpoicTs cepun MES3100 TpaHcusepbl SFP+/SFP.
XG3, XG4 [ns yctpoicts cepun MES3224:
- cnotbl XG1, XG2 ans yctaHoBKM TpaHcueepos 10G XFP;
- cnoTbl XG3, XG4 ana yctaHoBKM TpaHcmBepos 10G SFP+/ 1G SFP.
XG1, XG2 o
2 XG3, XG4 MHauKaTopbl paboTbl onTUYecknx nHtepdeicos XG.

Ethernet-kommymamopei cepuu MES3000
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8/16/24 noprta Gigabit Ethernet.

[Ona yctpoicts MES3108, MES3116, MES3124, MES3224:
3 [1..8/16/24] 10/100/1000 Base-T (RJ-45).

[nsa yctpoicte MES3108F, MES3116F, MES3124F, MES3224F:
1000 Base-X (SFP).

4 3,4,7,8/7,8,15,16/11, 12, 23, 24 Cnotbl ann yctaHoBKkM SFP-TpaHcmneepos 1000 Base-X (SFP).

Unit ID MNHAMKaTopbl HOMepa YCTPOCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
5 Master MHAanKaTop peskmma paboTbl ycTpoiicTea (Beaylumit/segombiii).
Fan NHanKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKATOP pe3epBHOro 3/1eKTPONUTAHUA.

®yYHKLMOHaNbHAA KHOMKa ANA NepesarpysKku ycTpoicTea 1 cbpoca K
3aBOACKMM HaCTPOMKam:
- MPM HaXaTuUM Ha KHOMKY AAUTENbHOCTbI0 MeHee 10 ¢ npoucxoaut

6 F o
nepesarpysKka ycTpomucTsa.
- MPW HaxXaTUW Ha KHOMKY gaunTenbHOCTbio 6onee 10 c. nponcxoguT
cbpoc ycTponcTea A0 3aBOACKOM KOHOUTYypaL K.
7 Console KoHconbHbIN NopT RS-232 ana NoOKanbHOro ynpas/ieHMA YCTPONCTBOM.
/ YeTbipe anekTpuueckux uHrepdeiica Ethernet n yetbipe onTuueckux nHTepdeica
ABNAIOTCA KOMOMHUPOBAHHbLIMU. B KOMGMHMPOBAHHbIX MOPTAX MOXKET 6bITb AKTUBHbIM

TOJ/IbKO OAUH U3 VIHTep(I)EVICOB, HO He 06a OAHOBpPEMeHHO.

2.4.2 3a0HAa naHenb ycmpolicmea

BHewHMI BUA 3a4HEN NaHenn KommyTaTopos cepun MES3000 npuBeaeH Ha pUCYHKe 9.

PucyHok 9 — MES3000 3a0HsasA naHeno

B Tabnmue 2.11 npuBeseH nepeyeHb Pa3beMoB, PACcMO/IOKEHHbIX Ha 3a4HeN NaHe M KoMmMyTaTopa.

1
Ha pucyHke nokasaHa KomnnekTauma KOMMyTaTopa ¢ 1 MCTOYHMKOM NUTAHWUA MOCTOAHHOIO TOKa U C 1 MCTOYHUKOM MUTAHUA
nepemeHHOro Toka.
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Tabnnuya 2.11 — OnucaHune pasbemoB 3agHEeN NaHeNn KOMMyTaTopa

No ”

dnemeHT 3agHeun

OnucaHue
naHenu
1 Pa3sbem ANA NOAKNHYEHNUA K UCTOYHUKY I/IEKTPONMUTAHNA NOCTOAHHOIO TOKa
2 Pasbem ANnAa NoAKNHYEeHNA K UCTOYHUKY I1EKTPOMUTAHNA NepemMeHHOro ToKa
3 CbeMHble BEHTUNATOPDI CbemMHble BEHTUNALUNOHHbIE MOAY/TU C BO3SMOXHOCTbIO FOpﬂ‘-IeVI 3aMeHbI.
Knemma 3asemneHus .

4 Knemma ANnA 3a3emieHuna ycTtponucrea.

2.4.3 bBokoevlie naHenu ycmpoiicmea

PucyHok 11— /lesas 6okoeas naHesns Ethernet-kommymamopos cepuu MES3000

Ha 6OKOBbIX NaHENAX yCTPOMCTBA PACMONOKEHbl BEHTUNALMOHHbIE PELIETKM, KOTOpble CAy¥KaT Ans
oTBOAA Tensia. He 3akpblBailTe BEHTUNAUMOHHbIE OTBEPCTMA MOCTOPOHHWMK NpegMeTaMu. ITO MOXKeT
NPMBECTM K NeperpeBy KOMMNOHEHTOB YCTPOMCTBA U BbI3BaTb HapyLLeHMA B ero paboTte. PekomeHaaumm no
YCTaHOBKE YCTPOMCTBA PAcno/ioKeHbl B pasgene «YCTaHOBKa M NOAK/IIOYEHME Y.

2.4.4 Ceemoesas uHOUKayusa

CocTtonaHue wuHTepdeiicos Ethernet wuHanumpyetrca aBymA CBETOAMOAHLIMU  MHAMKATOPaAMM,
LINK/ACT 3eneHoro useta v SPEED aHTapHoro useta. PacnosioxeHune CBETOANOA0B NOKa3aHO Ha PUCYHKaX

12,13.

LINK/ACT SPEED

—

(C UL T

PucyHok 12 — BHewHul 8ud pa3vema RJ-45

Ethernet-kommymamopei cepuu MES3000 21
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LINK/ACT SPEED

PucyHok 13— BHewHuli 8ud paszvema ¢ SFP-mpaHcusepamu

Tabnunua 2.12 — CeeToBaA MHAMKALMA COCTOAHMA MHTepdencos Ethernet

CBeueHue MHOUKaTopa CBeueHMe MHAQUKaTopa
CoctoaHue uHtepdeiica Ethernet
SPEED LINK/ACT PP
MopT BbIKNOYEH AN COEANHEHME HEe
BbikntoueH BbikntoueH
YyCTaQHOB/IEHO
YcTaHoB/IeHO coemMHeHWe Ha ckopoctu 10
BbikntoueH [opuUT NOCTOAHHO
nnan 100Méut/c
FODVT NOCTOAHHO FODMT MOCTOAHHO YCTaHOB/IEHO COeANHEHME HA CKOPOCTHU
P P 1000M6uT/c
X MwuraHue NpoeT nepegava gaHHbIX

CoctosaHMe wuHTepdeinncoB XG oTobparkaeTca MHAMKATOPaMW, PACMONOMKEHHbIMU  PAOM  C
pasbemamu uHTepdelicoB, pucyHok 14. C Kaxabim mHTepdeiicom XG cBA3aHa napa MHAMKATOPOB.
BepXxHWI sHTapHbIA MHAUKATOP OTOBpPaXKaeT aKTMBHOCTb NepeaatoLLelt YacTu NopTa, HUKHUIN 3eneHbln —
aKTMBHOCTb MpPUEMHOM 4acTu nopTta. [lepegaya faHHbIX OTOOparkaeTcs MepuaHMeM WHAMKaTopa
COOTBETCTBYHOLLEIO HamnpaBaeHUs.

@0
e @

PucyHok 14 — BHewHul sud uHoukamopos uHmepegelicos XG

Nuankatopbl Unit ID (1-8) cnykaT ana ob6o3HauyeHMA Homepa yCTPOMCTBA B CTEKe.

CuctemHble nHamkaTopbl (Power, Master, Fan, RPS) cnyxaTt ana onpeaeneHus coctoAaHUA paboThbl
y3n0B KommyTaTtopos cepun MES3000.
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Tabnnua 2.13 — CBeToBas MHANKALMA CUCTEMHbBIX MHOMKATOPOB U MHAMKATOPOB XG NopTos

HasBaHue DyHKUMA CocTosHUe MHAMKaATOpaA CocTofiHMe YCTpoiicTBa
MHAUKaTOpPa WHAMUKATOpa
AKTMBHbI (MepuatoT) 0ba
MHAMKaTOpa (HUXKHUIA — 3eN1eHbIN CKopoCTL paborel nopra —
Pexum paboTbl BEPXHUIM pFIHTa HbIl) I 1000M6ut/c
XG1-XG4 P P P
nopra AKTUBHbI (MepuatoT) oba
o . nepegaya AaHHbIX Ha
WMHOMKATOPA (HUKHUI — 3eneHbIn,
. o ckopoctu 10 Féut/c
BEPXHUI — SHTAPHbIN)
BbikntoyeH MuTaHue BbIK/IIOYEHO
MuTaHne BKIKOYEHO,
3eneHbli, FOpUT NOCTOAHHO HopMmanbHanA paboTa
yCTpOICTBa
o CamoTecTnpoBaHue
3eneHbin, mepuaet .
ycTpoiicTea npu ctapte (POST)
CoctosaHue
Power OTCyTCTBME NEPBUYHOIO
WCTOYHWKOB NUTaHUA
NUTaHMA OCHOBHOTO
WCTOYHMKA (NpW NUTaHWUK
KpacHbi YCTPOICTBA OT pe3epBHOro
WCTOYHMKA) MK aBapus
OCHOBHOIO MCTOYHMKA
nuTaHuA
o YcTpoiicTBO ABAsETCA
3eneHbln, rOpUT NOCTOAHHO
Mpu3HaK BeayLuero «MacTepom» CTeKa
Master YCTPOWCTBa Npwn YCcTponcTBo He ABnsAeTcA
paboTe B cTeKe BbIkntoueH «MacTepom» B CTEKe UAN He
3aZlaH PEKMM CTEKMPOBAHMSA
CocTosiHME BbIKAtoUeH Bce BEHTUNATOPbI UCNPaBHbI
Fan BEHTMIATOPA KbacHbIH OTKas ogHoro unu 6onee
OXNaKAEeHUSA P BEHTUNATOPOB
Pe3epBHbIN UCTOYHUK
3eneHbliA, FOPUT NOCTOAHHO noaknoyeH n paboraer
HOPMaNbHO
Pexxnm paboTol Pe3epBHbIN UCTOYHUK He
BbikntoyeH
RPS pesepBHOro noAKAto4eH
WCTOYHWMKA NUTaHUSA OTcyTCcTBME NEPBUYHOTO
. NUTaHMA pe3epBHOro
KpacHbin pesep

UCTOYHUKaA nan ero
HeEUCNpPaBHOCTb

B TOM cChayvae,

KOrga KOMMYTaTop pa6OT36T B aBTOHOMHOM

nHamnkaTopbl Master n Unit ID BbIKNtOYEHDI.

2.5 KomnneKT noctaBku

B 6a30BbIii KOMMNAEKT NOCTAaBKM BXO4AT:

—  Ethernet-kommyTtaTop cepuun MES3000;

—  Mogaynb nutaHma PM75-48/12 unan PM-150-220/12;
— LWHyp nuTaHusa (B cnyyae KOMNAEKTaUUKM Moaynem NuTaHua Ha 220B);
— KomnneKT KpenexKa B CTOMKY;

pexumme 6es CTEKMpPOoBaHuA,

— JokymeHTauus.
J Mo 3aKkasy noKynatena B KOMMJIEKT MOCTaBKM MOryT 6biTb BKAlOueHbl SFP/SFP+-
TpaHcUBepbl.
Ethernet-kommymamopesi cepuu MES3000 23
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3 YCTAHOBKA U NOAKNHOYEHUE

B oaHHOM pasgene onucaHbl Npoueaypbl YCTaHOBKM 06opyaoBaHWMA B CTOMKY M NOAKAOYEHUA K
NUTAOLLLEN CETH.

3.1 KpenneHue KPpOHLITEMHOB

B KOMNIEKT MOCTaBKMU YCTPOMCTBA BXOAAT KPOHLITEWHbI AR YCTAHOBKM B CTOWMKY WM BUHTbI ANA
KpenjeHUs KPOHLTEMHOB K KOpnycy yCTpoicTBa. 1A YCTaHOBKU KPOHLWTEMHOB:

PucyHok 15— KpenneHue KpoHumeliHog

1. CoBmecTuTe YeTbipe OTBEPCTUA ANA BUHTOB Ha KPOHLUTEMHE C TAKMMU Ke OTBEPCTUAMM HA
60OKOBOIM NaHenWn ycTpoicTBa.

2. C nomolLbo OTBEPTKN NPUKPENNUTE KPOHLWITEMH BUHTAMM K KOPMYCY.

3. TosTOopUTe AeicTeua 1,2 ana BTOPOro KPoHLUTEMHa.

3.2  YcTaHOBKa YCTPOMCTBA B CTOMKY

[NnA ycTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKnTe YCTPOMCTBO K BEPTUKAIbHBIM HaNpPaBAOLWMUM CTONKMN.

2. CoBMecTUTe OTBEPCTUS KPOHWTEWHOB C OTBEPCTUAMM HA HaANpPaBAAIOWMX CTOMKM.
Mcnonb3yliTe OTBEPCTUA B HAMPABASAIOLWMX HAa O4HOM YPOBHE C 06enx CTOPOH CTOMKM, ANA
TOro YTo6bI YCTPOMCTBO PACNONarasocb FOPU3OHTABHO.

3. Cnomolybto OTBEPTKM NPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.

24 Ethernet-kommymamopei cepuu MES3000
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PucyHok 16 — YcmaHosKka ycmpolicmsea 8 cmoliKy

Ha pucyHke 17 npuBegeH npumep pasmeLleHus KommyTtatopos MES3000 B cToitke.

[} MES-3000 N1 o
o KabenbHeIi opraHaisep o
o ___ MES-3000 N2 )
(o] KabenbHbIi opraHanaep (o]
o|  MES-3000 N3 o
o KabenbHeli opraHaisep o
o MES-3000 N4 o
o KabenbHblin opraHainsep o
o  MES-3000 N5 )
o KaGenbHbIi opraHansep (o]

PucyHok 17 — PazameuwjeHue kommymamopoe MES-3000 e cmolike

mﬂ YcTpoiicTBO MMeeT (POHTaNbHYIO BeHTUAAUMIO. Ha nepeaHeid naHenu ycTpoicTBa
pacnonoKeHbl BEHTUNALUOHHbIE OTBepcTMA. He 3aKpbiBaiiTe

OTBEPCTUA, a TaKXKe BEHTUNATOPbI, Pacno/ioXKeHHble Ha 3agHell NaHenawn, NOCTOPOHHUMM

npeameTamu Bo usbexkaHue neperpeBa KOMMNOHEHTOB KOMMYTaTOpa U HapyLIeHUA ero

pabortbl.

BEHTUNAUUOHHDbIE

Ethernet-kommymamopei cepuu MES3000
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HaZEeXHOCTH.
MecTa gna yCTaHOBKM MOAyNeN MUTAHUA C 3NEKTPUYECKON TOYKM 3PEHUA paBHOUEHHbI. C TOUKM

3.3

YcTaHOBKa mogynei nuTaHma

KommyTaTop MOXeT pa6OTaTb C OAHUM NN OBYMA MOAOYNAMU NUTAHUA. YcTaHOBKa BTOpPOro moayna
NMUTaHUA HEO6XOAVIMa B Cny4yae WUCNO/sIb30BaHUA YCTpOVICTBa B ycnosuAax, Tpe6y+0u.|,mx MOBbILEHHOM

3peHUs UCMO/JIb30BaHUA YCTPOMCTBA, MOAY/b MNUTaAHMA, HaxoAAwwmica 6amKe K Kpato, cuymTaeTca
OCHOBHbIM, BMXKE K LLEeHTPY — pe3epBHbIM. MoayamM NUTaHUA MOTYyT YCTAaHABAMBATLCA U M3BAEKaTbCA 6e3
BbIK/IlOYEHUA ycTpoicTBa. [lpn yCTaHOBKE WAM U3BAEYEHUM [AOMNOJHUTENbHOTO MOAYASA MNUTaHUA
KOMMYTaTOp NPOoAo/IXKaeT paboTy 6e3 nepesanycKa.

PucyHok 18 — YcmaHoska mooyneli numaHus.

CoctosaHuMe MO,CI,yJ'IEﬁ NUTaHUA MOXKeT bbiTb nposepeHo No UHAMKaAUUWN Ha nepep,Heﬁ naHenun

KoMmyTaTopa (cm. pasgen 2.4.4) uan No gMarHocTUKe, OOCTYMHOM Yepes MHTepdencbl ynpaBneHms
KOMMYTaTOPOM.

34

MHauKaumna aBapum Moaynsa NUTaHUA MOXKET ObiTb Bbi3BaHa He TO/IbKO OTKa3om Mmoayns,
HO U OTCYTCTBUEM NEPBUYHOrO NUTAHMUA.

MoaknioueHme nuTaloLen cetm

Mpexae, 4em K yCTponcTBY OyaeT NogKAloYeHa NuTatowas cetb, HeobXo4MMO 33a3eMINTb
KOpnyc  ycTpoKcTBa.  3asemieHue HeobXo4MMO  BbINOMHATL  M30JIMPOBAHHbLIM
MHOTOXMWbHbIM NPOBOAOM. YCTPOMCTBO 3a3eM/IEHUA M CeYeHME 3a3eMJIAIOLLEro NpoBoaa
OO0J/IKHbI COOTBETCTBOBATb TpebosaHusamm My3.

Echv npeanonaraetcA NOAK/AOYEHME KOMMblOTepa WMAM  MHOro obopypoBaHua K
KOHCO/IbHOMY MOPTY KOMMYyTaTopa, 3TO 0b60opyAoBaHME TaKkKe AO0/IKHO OblTb HageKHOo
3a3em/ieHo.

MoaKnoUMTe K YCTPOUCTBY Kabesb NUTaHMA. B 3aBUCMMOCTM OT KOMM/IEKTaLMKU YCTPOCTBa,
NUTaHME MOXKET OCYLLECTBATbCA OT CETU NepeMeHHOro ToKa, iMbo OT ceTn NOCTOAHHOro
ToKa. [pu nNOAKNIOYEHMN CEeTM MepemMeHHOro TOKa CcneayeT MCMoJsib3oBaTb Kabesb,
BXOAAWMIA B KOMMNNEKT yCTpoicTBa. [OnA MNOAKAOYEHMA K CETM MNOCTOAHHOro TOKa
MCMO/b3ylTe NPOBOA Ce4eHMEM He MeHee 1 MmZ.

BKnounte nuTaHWe ycTpolctBa UM ybeautecb B OTCYTCTBMM aBapuili MO  COCTOSIHUIO
MHAMKATOPOB Ha nepeaHen naHenun.

26
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3.5

YcTtaHOBKa U yaaneHue SFP-TtpaHcusepos

YCTaHOBKa ONTUYECKMX MOAY/IEN MOXKeT NPOU3BOAUTLCA KaK NPU BbIKNIOYEHHOM, TaK U
Npu BKAKYEHHOM YCTpoiicTBe.
BcTaBbTe BepxHUit SFP-MoAy b B C/IOT OTKPLITOM YacTblo pa3sbema BHU3, a HUKHUIA SFP-

1.
MOZAY/b OTKPbITOI YacTbio pasbema BBEpX.

PucyHok 19 — YcmaHoska SFP-mpaHcusepos

Hapasute Ha MoayAb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILLUTE XapaKTepPHbIN LWEeIYOK.

PucyHok 20 — YcmaHoeneHHsle SFP-mpaHcusepbi

Ona ypaneHua TpaHcusepa:

1. OTKpoiiTe 3alenky moaynsa.

PucyHok 21 — Omkpbeimue 3auwjenku SFP-mpa+Hcugepos

2. W3BneKkuTe moaynb U3 cloTa.

PucyHok 22 — N3snevyeHue SFP-mpaHcusepos

Ethernet-kommymamopei cepuu MES3000
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4 HAYANbHAA HACTPOMKA KOMMYTATOPA

4.1 Hacrtpoiika Tepm1MHana

Ha KomnbtoTepe 3anycTuTb nporpammy smynsumm tepmuHana (HyperTerminal, TeraTerm) wu
NPOU3BECTU CAeaytow e HAaCTPOMKM:

1. BbibpaTb COOTBETCTBYIOWMIA NOCNEA0BATENbHbIM NOPT.

2. YcTaHOBMTb CKOPOCTb Nepenayn gaHHbix — 9600 6oga,

3. 3apgatb popmart gaHHbIX: 86MT AaHHbIX, 1 CTONOBbLIN 6UT, 6€3 KOHTPOIA YETHOCTW.

4. OTKAOYMTb annapaTHOE U NPOrpaMMHOE ynpasieHne NOTOKOM AaHHbIX.

5. 3agatb pexum smynaummn  TepmmHana VT100 (MHorve TepmMMHasbHble MPOrPamMMmbl
MCMNOJIb3YIOT AAHHbIA PEXUM IMYNSALMM TEPMMHANA B KAYECTBE PeXMMa No YMOIYAHWUIO).

4.2 BKAlueHUe YyCTPOUCTBA

YCTaHOBUTb COeIHEHNE KOHCONM KOMMYTaTopa (NopT «console») c pasbemom noc/iea0BaTe/IbHOro
nHTepdelica KoMnbTEPa, HA KOTOPOM YCTAaHOBJ/IEHO NPOrpaMMHOe obecnedyeHmne smyaumm TepMmmHana.

BKnountb  ycTpoiicTBo. [pu  KakAoM BKAOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TECTUPOBAHUA cUCTeMbl NpU BKAtoYeHUn» (POST), KoTopaa No3BoAeT onpeaenmTb paboTocnocobHOCTb
YCTPOICTBA Nepes, 3arpy3Koi UCNOHAEMON NporpaMmbl B onepaTMsHYo namatb (O3Y).

OTobparkeHune xoaa BbiNnosIHEHUA npoueaypbl POST Ha KommyTaTopax cepumn MES3000:

Bootl Checksum Test. ...ttt iie et eeeeneneennn PASS
Boot2 Checksum Test. ...t iie et eeenenennns PASS
Flash Image Validation Test.......iiiiiiiiinnnenn. PASS

BOOT Software Version 0.0.0.3 Built 17-Aug-2010 23:18:59

Networking device with CPU based on arm926ejs core. 256 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : a8:f9:4b:a3:a4:a6.
Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Cnycta pABe CceKkyHAbl nocne 3asepweHna npoueaypbl POST  HauMHaeTcA aBTo3arpyska
nporpaMmHoro obecneyeHna KommyTaTopa. [aa BbINOJHEHMA CMeLManbHbIX Npoueayp MCnonb3yetcs
MeHo Startup, BOMTM B KOTOpOe MOXHO NpepsaB 3arpy3Ky Ha)kaTvem Knasuwu <Esc> wnu <Enter> B
TEeYeHMe 3TOro BPeMeHM.

Mpumep AanbHenen 3arpy3Kkn ycTponcTea.

Preparing to decompress...
100%

Decompressing SW from image-1
100%

OK
Running from RAM...

KA KA AR AR A A A A AR AR A R A A I A AR AR A A I A AR A I A A A A I A A AR A A A A hA kA A A Ak kA Ak Ak kx

*** Running SW Ver. 2.1.6 Date 05-Jun-2011 Time 16:14:03 ***

KA KA AR AR A A A A AR AR A R A A I A AR AR A A I A AN A A A A A I A A AR A A hA kA Ak A Ak hk kA kA khx

HW version is V01
Base Mac address is: a8:£9:4b:80:b0:80

Dram size is : 256M bytes

Dram first block size is : 229376K bytes Dram first PTR is : 0x1C00000 Dram
second block size is : 4096K bytes Dram second PTR is : OxXFC00000 Flash size is:
16M

05-Jun-2011 16:14:09 %CDB-I-LOADCONFIG: Loading running configuration.
05-Jun-2011 16:14:09 %CDB-I-LOADCONFIG: Loading startup configuration.
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Device configuration:
Slot 1 - 28 ports
Device 0: GT 98DX4122 (BobCat)

Tapi Version: vl

.9.3.2
Core Version: v1.9.3.2

Mocne ycnewHowW 3arpyskM KoOMMyTaTopa MOABMTCA CUCTEMHOE MNpuriaweHue uHTepdeiica

KOMaHgHoM cTpoku CLI .

console>

[na 6bicTpOro Bbi30Ba CNPABKM O A0CTYNHbIX KOMaHAAX UCNOJIb3yiTe KOMBUHaLUMIO
Knasuwl «SHIFT» n «?».

4.3 3arpy3o4yHOe MeHIo

[na BXofa B 3arpy304HOE MEHI0 cneayeT NOAKNUMTLCA K YCTPOMCTBY Yepes uHTepdeiic RS-232,

nepesarpysuTb YCTPOICTBO, U B TeYEeHUE ABYX CEKYHA, Noc/e 3aBeplueHuns npoueaypbl POST HaxaTb “ESC”
mnn “ENTER”:

Bootl Checksum Test. ...ttt ittt inieneeennnns PASS
Boot2 Checksum Test. ..ot ien it eeeennneeenns PASS
Flash Image Validation Test......iiiiiiiinneeennnn PASS

BOOT Software Version 0.0.0.3 Built 17-Aug-2010 23:18:59

Networking device with CPU based on arm926ejs core. 256 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : aB8:f9:4b:a3:a4:a6.
Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupa 3arpy3o4HOro meHio:

Startup Menu

1] Download Software

2] Erase Flash File

3] Password Recovery Procedure

4] Set Terminal Baud-Rate

5] Stack menu

6] Back

Enter your choice or press 'ESC' to exit:

Tabnunua 4.1 — GyHKUMK MHTepdeica 3arpy304HOro MeH0

®dyHKYuUA OnucaHue

Download Software

3arpysuTb HOBYIO BEPCUIO NPOrpaMMHOro obecrneyeHns KoMmyTaTopa, UCNob3ys

XMODEM
Erase Flash File CrepeTb MHPopmauumto ¢ Flash
Password Recovery COpocKTb HAaCTPOMKM ayTeHTUPUKALUN

Procedure

Set Terminal Baud-Rate YCTaHOBUTb CKOPOCTb PAabOTbl TEPMUHANBHOIO peXxmma

Stack Menu Bxopa, B MeHI0 ynpaBieHMA CTEKOM

Back

MpoAoNKNUTL 3arpysKy
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4.4 Pexumbl paboTbl KOMMyTaTOpa

YCTPOMCTBO MOXKET PaboTaTb B ABYX PEXMMAX — aBTOHOMHOM U PEXMME CTEKMPOBAHUA. B perkmme
CTEKMPOBAHUA HECKOJIbKO KOMMYTATOPOB MOryT ObiTb 06begMHeHbl B CTeK U GYHKLMOHMPOBATb Kak
eguMHoe ycTponctBo. o ymonuyaHuilo KommyTaTopbl MES3000 paboTaloT B pekMme aBTOHOMHOIO
yCTpOMCTBa.

4.4.1 Bbibop pexcuma pabomel Kommymamopa

Bbibop pexxuma paboTbl KOMMyTaTopa AOCTYMEH B MEHH0 YynpaB/ieHuMA CcTeKom (NyHKT [5]
3arpy304yHOro MeHi):

Startup Menu

] Download Software

] Erase Flash File

] Password Recovery Procedure

] Set Terminal Baud-Rate

] Stack menu

] Back

Enter your choice or press 'ESC' to exit:

o U W N

[
[
[
[
[
[

MyHKT [3] — BbIGOP perknma paboTbl KommyTatopa ([1] — aBTOHOMHbLIN pexum, [2] — pexrum
CTEKMpPOBaHUA):

Stack menu

] Show unit stack id

] Set unit stack id

] Set unit working mode

]  Back

Enter your choice or press 'ESC' to exit:

W N

4.4.2 Paboma Kommymamopa 8 pexcume CMeKUupo8aHusA

Ctek MES3000 ¢yHKUMOHMPYET KaK eaMHOe YCTPOMCTBO M MOMKET COCTOATb M3 8 YCTPOMCTB,
UMEIOLNX Caeaytolme poau, onpeaensembie X nopagKosbiMmm Homepamu (UID):

=  Master (UID yctpoictBa 1 naum 2), c Hero nponcxoamT ynpasieHue BCEMU YCTPONCTBAMM B
cTeke.

= Backup (UID ycTpolictBa 1 nnaum 2) — ycTpoiicTso, nogunHsioweeca master. Aybaupyet Bce
HaCTPOWKW, U, B C/y4ae BbIXOZaA YMNpaBAsloWEro ycTpoincTea mu3 cTpos, bepywee Ha cebs
bYHKLUMM yNpaBieHUsA CTEKOM.

= Slave (UID ycTtpoitictB oT 3 go 8) — ycTpoicTBa, noguuHsoweecs master. He moxer
paboTaTb B aBTOHOMHOM peXxume (ecnm oTcyTcTByeT master).

B pexxume crekmposaHua MES3124/MES3124F n MES3224/MES3224F ucnonbsyot XG3 n XG4
MOpPTbI A4/19 CUHXPOHU3ALMK, MPU STOM 3TW NOPTbI HE YYaCTBYIOT B nepeaaye agaHHbix. MES3108/MES3108F
1 MES3116/MES3116F Mcnonb3ytoT 418 CUHXPOHM3aUMKN TOSIbKO OAUH NOpPT - XG2, Npu 3TOM 3TOT NOPT He
y4yacTByeT B nepefaye AaHHbIX. BO3MOXKHbI AB€ TONONOMMU CUHXPOHM3IUPYHOLLMXCA YCTPOMCTB — KO/bLLEBas
W IMHeNHanA. PeKoMeHAyeTca NCNONb30BaTb KOJIbLEBYHO TOMOOMMIO A/1A NOBbILEHWUA OTKA30YyCTOMYMBOCTU
CTeKa.

" | YcrpoiictBa ¢ oguHakoebimu UID He moryT paboTtaTb B 04HOM U TOM 3Ke CTeKe.
Lo
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4.5 Hacrtpoiika pyHKLMI KOMMyTaTOpaA

®YHKUMM NO HaYyaIbHOMY KOHPUIYPUPOBAHUIO YCTPOMCTBA MOXKHO pasaennTb Ha ABa Tuna.

— basoBaA HacTpoiiKa — BK/Alo4YaeT B ceba onpegeneHne 6a30BbiXx OYHKUMIA KOHOUrypaumm u
HACTPOMKY ANHAaMMYeCKnX IP-agpecos.

— HacTtpoiika napameTpoB cuctembl 6€30MacHOCTM — BK/OYAeT YyMpaB/JeHWEe CUCTEMOM
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

'3 1 Mpu nepesarpyske yCTPOWUCTBA BCe HECOXPaHEHHble AaHHble 6yAyT yTepaAHbl. Ons
COXpaHeHUA /o6bIX BHECEHHbIX U3MEHEHWA B HACTPOMKY KOMMYyTaTopa MCMNoJib3yeTcA
cneayowan KOMaHAaA:

console# copy running-config startup-config

4.5.1 ba3oeasa Hacmpolika Kommymamopa

[ns Hayana KOHPUIrypMpoBaHUA YCTPOMUCTBA HEOBXOAMMO MOAKAOUYNUTL YCTPOMCTBO K KOMMbIOTEPY
yepes nocse0BaTe /bHbIN NMOPT. 3aMyCTUTb HAa KOMMbIOTEPE MPOrPaMmy 3MyNALUM TEPMUHANA COMTACHO
nyHKTy 4.1 «HacTpoika TepmumHana.

Bo BpemsaA HayanbHOM HAaCTPOMKM MOMKHO onpeaennTb MHTepdeinc, KoTopbin byaeT Ncnoib3oBaTbCA
ANA NOAKNIOYEHUSA K YCTPOUCTBY YAa/eHHO.

basosan HaCTpOVIKa BK/IIOYaEeT cneaytoulee:

1. 3apaHue napona ana nonbsosatens «admin» (c ypoBHem npusuaernii — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEN.

HacTtpolika cTatuyeckoro IP-agpeca, Macku NOACETM U LWAKO33 NO YMOAYAHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.

HacTpoitka napameTtpos npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naponsa 078 none3osamena «adminy U CcO030QHUE HOBbLIX

nonv3osamesnel
" Dna obecneyeHus 3aWULLEHHOrO BXO4a B CUCTEMY HEOBXOAMMO Ha3HAYUTb Napo/b
rai npuBUAErMPOBaHHOMY Noab3oBaTento «adminy.

MmA nonb3oBatenda WM naponb BBOAUTCA NpU  BXoZe B CUCTeMy BO BpPemA CeaHCoB
AOMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na cosgaHnA HOBOro Nosib3oBaTesna CUCTEMbI UN HaCTpOl‘/JIKM noboro
M3 NapameTpoB — UMEHU NOJS1Ib30BaTeENA, MAPO0/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHA4bI:

console# configure
console (config)# username name password password privilege {1-15}

¢ YpoBeHb npuBuaeruii 1 paspewsaer AOCTYN K YCTPOMCTBY, HO 3anpelyaeT HACTPOMKY.
YpoBeHb npuBuaeruii 15 paspeluaer Kak 40CTyN, TaK M HAaCTPOIKY YCTPOMCTBa.

Mpumep KOoMaHA A1a 3a4aHna noab3osaTtento «admin» napons «eltex» u cosgaHMa nonb3osartens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:
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console# configure

console (config) # username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 Hacmpolika cmamu4yeckozo [P-adpeca, macku mnodcemu U wWaA03a o
YMOAYAHUIO

[NA BO3MOXKHOCTM ynpaBieHUs KOMMYTAaTOPOM M3 CeTUM HeobXxoAMMO HasHauuTb ycTponcTay IP-

agpec, Macky NoAceTU U, B C/lydae ynpasB/eHUs M3 ApYroi CeTu, W3 No ymos4aHuto. IP-agpec MOXKHO
HasHauutb nobomy uHtepdeicy — VLAN, dusmueckomy nopTy, rpynne noptoB (MO yMOAYaHMIO Ha
uHTepdelice VLAN 1 Ha3HaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a A0KeH
npuUHagexKaTb K TOM e NoACceTn, YTo U 0AnH 13 IP-uHTepdeicoB ycTponcrea.

B cnyvae ecnu IP-agpec HacTpauBaetca Ana uHtepdeiica ¢pusMyeckoro nopTa UAK rpynnbi
nopToB, 3TOT UHTepdeiic yaanaerca us rpynnbl VLAN, KOTOpPOI OH NpUHaANEXKaN.

Mpu yaaneHun Bcex IP-agpecos KoMmyTaTopa AOCTYyN K Hemy 6yaeT ocyw,ecTBaAaTbCcA no
IP-agpecy 192.168.1.239/24.

=[TpuMep KOMaHA HacTponkm IP-agpeca gnsa nHtepderica VLAN 1.
MapameTpbl MHTEpdEeica:

IP-adpec, Ha3Hauaembll 019 uHmepdgpetica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3za no ymonvaHuro - 192.168.16.1

console# configure

console (config)# interface vlan I

console (config-if) # ip address 192.168.16.144 /24
console (config-if) # exit

console (config) # ip default-gateway 192.168.16.1
console (config) # exit

console#

[ns Toro ytobbl YOeantbea, 4to aapec 6ol HasHavyeH UHTepdelicy, BBeaUTE KOMaHAY:

console# show ip interface vlan 1

Gateway IP Address Activity status Type
192.168.16.1 Active static
IP Address Type

192.168.16.144 /24 Static

4.5.1.3 [Mony4yeHue IP-adpeca om cepsepa DHCP

Ana nonyyeHua [P-agpeca moXeT ucnonb3oBatbca npotokon DHCP, B cnyvae ecan B ceTu

npucytcteyeT cepsep DHCP. IP-agpec ot cepsepa DHCP moxHO nony4daTb yepes n0boi UHTepdenc —
VLAN, ¢ounsnyecknin nopT, rpynny nopTos.

32
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Mpumep HaACTPOWMKM, NpegHasHayeHHOW AAs nonyvyeHua aumHamudeckoro |IP-agpeca ot DHCP-
cepBepa Ha uHTepdeice Ethernet 10:

console# configure

console (config) # interface vlan !
console (config-if) # ip address dhcp
console (config-if) # exit

console#

[nsa Toro utobbl yoeanTsea, UTo agpec 6bin HasHAYeH MHTepdelicy BBeAUTE KOMaHAY:

console# show ip interface vlan 1

Gateway IP Address Activity status Type
192.168.16.1  Active pace
IP Address Type

192.168.16.149 /24 DHCP

4.5.1.4 Hacmpolika napamempos npomokxona SNMP 0151 docmyna K ycmpolicmay

YCTPOWCTBO COAEpsKUT BCTPOeHHoro areHTa SNMP 1 noggepskvusaeTt Bepcumn npoTtokona vl/v2c/v3.
AreHT SNMP nogaepkmaeT Habop cTaHAAPTHbIX nepemeHHbix MIB.

[Na BO3MOXHOCTM agMUHUCTPUPOBAHMA YCTPOMCTBA NOCPeAcTBOM npoTokona SNMP, HeobxoamMmo
co3aaTbh xota 6bl 04HY CTPOKY coobuiectsa. Kommytatopbl MES3000 noaaep’kvMsatoT TpU TUMa CTPOK
coobuecTsa:

— ro-—onpeaensaet AOCTYyN TO/IbKO HA YTEHUeE;
— rw-—onpeaenaet A0CTyN HAa YTEHUE U 3anuchb;
— su-—onpegenaet goctyn SNMP-agmnHUCTpaTopa;

Hanbonee pacnpocTpaHeHO MCNO/b30BaHWE CTPOK coobliectBa public — ¢ foctynom ToAbKO Ans
yTteHMa obbektoB MIB U private — ¢ foCTynom Ha yYTeHuMe U nsmeHeHue obvektoB MIB. [na Kaxaoro
coobuiecTBa MOXKHO 3a4aTb IP-agpec cTaHUMKM ynpaBaeHus.

Mpumep co3paHua coobllecTBa private ¢ AOCTYNOM Ha YTeHWe W 3anucb M IP-agpecom cTaHuum
ynpasneHna 192.168.16.44;

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[na npocMmoTpa co3aaHHbIX CTPOK coobluecTBa n HacTpoek SNMP ncnosib3yeTca KomaHaa:

console# show snmp

SNMP is enabled.

Community-String Community-Access View name IP address
private read write Default 192.168.16.44
Community-String Group name IP address Type
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Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoiika napamempos cucmemoi 6e3onacHocmu

Ona obecneyeHns 6e30MaCHOCTM CUCTEMbI MCMNOAbL3YETCA MexaHu3m AAA (ayTeHTUOUKaumS,
aBTopu3aums, ydet). Ans wndpoBaHMUA AaHHbIX UCNONb3YETCA MexaHU3M SSH.

— Authentication (ayTeHTUdMKaLMA) — COMOCTaBAEHWE 3aMnpoca CyLLEeCTBYOWEN YYETHOW
3anucu B cucteme 6e30MacHoCTU.
— Authorization (aBTopu3auuMsA, NPOBEPKa YPOBHA [OCTyrna) — COMOCTaB/AeHME Y4YETHOW

3anuncuK B cucteme (npowealuen ayTeHTUOUKALMIO) U onpeaenEHHbIX NOJTHOMOYUNA.
— Accounting (y4€T) — cnexkeHue 3a noTpebieHneM PecypcoB NoAb30BaTe/IEM.

MpY MCNoNb30BAHMM HACTPOEK YCTPOMCTBA MO YMOJIYAHUIO MMSA NOJIb30BaTens — admin, Nnaposib He
3agaH. Maposb HasHayaeTcs nosib3oBaTenem. B ciayyae eciv naposib yTpayeH, MOXHO NepesarpysuTtb
YCTPOICTBO U Yyepes cepuiiHbIA NOPT NpepBaTb 3arpysKy, Ha*KaB Knasuwy <Esc> nnn <Enter> B TeueHue
nepBbIX ABYX CEKYHZ Moc/e nosB/AeHUs coobLieHns aBTosarpysku. OTKpoeTcs meHto Startup, B KOTOPOM
HY}KHO 3aMyCTUTb NpoLeaypy BoccTaHoBneHus naponn ([3] Password Recovery Procedure).

Ona obecneyeHns nepsBoHayanbHON 6€30MacHOCTM Mapo/ib B CUCTEME MOMHO 3a4aTb AnA
CEepPBUCOB:

— KoHconb (nogkntoueHue yepes cepuiiHbii NOpT);
— Telnet;
— SSH.

4.5.2.1 YcmaHosKa napons 058 KOHCoAuU

console (config)# aaa authentication login default Iine
console (config)# aaa authentication enable default Iine
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password console

B oTBeT Ha npurnaweHne BBeCTUM Napo/Jib BO BpemA perncrpaunm B yCTpOﬁCTBe yepe3s ceaHcC
KOHCO/11 BBEANTE Napo/ib — console.
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4.5.2.2 YcmaHosKa naposns 0n4 Telnet

console (confiqg)
console (confiqg)
console (config)# ip telnet server

( # aaa authentication login default Iine
( #

(
console (config)# line telnet
(

(

(

aaa authentication enable default line

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password telnet

B oTBeT Ha NpuraaweHve BBECTU Napo/ib BO BPEMS PErUCTPALLMM B YCTPOWCTBE Yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoeka naposs 0na SSH

console (config)
console (config)
console (config) # ip ssh server

( # aaa authentication login default Iine
( #

(
console (config) # line ssh
(

(

(

aaa authentication enable default line

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBeT Ha nMpuriaweHne BBECTM Mapo/ib BO Bpems Perncrpaumu B yCTPOMCTBe yepes ceaHc SSH
BBeguTe Naposb — ssh.

4.5.3 Hacmpolika 6aHHepa

Ons ypobcTBa aKcnyaTaumMm yCTPOMCTBA MOXKHO 334aTb 6aHHep — coobuieHune, KoTopoe byaet
BbIBOAWUTHLCA NPU NOMbITKE NOJYYEHNA AOCTYNA K YCTPOMCTBY.

console (config)# banner motd ;

Role: Core switch
Location: Objedineniya 9, str.
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5  YNPABJIEHUE YCTPOMCTBOM. MHTEP®ENC KOMAHAHOM CTPOKU

ONnA KOHPUrypuMpoBaHUSA HACTPOEK KOMMYTATOpa MCMOJIb3yeTcA YeTbipe OCHOBHbIX perkuma. B
Ka*KAOM peknume OOCTYMNeH onpeaeneHHbIn CMCOK KoMaHA. BBoa cMMBOMa «?» CNYXKUT gAs NPoCMOTPa
Habopa KOMaHZ, AOCTYMHbIX B KaXKAOM U3 PEKUMOB.

Ona nepexoga M3 oA4HOro pexnma B ,u,pyroﬁ MCNOJIb3YOTCA CnelnaibHble KOMaHAbI. I'Iepel-leHb
Cyuw,eCTByHOWMNX PEXMMOB M KOMaHA BXO4a B peXnm:

KomaHOdHbili pexcum (EXEC), paHHbIA peXum [OCTyNneH cpasy Mocne YCnewHoW 3arpysku
KOMMYTaTOpa ¥ BBOAA MMEHM No/b3oBaTens. MpuriaweHne cMcTembl B 3STOM PEKMME COCTOUT U3 UMEHM
ycTpoiictea (host name) u cumeona “>".

console>

Ecnv nma ycTpoicTBa He Ha3Ha4YeHo, TO BMECTO HEero UCnoJib3yeTca cioBo “console”.

Mpueune2uposaHHbiii KomaHOHbIl pexcum (privileged EXEC), 3TOT peMm AOCTyNneH npu Bxoae
NPUBMNErMPOBAHHOIO MOJ/Ib30BaTeNA. Bxog B pexum AoKeH OblTb 0653aTeNbHO 3aWMLLEH MAPOJIEM.
TonbKO B MPUBWUAETMPOBAHHOM pPEXMME [OCTYMHbl KOMAHAbl WM3MEHEHUA CUCTEMHbIX MNapameTpoB
KOMMyTaTopa. B npuBMAerMpoBaHHOM peXknMme B CTPOKE MPUTNalleHUs CUCTEMbI MCMOb3YEeTCA CUMBO
«#». lna nepexoga u3 pexknma EXEC B NpUBMAETMPOBaHHbIN PEXUM MOXKET ObiTb MCNONb30BaHA KOMaHAA
enable.

console> enable
enter password:
console#

Pexcum 2n06anbHo20 KoHpuzypupoeaHus (global configuration), naHHbIN peXum npegHasHauyeH
ANs 3a4aHmA obLmMX HacTpoek KommyTaTopa. KomaHabl pexkmma rnobanbHol KoHGUrypaummn gocTynHbl U3
ntoboro nogpexnma KoHoUrypaumm. Bxoa B pexmMm ocyLLecTBAAETCS KOMaHAoM configure.

console# configure
console (confiqg) #

Pexcum KoHgpuzypuposaHua uHmepdelica (interface configuration), paHHbIA  peXUM
npegHasHayeH Ana KoHurypuposaHua uHTepdeiricos (nopT, rpynna nopTtos, WHTepdeic VLAN)
KOMMyTaTopa. Bxoa B peKMm OCYLLEeCTBAAETCA U3 peXuma r106anbHOro KoHPUrypuposaHusa, ans
Karkgoro uHTepdeica cBoel KOMaHZoM (B NpUMepe HUXKe KOMaHAa ANA BXO4A B PEXMM
KoHuUrypumposaHua nHtepodeica VLAN c VID=1).

console (config)# interface vlan 1
console (config-if)#

Pexcum KoHgpu2ypupoeaHua mepmuHana (line configuration), naHHblli pexum npeaHasHayeH
Ana KOHPUrypmMpoBaHusA, cBA3aHHOTO ¢ paboTon TepmuHana. Bxoa B peXXmm OCyLLeCTBAAETCA U3 peXrUma
rno6anbHOro KOHGUIrypMpPoBaHUA.

console (config)# line {console | telnet | ssh}
console (config-line) #
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5.1 ba3oBble KOMaHAbI

KomaHOb! pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnunuya 5.1 — basoBble KOMaHAbl A4OCTYMNHblE B pexxnume EXEC

3HayeHue/
KomaHoa 3Ha4YeHue no Aeiicmeue
YMOAMYAHUIO
enable [priv] priv: (1.15)/15 MepekntounTbcs B MPUBUAETMPOBAHHDBIN Pe)KVIM (ecnun
3HayeHue He YKa3aHo — TO YpoBeHb npusuaernii 15).
login - 3aBeplueHue TeKYLLEeN CeCCUM U CMeHa Noab30BaTenNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHAJIbHYIO CECCUIO.
help i 3anpoc cnvpaBquon nHoopmaumm o pabote uHTepdeiica
KOMaHAHOM CTPOKM
show history i MokasaTb VI(iTOpVIIO KOMaHZ, BBEAEHHbIX B TeKyLwen
TEPMWUHANBHOM ceccuu.
show privilege - Moka3aTb ypoBeHb NPUBMAETUIA TEKYLLErO NONb30BaTENA.

BKNOUUTL GYHKLMIO COXPAaHEHUS UCTOPUM BBEAEHHbIX KOMAHA,

terminal histor M .
y ONA TeKYLEeN TePMUHANbHOW ceccuu.

-/ GYHKUMA BKAOYEHA

BbIkNtOUMTb  QYHKUMIO COXPAHEHUA UCTOPUU  BBEAEHHbIX

no terminal histor . o
v KOMaHZ, ANA TEKYLLEN TePMUHAIbHOWN CeCCUU.

. . L N3meHWTb pasmep bydepa MCTOPUMN BBEOEHHbIX KOMaH4, AnA
terminal history size size P P Gydep P A A A

Size: (10..216)/10 TeKyLel TepMUHANbHOM ceccuu.
no terminal history size YCTaHOBWTb 3HaY€HME MO YMOIYAHUIO.
OT06pasnTb BbIBOA, KOMaHJ, 6e3 pasfeneHua Ha CTpaHuLbl
terminal datadump -/ BbIBOA KOMaHA (pa3meneHue BbIBOAA CNPABKM NO CTPAHMLLAM OCYLLECTBAAETCA
pasaenserca no CTpOKoOIi: More: <space>, Quit: g, One line: <return>)..
. CTPaHMLAM
no terminal datadump YCTaHOBMUTb 3HaUeHMe MO YMOAYAHMIO.

show banner [motd | login |

- 0106 6 .
exed] To6pakaeT KoHobUrypaumio 6aHHepoB

KomaHObi pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT ceayowmii BUa,:

console#

Tabnunua 5.2 — basoBble KOMaHAbl, AOCTyNHble B pexume privileged EXEC

3HaveHue
KomaHoa / .
3Ha4eHue no Aelicmeaue
yMOAYAHUIO
. . . BepHyTbCA B HOPMasibHbIA PEXUM M3 MPUBUAETMPOBAHHOMO
disable [priv] priv: (1..15)/1 PHY P P P p“
(ecnv 3HaueHMe He yKa3aHO — TO ypoBeEHb NpuBUaernii 1).
configure[terminal] - MNepeinTn B perKMm KOHOUTYPUPOBAHUS.
MepeiTn B pexMm oTNaZKM (KOMaHAA AOCTYMHA TOAbKO ANs
debug-mode i P p arn ( Aa pocty o,
NPUBUAETMPOBAHHOrO NOJ/b30BaTeNs).
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KomaHObI, docmynHbie 80 8CEX perUMaxX KOHGU2ypuUpos8aHUs

3anpoc KOMaHAHOVI CTPOKU MMeeT OAUNH U3 chegyrowmx sugoB:

console#

console (config) #

console (config-line) #

Tabanua 5.3 — ba3oBble KOMaHAbI, LOCTYMNHbIE BO BCEX PEXKMMAX KOHPUIYPUPOBaAHUSA

KomaHoa 3HaveHue Aelicmeue

exit i BbIiTM M3 Ntoboro pexmma KOHPUrypupoBaHUA Ha YpoOBEHb
BbilWwe B nepapxum KomaHg, CLI.

end i BbIiiTK 13 Ntoboro pexknMma KOHOUIypMpoBaHUSA B KOMaHAHbIN
pexkum (Privileged EXEC).

do i BbINOMIHUTL KOMaHAy KomMaHgHoro yposHa (EXEC) u3 noboro
pexXnuma KoHPUryprMpoBaHus.

help - BbIBOAMT CNpaBKy NO MCMONb3yEMbIM KOMaHAAM.

KomaHObI, docmynHbie 8 21060/16HOM pexcume KOHpU2ypuposaHUsa

3anpoc KoMaHAHOW CTPOKM MMEeT CleayoWwmnin BUa;

console (config) #

Tabanua 5.4 — ba3oBble KOMaHAbI AOCTYMHbIE B PEXMME KOHOUIYPUPOBAHMSA

KomaHoa

3HayeHue

Aelicmeue

banner motd d message-
text d
no banner motd

3apaTb TEKCT coobuieHna motd (coobuieHuns Tekywero aHs), U
BK/IOYMTb BbIBOA, HA 3KPaH.

d - pasgenutens;

message-text — TeKcT coobuieHus (B cTpoke 4o 510 cMmBOOB,
obuee 2000 cMMBO/IOB).

banner exec d message-
text d
no banner exec

3ajatb TeKCT coobuwieHna exec (npumep: nonb3oBaTesb
YCMELWHO BOLEN B CUCTEMY), U BKNHOUYMTb BbIBOA Ha 3KPaH.

d - pasgenutens;

message-text — TeKcT coobuieHna (B cTpoke go 510 cMmBonos,
obuee 2000 cmmBonoB).

banner login d message-
text d

no banner login

3ajatb  TekcT  coobuweHua  login  (MHbOpPMaLMOHHOE
coobleHne, KoTopoe oTobpakaerca nepes BBOAOM WMMEHU
Nnonb30BaTeNs U NapoA), U BKAOYMTb BbIBOA, Ha SKPaH.

d - pasgenutens;

message-text — TeKCT coobLieHns (B cTpoke Ao 510 cumBonoB,
obuiee 2000 cumBonos).

KomaHObl, docmyriHble 8 pexcume KOHPU2ypuposaHUs mepmMuHana

3anpoc KOMaHAHOW CTPOKU B pPeXKUME KOHPUIYpPUPOBaHUA TEpMUHANA UMEET Ceayowmnii Bua;

console (config-line) #

Tabanua 5.5 — ba3oBble KOMaHAbl AOCTYMHbIE B PEXUME KOHOUTYPUPOBAHMA TEPMUHANA

3HayeHue/
KomaHoa 3Ha4yeHue no Aelicmeue
yMOAYAHUIO
histor BKAOUNTL  OYHKUMIO  COXPAHEHMA  WUCTOPUM  BBELEHHbIX
y KOMaHz,
-/ GyHKUMA BKAOYEHA
. BbIKNOUYUTL d)yHKLI,MIO COXpaHeHnAa UCToOpUKN BBeAEHHbIX
no history

KOMaHA,
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history size {size} (0.216)/10 N3meHnTb pasmep bydepa NCTOPUM BBEAEHHbIX KOMaHA,
no history sie h YCTaHOBWTb 3HAYEHME MO YMONYAHWIO.
BKNOUNTL BbIBOZ, NMPUBETCTBEHHbIX COOBLEHUI TUNa «motd»
motd-banner
(coobuieHun Tekywero aHa).
-/BKAIOYEH B o p "
bIKOYUTb  BbIBOL, WHGOPMALMOHHBIX coobLieHui  Tuna
no motd-banner A pmat, W
«motd».
login-banner BK/IOUMTL BbIBOA NPUBETCTBEHHbIX COO6LLEHMI login.
- -/ BK/ItOYEH —
no login-banner BbIK/OUMTb BbIBOA, NPUBETCTBEHHbIX CO0bLLEHNI login.
exec-banner / BK/110YUMTL BbIBOJ, NMPUBETCTBEHHbIX COOBLLEHNI exec.
-/ BRNtOYEH
no exec-banner BbIKNHOUYNTb BbIBOA NPUBETCTBEHHbIX COOBLLEHNI exec.

5.2  HacTtpoiKa maKpoKomaHg,

[aHHaa ¢yHKLMA NO3BONAET CO34aBaTb YHUOULMPOBAHHbIE HABOPbI KOMaHA - MaKkpOoChl, KoTopble
MOXHO BMNOCNeACTBUM NPUMEHATb B MpoLLecce KoHUrypaumum.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:
console (config) #

Tabanuya 5.6 — KomaHab! perkmma rnobanbHoro KoHGUrypupoBaHua

Komanda 3HayeHue/3HayeHue no Neiicmeue
yMOAYaHUIo

macro name [word] Co3gaeT HOBbIM Habop KOMaHZ, ecin Habop C Takum
MMEHEM CyLLeCcTByeT — nepesanncbiBaeT ero. Habop KomaHa
BBOAMTCA MOCTPOYHO. 3aKOHYUTb MaKPOC MOMKHO C

(1..32) cumeonos nomMoLublo cMMBOIa “@”. MaKcMmMasibHaa A/IMHa Makpoca —

510 cumBonos.

no macro name word YpansaeT ykasaHHbIN Makpoc.

macro global apply word (1..32) cumBonoB MpUMeHSET yKa3aHHbIM MaKpoc.

macro global trace word (1..32) cumBonos MpoBepsaeT yKasaHHbIM MaKpOC Ha BaANAHOCTb.

macro global description Co34aeT CTPOKY-AEeCKPMNTOP r106anbHOro Makpoca.

word (1..160) cumonos

no macro global description YaanaeT CTPOKy-AeCcKpunTop.

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console>

Tabnunua 5.7 — KomaHabl pexkuma EXEC

KomaHoa Aelicmeue

macro apply word MpuMeHseT yKa3aHHbI MakpoC
(1..32) cumBonos -

macro trace word MpoBepseT yKasaHHbI MaKpOC Ha BaAMAHOCTb
show parser macro [ gi_port: (1..8/0/1..24); OTtobparkaeT napameTpbl HACTPOEHHbIX MAKPOCOB Ha
description [interface te_port: (1..8/0/1..4); ycTpoicTse.
{gigabitethernet gi_port | group: (1..12);
tengigabitethernet te_port
| port-channel group}] | macro-name:
name macro-name] (1..32) cumBonos
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KomaHObI pexcuma KoHgu2ypayuu uHmepaelica

Bua 3anpoca KOMaHAHOM CTPOKM pexkMma KoHdUrypauumn nHTepdeiica:

console (config

Tabnnua 5.8 — KomaHgpb!

-1if) #

pexuma KoHpurypaumm nHtepoeiica

KomaHoa

Aeilicmeue

macro apply word

(1..32) cumBonos

Mp1MMeHAEeT yKasaHHbI MaKpoc.

macro trace word

(1..32) cumsonos

MpoBepseT ykasaHHbI MaKpPOC Ha BaNUAHOCTb.

macro description word

no macro description

(1..160) cumBonos

YcTaHaB/IMBaET CTPOKY-AECKPUNTOP MaKpoca

Ypanaet cTpoKy-Aeckpuntop

5.3

KomaHpbl ynpasneHus cuctemoit

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console>

Tabnuua 5.9 — KomaHap! ynpasneHua cuctemon B pexkume EXEC

KomaHda

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D| host} [size
size]

[count count] [timeout
timeout]

host (1..158) cumBonos;
size (64..1518)/64 baiiT;
count (0..65535)/4;
timeout (50..65535) /2000
mc

KomaHga cnyxut pana nepegaum  3anpocos (ICMP  Echo-
Request) npotokona ICMP yka3aHHOMY Y31y CETU, a TakK e ANA
KOHTpoONsA noctynatowwmx oteeTos (ICMP Echo-Reply).

-A.B.C.D -IPv4-agpec y3na cetu;

- host — LomeHHOe nms y3na ceTy;

- size — pa3mep nakeTa AnA OTNPaBKM, KosauyectBo 6anT B
nakete;

- count — KO/IMYEeCTBO NAKeTOB A/1A Nepejayn;

- timeout — Bpemsa 0XugaHuna oTeeTa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F| host}
[size size]

[count count] [timeout
timeout]

host (1..158) cumBonOB;
size (68..1518)/68 baitr;
count (0..65535)/4;
timeout (50..65535) /2000
Mmc

KomaHga cnyxut ana nepegaum  3anpocos (ICMP  Echo-
Request) npoTokona ICMP ykasaHHOMY y3/y CETH, a TaK e, ANA
KOHTpoAA nocTynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F - IPv6-agpec y3na ceTu;

- host — fomeHHOe nMA y3na ceTu;

- size — pasmep nakeTa AnA OTNPaBKW, Ko/au4vecTBo 6aiT B
nakerte;

- count — KOANYECTBO NaKeToB ANA Nepefayu;

- timeout — Bpema oXnaaHuA oTBeTa Ha 3anpoc.

traceroute ip {A.B.C.D [host}
[size size]

[ttl ¢t

[count count] [timeout
timeout] [source ip-address]
[tos tos]

host (1..158) cumBonos;
size (64..1518)/64 baitr;
ttl (1..255)/30;
count (1..10)/3;
timeout (1..60) /3 c;
tos(0..255)/0

OnpeaeneHne maplpyta Tpaduka [0 y31a Ha3HayeHus. -

A.B.C.D - IPv4-agpec y3na cetu.

- host — fomeHHOe nms y3na cety;

- size — pa3mep naKkeTa ANsa OTNPaBKM, KO/AM4yecTBO 6anT B

nakete;

- ttl — MmakcMManbHOE KOIMYECTBO Y4aCTKOB B MapLUpyTe;

- count — KOAMYECTBO MOMbITOK MepeAayn naketa Ha KarKaom

Yy4acTKe;

- timeout — Bpemsa 0XXuaaHua oTBeTa Ha 3anpoc;

- source — IP-agpec nHTepdeiica KommyTaTopa, UCNOb3yeMblit

[ONA nepefayy NakeTos;

- tos — TMN cepBuca, NepeaBaemblii B 3arosoBKe npoTokona IP.

OnucaHne oOwWKNGOK NPU BbINOJHEHUM KOMAHA U

V pesynbTaToB NpuBeaeHo B Tabnumuax 5.11, 5.12
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traceroute ipv6

{A.B.C.D.E.F| host} [size size]
[ttl tt/]

[count count]

[timeout timeout] [source ip-
address]

host (1..158) cumBon08B;
size (66..1518)/66 Baii;
ttl (1..255)/30;
count (1..10)/3;
timeout (1..60) /3 c;
tos(0..255)/0

OnpepeneHne mapuwpyta Tpadpuka [0 y3na HasHayeHua. -
A.B.C.D.E.F - IPv6-agpec y3na ceTn.

- host — fomeHHOe MMA y3na ceTu;

- size — pasmep nakeTa ANA OTNPaBKM, KoauyecTBo 6GaiT B
nakere;

- ttl — maKcMmanbHOe KONIMYECTBO Y4aCTKOB B MapLUpyTe;

- count — KONMYeCcTBO MOMbITOK Mepefayn NakeTa Ha KaXKAom
yyacTke;

- timeout — Bpema oXnAaaHWA oTBETa Ha 3aMNpoc;

- source — IP-agpec uHTepderica KomMyTaTopa, UCNO/b3yeMbIi

{A.B.C.D| host} [port]
[keyword1...]

[tos tos]
ONA nepefayum NakeTos;
- tos — TMN cepsuca, NnepesaBaemblii B 3arosoBke NpoTokona IP.
OnucaHne owWMW60K NpPU BbLINOSIHEHUM KOMAHA, WU
V pe3ynbTaToB NpuBegeHo B Tabauuax 5.11, 5.12
OTkpbiTve TELNET-ceccumn gns yana cetu.
- A.B.C.D -IPv4-agpec y3na cetu;
telnet - host — fomeHHOe ums y3na ceTu;

host (1..158) cumBonoB;
port (1..65535)/23

- port — TCP-nopT, no KoTopomy paboTtaeT cny:kba Telnet;
- keyword — kntoueBoe cnoBo.
71 Onucanue cneumanbHbix KomaHa Telnet n kntouesbix

resume [connection]

(1..4)/nocnegHss
yCTaHOB/IEHHasA ceccun

cnoB npusegeHo B Tabanuyax 5.13, 5.14
MepekntoyeHne Ha gpyryto yctaHosneHHyto TELNET-ceccuto.
- connection — Homep ycTaHoBNeHHOM telnet-ceccum.

OTobparkaeT MHGOPMaLMIO O COCTOSHUM CTEKa.

[unit unit]

show switch [number] Number: (1 .. 8)

Number — Homep cTeka.
show cpu counters - MpoCcMOTP CYETUYMKOB NAKETOB LEHTPA/IbHOIO NpoLLeccopa.

OT0b6parkeHne nHbOpMaLMM O NOb30BATENAX, UCMO/b3YHOLWLMX
show users - P . bopma, ’ yiot

pecypcbl yCTpocTBa.

. OtobparkeHne MHoopmaumnm 06 oTKpbITbix TELNET-ceccuax k
show sessions - o
yZaNeHHbIM YCTPOCTBAM.
OTobparkeHne cuctemHol MHGOPMALLMM KOMMYTaTOPA.
- unit — HOmep YyCTpoOWCTBa B CTeKe (41A KOMMYTATOpa,
show system (1.8)/ paboTalolero B aBTOHOMHOM peXuMme, MapameTp He
[unit unit] - ncnonbsyercs).
’ Mapametp [unit unit] npu BbiNONHEHMM KOMaHAbI
H AOCTYNEH TONbKO B PeXKUMe CTEKMPOBAHUA.
. OTtobpakeHne TeKylleln BepcunM CUCTEMHOrO MPOrPamMHOroO
show version - P yu P . porp
obecneyeHus, paboTatoLLero Ha ycTpomncrae.
show system resources
. - OTobparkeHne pazmepa Tabanubl MapLwpyTU3aLmMK.

routing

OTobparkeHue 3arpy3kun pecypcos namatm TCAM (TpexmepHas

aapecyemas namaTb).

e . - unit — Homep ycTpoWcTBa B CTeKe (4ns KommyTtaTtopa
show system tcam utilization pyerp (A yTatopa,
(1..8)/- paboTatollero B aBTOHOMHOM  peXxume, MapameTp He

ncnonbsyerca).
Mapametp [unit unit] npu BbINONHEHUM KOMaHAbI
. [AOCTYNEH TONbKO B PEKMME CTEKMPOBAHUA.

KomaHObi pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKK B pexxkume privileged EXEC nmeeT cnegytowmin BUA:

console#

Tabnnua 5.10 — KomaHabl ynpasneHus cuctemon B pexkume privileged EXEC

KomaHoa

3HayeHue/ 3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

reload [slot stack--number]

stack-number: (1..8)

KomaHaa cnyut ans nepesanycka ycTpoicTsa.
stack-number — Homep ycTpolicTBa B cTeKe.

show cpu utilization

OTobparkeHne CTaTUCTMKM MO YPOBHIO 3arpy3kM pecypcos
LeHTpaNbHOro npoLeccopa.
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OTo6pakeHne CTaTUCTUKM MO CKOPOCTU BXoAALWMX bpeiimos,

show cpu input-rate i obpabaTbiBaeMbIX MPOLECCOPOM.

show cpu input-rate OTtobparkeHne CTaTUCTUKM MO CKOPOCTM BXOoAAWMX dpeirmos,
detailed obpabaTbiBaembIX MPOLECCOPOM MO TUMY TpadmKa.

OTobpaskeHMe OrpaHUYeHWid MO CKOPOCTU A/A  BXOAALMX

show cpu rate-limits - o
dperimos, 0bpabaTbiBaeMbIX MPOLLECCOPOM.

OTobparkeHMe CTAaTUCTMKM MO YPOBHIO 3arpysku pecypcos
LLEHTPa/IbHOro NpoLeccopa ANA KaXK40ro npouecca.

show tasks utilization -

clear cpu counters - OB6HyNIeHME CYETYMKOB NAKETOB LIEHTPaIbHOro NPOoLLeccopa.

OTtobparkeHne WHPOPMALUM  CUCTEMHOW  MAEHTUDUKALMM

yCTpOMCTBa.
show system id - unit' — Homep YCTpoiicTBa B CTeKe (mnA KommyTaTopa,
[unit unit] (1..8)/- paboTatowiero B aBTOHOMHOM pPeXWMe, MapamMeTp He
ncnonb3yercs).
Napametp [unit unit] npu BbINONHEHUMM KOMaHADI
H BAOCTYNEH TO/IbKO B PeXXMMe CTEKUPOBaHMUA.
show system defaults OTtobparkeHne 3aBOACKMX HAaCTPOEK YCTPOMCTBA
[{management|ipv6|802.1x|
port|fdb | multicast| port-
mirroring | spanning-
tree|vlan|voice- )
vlan|network-security| dos-
attacks | ip-addressing| qos-
acl }]
show system resources OTo6parkaeT MHGOPMALMIO CUCTEMbI O MapLLpPYyTU3aLUU
routing . pecypcos.

OTobparkaeT ucnonbsosaHne TCAM (Ternary Content

show system tcam utilization -
v Addressable Memory)

. Mpumep MCcNoNb30BaHMA KOMaHAbI traceroute:

console# traceroute eltex.com

Type Esc to abort.
Tracing the route to eltex.com (148.21.11.69)
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * * *

Tabanua 5.11 — OnucaHMe pe3ynbTaToB BbIMNOAHEHUA KOMaHAbI traceroute

lMone OnucaHue
1 MopAAKOBbIN HOMEP MapLIPYTM3aTopa B NMYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBOe MMA 3TOro0 MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplpyTtusaTopa.

Bpems, 3a KoTopoe naket 6bln nepeaaH v BEPHYJ/CA OT MapLpyTM3aTopa.

0 msec 0 msec 0 msec .
YKa3blBaeTCs 4N1A KaXKAoM NonbITKW nepeaayun nakera.

Mpwu BbINOAHEHWUW KOMaHAbI traceroute MoryT NPoOn3oNTU OWNBKM, onncaHne olWMbOoK NpuseaeHo B
Tabnuvue

Tabnnuya 5.12 — OWwmnbKM Npu BbINOJHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TamayT Npu NonbITKe Nepegayun nakera.
? HeunsBecTHbIM TN NakeTa.
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ALSMUHUCTPATUBHO HegocTyneH. OBbIYHO NPOUCXOAUT NPU BAOKMPOBaHUK
ncxoaawero TpaduKka no npasunam B Tabamue goctyna ACL.

>

TpebyeTca ¢pparmeHTaLma n yctaHoBKa 6utos DF.

Y3en ceT HegoOCTyMeH.

CeTb HegoCTynMHa.

lpoToKON HegoCTyNeH.

MCTOYHMK NnogasneH.

McTekno Bpema noBTOpHOM cbopKM pparmeHTa.

OwwmbKa ncxogaLLero mapLupyTa.

cCluo|m|(LlO|2|T | ™M

MopT HeaocTyneH.

MporpammHoe ob6ecnevyeHne Telnet kommyTtaTtopoB MES3000 noanep:KuBaeT cneumasibHble
KOMaHAbl — GYHKUMW KOHTPOAS TepMuHana. [na Bxoda B pPeXuUM CreuuasibHbIX KOMaHg BO Bpems
akTuBHOM Telnet-ceccnmn ncnosbsyetca KOMbMHauusA Knasuu Ctrl-shift-6.

Tabnuua 5.13 — CneumanbHble KomaHabl Telnet

CneyuanobHaa KOMAaHOd Ha3HayeHue
AN b Mepepatb no telnet paspobiB coeguHeHuUA.
AN MepeaaTtb no telnet npepsiBaHune npouecca (IP).
AN h Mepeaatb no telnet ynaneHme cumsona (EC).
AN o MepeaaTtb no telnet npekpalueHue BbiBoga (AO).
Ant Mepepatb no telnet coobueHne «Are You There?» (AYT) ana KoHTpons
NOAKNIOYEHMA.
ANy Mepeaatb no telnet ctpaHue ctpoku (EL).
AN x Bo3BpaT B peXXMm KOMaHAHOM CTPOKMU.

TaK*Ke BO3MOXHO UCNO/Ib30BaHMeE A0NOJAHUTENbHbIX OI'ILI,MI‘;1 npu OTKPbLITUN Telnet-ceccuu:

Tabnunua 5.14 — KntoueBsble c10Ba, UCMOb3yeMble NpU OTKpbITUK Telnet-ceccuu

Onyusa OnucaHue
/echo JloKanbHO BKAtOYAET PYyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCO/b).
/quiet He gonycKkaeT BbIBOA, BCEX COODLLEHMI NporpaMMHoro obecneveHus Telnet.
/source-interface OnpeaensneT UHTEPDENC-UCTOYHMUK.

BkntoyaeT 06paboTKy NOTOKa, KOTOPbIN paspellaeT HesawuweHHoe TCP-
coeamHeHWne 6e3 KoHTpons nocnesoBatenbHocTelt Telnet. MoTokoBoe coeanHeHne
/stream He obpabaTbiBaeT Telnet-onumm U MoOXKeT NCNOb30BaTbCA ANA NOAKIOYEHUSA K
nopTam, Ha KOTOPbIX 3anyLeHbl Nporpammbl KonnposaHusa UNIX-to-UNIX (UUCP)
nmnbo apyrue NpoToKoNbl, He ABastowmeca Telnet-npoTokonamu.

KomaHObI 0docmyrniHbie 8 pexcume 2106a71bH020 KOHPU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKK B pPeXKMME r106anbHOro KOHGUIYpUpPOBaHUA UMEET CNeayIOLNIA BUA:

console (config) #

Tabnnuya 5.15 — KomaHabl ynpaBaeHUs cUCTEMOW B peXXume rnobanbHoro KoHGUrypmpoBaHus

3HayeHue/ 3Ha4yeHue no »
KomaHoa Aelicmeue
YMOAYAHUIO
hostname name (1..160) cumBonos/- KomaHgza cny»kut gns 3agaHusa ceTeBoro MMeHu yCTPoMCTBa.
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no hostname

BepHyTb ceTeBoe nms yCTpOl‘;ICTBa B 3Ha4YeHne No ymon4yaHuio.

stack master unit unit

(1..2)/ HeT Beayuiero

HasHaueHMe BeayLLEero ycTponcTBa B CTEKe.
[aHHaa KOMaHAa AOCTYNHA TO/IbKO B PEXUME CTEKMPOBAHUSA.

no service cpu-input-rate

3 yCTponcTBa
no stack master unit YCTaHOBWTb 3HAYEHME NO YMOYAHUIO.
stack display-order top
{unit | master} bottom OTobparkaeT COCTOAHME CTeKa.
{unit | master
service PaspewnTb yCTPOMCTBY NPOrPamMMHO U3MEPATb YPOBEHb
cpu-utilization 3arpy3Ku pecypcos LieHTpaibHOro NpoL,eccopa KommyTaTopa.
-/enabled
no service 3anpeTuTb YCTPOWCTBY NPOrPaMMHO  UM3MepATb YpPOBEHb
cpu-utilization 3arpysKu pecypcoB LieHTpanbHOro npoL.eccopa KommyraTtopa.
PaspewnTb YCTPOWCTBY MNPOrPaMMHO W3MepATb CKOPOCTb
service cpu-input-rate Bxoaawmx  ¢pelrimos, obpabaTbiBaeMbIXx  LLEHTPaNbHbIM
) npoLeccopom KommyTaTopa.
-/disabled

3anpetuTb YCTPOMCTBY MNPOrPaMMHO M3MepATb CKOPOCTb
BXoAAlWMmMX  ¢pelimosB, obpabaTbiBaemMbiX  LLEHTPa/ibHbIM
NpoLEeccopom KommyTaTopa.

service cpu-rate-limits
traffic limit pps

traffic: http, telnet, shh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu, other-
bpdu, dhcp-snooping, web-
auth, igmp-snooping, mld-
snooping, sflow, log-deny-
aces, ptp, other

YCTaHOBKA OrpaHWYeHUn CKOPOCTU BXoAsAwMx dpenmos ans
onpegeneHHoro Tmna Tpaduka.
- Pps - nakeToB B CeKyHAy.

no service tasks-utilization

pps: 8..1024
Pa3spelwnTtb YCTPOMCTBY NPOrpaMMHO WM3MepATb YPOBEHb
service tasks-utilization 3arpysku pecypcoB LLEHTPaAbHOro Mpoueccopa KommyTtaTopa
/disabled [ONA Ka¥A0ro CUCTEMHOTO npoLiecca.

3anpeTuTb YCTPOWCTBY MPOTPaMMHO W3MepPATb YPOBEHb
3arpysKu pecypcoB LeHTPasbHOro MpoLeccopa KoMmyTatopa
N5 Ka¥KA0ro CUCTEMHOTO npouecca.

system resources routing
routes hosts interfaces

routes: (20..128)
hosts:(20..800)
interfaces: (2..512)

YcTaHoBKa pasmepa TabauLbl MapLpyTM3aumm.

- Routes — maKcMManbHoe KOIMYECTBO YAaNeHHbIX ceTel;

- Hosts — maKkcMMaibHOe KOIMYeCTBO NOAK/THOYEHHBIX XOCTOB;
- Interfaces — makcumanbHoe Konnyectso IP-uHTepdeicos.
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Iﬂ,aHHbIl\/‘i KOMMNEeKC KOMaHA npeaHa3sHayeH AnAa Toro 3agaHuA MWHUMANIbHOM CNOXHOCTU naponAa, a

TaKXe ANnAa 3agaHnA BpemMeHu AeVICTBMﬂ naponA.

KomaHabl ana HacTpoMKKM napameTpoB A 3a4aHUA Naponen

KomaHObI docmynHbie 8 pexcume 27106as16H020 KOHGU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKU B peXKUMe r106anbHOro KOHOUIypupoBaHUa MMeeT CAeayoLWniA BUA,:

console (config) #

Tabanua 5.16 — KomaHAabl ynpaBieHUa CUCTEMON B pexknme rnobanbHOro KOHGUrypupoBaHus

KomaHoa

3HayeHue/ 3HayeHue no
YMOMYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/0 gHeit

3afaeT Bpems KU3HU naponeit. Mo ucteyeHunto 3agaHHoro
CpoKa byfeT npea/ioKeHo CMeHUTb Naposb. 3HaveHue 0
rOBOPUT O TOM, YTO BPEMSA }KU3HW Naposieid He 3aaHo.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

passwords complexity

-/disabled

BktouaeT orpaHuyeHme Ha Gopmat napons.
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enable

passwords complexity min-
classes value

no passwords complexity
min-classes

Bkntouaet orpaHuvyeHue, 3agarvouiee MMHMManbHOe
KO/INYeCTBO K/s1aCCoB CMMBONOB (CTpOLIHbIe 6yKBbI, 3arnasHble

Value: (0..4)/3 6YKBbI, UMOPbI, CUMBOJIbI).

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

passwords complexity min-
length value

no passwords complexity
min-length

BK/ItOYaEeT orpaHUYeHne Ha MUHUMANbHYIO A/IMHY Napons.

Value: (0..64)/8
BoccTaHaB/MBaeT 3HaUYEHUE Mo YMOYaHMIO.

passwords complexity no-
repeat number

no password complexity
no-repeat

BkitoyaeT orpaHunyeHue, 3agalolee MakCMmanbHoe
KO/IM4ecTBo nocnenosate/ibHO NOBTOPAKOWMXCA CUMBO10B B

Number: (0..16)/3 HOBOM MapoJe.

BoccTaHaBnmBaeT 3HavYeHMe No YMOIYAHMUIO.

passwords complexity not-
current

3anpeLaeT Npu CMeHe Napo/iA UCNONb30BaTh B KayecTse
HOBOFO CTapbIi.

no passwords complexity
not-username

- -/enabled
no passwords complexity o
Pa3speluaeT cnonb30BaTh CTapblii NapoJib NPU CMEHE.
not-current
passwords complexity not- 3anpeLyaeT UCNoNb30BaTb B KAYECTBE Naposia UMsA
username nonb3oBaTens.
-/enabled

Pa3pelaetT ucnonb3oBaThb B Ka4yecTBe Napona umsa
nonb3osBaTenA.

Tabnunua 5.17 — KomaHabl ynpasneHus cuctemon B pexkume Privileged EXEC

KomaHoa

Aelicmeue

show passwords
configuration

OTobparkaeT MHGOpMaLMo 06 OrpaHUYEHMAX HA NAPOAU.

5.5

Pabora c paitnamu

5.5.1 OnucaHue apaymeHmMoe KOMaHO

Mpu ocylecTBNeHNN onepaunin Hag dainamm, B KauecTBe apryMeHTOB KOMaHZ BbICTyMnatoT agpeca
onpeaenvTeny MeCTOHAXOMXKAEHUA pecypca.

URL -

OnucaHne KAK4YeBbIX CNOB,

onepaumax, npueeaeHo B Tabaunue 5.12.

Tabnumua 5.18 — Cnrcok KAtoYeBbIX C/I0B U UX ONUCaHWe

Knrouesoe cnoeo

OnucaHue

flash://

McxodHbld  agpec WAM agpec MecTa HasHauyeHus A/1A SHeproHe3aBMCcMMON NamATw.
JHeproHesaBMcKMMasn NamaTb UCMOb3YeTCA No yMoNYaHuto, ecamn agpec URL onpegeneH 6e3
npedukca (npedurcamm asnatotcs: flash:, tftp:, scp:...).

running-config

dalin Tekylwen KoHOUrypaumm.

startup-config

®aiin nepBoHaYanbHOM KOHGUrypaumu.

Ecnu ucxopHbiv Gpainn — gaHHbI 06pas akKTUBHbIN.

image . N o
Ecnv ypaneHHbi Gpain — gaHHbIM 06pas He aKTUBHBIN.

boot 3arpysouHbivi dana.
NcxoaHbIN aapec nm aapec mecTta Ha3Ha4yeHuA ansa TFTP-cepsepa.

tftp:// Cuntakcuc: tftp://host/[directory] /filename.

’ host — moeT 6biTb IPv4-agpecom, IPv6-agpecom MAM ceTeBbiIM MMEHeM YCTPOMCTBA,

directory — kaTanor, nanka, filename — uma daina.

xmodem: UcxoaHbi agpec dpaitna npy Mcnosb3oBaHMM NpPoToKona X-modem Mo nocnenoBaTesibHOMY

coeaAnHEHUIo.

unit://member/ startup-
config

KoHourypaumoHHbIi daiin, ucnosibayembiii Npu 3anycke yCTPOMCTBa.
member — MOXeT 6biTb IP-afpecom uan ceTeBbiIM UMEHEM YCTPOWCTBA B CTEKE.
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unit://member/ image

®aiin cuctemHoro MNO Ha ycTpoicTBE MAM HA OAHOM U3 YCTPOMCTB CTeKa. [ KonupoBaHua ¢
BEAYLLEro yCTPOWCTBA Ha BCE OCTaslbHble MOAY/IN MOXKHO B 3/IeMeHTe member UCnonb30BaTb
«*».

member — MoXeT 6biTb IP-af4pecom Uan ceTeBbIM MMEHEM YCTPOMCTBA B CTEKeE.

unit://member/ boot

3arpy3o4Hblin daiin Ha yCTPOMCTBE UM HA OAHOM M3 YCTPOWCTB CTeKa. [Jas KonMpoBaHUA ¢
BeAyLLEero yCTpoOWCTBa Ha BCe OCTasIbHble MOAYN MOXKHO B 3/leMeHTe member UCcnonb3oBaTb
«*».

member — moxKeT 6biTb IP-aApecom unv ceTeBbiM UMeHeM YCTPOIMCTBA B CTeKe.

lycToe MecTo HasHayeHus Aaa Konui nam eainos. MoKHO KONUPOBATb yaaNneHHbil ¢aiin K

null:
nycTomy yKasaTesto, 4Tobbl onpesennTb ero pasmep.
logging ®aiin c uctopmein KomaHa,
unit://member/ backup- PesepBHbIii pann KoHOUIypaLnm Ha YCTPOMCTBE MAM Ha OAHOM U3 YCTPOMCTB CTEKa.
config member — MOXeT 6biTb IP-aApecom Uan ceTeBbiM UMEHEM YCTPOMCTBA B CTEKeE.

5.5.2 KomaHObI dna pabomeli ¢ paiinamu

KomaHgapl ana pabotbl ¢ dannamm gOCTYNHbI TOJIbKO NPUBUIErMPOBAaHHOMY NOJ/1b30BATENIO.

3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cnegytowmin BuA;:

console#

Tabnnua 5.19 — KomaHgb! ans pabotbl ¢ pannamm B pexkume Privileged EXEC

KomaHoa

3HaueHue Aeiicmeue

copy source-url
destination-url [snmp]

copy source-url image

copy source-url boot

copy source-url running-
config

copy source-url startup-
config

copy running-config
destination-url

copy startup-config
destination-url

KonupoBaHne ¢aina w3 MeCcTONoJIOKEHUA UCTOYHMKA B
MEeCTOMO/OXKEHME Ha3HaYeHUA.

- SNMpP — UCNOJ/Ib3YEeTCA TObKO KOrAa KonnposaHue
ocyuectenserca us/s startup-config. Cneunduumpyer
MUCNONb30BaHWE UCXOLHOrO afpeca Uau agpeca mecTa
Ha3HauyeHusa B popmate SNMP;

- source-url — mecTononoxeHue Konupyemoro ¢anna;

- destination-url — agpec mecta HasHauyeHus, Kyaa dann byaer
CKOMUPOBaH.

source-url:

KonuposaHne ¢aiina cuctemHoro MO ¢
(1..160) cumsonos;

3HeproHe3aBUCMMYIO NaMATb.

cepsepa B

KonuposaHue  3arpysouyHoro  ¢aina c

SHeproHesasnCMMyto NamaATb.

destination-url: cepsepa B

(1..160) cumBonos;
KonupoBaHue daina KoHOUrypauum ¢ cepsepa B TeKyLLyHO

KOHOUrypaumio.

KonuposaHne  ¢aina  KoHourypaumm c
nepBoHaYanbHY KOHGUIypaumio.

cepsepa B

CoxpaHeHwue TeKyLei KoHGUrypaLum Ha cepeepe.

CoxpaHeHWe NepBoOHa4YaNbHOW KOHOUIypaLmu Ha cepaepe.

copy running-config
startup-config

CoxpaHeHWe TeKkylweil KOHOUIypauunm B MepBOHAYa/bHYHO
KoHbUrypauuio.

copy running-config file

CoxpaHeHue TeKyllei KOHOMIypauum B 3aZaHHbI pe3epBHbIN
daiin KoHdUrypauum.

copy startup-config file

CoxpaHeHWe nepBOHayYaAbHOM KOHOUIypauuM B 33JaHHbIN
pe3epBHbIN dain KoHdUrypauum.

copy running-config
backup-config

CoxpaHeHue TeKywehn KoHdurypauum B pesepBHbi  ¢aiin
KoHbUrypaumu.

copy startup-config
backup-config

CoxpaHeHWe MepBOHaYasbHOM KOHOUrypaumMm B pe3epsHbIi
daiin KoHdpuUrypauum.

dir

- OTobparkaeT cnUCoK ¢ainos Bo GpA3W-NamaTi

more {flash://<file> |
startup-config | running-

OTobparkaet cogepkumoe daiina.

<file> - (1..160) cumBonos X -
- startup-config — oTobpakaeT cogepxumoe dalina
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config | mirror-config |
<file>}

nepBoHaYaibHOW KoHdUrypauuuy;

- running-config — oTobparkaeTt cogepxumoe dalina Tekyuien
KoHbUrypauuu;

- flash:// — oTo6paaeT dainbl c USB flash-Hakonuteneis;

- mirror-config — oTobpaxaeT cogepxumoe paiina Tekylen
KOHbUrypauum c 3epkana;

- file — ums daina.

daiinbl otobpaxkatorca B popmare ASCII, 3a
e UCKAOUYeHnem image, KoTopble oTob6parkatoTca B
wecTHaguatepuyHom popmare.
* prv daiinbl He oTobparkaloTca.

delete url

YaaneHnue dpaiina c Gasw-namaTm ycTpomcTaa.
daiinbl *.prv, image-1 u image-2 He moryT 6bITb yaaneH.bl.

delete startup-config

YaaneHusa ¢aitna nepsoHayvanbHOM KOHGUrypauuu.

boot system
[unit unit] {image-1|

Onpepenset ¢anin cuctemHoro MO, KoTopbli ByaeT 3arpy:eH
npw 3anycke.

image-2} unit (1..8) - unit — HOMmep ycTpoWcTBa B CTeKke (g8 KommyTaTopa,
paboTalolwero B aBTOHOMHOM  peXume, MapameTp He
ncnonbsyerca).
OTobpaxaer coaepnumoe daiina nepBoHayasibHOM

show { startup-config

| running-config}

[aaa] acl| dhcp| eaps|
ip-address| channel-
group| multicast|
management| selective-
ginq| gos| routing|
snmp| sntp| syslog|
spanning-tree| vlan|
interfaces
[gigabitethernet gi_port
| tengigabitethernet
te_port | port-channel
group| vlan vlaniD]]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);
group: (1..12);
vlanID (1..4094)

KoHbUrypauum (startup-config) mnm Tekywen KoHbUrypauum
(running-config).

Ona ymeHblweHna obbema oTobpaxKkaembiX AaHHbIX BO3MOXKEH
BbIOOP OZHOIO M3 Pa3AenoB KOHOUIypaumu.

MepeyeHb CyLLecTBYOWMX Pa3genos KoHOUrypauum:

- aaa — HaCTPOWKM NapaMeTpOB aBTOPM3aLMK, ayTeHTUdUKaLUK
n yueta (AAA);

- acl — KoHOUrypauma cNUcKoB AOCTYNa;

- dhcp — KoHUrypauus DHCP-cepsepa, yHKumnm DHCP relay;

- eaps — KoHdurypaumsa npotokona EAPS;

- ip-address — KoHduUrypauus IP-uHTepdeincos;

- channel-group — KoHdurypauus rpynn noptos (port-channel);

- multicast — KoHdUrypaLma MHOToaapPecHO MapLIpPyTU3aLUK -
IGMP-proxy, IGMP snooping;

- management — KOHUrypaLms ynpasieHus n gocTtyna K
YCTPOWCTBY - cepBucoB web, ssh, telnet;

- selective-qing — KoHduUrypauma ¢yHkuum Selective Q-in-Q;

- qOS — KOHdUrypaLmsa NapameTpoB KayecTsa 0b1yxnsaHua QoS;
- routing — KOHOUIypaLMa CTaTUYECKOW MApLUPYTU3aLLMMK,
npoTtokonos RIP, OSPF;

- snmp — KoHOUrypauma npotokona SNMP;

- sntp — KoHoUrypauma npotokona SNTP;

- syslog — KoHUrypauwms syslog;

- spanning-tree — KOHUrypaLma NPOTOKOI0B CEMENCTBA
Spanning Tree;

-vlan — KoHurypaums VLAN;

- interfaces — KoHPUrypauma HTepdeicoB KommyTaTopa -
dusnyeckux nHtepdeincos, rpynn nHtTepodeicos (port-channel),
VLAN-uHTepdelicos.

show bootvar [unit unit] MokasbiBaeT aKkTMBHbIN  ¢daitn  cuctemHoro O, KoTOpbIv
YCTPOMCTBO 3arpy»aeT npu 3anycke.
- unit — HOMep ycTpoicTBa B CTeKe (418 KOMMYyTaTopa,
unit (1..8) paboTalolwero B aBTOHOMHOM  peXuMe, napameTp He
ncnonbsyetcs).
Mapametp [unit unit] npu BbINONHEHUM KOMaHAbI
,’ AOCTYNEH TO/IbKO B peXXUMe CTEKMPOBAHUA
write [memory |terminal] CoxpaHeHwue Tekylel KoHduUrypauumn B $aiin nepBoHayasbHOM
KoHbUrypauuu.
rename url new-url MN3meHeHne nmenu daiina.
url: (1..160) url — Tekywee umsa daina;

new-url — HoBoe nms daina.
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CyLLecTBYIOT HEKOTOpPbIe HeAoNyCTMMbIe KOMBMHAL MM MEeCTONONOMXKEHHUA N MmecTa
ol Ha3HauyeHuA. Henb3a KonupoBaTtb B CAeAyIOWMNX CAyYanX:

ecnm ucxogHbi gaiin u ¢aiin HasHaueHNa — 0OgUH U TOT XKe dpain;

xmodem He moxKeT 6biTb agpecom HasHauveHuA. Mo X-modem c agpeca
UCTOYHMKA daitn moxKeT 6biTb CKONUPOBAH TOJIbKO B ¢aitn cuctemHoro MO,
B 3arpy30u4Hblit ¢paiin uam B null;

cepBep TFTP He moKeT 6bITb a4pPecom UCTOYHMKOM U afpecom HasHaueHUs
BANA 0AHOI KOMaHAbI KONUPOBAHUA;

*_prv ¢painbl He MoryT 6bITb CKONMMPOBAHDI;

KonupoBaHMe K/OT YCTPOMCTB CTeKa, paboTalowmx B BEAOMOM peXUME,
BO3MOXKHO TO/IbKO anA daitna cuctemHoro MO m 3arpy3ouHoro daiina.

Tabaunuya 5.20 - OnucaHme NPU3HAKOB KOMMPOBAHMSA

lpusHak

OnucaHue

BockMuaTeNbHbIV 3HaK 03HAYAET, YTO NPOLLECC KOMMPOBaHUA UAET YCMEeLHO.
KarKablii BOCKNMLLATENbHBIN 3HAK YKa3blBaeT Ha YCMeLHyo nepeaayy AecaTu
nakeToB (512 6aliTOB KaxKabli).

Touka 03HavaeT, 4YTo npoLecc KoNMPoBaHUA NpepBaH. HECKOIbKO ToYeK NoapAas,
O3Ha4aeT, YTOo B Npouecce KONMpoBaHMA BO3HUKNA owmnbKa.

[pumepbl UCN01b308AHUA KOMAHO.

Ypanutb ¢ann test U3 sHeproHe3aBUCMMON NaMATH:

console# delete flash: test
Delete flash:test? [confirm]

Pe3ynbTaT BbINOSIHEHUA KOMaHAbI: NOC/E NOATBEPKAEHUA daitn byaeT yaaneH.

5.5.3 KomaHObI 0514 pe3epsuposaHus KOHgu2ypayuu

B fgaHHOM pasgene onucaHbl KOMaHApbl, NpeAHasHayYeHHble AN HACTPOWMKWM pe3epBMPOBaHMA
KOHPUrypaLmm no TakiMepy UAN NPU COXPaHEHUN TeKyLlen KoHourypaumm Ha flash-Hakonutene.

KomaHObI docmynHbie 8 pexcume 27106a716H020 KOHGU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKU B peXKUME r106anbHOro KOHOUIYPUpPOBaHUA UMEET CAeayIOLWNIA BUA,:

console (config) #

Tabanua 5.21 — KomaHAapbl ynpaBieHNa CUCTEMON B pekmnme rnobanbHoro KoHGUryprposaHua

KomaHoa

3HayeHue/ 3Ha4yeHue no

elicmeue
YMOAYAHUIO A

backup server server

no backup server

YKa3aHue TFTP-cepBepa, Ha KOTOpbIi ByaeT Npon3BOAUTLCA
pe3epBupoBaHMe KoHPUrypaumm. CTpoka B popmare
«tftp:/ /XXX XXX XXX XXX ».

YpaneHue cepsepa Ans pe3epBUpoBaHUA.

server: 1..22 cumB0O/0OB

backup path path

no backup path

YKaszaHue nyT1 pacnonoxkeHus daiina Ha cepsepe v npedukca
daiina. Mpu coxpaHeHnn K npeduKkcy byaeT obasnatbea

path: 1..128 cumBosios
TeKywan Aata v Bpems B dopmare rrrrMmaaq4mMmcc.

YfaneHue nytm Ans pesepsupoBaHu.

backup time-period timer

no backup time-period

YKasaHne npomeKyTKa BpemeHU, N0 UCTEYEHUN KOTOPOro

timer: 1..35791394 6yAeT OCyLecTBAATLCA aBTOMATUYECKOE pe3epBnpoBaHune
MWH/720MU1H KoHbUrypauuu.

BoccTtaHaBnvBaeT 3HaYeHMe No yMOAYaHUIO

backup auto

disabled BKNtOYEHME aBTOMATUYECKOTO pe3epBUpPOBaHUS
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KoHbUrypauuu.
no backup auto YcTaHOBKa 3Ha4YeHMA N0 YMONYaHUIO.
. Bk/itoueHWe pe3epBMpPOBaHMA KOHUTYpaLLMM NPU COXPAHEHUN
backup write-memory . pesepsup puryp P P
disabled nonb3osaTenem KoHdurypaumum Ha flash-HakonuTens.
no backup write-memory YCcTaHOBKa 3HAY€HUA NO YMOHAHUIO.

Tabnnuya 5.22 — KomaHabl ynpasneHus cuctemont B pexkume Privileged EXEC

KomaHoa Aelicmeue

show backup OTobparkaeT MHPOPMALMIO O HACTPOWKaxX Pe3epPBMPOBaHUA KOHOUIypaLmMm

5.5.4 KomaHObI 013 aemomamu4vecko20 06Ho8neHUA U KOHGU2YpUupoeaHus

ﬂpouecc asmomamuyecko20 06Ho81eHUs

KommyTaTop 3anyckaeT npoLecc aBTomMaTuyeckoro obHosneHus 6asupyolminca Ha DHCP (go
npouecca aBTOMaTUYECKOW KOHOUIypaLuum), ecanm OH BKAOYEH U ums TekctoBoro ¢aina (DHCP-onums
125), copepxatlero nma obpasa MNO, 66110 npegoctasneHo cepsepom DHCP.

MpoLecc aBTOMaTUYECKOro 06HOB/IEHMA COCTOUT U3 CIEAYIOLMX LIArOB:

1. KommyTaTop 3arpyrKaeT TeKCTOBbIM ¢ann n unmtaet M3 Hero umsa darna obpasa MO Ha TFTP-
cepBepe;

2. KommytaTtop ckaumBaeT nepsblii 610K (512 6aliT) obpasa MO c TFTP-cepBepa, B KOTOPOM
copepxutca sepcuma lMO;

3. KommyTaTtop cpaBHuBaeT Bepcuto dpaiina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
aKkTMBHOro obpasa MO KommyTaTopa. EcAn OHWM OT/AMYAOTCA, KOMMYTATOpP 3arpyKaeT obpas
MO c TFTP-cepBepa BMecTO HeaKTMBHOro obpasa MO KommyTaTopa M AenaeT AaHHbIA 0b6pas
aKTUBHbIM;

4. Ecnn 06pas MO 6bin 3arpyKeH, To KOMMYTaTOpP NepesarpyrKaeTcs.

lpoyecc asmomamuyecKko20 KOH(f)UZypUpOBGHUﬂ

KommyTaTop 3anyckaeT NpoLecc aBTOMaTUYECKoro KoHoUrypuposaHusa, 6asmpytowmiica Ha DHCP.
Ecnn oH BKAtoYeH U IP-agpeca TFTP-cepsepa (DHCP-onuma 66) ¢ umeHem dalina KoHourypaumm (DHCP-
onuua 67) 6biin npegoctasneHbl DHCP-cepepom. MosyyeHHbIN ¢dalin KoHburypaumm pgobasnsetca K
Tekywen (running) kKoHourypauum. Eciv nonb3oBaTenb BKAYMA aBTOMATUUYECKOE COXpaHeHUe (KomaHaa
boot host auto-save), To Tekywas (running) KoHdurypaumsa 6yaeT CKONMMpoBaHa B MepPBOHaYasIbHYHO
KoHourypaumio (startup). KommyTaTop AenaeT NonbITKY 3arpy3uTb KOHPUrypauumio, eciv BbiNOHAETCA
OAHO U3 YCNOBWIA:

1. KommyTaTop MMeeT KOHOUIypaumio No YMOYAHMIO;

2. [o nepesarpysku KommyTaTopa nosb3oBatenem 6biia BBefeHa KomaHaa «boot host dhcp»,
KoTopas ¢opcupyeT noayyeHre KOHOUrypaumm npu 3arpyske.

KomaHOblI 0ocmynHbie 8 pexcume 21060716H020 KOHGU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKK B pPeXKMME r106anbHOro KOHGUIYPUPOBaHUA UMEET CAeaYIOLNIA BUA:

console (config) #
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Tabnunuya 5.23 — KomaHabl ynpaBaeHUs cUcTeMomn B pexkume rnobanbHoro KoHGUrypmposaHus

3HayeHue/ 3Ha4yeHue no

no boot host auto-config

KomaHoa Aelicmeue
YyMOMYAHUO
! BK/tOUEHWE aBTOMATUYECKOro KOHUIypupoBaHus
boot host auto-config durypup
-/BKNIOYEHO 6asupytoweroca Ha DHCP.

YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

boot host auto-save

no boot host auto-save

-/BbIK/IOYEHO

BK/ItOYEHWE aBTOMATUUYECKOTrO COXPAaHEHUA TEKYLLEN
KOHOUIypaL MK B NepBOHaYasIbHyIO NOC/Ie NoayYeHns ee no
TFTP.

YcTaHOBKa 3Ha4YeHuA no YMO/THaHUIO.

boot host auto-update

no boot host auto-update

-/BKAOYEHO

BK/tOYEHWE aBTOMATUYECKOro KOHGUIYpUpPOBaAHUSA
6a3supytoweroca Ha DHCP.

YcTaHOBKa 3Ha4YeHuA no YMO/THaHUIO.

boot host dhcp

no boot host dhcp

-/BbIKNIOYEHO

BK/ItOYEHWNE NPUHYAUTENIBHOM 3arpy3ku KoHbUrypauum npu
cnefylolem BKIOYEHUN KOMMYyTaTopa.

YCTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

KomaHObI pexcuma privileged EXEC

3anpoc KomaHAHOM CTPOKM B pexkume privileged EXEC umeeT cnegytowmii Bua;

console#

Tabnunua 5.24 — KomaHabl ynpaBaeHus cuctemomn B pexkmme privileged EXEC

KomaHda

3HayeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

show boot

MpocmoTp  HacTpoek o6HOBNEHUA U

KOHOUrypupoBaHus.

aBTOMaTU4yeCcKoro

= [pumep KoHourypaumm ISC DHCP Server:

option image-filename code 125 = {

unsigned integer 32, #enterprise-number. UneHTUIMKATOP NPOUIBOAUTEISH,
35265 (Eltex)

#data-len. JJynvHa BCexX HOAHHBIX OILUN.
option-data + 2.
#sub-option-code.
#sub-option-len.
#sub-option-data. lVms TexcToBOTO daina,
obpaza IIO

BCeT'oa paBeH

unsigned integer 8, PaBHa IJMHE CTPOKM sub-
Konm nomomnuwmu, BCcerma pabBeH 1

Inmuua cTpokm sub-option-data

comepxamero MMs

unsigned integer 8,
unsigned integer 8,
text

}:

host mes2124-test {
hardware ethernet a8:f9:4b:85:a2:00; #mac-ampec koMMmyTaTOpa
filename "mes2124-test.cfg"; #1Ms KOHQUI'ypaluM KOMMyTaTopa
option image-filename 35265 15 1 13 "mes2000-image"; #1Ms TEKCTOBOTO
darna, comepxaumero mMmsa obpasza IO
#IP-ampec TFTP cepsepa
#IP-ampec koMMyTaTOpa

next-server 192.168.1.3;
fixed-address 192.168.1.36;
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5.6 HacTpoiika cucteMHOro BpemeHu
I{f ABTOMATMYECKMIA nepexos Ha JNieTHee Bpems OCyLLeCcTBAAETCA B COOTBETCTBUU CO
i craHpaptamu CLUA wn EBponbl, TaKXXe BO3MOXKHO NEpeKNoYeHUue Ha fieTHee Bpema AnAa

yKa3aHHOro nepuopaa.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeet cneayrowmin BuAa;

console#

Tabnnua 5.25 - KomaHabl HACTPOMKKU CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

KomaHoa 3HavyeHue Aelicmeue
clock set hh:mm:ss day hh (0..23), mm(0..59) PyyHas ycTaHOBKa CMCTEMHOrO BpemMeHMu (KomaHga AOCTynHa
month year ss (059) day (131) TO/IbKO ANA NPUBUNErMPOBaHHOIO rlOl'lb3OBaTeﬂﬂ).
clock set hh:mm:ss month month (Jan..Dec); hh —yacel, mm — MUHYTbI, S5 — CeKyHAbI;
day year year (2000 —2037) day — geHb; month — mecau; year —rog.
show sntp configuration - Moka3sbiBaeT KoHdUrypauuio npotokona SNTP.
show sntp status - MoKa3biBaeT cTaTyc npoTtokona SNTP.

KomaHOobl pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeeT chepytowmii Bua;

console>

Tabnnuya 5.26 - KomaHabl HACTPOMKKM CUCTEMHOTO BPeMeHU B perknme « EXEC»

KomaHda 3HaueHue Aeiicmeue

show clock MoKa3blBaeT CUCTEMHOE BpeMsa 1 AaTy.

- [onosHutesibHO oTobpakaeT napameTpbl 4acoBOro nosca U
nepexoza Ha fieTHee Bpems.

show clock detail

KomaHObI 0docmyriHbie 8 pexcume 2106a71bH020 KOHU2YPUPOBAHUSA

3anpoc KOMaHAHOM CTPOKU B peXkmnme rnobanbHOro KOHGUrypmposaHMa MMeeT cieayowmnii Bua;:
console (config) #

Tabnanua 5.27 — CnNMCOK KOMaHA, AONA HACTPOWMKM CUCTEMHOTO BpemeHuM B pexkume rnobanbHoro
KOHPUrypMpoBaHUs

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

Mcnonb3oBaHMe BHeEWHero WCTOYHWKa  Ana YCTaHOBKMU
-/BHeLLIHVIﬁ UCTOYHUK He CUCTEMHOIO BpEMEHMN.

ncnonb3lyeTca 3anpeu.|,aeT MCcnonb3oBaHMe BHEWHero WUCTOYHUMKa AnA
YCTaHOBKUN CUCTEMHOIO BpEMEHMN.

clock source {sntp}

no clock source

YcTaHaB/MBaeT 3Ha4YeHWe YacoBOro nosca.
- zone — cnoeo, cdopmuMpoBaHHOE W3 nepBbiX 6YKB
C/I0BOCOYETaHMA, KOTOPOE OHO 3aMeHsAEeT (onMcaHue 30Hbl);

zone onucaHue o 4

clock timezone zone hours- CHMBO/IOB/ HET OnucaHus

offset [minutes minutes- 30HbI - hours-offset — yacoBoe cmelLeHne OTHOCUTENbHO HYNEBOIO
offset] hours-offset mepuamana UTC;
. -12..+13/0; - minutes-offset — MWHYTHOE cMmelLeHNe OTHOCUTENbHO
minutes-offset (0..59)/0; HYNIEBOro MepnamnaHa UTC.
no clock timezone YCTaHaBAMBAET 3HAYEHWE MO YMOAYAHMUIO.
clock summer-time zone zone (1..4) cumsona/ HeT | 3agaerT Jaty M Bpems A/ aBTOMATMYECKOro nepexoga Ha
date date month year hh:mm OnucaHmA 30HbI NeTHee BpemA M BO3BpaTa 06paTHO (gna onpeneneHHoro
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date month year hh:mm

[offset]

clock summer-time zone
date month date year hh:mm
month date year hh:mm

[offset]

clock summer-time zone
recurring {usa|eu| {week day
month hh:mm week day
month hh:mm}} [offset]

no clock summer-time

week (1..4, first, last);
day (mon..sun);
date( 1..31);
month (Jan..Dec);
year (2000 ..2097);
hh (0..23), mm (0..59);
offset(1..1440)/60 muH;

Mo ymonyaHuio nepexon,
Ha NeTHee BpemA
BbIK/IIOYEH

roaa).

MepBbiM B KOMaHAE YKa3blBaeTCA OMUCAaHME 30Hbl, BTOPbIM
BpemMa AN Nepexofa Ha JieTHee Bpemsa M TPETbUM Bpems ans
BO3BpaTa.

- zone — €/10B0, CGOPMUPOBAHHOE M3 NEPBbIX BYKB
CNOBOCOYETaHMA, KOTOPOE OHO 3aMeHseT (ONMCcaHne 30HbI);

- date —uucno;

- month — mecay;

- year —rog;

- hh —y4acbl, mm — MuHyTbI;

- offset — KonnuyecTBO MUHYT, L0BaBAAEMbBIX NPU NEPEXOLE Ha
NieTHee Bpems.

3apaeT paty Mo BpemMA AnA aBTOMATMYECKOro nepexoja Ha
leTHee Bpems 1 Bo3BpaTa 06paTHO B pexnume exKerogHo.

- zone — €/10B0, CGOPMUPOBAHHOE M3 NepBbIX bYKB
C/I0BOCOYETAHUA, KOTOPOE OHO 3aMeHSAET (ONMcaHme 30HbI);

- Usa — YCTaHOBUTb NPaBWU/Ia NEPEXosa Ha NeTHee Bpems,
ncnonbsyemble B CLLA (nepexos Bo BTOpoe BOCKpeceHbe
mapTa, obpaTHO B NepBOe BOCKpeceHbe HOABPA, B 2 Yaca yTpa
No MECTHOMY BPEMEHMU);

- eU — YCTaHOBWUTb NPaBWU/Ia Nepexoaa Ha NeTHee Bpems,
ncnonbsyemble EBpocoto3om (nepexos B nocneaHee
BOCKpeceHbe MapTa, 06paTHO B NocnesHee BOCKpeceHbe
oKTA6ps, B 1 yac yTpa no MpuHBKUYY);

- hh —yvacbl, mm — MUHyTbI;

- week — Hegena mecaua (MoXKeT NPUHUMaTb 3HaveHuA: 1-4,
nepeas, NocnesHas);

- day — AeHb Hepenu;

- month — mecay;

- offset — KonnuecTBo fo06aBNAEMbIX MUHYT MPU Nepexoae Ha
NeTHee Bpems.

OTK/OYaET aBTOMATUUYECKMIN Nepexos Ha NeTHee Bpems.

sntp authentication-key
number
md5 value

no sntp authentication-key

number
(1..4294967295);
value (1..8) cumBonos;
Mo ymonyaHuio
nposepKa NoAJIMHHOCTU

YcTaHaBAMBAET K04 NPOBEPKM NOAJMHHOCTA ANA NPOTOKONA
SNTP.

- number — Homep K/toYa;

- value — 3HayeHue Ktoua.

Ypanaert KAy NpoBepKu NOAJIMHHOCTM Ana NnpoTokoaa SNTP.

number OTK/IOYEHa
. - TpebyeT  nposepK NoAJ/IMHHOCTH A nonyyeHua
sntp authenticate /nposepka peoy POBEPKY A A ¥
NOAAMHHOCTU He nHdopmauum ot NTP-cepsepoB.
no sntp authenticate TpebyeTca YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
key-number OcyuiecTBnseT NpoBepKy NOAJNHHOCTM CUCTEMbI, OT KOTOPOM

sntp trusted-key key-number

no sntp trusted-key key-

(1..4294967295);
Mo ymon4yaHuio
nposepka NoAANHHOCTU

CUHXPOHU3MpyeTca ¢ nomoubio SNTP no 3agaHHOMY Katouy.
- key-number — Homep Kntoua.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

number OTK/lOYEHa
sntp client poll timer seconds seconds (60 .. 86400) YcraHasaunsaeT spema onpoca gna SNTP-kaneHTa.
no sntp client poll timer /1024 YcTaHaBAWBAET 3HAYEHME MO YMONYAHUIO.
sntp broadcast client enable PaspewaeT paboTy wupokosewaTenbHbiXx SNTP-KNMeHTOB.
no sntp broadcast client -/3anpeujero
YcTaHaBAWBAET 3HAYEHME MO YMONYAHUIO.
enable
PaspewaeTr paboty SNTP-knueHTam, nNoALepKUBAIOLLAM
sntp anycast client enable METOJ, PacCbi/IKM MaKeToB, NO3BONAIOLWMIA NMOCLINATL AaHHble
-/3anpelleHo

no sntp anycast client enable

b6aunKaliemy ycTpoMUCTBY U3 rpynnbl nosyyatenen

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client enable

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group |

vlan vianID}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12);
vlaniID (1..4094)
/3anpelyeHo

PaspewaeTr paboty SNTP-knneHTam, nNoALEPKUBAIOLLMM
MeTOZ, PacCblIKM MaKeToB, NO3BONAIOWMIA NOCbILIATL AaHHbIE
6aunKaliemy yCTpOMCTBY M3 Tpynnbl MoJsiyyaTener, a TaKxKe
WwupokoselatenbHbiM  SNTP-kAMeHTam  gna  BblbpaHHOro
MHTepodeica.

- noapobHoe onucaHne MHTepdEencoB M3NOKEHO B pasaene
«KoHopurypupoBaHue nHtepdeiicos».
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no sntp client enable

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group |

vlan vianID}

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

sntp unicast client enable

PaspewaeT paboTy ogHoaapecHbix SNTP-KnnMeHTOB.

no sntp unicast client poll

. - -/3anpelueHo
no sntp unicast client enable YcTaHaBAMBaeT 3Ha4YeHWe N0 YMONYAHWIO.
. . Paspewaer nocnefoBaTeNbHbIV onpoc 3aJaHHbIX
sntp unicast client poll
-/3anpelueHo oaHoagpecHbIx SNTP-cepBepos.

YcTaHaBAMBAET 3HAYeHUe No YMO4YaHUIO.

sntp server

{ipv4-address | ipv6-address
|{ ipv6-link-local-address }
%{vlan {integer} | ch {integer}
| isatap {integer} | {physical-
port-name}}|

hostname} hostname: (1..158)
[poll] CMMBOJIOB;
[key keyid]

keyid: (1..4294967295)

no sntp server {ipv4-address
| ipv6-address |

{ ipv6-link-local-address}%
{vlan {integer} | ch {integer} |
isatap {integer} | {physical-
port-name} }|

hostname}

3apaet agpec SNTP-cepsepa.
- ipv4-address - Ipv4-agpec y3na cetu;
- ipv6-address - lpv6-agpec y3na cetu;
- ipv6z-address - Ipv6z-agpec y3na cetu gns ping.
dopmat agpeca {ipvé-link-local-address}%{interface-name};
ipv6-link-local-address — nokanbHbIl IPv6 appec KaHana;
interface-name —1msa ncxogsawero nHtepdeiica 3agaetca B
cnepyrowem dopmare:
vlan {integer} | ch {integer} | isatap {integer} | {physical-
port-name}
- hostname — gomeHHoOe UMs y3na cetu;
- poll — BkAtouaeT onpoc;
- keyid — naeHTMdUKaTOp KAtoua.

YpaneHue cepsepa ns cnucka NTP-cepsepos.

sntp port
port-number
no sntp port

port-number:
(1..65535)/123

Onpepgenaet UDP-nopT SNTP cepsepa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

clock dhcp timezone

-/3anpeleHo
no clock dhcp timezone

Pa3spelaeT nosydyeHMe TAKUX Aa@HHbIX KaK 4acoBOM Moac wu
netHee Bpems ot DHCP-cepsepa.

3anpewaeT NOMyYeHUA TaKWUX AAHHbIX KaK 4YacoBOW MNOAC W
netHee Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepgelica

3anpoc KOMaHAHOM CTPOKK B pexume KOHPUIryprupoBaHma nHTepdeinca MMmeeT cneayowmii Bua;:

console (config-if)#

Tabnnua 5.28 — CNUCOK KOMaHA, ANA HACTPOMKK
nHTepdelica

CUCTEMHOTO BPEMEHW B pexkume KOHOUTypupoBaHUsA

3HayeHue/3HayeHue no

no sntp client enable

KomaHoa Aelicmeue
YMOAYAHUIO
Paspewaet paboTty SNTP-KAMEHTY, KOTOPbIM NoaaepKusaeT
MEeTO/, PacCbiKWU MAKeToB, MO3BO/AIOLWMIA NOCbINATL AaHHbIE
sntp client enable YCTPOMCTBY G/MKaWwemy M3 rpynnbl nosyyaTenen, a TakxKe
-/3anpeleHo

wnpokosewatenbHomy SNTP-KnMeHTy Ha HacTpavBaemom
nHTepoerice (ethernet, port-channel, VLAN).

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

[Mpumepbl 8bIN0AHEHUA KOMAHO

=  OT06pasnTb CUCTEMHOE BpPeMsA, AaTy U AaHHbIE MO YaCOBOM 30HeE:

console# show clock detail
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15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym 1is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

= 3a34aTb 4aTy M BpeMA Ha CUCTEMHbIX Yacax: 7 mapTta 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OTtobpa3unTb cTaTyC NpoToKosia SNTP:

console# show sntp status

Clock is synchronized, stratum 0, reference is 192.168.16.1, unicast
Reference time is cec866d5.8a20ccchb 05:47:01.0 UTC Dec 8 2009

Unicast servers:

Server Status Last Response Offset Delay
[mSec] [mSec]
192.168.16.1 up 05:47:01.0 UTC Dec 7230 -1000
8 2009

Anycast server:

Server Interface Status Last Response Offset Delay
[mSec] [mSe
Broadcast:
Interface IP address Last Response

OTBET
C.

B npumepe Bbllle CUCTEMHOE BPEMA CMHXPOHM3MPOBAHO OT cepBepa 192.168.16.1, nochegHui
nonyyeH B 05:47:01, HecoBnaZeHME CUCTEMHOIO BPEMEHU C BPEMEHEM Ha CepBepe cocTasmsio 7.23

5.7 KoH¢urypuposaHue nHtep¢pencos

B 3aBMCMMOCTM OT TOro B KAaKOM pexKume paboraeT KOMMYTaTop — aBTOHOMHO WAM B
cocTaBe CTeKa, U3MeHAeTca BuA 3anucu ans uHtepodeiica Ethernet. Mpu aBTOHOMHOIA
pabote 3anucb gna untepdeiica umeer eug: 1/0/N, rae N — Homep uHTepdeiica; npu
pabote B cocraBe cTreKka 3anucb gna uHtepdeiica umeet eug: K/O0/N, roe K — Homep
yctpoictea B creKe, N — Homep wuHTepdeiica. Bbibop pexkuma paboTbl KommyTaTopa
onucaH B NnyHKTe 4 MeHto Startup.

3HaueHMe Macku moxeT 6bITb 3anucaHo ambo B popmate X.X.X.X, nnbo B popmare /N, rae
N — Konn4yecTso eaMHUL, B ABOUYHOM NpeacTaB/leHUN MacKku.

54

Ethernet-kommymamopei cepuu MES3000




HELTEX

5.7.1 IMapamempeoi Ethernet-unmepdgbelicos u uHmepgbeiicos Port-Channel

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica (QuanasoHa uHmepgelicos)

console# configure

console (config)# interface { gigabitethernet gi port | tengigabitethernet
te port | port-channel group | range {..}}

console (config-if) #

[aHHbIA  peXrMm [JOCTYMeH M3 pexnMma KOHOUIYpUpOBaHUA W nNpegHasHayeH Aas 33a[aHus
napameTpoB KoHouUrypaumum uHTepdelica (nopta KommyTaTopa WAM TPYNNbl NOpTOB, paboTawolmx B
pexkume pasgenieHuns Harpysku), inbo amanasoHa nHTepdeiicos.

Bbibop unmepdelica ocyw,ecTBAAETCA NPU NOMOLLM KOMAHA:

— interface gigabitethernet gi_port — ons HacTpoikn nHTepdeincos Ethernet gl-g24;
— interface tengigabitethernet te_port — nna HacTponku uHTepdericos Ethernet XG1-XG4;
— interface port-channel group — ans HacTpoliKK rpynnbl KaHanoB.,

roe

—  group — NOPsAAKOBbIA HOMEP FPYMMbl KAHANOB NPUHUMAET 3HaveHus (1..12);
— gi_port— nopsaakosbliii Homep uHTepdelica Ethernet gl-g24

3agaetca s suae: 1..8/0/1..24;
— te_port — nopsagKoBbln Homep NHTepdeiica Ethernet XG1-XG4

3agaetca s suge: 1..8/0/1..4.

3anucb uHTepdeiica

1..8/0/1..N

HOMep YCTPOWNCTBaA B CTEKE HOoMep c/foTa Homep MHTepdelica

KomaHgbl, BBEAEHHbIE B pexXume KOHOUIYPUpPOBaHUA MHTepdelica, NPUMEHAIOTCA K BblIbpaHHOMY
nHTepdelicy.

Huxe npuBegeHbl KOMaHAbl AAA BXO4Aa B PEXMM HAcTpoinku pecsatoro ethernet-uHtepdelica
NepBOro yCTPOWCTBA B CTEKE M BXO4A B PEKMM HACTPOWMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface gigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if) #

Bbibop duanazoHa uHmepgelicoe ocyLecTBAAECTCA NPU MOMOLLM KOMaHA,

— interface range gigabitethernet portlist - pna HacTpoliku ananasoHa uHTepdeicos;
— interface range port-channel grouplist — pna HacTpolikun Bcex rpynmn nopTos.

KomaHabl, BBeAEHHbIE B AaHHOM pexunme, NPUMEeHATCA K Bbl6paHHOMy AnanasoHy MHTepq)EI\;ICOB.

HuKe npuBedeHbl KOMaHAbl AN BXO4A B PEXMM HAcTPOMKM AnanasoHa ethernet nHtepdelicos ¢ 1
no 10 1 ana BXxo4a B PeXunm HacTPOMKM BCeX rpynmn nopTos.
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console# configure
console (config)# interface range gigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config)# interface range port-channel 1-8
console (config-if) #

Tabaunuya 5.29 — KomaHabl perkmuma KoHourypmposaHus nHtepderica Ethernet u Port-Channel

KomaHoa

3HaueHue/3HayeHue no
YMOAYGHUIO

Aelicmeue

shutdown

no shutdown

-/BKAIOYEH

BbIKNOUNTL KOHOUrypupyembiii MHTepdeiic (Ethernet, port-
channel).

BKNOUUTL KOHPUTYPUPYEMbBIV MHTEPdENC.

description descr

no description

(1..64) cumsonos/
HeT onuncaHua

[o6aeutb onucaHune nHtepodeiica (Ethernet, port-channel).

YpanuTb onvcaHue uHtepdelica.

speed mode

no speed

10, 100, 1000, 10000

3afaTb CKOPOCTb Nepeaaun gaHHbIx (Ethernet, port-channel).

Ona noptoB xg(1-4) BO3MOMHO nNepeknvYeHue
ckopocTtu (1000-10000)

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

duplex mode

no duplex

(full, half}/full

3afaTb pexum paynnekca wHTepdeiica (nonHodynnekcHoe
coefiMHeHWe, nonyaynaekcHoe coeanHenue, Ethernet).

V [aHHas KomaHAa HepoCcTynHa ana nopTtos xg(1-4)

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

cap5]]

negotiation/cap1 [cap?2...

no negotiation

10f, 10h, 100f, 100h, 1000f

BkntoyaeT aBTOCOrnacoBaHWe ANA CKOPOCTM WU AynjeKkca Ha
HacTpaneaemom nHTEpodelice. MoHo yKasaTtb
onpeaeneHHble COBMECTUMOCTH napametpa
aBTOCOrNacoBaHWA, €eCcAnM napameTpbl  He 3afaHbl, TO
noagepueatotcs  Bce coBmectumoctn  (Ethernet, port-
channel).

V [aHHasa KomaHAa HeAoCTYNMHA ANnA nopToB xg(1-4)

BbIKNlOYaeT aBTOCOI/IAacoOBaHWe ANA CKOPOCTU U Ayniekca Ha
HacTpaMBaemom uHTepdeiice.

flowcontrol mode

no flowcontrol

(on, off, auto)/off

3asaTtb pexxum ynpasneHus notokom flowcontrol (Bkntounts,
OTK/IOYUTb  MAM  aBTOCOr/NacoBaHue). ABTOCOrnacoBaHue
flowcontrol paboTaeT TOAbKO B C/AyYyae, €CAU  PEXUM
aBTOCOrNacoBaHMA negotiation BKAlOYeH HA HacTpansBaemom
nHtepdeiice (Ethernet, port-channel).

OTKAIOYNTL PexXunm ynpasaeHNA NOTOKOM.

mdix mode

no mdix

(on, auto)/auto

Mo3BONIAET WCMO/Mb30BaHWE «MepeKpeLleHHoro» Kabens Ha
HacTpauBaemom mHTepdeiice (Ethernet).

V [aHHasa KomaHAa HeAoCTYNHA ANA nopToB xg(1-4)

3anpeLyaeT MCNoNb30BaHUE «MepeKpelleHHoro» Kabens Ha
HacTpanBaemom MHTepoeice.

back-pressure

no back-pressure

-/BblKIOYEH

BkatouaeT  QyHKUMIO «obpaTHOro  AasneHua» Ha
HacTpauBaemom mHTepdeiice (Ethernet).
BblkntouaeT  ¢yHKUMIO  «0BpaTHOrO  AaB/ieHusa»  Ha

HacTpauBaemom uHTepdelice.

load-average period

no load-average

period: 5..300/15

YCTaHOBWUTb Nepuoj, B TeyeHMe KoToporo cobupaetca
CTaTMCTUKa O Harpyske Ha uHTepdelice.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.
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KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHOUTyprpoBaHua nHTepdeiica:

console# configure

console (confiqg) #

Tabnnua 5.30 — KomaHabl pexkmMma obuwmx HacTpoek nHTepdeinca Ethernet n Port-Channel

no errdisable recovery
cause { loopack-detection |
port-security | dotlx-src-
address | acl-deny | stp-
bpdu-guard |
stp-loopback-guard }

KomaHda 3HaueHue Aeiicmeue
PaspewaeTr KommyTaTopy paboTatb C ¢ppelrimamu 6HosablwoOro
pasmepa.
. 3HaueHne maximum transmission unit (MTU) no
port jumbo-frame V .
ymonyaHuio 1500 6aiiT.
-/3anpeuyeHo
Hactpoiika BCTynMT B Cuay TOAbKO nocne
nepesarpysKu ycTpoicTsa.
no port jumbo-frame 3anpewaetr KommyTaTopy paboTaTtb c ¢pelimamm 6onbLioro
pasmepa.
BKNOUMTL aBTOMATUMYECKYHO aKTUBALUUIO MHTepdelica nocne
€ro OTK/IOYEHMSA B CIEAYIOLLMX CNYYanX:
errdisable recovery cause - loopback-detection — obHapy»keHue netens;
{loopack-detection | - port-security — HapyweHue 6e3onacHocTv s port security;
port-security | - dotlx-src-address —He npoxoxKaeHue ayTeHTUuduKaLmm,
dotlx-src-address | 0CHOBaHHOW Ha MAC-azpecax nosib3oBaTenei;
acl-deny | - acl-deny —He cooTBeTcTBME cnuckam goctyna (ACL);
stp-bpdu-guard | - stp-bpdu-guard — akTnMBauma 3awmTel BPDU Guard
stp-loopback-guard } -/3anpeweHo (nepesaya HecaHKLMOHMPOBaHHOIO naketa BPDU vepes

nHTepdeiic);
- stp-loopback-guard — o6HapykeHue netensb.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

errdisable recovery
interval seconds

no errdisable recovery
interval

seconds: (30..86400}/300
CeKyHA,

YCTaHOBWUTb BPEMEHHOW WHTepBan ANA aBTOMAaTUYECKOro
NOBTOPHOTO BKAIOYEHUA UHTepdelica.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknme EXEC:

console#

Tabnunua 5.31 — KomaHabl pexkuma EXEC

KomaHda

3HaveHue

Aelicmeue

clear counters

C6pocC CTaTUCTUKKM ANs BCex MHTepdencos.

clear counters
{ gigabitethernet gi_port |
tengigabitethernet te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

Cbpoc cTatuctnkm ana Ethernet-nopra.

clear counters port-channel

group: (1..12}

CHpOoC CTaTUCTMKKM ANA rPpynnbl NOPTOB.
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group

set interface active
{ gigabitethernet gi_port |
tengigabitethernet te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

AKTUBUPYET NOPT, BbIK/NOYEHHbIN KomaHaon shutdown.

show interfaces
configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

MokaszaTb KOHPUTypaLmo MHTepdencos.

set interface active port-
channel group

group: (1..12)

AKTMBUpPYET
shutdown.

rpynny MOpTOB, BbIK/JOYEHHYIO KOMaHAOM

show interfaces status

MoKa3aTb COCTOAHNE BCEX MHTEPdENCOoB.

show interfaces status
{ gigabitethernet gi_port |
tengigabitethernet te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

Mokasatb cocToaHue Ethernet-nopTa.

show interfaces status port-
channel group

group: (1..12)

loKa3aTb cocToAHWE rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb MapameTpbl aBTOCOrNacoBaHWA, 0b6bABNEHHblE ANA
BCEX UHTEpdelicoB.

show interfaces advertise
{ gigabitethernet gi_port |
tengigabitethernet te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

Moka3aTb MapameTpbl aBTOCOrNacoBaHWA, 0bbAB/IeHHblE ANA
Ethernet-noprTa.

show interfaces advertise
port-channel group

group: (1..12)

MokasaTb napameTpbl aBTOCOrNAaCOBaHMsA, 06bABNEHHDbIE AR
rpynnbl NOPTOB.

show interfaces description

MoKa3aTb onucaHua Bcex UHTepdencos.

show interfaces description
{ gigabitethernet gi port |
tengigabitethernet te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

MokasaTtb onucaHue Ethernet-nopTa.

show interfaces description
port-channel group

group: (1..12)

lNoKa3aTb onucaHune rpynnbl NOPTOB.

show interfaces counters

MoKasaTb CTaTUCTUKY A5 BCEX UHTepPdElicoB.

show interfaces counters
{ gigabitethernet gi_port |
tengigabitethernet te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

MokasaTtb cTaTUcTUKy gns Ethernet-nopra.

show interfaces counters
port-channel group

group: (1..12)

MoKasaTb cTaTUCTUKY AnA rpynnbl NOPTOB.

show interfaces utilization

MoKa3aTb CTaTUCTUKY NO Harpyske gna scex MHTepd)el‘;ICOB.

show interfaces utilization
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

Moka3aTb CTaTUCTMKY MO Harpyske ansa Ethernet-untepdeiica.

show interfaces utilization
port-channel group

group: (1..8)

MoKasaTb CTaTUCTUKY NO HarpysKe ANs rpynnbl NOPTOB.

show ports jumbo-frame

MokasaTtb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MNokasaTtb HaCTpOIZKM ana aBTOMATUYECKOM I'IOBTOpHOf;I

aKTUBaLWKU UHTepdeiica.

show errdisable interfaces
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

MoKasaTb NPUUMHY OTKIOUEHMs uHTepdeiica/vHTepdeincos u
COCTOAHME aBTOMATUHYECKOM aKTUBALMUM.

[pumepbl 8b1M10AHEHUS KOMAHO.

= [lokasaTb COCTOAHUE MHTEePhENCOB:

console# show interfaces status
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Flow Link Back Mdix
Port Type Duplex Speed Neg ctrl State Pressure Mode
gi0/1 1G-Fiber -- -- -- -- Down -- -=
gi0/2 1G-Fiber -- -- -- -- Down -- -=
gi0/3 1G-Fiber -- -- -- -- Down -- -=
gi0/4 1G-Fiber -= -= -= -- Down -= -
gi0/5 1G-Fiber -- -- -- -- Down -- --
gi0/18 1G-Fiber -- -- -- -- Down -- --
gi0/19 1G-Fiber -- -- -- -- Down -- -=
gi0/20 1G-Fiber -- -- -- -- Down -- -=
gi0/21 1G-Fiber -- -- -- -- Down -- -=
gi0/22 1G-Fiber -- -- -- -— Down - -
gi0/23 1G-Combo-C -- -- -- -- Down -- --
gi0/24 1G-Combo-C Full 100 Enabled Off Up Disabled On
tel/1 10G-Fiber -- -- -- -- Down -- -=
tel/2 10G-Fiber -- -- -- -- Down -- -=
te0/3 10G-Fiber -- -- -- -- Down -- -=
te0/4 10G-Fiber -- -- -- -- Down -- -=
Flow Link
Ch Type Duplex Speed Neg control State
Pol -= - - - -= Not Present
Po2 -= -- -- -- -= Not Present
Po7 - -= - - -= Not Present
Po8 -= -- -- -- -= Not Present
= [lokasaTb NapameTpbl aBTO-COr1acoOBaHUA:
console# show interfaces advertise
Port Type Neg Operational Link Advertisement
gi0/1 1G-Fiber Disabled -
gi0/2 1G-Fiber Disabled -
gi0/3 1G-Fiber Disabled -
gi0/22 1G-Fiber Disabled --
gi0/23 1G-Combo-C Enabled --
gi0/24 1G-Combo-C Enabled 1000f, 100f, 100h, 10f, 10h
te0/1 10G-Fiber Disabled -
te0/2 10G-Fiber Disabled -
te0/3 10G-Fiber Disabled -
te0/4 10G-Fiber Disabled --
Ch Type Neg Operational Link Advertisement
Pol - Enabled -=
Po7 - Enabled -=
Po8 -= Enabled --
- Mokas3aTb CTaTUCTUKY NO MHTepd)eﬁcaM:
console# show interfaces counters
Port InUcastPkts InMcastPkts InBcastPkts InOctets
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gio0/1
gi0/2
gi0/3
gi0/4
gi0/5
gi0/6
gi0/7
gio0/8
gi0/9
gi0/10
gi0/11
gi0/12
gi0/13
gi0/14
gi0/15
gi0/16
gi0/17
gi0/18
gi0/19
gi0/20
More: <space>, Quit: g, One line: <return>

O O O O O O O O O O O O OO O o oo oo
O O O O O O O O O O O O O o oo oo o o
O O O O O O O O O OO O O OO o oo oo

O O O O O O O O O O O O O o oo oo o o

= [loKa3aTb CTaTUCTUKY MO rpynne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts

Alignment Errors: 0

FCS Errors: O

Single Collision Frames: O
Multiple Collision Frames: O
SQE Test Errors: 0

Deferred Transmissions: O
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: 0
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: O

InOctets

= [loKasaTb HacTpoliKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame
Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnunua 5.32 - OnucaHune cyeTYnNKoB

Cuemyuk OnucaHue

InOctets KonunuectBo npuHATLIX 6aliToB.
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InUcastPkts Konnyectso NpUHATbLIX 04HOAAPECHbIX NAaKeTOoB.
InMcastPkts Konnyectso NPMHATbIX MHOTOAAPECHbIX MaKeToB.
InBcastPkts Konnyectso NpUHATLIX LWUIMPOKOBELLAaTe/IbHbIX NaKeTOB.
OutOctets Konnuectso nepefaHHbix 6ainTos.
OutUcastPkts Konnyectso nepefaHHbIX 04HOAAPECHbIX MAKeTOB.
OutMcastPkts Konnyectso nepefaHHbIX MHOTOaApPECHbIX NAaKeTOB.
OutBcastPkts Konnuectso nepesaHHbIX LUIMPOKOBELLATE/IbHbIX MAKETOB.

Alignment Errors

KonnyecTso NpUHATLIX GPEMMOB C HapyLWEeHHOM LLeIOCTHOCTbIO (C KOIMYECTBOM
6aiT He COOTBETCTBYIOWMM AJ/IMHE) U He NPOLLIeALWNX NPOBEPKY KOHTPOIbHOM
cymmbl (FCS).

FCS Errors

KonnyectBo npuHATLIX PpernmoB ¢ KonmyectBoM 6aliT, COOTBETCTBYHOLLMM A/IMHE,
HO He npouweALmnX NPoBepPKy KOHTPOAbHOM cymmbl (FCS).

Single Collision Frames

Konunyectso ¢peliMoB, BOBNEYEHHBIX B € AMHUYHYIO KOIZIN3UIO, HO BNOCNEACTBUM
nepesaHHbIX yCneLwHo.

Multiple Collision Frames

Konnyectso d)peﬁMOB, BOBJIEYEHHbIX bOonee yem B OA4HY KONIN3NK0, HO
BnocneacTsun nepedaHHbIX ycnewHo.

Deferred Transmissions

Konnuectso ¢ppeirmoB, A4 KOTOPbIX NepBan NomnbiTKa Nepeaayn oT/0XKeHa M3-3a
3aHATOCTM Cpeapbl Nepesayn.

Late Collisions

Konunuectso cnyyaes, Koraa Konnmsus 3adUMKCUMpoBaHa nocse Toro, Kak B KaHan
cBA3K yKe Bbinn nepenaHbl nepsble 64 6aiT (slotTime) nakerTa.

Excessive Collisions

Konnuectso ¢ppeimoB, KoTopble He bl NepeaaHbl U3-3a U36bITOYHOTO
KONIMYecTBa KONNU3NIA.

Carrier Sense Errors

KonunyecTso cny4yaes, KOrga COCTOAHME KOHTPOIA HecyLei 6bino notepsaHo, Mbo
He yTBepKAEHO Npu NonbITKe nepegaun dperima.

Oversize Packets

Ko/iMyecTBO NpMHATLIX MaKeToB, pa3Mep KOTOPbIX NPEBbILLAET MaKCUMabHbI
pa3peLleHHbIl pasmep dpernma.

Internal MAC Rx Errors

Konnuectso ¢ppeiimoB, KOTOpble He BblM NMPUHATLI YCNELWHO M3-33 BHYTPEHHEN
ownbKu npnema Ha yposHe MAC.

Symbol Errors

Ons uutepdeiica, pabotatowero B pexume 100M6/c — KOAMYECTBO C/lyyaes, Koraa
MMenNcs HeLoNyCTUMBbIN CUMBOA AaHHbIX, B TO BPEMA KaK NPaBU/IbHAA HecyLas
6bl1a NnpeacTaBaeHa.

[na nntepdelica, paboTatolero B noayaynaekcHom pexxume 1000M6/c —
KO/JIMYECTBO C/ly4aeB, KOr4a cpeacTsa npMema 3aHATbl B TeYeHME BPEMEHU, PaBHOMY
unu 6onbwemy yem pasmep cnota (slotTime), 1 B Te4eHME KOTOPOTOo UMENOCH XOTSA
6bl 04HO cobbITME, KOTOpoe 3acTaBnseT PHY BblgaBaTb OWMBKY Npuema AaHHbIX
(Data reception error) nnm owmnbKry Hecyweli (Carrier extend error) Ha GMII.

[na nntepdelica, paboTatolLero B NoJHOM AynjaekcHom pexunme 1000M6/c —
KO/IMYECTBO C/ly4aeB, KOraa cpeacTsa npuema 3aHATbl B TeYEHME BPEMEHU, PaBHOMY
nan 6onbliemy YeM MUHUMaNbHBIN pasmep dperima (minFrameSize), u B TeyeHue
KOTOPOro MMenocb XoTa bbl 04HO cobbITUE, KOTOPOE 3acTaBnseT PHY BbigasaTh
ownbKy npuema aaHHbIx (Data reception error) Ha GMII.

Received Pause Frames

Konnuectso npuHATbIX ynpasasowmx MAC-¢ppeiimos ¢ Kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konnuectso nepegaHHbIx ynpasastowmx MAC-dppelimos ¢ kogom onepaummn PAUSE.
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5.7.2 Hacmpoiika uumepgpeiica VLAN

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Bua 3anpoca KoMaHAHOWM CTPOKM B pexkume KoHpurypuposaHma VLAN:

console# configure
console (config)# vlan database
console (config-vlan) #

JaHHbIN pexum [OoCTyneH M3 pexuma rnobanbHOro KoHOUrypupoBaHMA WM MNpeAHasHayeH pns

3a4aHua napameTpoBs KoHourypaumm VLAN.

Tabnunuya 5.33 — KomaHabl pexkuma KoHourypmposaHus VLAN

KomaHoa

3HaveHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

vlan vlan-range

no vlan vlan-range

vlan_id: (2 .. 4094)

Oo6asutb VLAN, nnun Heckonbko VLAN.

Yaanute VLAN, nnm Heckonbko VLAN.

map protocol protocol
[encaps] protocols-group
group

no map protocol protocol
[encaps]

protocol
(ip, ipx, ipv6, arp,
(0600-ffff (hex)}*)
encaps (ethernet, rfc1042,
llcOther)

MpuBA3aTb NPOTOKO K Fpynne NPOTOKO0B acCOLMMPOBAHHbIX
BMecTe.

YaanuTb NpuBAsKy.
* - Homep npoTokona (16 6ur).

ethernet group
(1..2147483647)

map mac mac-address
{ host | mask } macs-group
group

Mpueasatb MAC-agpec nau rpynny no macke K rpynne MAC-
ajapecos.

mask: (9..48)

no map mac mac-address
{ host | mask }

Y4anuTb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica (QuanasoHa uHmepgelicos) VLAN

Buza 3anpoca KOMaHAHOW CTPOKM B penme KoHOUrypuposaHua nHtepdeinca VLAN:

console# configure
console (config)# interface {vlan {VLAN ID}|range vlan {VLANlist}}
console (config-if) #

[aHHbI pexum [OoCTyneH M3 pexuma KOHOUIypuMpoBaHMA M NpeAHasHayeH A8 3afaHus
napameTpoBs KoHdurypaummn nntepdeiica VLAN, nmbo granasoHa nHTepdencos.

Bbibop MHTepdeiica ocyLLecTBAAETCA NPY NMOMOLLM KOMaHAabl interface vlan {VLAN ID}.

Bbibop AmanasoHa WMHTepPhENCOB OCYLLEeCTBAAETCA MPWU MOMOLLM KOMAHAbl interface range
vlan {VLANlist}.

Huyke npuBeaeHbl KOMaHAbl ANA BXO4A B PEXMM HaAcTpolku uHTepdelica VLAN 1 1 BXo4a B perrum
HacTpoiku rpynnbl VLAN 1, 3, 7.

console# configure
console (config)# interface vlan 1
console (config-if) #
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console# configure
console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnunua 5.34 — KomaHabl pexkMma KoHourypmupoBaHus nHtepdelica VLAN
KomaHoa 3HayeHue/3HaveHue no Aelicmeue
yMOAYaHUIO

(1-64) cumsonos/
MMS COOTBETCTBYET
Homepy VLAN

name name [0o6aButb ums VLAN.

no name
YCTaHOBUTb 3HAYEHUe Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanazoHa uHmepgelicosg) Ethernet,
UHmMepagelica 2pynnel Nopmos

BunAa 3anpoca KOMaHAHOM CTPOKM B peXXMme KoHpUrypmpoBaHus nHtepdeliica Ethernet, uHrepdeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |
gi port |port-channel group | range {..}}

console (config-if) #

gigabitethernet

[aHHbI peXMm [OCTYMeH M3 pexnma KOHOUIYPUPOBaHMA M nNpegHasHayeH ANs 3agaHus
napamMeTpoB KOHPUrypaumm wuHTepdelica (Nopta KomMmyTatopa WAM rpynnbl NopToB, paboTalowmx B
pexume pasgeneHusa Harpysku), inbo guanasoHa HTepdeincos.

MopT MOXKeT paboTaTb B YETbIPEX PEKMMAX:

— access —nHTepdelic gocTyna — HeTerMpoBaHHbI MHTepdelic ana oaHon VLAN;

— trunk — viHTepdenc, NPUHMMAIOWNIA TOIbKO TErMpoBaHHbIN TPadUK, 33 UCKAOYEHUEM
ofHoro VLAN, KoTopblit moxeT bbiTb A06aBfeH ¢ NOMOLbIO KOMaHAbl switchport trunk
native vlan;

— general — nHtepdeiic c nonHoW noaaepkkoi 802.1q, NPUHUMAET KaK TETMPOBaHHbIN, TaK
N HETErnMpoBaHHbLIN TpaDUK;

— customer — 802.1 Q-in-Q nHTepdec.

Tabnnuya 5.35 — KomaHabl pexkmma KoHourypmuposaHus nHtepdelica Ethernet

KomaHda 3HayeHue/3Ha4yeHue no Aeiicmeue
YMOAYAHUIO
switchport mode mode access, trunk, general, 3apaTb pexkum paboTsl nopTa B VLAN.
no switchport mode customer/

access

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport access vlan
vlan_id

no switchport access vlian

vlan_id: (1..4094)/1

[o6asutb VLAN ana nHtepdeliica gocryna.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport trunk allowed
vlan add VLANIist

switchport trunk allowed
vlan remove VLANIist

VLANlist: (2..4094, all)

[o6asutb cnmcok VLAN gna nHtepdeica.

Yaanutb cnucok VLAN pgns nHtepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vlan

vlan_id: (1..4095)/
1-—ecnu yctaHosneH VLAN
Mo YyMOAYaHUIO
4095 — HeTerMpoBaHHbIN
TpaduK oTbpacbiBaeTcs

[ob6asnaeT ykasaHHbii VLAN B Kayectse Default VLAN ans
AaHHoro uHTtepodeiica (port default VLAN ID — PVID), Becb
HETerMpoBaHHbIN TpaduK, NOCTynalwWwmii Ha AaHHbIA MNOpPT,
onpeaensetca B AaHHbIA VLAN.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.
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switchport general allowed
vlan add VLANIist [tagged |
untagged]

switchport general allowed
vlan remove VLANIist

VLANIist: (2..4094, all)

[Oo6asutb cnuncok VLAN ana nHtepdeiica.

MopT 6ygeT nepesasats:

Tagged - TernpoBaHHble,

untagged — HeTernpoBaHHble nakeTbl ansa VLAN.

Ypanute cnucok VLAN gns uHtepdeiica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/
1—ecnu yctaHosneH VLAN
Nno YMONYaHWIo, MHaye

Oob6asutb ngeHtuomkatop VLAN nopta (PVID) ans ocHoBHOro
MHTepoeica.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ingress-filtering disable

bunbTpauma BKAOYEHA

4095
switchport general ingress- BbIKNOUNTL AN OCHOBHOTO  MHTepdeica uabTpaumio
filtering disable BXOAALLMX MaKETOB HAa OCHOBE MPUCBOEHHOINO MM 3HayeHuA
VLAN ID.
no switchport general y BknounuTb  ANA OCHOBHOro  uHTepdeica  duabTpaumio

BXOAALUMX MAKETOB Ha OCHOBE MPUCBOEHHOTO UM 3HavyeHwuA
VLAN ID.

Ecnv dunbtpauma BKAOYEHA, M NaKeT He BXOAMT B rpynny
VLAN c npucBoeHHbIM nakeTy 3HavyeHnem VLAN ID, To naket
oTbpacbiBaeTca.

switchport general
acceptable-frame-type
{tagged-only | untagged-
only | all}

no switchport general
acceptable-frame-type

-/NpUHUMaTL BCE TUMbI
dperimos

MpUHMMaTb Ha OCHOBHOM WHTepdeice TONbKO ¢Gpermbl
onpesesneHHoro TMna:

- tagged-only — To/1IbKO TErMpOBaHHbIE;

- untagged-only — TO/IbKO He TerMpPOBaHHbIE;

- all — Bce ppelimbl.

MpuHUMaTbL Ha OCHOBHOM MHTepdeiice Bce TUNbI Gpeirimos.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YCTaHOBWUTb MPaBWIO  KAaccMouKauMm  Ana  OCHOBHOTO
MHTepdeica, OCHOBAaHHOE Ha NPMBA3KE K NPOTOKOAY.

YpanuTe npasuao Knaccudurkaumu.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: {1..4094}

group: {1.. 2147483647}

YCTaHOBWUTb  NPaBWAO  KaaccuduKaumm  4gasa  OCHOBHOMO
MHTepdeica, OCHOBaHHOe Ha npussske K MAC-agpecy.

Y[anuTb NPaBUao KnaccubuKkaumm.

switchport dotlq
ethertype egress stag
ether-type

no switchport dotlq
ethertype egress stag

ether-type: O-ffff (hex)

3ameHunTb EtherType B McxoaawmMx nakeTax.

YCTaHOBUTbL 3HaYyeHue no YMONYaHULO.

switchport customer vian
vlan_id

no switchport customer
vilan

vlan_id: (1..4094)/1

[obasutb VLAN ans nonb3osaTenibcKoro nHtepdeica.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

switchport customer
multicast-tv vlan vian_id

no switchport customer
multicast-tv vlan

vlan_id: (1..4094}

PaspewaeT nNpuMHUMATb  MHOTOafpecHblin  Tpaduk  wu3
yKasaHHoW VLAN (He sBnstoweica VLAN nonb30BaTenbckoro
nHTepdeiica) Ha HacTpaMBaemom uHTepdeiice, COBMECTHO C
Nnonb3oBaTeNAMM  APYrMX  MONb30BaTe/NIbCKUX — MOPTOB,
NPUHUMAIOLLMX MHOTOAAPEeCHbIM TpaduK M3 gaHHoM VLAN.

3anpelwaeT NPUMHUMATb  MHOroagpecHbli  TpaduK  Ha

HacTpauBaemom uHTepdelice.

switchport forbidden vian
add VLANIist

no switchport forbidden
vlan add VLANIist

vlan_id: (2..4094, all)/
Bce VLAN paspelueHbl
nopTty

3anpetutb fobasneHne ykasaHHbix VLAN nopry.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

switchport forbidden vian
remove VLANIist

no switchport forbidden
vlan remove VLANIist

vlan_id: (2..4094, all)/
Bce VLAN paspelueHsbl
nopty

PaspewunTb AobaBneHne ykasaHHbIx VLAN noprty.

YCTaHOBUTbL 3HaYeHue no YMONYaHUIO.

switchport forbidden
default-vlan

Mo ymonYaHMIo YNEeHCTBO B
nedontHon VLAN

3anpetutb gobasneHune gedontHon VLAN nopry.
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no switchport forbidden
default-vlan

paspeLueHo

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.

switchport protected-port

no switchport-protected-
port

MNepeBoant nopt B pexkum Private VLAN Edge — usonauuio
BHYTPW rpynnbl NOPTOB.

BoccTaHaBnmBaeT 3Ha4YeHMe No YMOAYAHMUIO.

switchport community
community

no switchport community

community: (1..30)

[ob6asnseT nopt B private-vlan-edge-coobuwecTso.
MopTbl opHOro coobuwecTBa He MOryT 0bmeHWBaTbCA
Tpadmkom mexay cobon.

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

switchport protected
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no switchport protected

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12);

Mo ymonyanuio
ucnonbsyetca
mapLpyTusauma no b6ase
OaHHbIX U3y4yeHHbIXx MAC-
agpecos (FDB)

OTMeHAEeT  MapLpyTM3aLuio No 6ase AaHHbIX M3yYeHHbIX
MAC-agpecos (FDB) u HanpaBndeT BecCb OAHOALPECHbIN,
MHOroaZpecHbli U LUIMPOKOBELATENbHbIN Tpaduk Ha uplink-
nopr.

OTKNOYaeT OTMEHY MapLIPYTMU3aLMK No 6ase AaHHbIX
n3yyeHHbix MAC-agpecos (FDB).

ip internal-usage-vlan
vlan_id

no ip internal-usage-vlan

vlan_id: (1..4094)/
HeT pesepsa

3apesepsupoBatb VLAN ana BHYTPEHHEro Mcno/sib3oBaHUA Ha
MHTepodeiice.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCcTaHOBWTb NOPT Kak Ternpytowuii B aedonTtHoi VLAN.

YCTaHOBUTb 3HAYEHUeE Mo YMO4aHUIO.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KoOHGUIrypupoBaHus:

console# configure
console (confiqg) #

Tabnuua 5.36 — KomaHabl pexkmuma rnobanbHOro KoOHGUryprupoBaHUA

KomaHda

3HauyeHue

Aelicmeue

vlan database

Bxog, B pexxum KoHourypuposarma VLAN

Mpumep Mcnoab30BaHUA KOMaHAbI:

console# configure
console (config)# wvlan database
console (config-vlan) #

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOoKK perkmma Privileged EXEC:

console#

Tabnunua 5.37 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HauyeHue

Aelicmeue

show vlan

MNokaszatb uHopmauuto no scem VLAN.

show vlan name name

1..32 cumBonos

MNokaszatb MHPopmauuto no VLAN, NOUCK MO UMEHMU.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHoopmauuto no VLAN, nouck no naeHtdukaTopy.

show vlan internal usage

Mokasatb cnucok VLAN pna BHYTPEHHero MCnonb3oBaHWA
KOMMYTaTOpOM.
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show default-vlan-

membership gi_port: (1..8/0/1..24);
[ gigabitethernet gi_port | te_port: (1..8/0/1..4); Mokasatb cocTas rpynnsl gedonTtHon VLAN.
tengigabitethernet te_port group: (1..12)

| port-channel group ]

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnuua 5.38 — KomaHap! pexkuma EXEC

KomaHoa 3HayeHue Aelicmeue

MoKasaTb MOPTbI-UCTOYHUKU WM NPUEMHUKM MHOT0aApPeCcHOro
vlan_id: (1..4094) Tpaduka B paHHou VLAN. TlopTbl MCTOYHMKM MOTYT, KakK
nepeaasaTb, TaK M NPUHUMATb MHOTOAAPECHbIN TpaduK.

show vlan multicast-tv vlan
vlan_id

show vlan protocols-

- MoKa3aTb MHPOpPMaLUIO O rpynnax NPOTOKONOB.
groups dopmay py P

show vlan macs-groups - MokasaTtb MHpopmauuto o rpynnax MAC-aapecos.

show interfaces switchport

{ gigabitethernet gi_port | gi_port: (1..8/0/1..24);

tengigabitethernet te_port te_port: (%..8/0/1..4); MoKa3aTb KOHGUIypaL Mo NOPTa, rPYNMbl MOPTOB.

| port-channel group } group: (1..12)

show interfaces protected-

po'rts . . gi_port: (1..8/0/1..24); MoKasaTb cocTosHWe NopToB: B pexume Private VLAN Edge, B
[ gigabitethernet gi_port | te_port: (1..8/0/1..4); ]

tengigabitethernet te_port group: (1..12) private-vlan-edge-coobuiectse.

| port-channel group ]

lpumepbl 8bIM10AHEHUS KOMAHO

= [lokasaTb MHPopmaumto o Bcex VLAN:

console# show vlan

Vlan Name Ports Type Authorization
1 1 gi0/3,910/5,910/7-24, Default Required
te0/1-4
10 10 gi0/4,9i0/6 permanent Required
50 50 permanent Required
51 51 permanent Required
2002 2002 gi0/2 permanent Required

= [lokasaTb NOPTbI UCTOYHUKM U NPUEMHUKM MHOroaapecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : gi0O/1
Receiver ports: gi0/2,9i0/4,9i10/8

= [loKasaTb MHGOPMALMIO O rpynnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
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0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet 3

= [loKas3aTb MHGOPMALMIO O rPyNnax NoaceTen:

console# show vlan subnets-groups

Ip Subnet Address Mask Group Id
192.168.16.44 255.255.255.0 1
192.168.16.44 255.255.255.0 2

= [lokasaTb cnncok VLAN ana BHYTpeHHEro Mcnosib30BaHMA KOMMYTAaTOPOM:

console# show vlan internal usage

Usage VLAN Reserved IP address

gi0/22 9 Yes Inactive

= [lokasaTb KOHPUrypaumto nopta Ethernet 22:

console# show interfaces switchport gigabitethernet 1/0/22

Port : gi0/22
Port Mode: Access
Gvrp Status: disabled
Ingress Filtering: true
Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled
Port is member in:

Vlan Name Egress rule Port Membership Type

Vlan Name

Classification rules:
Protocol based VLANs:
Group ID Vlan ID
Subnet based VLANs:
Group ID Vlan ID

5.8 Selective Q-in-Q

JaHHaa GyHKUMA NO3BONAET HA OCHOBE CKOHPUIYPUPOBAHHbLIX NPABMA GUNLTPALLUK MO HOMEPAM
BHyTpeHHuX VLAN (Customer VLAN) npoussoauTb aobasneHue sBHeliHero SPVLAN (Service Provider’s
VLAN), noameHsaTb Customer VLAN, a Tak:ke 3anpeLaTb NPoXoxKaeHns TpaduKa.

[na ycTpoicTBa €O34aeTCA CMMCOK MNpaBWJ, Ha OCHOBaHMM KoToporo byaetr obpabaTbiBaTbCA
Tpaduk.
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KomaHObI pexcuma KoHguaypuposaHua uHmepaetica (QuanasoHa uHmepgelicos) Ethernet

u Port-Channel

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma KOHPUrypupoBaHua nHTepdeiica KOHGUIyprupoBaHua:

console# configure
console (config)# interface { gigabitethernet gi port | tengigabitethernet

te port

| port-channel group |

console (config-if) #

range {..}}

Tabnvua 5.39 — KomaHabl pexxnma KoHourypmpoBaHus nHtepdelica (ananasoHa uHtepdelicos) Ethernet

KomaHOoa

3Ha4yeHue

Aelicmeue

selective-qinq list ingress
add_vlan vian_id
[ingress_vlan Outer Vian
ID]

vlan_id: (1..4094)
Outer Vlan ID: (1..4094)

Co3faeT NpaBu/Io, Ha OCHOBAHMM KOTOPOTO K BHELIHEN METKe
Outer Vlan ID Bxogauwero naketa byaet gobasnsatocs VLAN ID.
Ecnu ingress_vlan He yKka3sbiBaTb — NpaBu/io byaeT
NPUMEHSATBLCS KO BCEM BXOAALLMM MaKeTam.

selective-qinq list ingress
deny [ingress_vlan Outer
Vian ID]

Outer Vlan 1D:(1..4094)

Co3pfaeT 3anpeLuatoLiee NpPasuIo, Ha OCHOBaHWW KOTOPOTO
BXOAALLME NaKeTbl C BHeWHel meTKkon Tera Outer Vlan ID
6yayT oTbpackiBaTbeA. Ecaum ingress_vlan He ykasbisaeTca —
6yayT 0TOPACLIBATLCA BCE BXOAALLME NAKETDI.

selective-qinq list ingress
permit [ingress_vlan Outer
Vian ID]

Outer Vlan ID: [1..4094]

Cosgfaet paspeLuatolLee Npasuao, Ha OCHOBaHWM KOTOPOTO
BXOAALLME NaKeTbl C BHeWHel meTkon Tera Outer Vlan ID
byayT nepeaasatbca 6e3 MameHeHui. Ecam ingress_vlan He
yKasblBaeTcs — 6yayT nepeAaBaTbCA BCe BXOAALLME NAKETbI
6e3 nsmeHeHu.

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan Outer Vian
ID]

VLAN ID: (1..4094)
Outer Vlan ID:(1..4094)

Co3paeT NpaBwu/Io, Ha OCHOBAHMM KOTOPOFO BHELIHAA MeTKa
Bxoasauero naketa Outer Vlan ID 6yaet 3ameHATbCA Ha VLAN
ID. Ecnun Quter Vlan ID He yKasbiBaTb — NpaBuio byget
NPUMEHATBLCA KO BCEM BXOAALLMM MaKeTam.

selective-qinq list egress
override_vlan vian_id
[ingress_vlan Outer Vian
ID]

VLAN ID (1..4094)
Outer Vlan ID (1..4094)

Co3pgaeT NpaBu/o, Ha OCHOBAHMM KOTOPOTO BHELIHAA MeTKa
ncxogawero naketa Outer Vlan ID byet 3ameHATbeA Ha VLAN
ID. Ecnv ingress_vlan He yKa3biBaTb — Npasusio byaer
NPUMEHATHLCA KO BCEM UCXOAALLMM NaKeTam.

no selective-ging list
ingress [ingress-vlan vian]

vlan (1-4094)

Ypansaet ykasaHHoe npaBuo selective qing gns Bxoaawmx
naketos. KomaHaa 6e3 napametpa «ingress vlan» yaanaer
NpPaBuI0 MO YMONYAHUIO

no selective-qging list
egress ingress-vlan vian

vlan (1-4094)

Ypanaer cnucok npasun selective qing a4na ncxogawmx
nakeTos

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 5.40 — KomaHabl pexkuma EXEC

KomaHOoa

3HayeHue

Aelicmeue

show selective-ginq

OTobparkaeT cnucok npasun selective ging

show selective-qing
interface {gigabitethernet
gi_port |
tengigabitethernet
te_port| port-channel
group }

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group:(1..8)

OtobparkaeT cnucok npasun selective gqing ana ykasaHHoOro
nopra
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[Mpumepbl 8bINOAHEHUS KOMAHO.

= Co3gaTtb npasuna0, Ha OCHOBAaHWKMU KOTOPOIro BHEWHAA METKA BXOAALWEro naketa 1198 6yAET

3ameHATbeA Ha 100.

console# configure
console (config) # interface gigabitethernet 1/0/1

console (config-if)# selective-ging list ingress override vlan 10 ingress-

vlan 11
console (config-if) # end

=  OT06pa3nTb CINCOK CO3AaHHbIX NpaBuA selective qing:

console# show selective-ging
Direction Interface Rule type Vlan ID Classification by Parameter
ingress gi0/1 override vlan 10 ingress vlan 11

5.9 KoHTponb WwmnpoKosewaTe/ibHOro «WrTopma»

LUMpOKOBeLLI,aTeanbIﬁ «WTOPM» BO3HUKaAET Bcneacrsme ypesmepHoro KO/in4yecTBa

LWINPOKOBeLW aTe/IbHbIX COO6LLI,eHMI\;1, OAHOBpPeEMEHHO nepedaBaembiX No ceth 4yepes oAuH NopT,

4yTOo

NPMBOAUT K Meperpyske PecypcoB CEeTU U MOABAEHWUIO 3aZeprKeK. «LLUTopm» MOMKEeT BO3HWKHYTb Mpwu

Ha/ZIMYMKN «3aKO/bLLOBAHHbIX» cermeHToB B ceTu Ethernet.

KommyTaTop n3mepAaeT CKOpPOCTb MNPUHMMaeMoro wnpokKosewaTeNbHOro, MHOroagpecHoro wu
HeM3BeCTHOro oaHoaapecHoro TpachKa ANnAa NopTtoB C BK/AKYEHHbIM KOHTpPO/1IEM LWWMPOKOBELWATE/NIbHOIO

«wTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBblWaeT 3a4aHHOE MaKCMMa/IbHOE 3Ha4YeHMNE.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B peXXume KoHpurypmposaHus nHtepdeliica Ethernet, unrepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 5.41 — KomaHabl pexkmma KoHourypmuposaHus nHtepoelica Ethernet

KomaHoa 3HayeHue Aelicmeue

storm-control include- [Job6aBnsaeT KOHTPOJIb MHOrOaAPEeCcHOro TpaduKa K KOHTPOJIO
multicast Mo ymonyaHuto GyHKUMsA LWMPOKOBELATENBHOTO.
no storm-control include- BbIK/IOYEHa

. BbIKNtOYaET KOHTPO/Ib MHOTrOaAPECHOro TpaduKa
multicast
storm-control include- [obaBnaeT KOHTPO/Ib HEM3BECTHOIO OA4HOAAPECHOro TpaduKa
multicast unknown-unicast Mo ymonuaHuio GyHKLMA K KOHTPOIO LIMPOKOBELLLATENbHOTO.
no storm-control include- BbIK/IlO4EHa BbIKNtOYaET KOHTPO/Ib HEM3BECTHOIO OHOAPECHOTO
multicast unknown-unicast Tpaduka.

storm-control broadcast
BK/IlOYaeT KOHTPOb WMPOKOBeLLaTeIbHOoro TpaduKa.

enable Mo ymonyaHuto GyHKUmA
no storm-control broadcast BbIK/IOYEHa

BbIK/IlOYaET KOHTPO/Ib WMPOKOBELLaTeNbHOTO TpaduKa.
enable
storm-control broadcast 3aaeT MakCMMasibHYO CKOPOCTb ANA WMPOKOBELaTeNbHOrO,
level kbps rate (64-1000000)/ MHOr0aZpecHoOro 1 HeM3BECTHOIO OAHOaAPECcHOro Tpadumka.
no port storm-control 3500 Kéut/c

YcTaHaBAWBAET 3HAYEHME MO YMOMYaHMIO.
broadcast level
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KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnuua 5.42 — KomaHap! pexkuma EXEC

KomaHoa 3HayeHue Aelicmeue

how storm-control MokasbiBaeT KOHbUrypauuio HKLMK KOHTpONsA

show storm-contro gi_port: (1..8/0/1..24); purypay byHKy P

[gigabitethernet gi_port | WMPOKOBELWATENIbHOINO «LWTOPMa» ANA YKasaHHOro nopra,
N te_port: (1..8/0/1..4)

tengigabitethernet te_port] nmbo BCcex NopToB.

lpumepbl 8b1M10AHEHUS KOMAHO

BKNIOYMTb KOHTPO/Ib LUMPOKOBELLATENbHOr0, MHOrOaApPecHOro U Hem3BecTHOro O4HOaAPEeCcHOro
TpadumKa Ha 15 nHtepodeiice Ethernet. YcTaHOBUTL MaKCUMaIbHYHO CKOPOCTb A1 KOHTPOIMPYEMOTO
Tpadumka — 5000 K6/c:

console# configure

console (config) # interface gigabitethernet 1/0/15

console (config-if) # storm-control broadcast enable

console (config-if)# storm-control include-multicast

console (config-if)# storm-control include-multicast unknown-unicast
console (config-if)# storm-control broadcast level kbps 5000

5.10 Tlpynnbl arperauumn KaHanos — Link Agregation Group (LAG)

KommyTtatopbl MES3000 obecneumBaeT nogLep:KKy A0 ABeHapuatv uHTepdelicos Ethernet B
ofHoi rpynne noptoB LAG u go socbmu rpynn LAG Ha yCTpOMCTBE MAW CTEKE YCTPOMCTB. Kaxagaa rpynna
NopToB [AOJI)KHA cocToATb M3 WHTepdelicoB Ethernet ¢ oamHakoBol cKopocTblo, paboTatowmx B
AynaekcHoMm pexkmme. ObbeanHEHWe NOPTOB B rPynny yBe/iMYyMBaeT NPONYCKHYI CMOCOOHOCTb KaHana
MeXAy B3aMMOAENCTBYIOWMMM YCTPOMCTBAMM M TMOBbIWAET OTKA30yCTOMYMBOCTb. [pynna nopTtoB
ABNSAETCA A8 KOMMYTATOPa O4HUM NOTMYECKMM NOPTOM.

YCcTpoicTBO Nopaep:mMBaeT ABa pexXuma paboTbl rpynnbl NOPTOB — CTAaTMYECKas rpynna v rpynna,
paboTatowas no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYHOLLEM pasaene

KOHdUrypauumu.

(" 1 Ecnau ana nHtepdeiica npousseaeHbl HaCTPOIKYK, TO Ana Ao06aBNeHUA ero B rpynny cheayer
BEPHYTb HAaCTPOMKM MO YMOHAHUIO.

[obaBneHne uvHTepdeicoB B Trpynny arperauum KaHanoB [OCTYMHO TONbKO B pPexuUme
KOHUrypuposaHua nHtepdeinca Ethernet.

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHPUrypuposaHua nHtepoeica Ethernet:
console (config-if) #

Tabnunuya 5.43 — KomaHab! perknuma KoHourypupoBaHus uHtepdeiica Ethernet

Komanda 3HauyeHue Aelicmeue
channel-group group mode group (1..12) [obasutb ethernet-uHtepdelic 8 rpynny noptos (on —
mode [06aBUTb NOPT B KaHan 6e3 lacp, auto — gobasuTb nopt B
KaHan c lacp).
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mode (on, auto)

no channel-group Yaanutb Ethernet-uHtepdeiic 13 rpynnbl nopTos.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KoOHPUrypmposaHuma:

console# configure
console (config) #

Tabnnua 5.44 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

KomaHda 3HaueHue Aeiicmeue

3afaeT mexaHWU3M 6anaHCMPOBKM HArpy3Ku Ana rpynnbl
arpernpoBaHHbIX MOPTOB.

src-dst-mac-ip — MexaHu3m 6an1aHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece u IP-agpece;

port-channel load-balance
src-dst-mac — MexaHn3m 6anaHCUPOBKM OCHOBbIBAETCA Ha

{src-dst-mac-ip | src-dst-

. src-dst-mac MAC-agpece;
mac|src-dst-ip | src-dst- K
. src-dst-ip — MexaHun3m 6anaHcMPOBKM OCHOBbIBaeTCA Ha IP-
mac-ip-port}
aapece;

src-dst-mac-ip-port — MexaHn3m 6anaHCUMPOBKU
ocHoBblBaeTca HAa MAC-aapece, IP-agpece 1 nopTte
Ha3HayeHus .

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 5.45 — KomaHgb! perkuma EXEC

KomaHoa 3HavyeHue Aelicmeue

show interfaces port-

channel [group] group: (1..12) MokasbiBaeT MHOPMaLMIO NO rpynne KaHanoB..

5.10.1 Cmamuyeckue 2pynnoel azpe2ayuu KaHan0e

®yHKuMen ctaTndeckux rpynn LAG asnseTca obbeAMHEHME HECKOAbKUX GpU3MYECKUX KaHa/loB B
OAM1H, YTO NO3BOAAET YBE/IMYMUTb MPOMYCKHYIO CNOCOBHOCTb KaHana M NOBbICUTb €ro 0TKa30yCTOMYNBOCTb.
[nsa cTaTUYecKux rpynn NpuopuTeT UCMO/b30BaHNA KaHAN0B B 06beAMHEHHOM MyYKe He 3aJ4aeTcs.

f' i DOna BknoueHns pabotbl HTepdeiica B coctaBe CTaTUMECKOI rpynnbl UCNONb3yiiTe
KomaHay channel-group {group} mode on B pexkume KoHdUrypmuposaHus
COOTBETCTBYIOLEro uHTepdeiica.

5.10.2 Npomokon azpezayuu KaHanoe LACP

dyHKuMelt npoTokona Link Aggregation Control Protocol (LACP) sBnseTcA ob6beauHeHue
HECKO/IbKMX (U3NYECKMX KaHANOB B OAMH. ArperMpoBaHWe KaHa/l0B WCMOJb3yeTca A/ yBe/MYeHus
NPONYCKHOM CNOCOBHOCTU KaHana W MoBbIWEHUA ero oTkasoyctoiumsoctn. LACP nossonseT nepeaasatb
TpaduK No 06beMHEHHbIM KaHaNaM B COOTBETCTBMM C 3a4aHHbIMU NPUOPUTETAMM.

Ona BknoueHns pabotbl nHTepdeiica no npotokony LACP ncnonb3yiite KomaHgy channel-
V group {group} mode auto B pexkxume KOHGUrypupoBaHUA COOTBETCTBYIOLLEro MHTepdeiica.
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KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHoro KOHOUrypupoBaHusa:

console (confiqg) #

Tabnunuya 5.46 — KomaHabl perkuma rnobanbHoro KoHGUrypuposaHumn

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (1..65535/1)

YcTaHaBAuBaeT NPUOPUTET CUCTEMBI.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknume KoHduUrypmposaHus nHtepoelica Ethernet:

console (config-if) #

Tabnunua 5.47 — KomaHabl perkuma KoHourypmposaHus uHtepdeiica Ethernet

3Ha4yeHue/3HayeHue o "
KomaHoa / Aelicmeue
YMOAYAHUIO
lacp timeout {long | short} YcTaHaBAMBaeT agMWHUCTPATUBHbLIM TaMmayT NpPOTOKONa
Mo ymonyaHutio LACP:
NCNonb3yeTcAa 3HaYeHne - Iong — AnnTenbHoOe Bpemsa TaﬁmayTa;
long - short — manoe Bpemsa TaimayTa.
no lacp timeout YcTaHaBAMBaeT 3HaYeHMe N0 YMOAYAHUIO.
lacp port-priority value YcTaHasauBaeT npuopuTeT nHtepdeiica Ethernet.
P port-priorty ! value: (1..65535/1) pvop pé
no lacp port-priority YcTaHaBAMBaET 3HAYEeHMeE N0 YMONYAHWIO.
KomaHOb! pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:
console#
Tabnuua 5.48 — KomaHabl pexkuma EXEC
3HayeHue/3HayeHue no ”
KomaHoa / Aelicmeue
yMOA4YaHUuIo
show lacp { gigabitethernet MokasbiBaeT WHPopmaumto o npotokone LACP ana

nHTepdeiica Ethernet. Ecnm gononHutenbHble napameTpbl He
gi_port: (1..8/0/1..24); MCNob3yloTes, To byaeT NoKasaHa BCA MHoOpMauus.

te_port: (1..8/0/1..4); - parameters — noOKasblBaeT MapameTpbl  HACTPOMKMK
NPOTOKONa;

- statistics — noka3bIBaeT CTaTUCTUKY paboTbl NPOTOKONA;

- protocol-state — nokasbiBaeT cocTosiHMe paboTbl NPOTOKONA.

gi_port|tengigabitethernet
te_port } [parameters |
statistics | protocol-state]

MokasbiBaeT MHPopmaumo o npoTtokone LACP ansa rpynnbl
nopToB.

show lacp port-channel

roup: (1..12
[group] group: (112

[Mpumepebl 8bIMN0AHEHUS KOMAHO

= Co3gaTtb MepByto rpynny noptos, paboTtatouyto no npotokony LACP v BkAwouarowywo ABa
uHtepoeica Ethernet — 3 u 4. Crkopoctb paboTbl rpynnbl — 1000 M6ut/c. YcraHoBUTb
npuopuTeT cuctemsl — 6, npuoputetbl 12 1 13 ana noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config)# lacp system-priority 6
console (config)# interface port-channel 1
console (config-if)# speed 1000
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console (config-if)# exit
console (config) # interface gigabitethernet 1/0/3
console (config-if)# speed 1000

console (config-if)# channel-group 1 mode auto
console (config-if)# lacp port-priority 12
console (config-if)# exit

console (config)# interface gigabitethernet 1/0/4
console (config-if)# speed 1000

console (config-if)# channel-group 1 mode auto
console (config-if)

console (config-if)

# lacp port-priority 13
# exit

5.11 Hacrpoiika IPv4-agpecauumn

B OaHHOM pasgenie onucaHbl KOMaHAbl AN HAaCTPOMKM CTaTMYEeCKUX napameTpos IP-agpecaumuy,
TaKMX KaK IP-agpec, Macka noaceTu, W03 Nno ymoayaHuio. Hactpoiika npotokonos DNS 1 ARP onvcaHa B
COOTBETCTBYIOWMX Pa3genax AOKYMEHTaUNUN.

KomaHObI pexcuma KoHgu2ypuposaHUa uHmepgelica Ethernet, uHmepdgelica 2pynnbi
nopmos, VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B peXXMme KoHpUrypmpoBaHus nHtepdeliica Ethernet, unrepdeiica
rpynnbl nopToB, nHTepdencos VLAN:

console (config-if)#

Tabnunua 5.49 — KomaHabl pexkmma KoHourypmuposaHus nHtepdelica Ethernet

KomaHda 3HaueHue Aeiicmeue

ip address /P-addr mask
[gateway| prefix-length]

no ip address [ip-address]

prefix-length:(8 .. 30)

HasHaueHue ¢usnyeckomy mHtepdeiicy Ethernet IP-agpeca,
MacKu NoACceTH, agpeca LWato3a No YMOAYaHUIo

Ynanexue IP-agpeca Ha pusmnyeckom nHtepdeliice Ethernet.

ip address dhcp

no ip address dhcp

(1..20) cumBonos

MonyuyeHue IP-agpeca Ansa HacTpaMBaemoro WHTepodelica oT
DHCP-cepsepa.

He nonyuyatb pgna HacTpanBaemoro uHTepdeica IP-agpec ot
cepsepa DHCP.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106a1bHOro KOHOUIypupoBaHusa:

console (config) #

Tabnunua 5.50 - KomaHAabl pexkuma rnobasbHOro KOHGUrypupoBaHus

KomaHda

3HauyeHue

Aelicmeue

ip default-gateway /P-
address

-/LIJﬂlOS No YMONYaHUIO He

3apaet ana KOMMYTaTOpa W03 N0 YMOJTHaHUIO.

no ip default-gateway 3a4aH Ypanaet AnAa KOMMyTaTopa LWk03 M0 YMOAYAHUIO.
ip helper-address {ip- BKkntountb nepeagpecaumio UDP-nakeToB
interface | all} address LUMPOKOBELLATE/IbHOM PaCCbIZIKM Ha onpeae/ieHHbIV agpec.
[udp-port-list] Ip-interface — IP-agpec;

/disabled All — Bce IP-uHTepodelichbl;

Address - IP-agpec Ha3Ha4yeHMA. YCTaHOBJ/IEHHOE 3HayeHue
0.0.0.0 oTkAnto4aeT Nnepeagpecaunio;

Udp-port-list — Homep nopTta UDP, Ha KoTopblit HanpaBastoTcA
LUMPOKOBeLLATe/IbHbIE NaKeTbI.
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no ip helper-address {ip-
interface | all} address

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM cTpoKM B pexxkume Privileged EXEC:

console#

Tabaunuya 5.51 - KomaHab! pexkmma Privileged EXEC

KomaHoa 3HaveHue

Aelicmeue

clear host dhcp {name | *}

(1..158) cumsonos

Ypaanaet ns namaTtun, nosy4yeHHole no npotokony DHCP 3anucu
COOTBETCTBUI UMeEH UHTepdelcoB U ux IP-agpecos (KomaHaa
[AOCTYMNHA TO/IbKO A8 NPUBUIETMPOBAHHOTO N0/1b30BaTeNsA).

* - yAannUTb BCE COOTBETCTBUSA.

renew dhcp
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group| vlan
vlanID} [force-autoconfig]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);
group: (1..12);
vlaniID (1..4094)

OTtnpasnser 3anpoc kK DHCP-cepsepy Ha o6HoBneHue |P-
agpeca.

force-autoconfig — npn obHoBneHuun IP-agpeca 3arpykaetcs
KoHburypaums c TFTP-cepsepa.

show ip helper-address [ip-
interface ] -

OTobparkaeT Tabavuy nepeagpecaunm UDP-nakeTtoB

LUMPOKOBELLATENbHOM PACCbIIKK.

KomaHOb! pexcuma EXEC

Bua 3anpoca KOMaHAHOM CTPOKM B pexkume Exec:

console>

Tabnunua 5.52 - KomaHab! pexkmma EXEC

KomaHoa 3HaveHue

Aelicmeue

show ip interface
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group| vlan
vlaniD]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);
group: (1..12);
vlaniD (1..4094)

MokasbiBaeT KoHoUrypauuto IP-agpecaunmn AnA yKasaHHOro
nHTepoenca.

[Mpumepbl 86INOAHEHUA KOMAHO

= YcraHoBUTb IP-agpec wnto3a no ymonyaHuto - 192.168.16.2:

console

(config)# ip default-gateway 192.168.16.2

74

Ethernet-kommymamopei cepuu MES3000




HELTEX

5.12 Hacrtpouka Green Ethernet

Green Ethernet — TEXHO/1I0MMA, NOo3BOiIAOWaA CHU3UTb 3HepFOﬂOTpe6J'IEHMe yCTpOﬁCTBa 3a cyeT
OTKNIIOYEHUA NMUTAHUA ONA HEAKTUBHbIX 3/IEKTPUYECKUX MOPTOB U U3IMEHEHUA YPOBHA NnepenaBaemoro

CUrHana B 3aBMCMMOCTU OT A/INHDbI Kabens.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHOro KoHGUryprupoBaHusa:

console (config) #

Tabnunuya 5.53 - KomaHab! pexuma rnobasbHOro KOHGUrypupoBaHus

no green-ethernet short-
reach

KomaHoa 3HavyeHue Aelicmeue
green-ethernet energy- BKntouaeT 3Heprocbeperalowmii pexMm pas  HEaAKTUBHbIX
detect nopTos
-/BKNtoyeH
no green-ethernet energy- OTKNtoYaeT 3Heprocbeperawwmii PeUm ANA HEaKTUBHbIX
detect nopTos
green-ethernet short-reach BKntoyaeT 3sHeprocbeperalowmii  pexum Ana  noptos, K
KOTOpPbIM MOAK/OYAOTCA YCTPOWCTBA C  ANMHOM Kabens
noAKaYeHnn MeHblUEe Nnoporoeoro 3HayeHus,
-/BKAatoyeH yCTaHaB/IMBAaEMOrO C MOMOLLBIO KOMaHAbl green-ethernet

short-reach threshold

OTKntoyaeT 3HeprocbeperawowWwmii  peKMmMm Ha OCHOBaHMMU
ONVHbI Kabens

green-ethernet short-reach
threshold value

no green-ethernet short-
reach threshold

value: (0..70/40) meTtpos

YcTaHaBavBaet noporosoe 3HayeHune ans
sHeprocbeperatowero pexxmma short-reach.

Bo3BpalyaeT HaCTPOMKM MO YMOAYAHMUIO

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica

Bug, 3anpoca KOMaHAHOW CTPOKU B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console (config-if) #

Tabnnuya 5.54 — KomaHabl pexkmma KoHourypmuposaHus nHtepdelica Ethernet

KomaHda 3HavyeHue Aelicmeue

green-ethernet energy- BKntouaeT sHeprocbeperatowmii pexxum ans nHtepdelica.
detect

-/BKtoYeH " -
no green-ethernet energy- OTKAtOYaeT sHeprocbeperaowmii pexxum ans nHtepdeica.
detect
green-ethernet short-reach BKAtoyaeT aHeprocbeperaomii pexxmMm Ha OCHOBaHUWU O/WHbI

Kabens.

-/BkatoyeH -
no green-ethernet short- OTKNtoYaeT 3Heprocbeperalolmii  peKMM Ha OCHOBaHWU
reach ONVHbI Kabens.
green-ethernet short-reach MNepmaHeHTHO BKAOYAeT 3HeprocbeperawOWmin pexum ans
force nopra.

-/OTKtOuUEH —
no green-ethernet short- MepmaHeHTHO BKAlOYaeT 3HeprocbeperaroWwuii pexum ans
reach force nopra.
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KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxume Privileged EXEC:
console#

Tabnunuya 5.55 - KomaHabl pexkmma Privileged EXEC

KomaHoa 3HayeHue Aelicmeue
show green-ethernet OTobparkaeT CTaTUCTUKY green-ethernet.
[gigabitethernet gi_port | gi_port: (1..8/0/1..24);
tengigabitethernet te_port: (1..8/0/1..4)
te_port]
green-ethernet power- CHpacbIBaeT CYETYMK U3MEPUTENA MOLLHOCTU.
meter reset i

[pumepbl 8b1M10AHEHUS KOMAHO

= OT06pasnTb CTaTUCTUKY green-ethernet:

console# show green-ethernet

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Power Consumption: 83% (5.57W out of maximum 6.69W)
Cumulative Energy Saved: 0 [Watt*Hour]

Short-Reach cable length threshold: 10m

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

gi0/1 on off LU on off off LL < 50
gi0/2 on off LU on off off LL < 50
gi0/3 on off LU on off on < 50
gi0/4 on on on off off LD

gi0/21 on on on off off LD

gi0/22 on off LU on off on < 50
gi0/23 on off LU on off off LL 50 - 80
gi0/24 on off LU on off off LL 50 - 80
te0/1 on off LT on off off LT

te0/2 on off LT on off off LT

te0/3 on off LT on off off LT

te0/4 on off LT on off off LT

— LU —vHTepdeic Haxoautcs B coctosHun UP;
— LD —vHTepdodeliic Haxoantca B coctoaHumn DOWN;

— LL— pnvHa Kabens, NogK/ItOYEHHOTO K MHTepdelicy NpeBbIlLaeT NOPOroBoe 3HaYeHE;

— LT —wnHTepdeic ABnAeTca ONTUYECKUM.
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5.13 HacTpoiika IPv6-agpecauumn

5.13.1 Npomokon IPv6

KommyTtatopbl MES3000 nogaep:kuatotr paboTy no npotokony IPv6. MNoaaeprkka IPv6 asnaetcs
Ba)XHbIM [OOCTOMHCTBOM, MOCKOJIbKY MNpoTOKoA IPv6 npu3BaH, B MepcnekTMBe, MOJIHOCTbIO 3aMeHUTb
agpecaumto npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npotokon IPv6 mmeeT pacwmpeHHoe agpecHoe
npoctpaHcteo — 128 6uT Bmecto 32. Aagpec IPv6 npepcraBnser cobolh 8 610KOB, pasgeneHHbIX
ABOETOUMEM, B KaxKaom 610Ke 16 6UT, 3aNMCaHHbIX B BUAE YETbIPEX LWECTHAALATEPUYHbIX YnCen.

MomMmnmo yBenunyeHMAa agpecHoro MpPoOCTPaHCTBa NPOTOKOA IPV6E mmeeT umepapxmyeckyto cxemy
agpecauum, obecneymBaeT arperauvio MaplpyToB, ynpouwaeTt Tabauuy maplipyTMsauuu, npu 3Tom
3ppeKTMBHOCTL PaboTbl MaplUpyTU3aTOpa MOBbLIWAETCA 33 CYET MexaHM3Ma OOHapy*KeHWus cocegHUX
y3/108B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KommyTaTope Ha3HaualoTca WHTepdeiicam, NoO3TOMy Npu
ncnoab3oBaHMK IPV6Z aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTca caeayowmii bopmar:

<ipv6-link-local-address>%<interface-name>

roe

interface-name — uma nHTepdeica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]12|3|4|5]|6|7]|8]9

physical-port-name = gigabitethernet (1..8/0/1..24) | tengigabitethernet (1..8/0/1..4)

« Ecnu 3HaueHue rpynnbl UAK HECKONbKUX rpynn noapag, 8 agpece npotokona IPv6 pasHo
HyAto - 0000, To AaHHble rpynnbl MOryT 6bITb onyweHbl. Hanpumep, aapec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb COKpaweH ao FE40::AD21:FE43.
CoKpalyeHuo He MoryT 6bITb NOABEPrHyTbl 2 pa3geieHHble Hy/1eBble rpynnbl U3-3a
BO3HUKHOBEHUA HEOAHO3HAYHOCTMU.

J EUI-64 — 310 ngeHtuduKarop, cosgaHHblit Ha 6ase MAC-agpeca uHtepdeiica, ABNAOLWMACA
64 mnagwumu 6utamm IPv6-agpeca. MAC-agpec pa3busaeTtca Ha ABe yacTu no 24 6wura,
MerXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoro KoHGUrypnposaHma:
console (config) #

Tabnnuya 5.56 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

ipv6-address4]

no ipv6 host name

(1..158) cumsonos

KomaHda 3HaueHue Aeiicmeue
ipv6 default-gateway 3afaaeT 3HaYeHue NoKanbHoro agpeca IPv6-wato3a no
ipv6-address - YMOYAHMIO.
no ipv6 default-gateway Yaanaer HacTpoiKku IPv6-wnto3a No ymonyaHuto
PV host rfame ipve- CospaeT cTaTMYEeCKYIO 3aMmnCb, CTaBALLYIO B COOTBETCTBUE
address1 [ipv6-address2... . !
name: ceTeBOMY MMeHU ycTponcTea IPv6-agpec.

YpanseT cTaTUYecKyto 3anucb cooTeeTcTBuA IPv6-agpeca u
CEeTeBOro MMeHM ycTpoicTBa.

ipv6 neighbor ipv6_addr
{ gigabitethernet gi_port |
tengigabitethernet te_port

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12);

Co3spaet cTaTuveckoe cooteeTcTBne mexgy MAC-agpecom
cocepgHero ycTpoicTsa u ero IPv6-agpecom.
ipv6_addr — IPv6-agpec;
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| port-channel group|
vlan vianID} hw_addr

no ipv6 neighbor

vlanID (1..4094)

hw_addr — MAC-agpec;

Ypaanaet ctatuyeckoe cootsetcTene mexagy MAC-agpecom
coceaHero ycTpoictsa u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100
bucketsize: (1..200)/10

3agaeT orpaHunyeHne ckopoctn ansa ICMPV6 coobueHnin 06
olwmnbKax.

YcTaHaBAMBaET 3HaUYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepdgeltica (VLAN, Ethernet, Port-Channel)

Bua 3anpoca KOMaHAHOM CTPOKM pexxnma KoHOUIypupoBaHua nHTepdeiica:

console

(config-if) #

Tabnunua 5.57 — KomaHabl pexkuma KoHourypmuposaHus uHtepdelica (Ethernet, VLAN, Port-channel)

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 enable
[no-autoconfig]

no ipv6 enable

BkntouaeT nogaep:kky IPv6 Ha nHtepdelice.

OTKAOYaeT noaaepKy IPv6 Ha uHTepdelice.

ipv6 address ipv6-address/
prefix-length [eui-64]
[anycast]

no ipv6 address [ipv6-
address/
prefix-length] [eui-64]

prefix-length:
(3..128)
(64 ecnu ucnonbsyetca
napamertp eui-64)

3apaet IPv6-agpec Ha uHTepdelice.

- ipv6-address — IPv6-ceTb, Ha3HauyeHHaa WHTepdelicy (8
6/710KOB pa3geneHHbIX ABOETOUNEM, B KaXKA0M 6oKe 16 6uT,
3anMCaHHbIX B BUAE YeTblipex WeCcTHaALATEPUYHbIX Yncen);

- prefix-length — anvHa npedukca IPv6 — gecaTnyHoe ymcno —
KOZIMYECTBO CTapLmx BUT agpeca cocTaBaAoWwmxX Npedukc;

- eui-64 — naeHTUdPMKaTop, co3aaHHbIN Ha H6ase MAC-agpeca
nHTepdeiica, 3anucbiBaeTca B 64 mnaawmx buta IPv6 agpeca;

- anycast — yKa3blBaeT, YTO 3aJaHHbIN aapec anycast-agpec.

Ypanset IPv6-aapec c untepdelica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaHuio
aBTomaTuyeckas
KOHbUIypaLma BKAOYEHa,
afpeca He Ha3Ha4eHbl.

Bk/toueHWe aBTomaTmyeckol KoHodurypauum IPve-agpecos Ha
nHTepdeiice. Agpeca HacTpavBalOTCA B 3aBUCMMOCTU OT
npedunKcoB, KOTOpble MoJyyeHbl B coobuweHuax «Router
Advertisement».

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

ipv6 address ipv6-address/
prefix-length link-local

no ipvé address
[ipv6-address/prefix-length
link-local]

Mo ymonyaHuio 3HaveHne
JIOKanbHOro agpeca:
(FE80::EU164)

3apaeT nokanbHbIM IPv6-agpec nHtepodelica. Crapwue 6uthbl
NoKanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanaer nokanbHbIn IPv6-agpec.

no ipv6 mld version

ipv6 nd dad attempts 3afaeT KOANYecTBO CoobLLEeHNI-TpeboBaHWIA, NepeaaBaemblx
attempts-number (0..600)/1 MHTepdencom B3aMMOLENCTBYIOWEMY YCTPOMCTBY B C/yyae
obHapyeHua aybnukaumm (konnmsmm) IPve-agpeca.
ipv6 unreachables BkntoueHune ICMPV6 coobueHnit 0 HegOCTUXMMOCTH agpecaTta
-/enabled npu nepegaye NakeTos Ha onpegeneHHbI nHTepdelic.
no ipv6 unreachables YcTaHaBAWBAET 3HaYeHME MO YMOMYaHMIO.
ipvé mld version {1 | 2} (1,2)/2 OnpegeneHune Bepcum npotokona MLD gns untepdeliica.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ipvé mld join-group group-
address

no ipvée mld join-group
group-address

3apaet MLD-coobuwieHusa gna onpegeneHHol rpynnbl.

group-address — IPv6-agpec rpynnbl  MHOroagpecHom
paccblKu.
OTmeHAeT oOT4yeTHOCTb W ypanaeT IP-agpec u3 rpynnbl

MHOT0aApPEeCcHO! PacChbIKU.
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KomaHOwbi pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK pexunma PrivilegedEXEC:

console#

Tabanuya 5.58 — KomaHabl pexkmma Privileged EXEC

{ gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group }

{ bytes | default}

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
o ymon4yaruro
ipv6 set mtu gi_port: (1..8/0/1..24); 3agaet 3HaueHne MTU ans IPV6 nakeTos.

te_port: (1..8/0/1..4);
group: (1..12)
bytes: (1280 .. 65535)
/1500

show ipv6 neighbors

{static | dynamic}
[ipv6-address ipv6-address]
[mac-address

mac-address)
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group |

vlan vlaniD]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);
group: (1..12);
vlanID (1..4094)

MokasbiBaeT MHboOpmauuio o cocedHux IPv6 ycTpoiicTBax,
CoAeprKalLytoca B Kale.

- static — noka3bIiBaeT cTaTUYeCKune 3anucu;

- dynamic — nokasblBaeT AMHaMMUYECKME 3annCK.

clear ipv6 neighbors

OumnllaeT Kaw, cogeprawuii WMHPOPMALUIO O COCepHUX
ycTpoicTax, paboTatowmx no npotokony IPv6. UHbopmaums
0 CTaTUYECKMX 3anuncAX CoXpaHaeTcA.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 5.59 — KomaHgb! perkmuma EXEC

KomaHda

3HavyeHue

Aelicmeue

show ipv6 interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group |

vlan vlanID]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);
group: (1..12);
vlanID (1..4094)

MoKa3blBaeT HACTPOWMKKM npoToKkona IPv6 Ana yKasaHHOro
nHTepodelica.

show ipv6 route

MNokasbiBaeT Tabanuy IPv6-mapLipyTos.

show ipv6 icmp error-
interval

MokasbiBaeT HacTpolikm ICMPV6 coobuieHunit 06 owmnbKax.

[Mpumepbl 8bINOAHEHUA KOMAHO

MoKasaTb AgMHaMMYecKune 3anmcK B Tabaunue MapLpyTM3aumm o coceaHux IPv6 ycTpoicTeax.

console# show ipv6é neighbors dynamic

Interface IPv6 address

HW address State Router

VLAN 1 5629:78:13::6782:B588:1AB5

00:00:03:08:D8:98 REACH
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BO3MOXHble COCTOAHUA:

INCMP (Incomplete) — MNpoueaypa paspelleHma agpeca BbINOMAHAETCA Ha Bxode. ITO O3HAaYaeT, uTo
3anpoc o0 coceacTee 6bln OTNPABAEH HA FPYMNNOBON agpec, HO COOTBETCTBYHOLLEE NOATBEPKAEHME O
cocefcTBe ele He bbl10 NoAyYeHO.

REACH (Reachable) — MonoxutenbHoe NoATBEpXKAeHME O TOM, YTO NyTb A0 COCeAHEero YCTPoKcTBa
bYHKUMOHMpPYET BepHO, 6bl/1I0 NOMYYEHO B TeYeHUe nepuoga «aoctmkumoctn» (ReachableTime, mc).
MoKka cocegHee YCTPOMCTBO AOCTMMKMMO, M OBMEH nakKeTamMu WAET HOPMAAbHO, HUKAKUX
crneunanbHbIX AeMCTBUIN He NpeanpUHUMAETCA.

STALE — MonoxutenbHoe NoATBEPKAEHNE O TOM, YTO NYTb A0 COCeAHEro ycTpomncTea GyHKUNMOHUPYET
BepHO, Obl0 MNoOAy4eHO B TeyeHWe BpemeHW 6onbliero, 4em nepuos  «AOCTUMHKUMOCTUY
(ReachableTime, mc). NMoka coceaHee yCTPOWCTBO AOCTUXUMO, U 0OMEH NakeTaMmn ULeT HOPMAaJbHO,
HMKaKMX CneumanbHblX 4eACTBUIA HEe NpeanpUHMMAETCA.

DELAY — T[lonoxuTenbHoe MNOATBEPXKAEHME O TOM, 4YTO MNyTb A0 COCeAHEero YCTPOWMCTBa
bYHKUMOHMPYET BepHO, 6blI0 NONy4eHO B TeyeHWe BpemeHM bonbliero, Yem nepuos
«gocTmknmoctu» (ReachableTime, mc) u noBTopHbIA 3anpoc 6bin NepeaaH B TEYEHWE MHTepBana
BPEeMeHM OTBeAeHHOro Ha nonbiTky (DELAY_FIRST_PROBE_TIME, cek). Ecan nosioXuTesbHbI oTBET
He NpUAeT B TeYeHUe UHTepBasia BpemMeHu, oTBeAeHHOro Ha nonbiTky (DELAY_FIRST_PROBE_TIME,
CeK), TO COCTOAHUE NYTU A0 COCeAHEro ycTponcTBa n3ameHuTca Ha PROBE.

PROBE — 3anpocbl 0 cocenctse nepuvoaMyvyecku nepenaroTca C MHTEPBAIOM  «PEeTPAHCAALUN»

(RetransTimer, Mc) go Tex Nop, NoKa He ByAeT NoyYeHO NONOKUTENbHOE NOATBEPKAEHME.

5.13.2 TyHHenupoeaHue npomokona IPvé (ISATAP)

dyHKUMA TyHHenmMpoBaHua TpaduKka IPv6 Ha 6a3e npoToKkona ISATAP (Intra-Site Automatic Tunnel
Addressing Protocol) nosBonsieT ocylecTBnaTb nepenady Tpaduka IPv6 yepes cetn c agpecauueit IPv4.
noaaepuBatolime TyHHeAnpoBaHue

Takum obpasom, y3nbl c agpecauuent IPve,

coobLwaTbea, MHKaNcyanpys TpaduK B NAaKeTbl C 3aroloBkom IPv4,

KomaHObI pexcuma 21060s6H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoro KoHGUryprupoBaHua:

console (config) #

Tabnuua 5.60 — KomaHab! perkmma rnobanbHOro KOHGUrypupoBaHus

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHoa

Aeiicmeue

interface tunnel number

1. Co3paet uHTepdenc TYyHHeMPOBAHUA.
2. OcyuwectBnser BX04, B pexum
NHTepderica TYHHeANPOBaHMA.

KOHOUIypUpoBaHMA

tunnel isatap query-interval
seconds

(10..3600)/10 cek

no tunnel isatap query-
interval

YcTaHaBamBaet nepuoa mexay DNS 3anpocamum,
OTNpaBAsieMbIMU ANA aBTOMATMYECKOro onpegeneHua |IP-
agpeca mapuwpyTtunsaTtopa ISATAP.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

tunnel isatap solicitation-
interval seconds

(10..3600)/10 cex

no tunnel isatap solicitation-
interval

YcTaHaB/MBaeT nepuvog nepefayu 3arnpocos, TPebytoLimx
noaTBepXKAeHUA oT  mapupytusatopa ISATAP (B cnyuyae
OTCYTCTBWA aKTUBHOTO MapLLPyTM3aTopa).

YcTaHaBAMBaeT 3Ha4YeHue no YMON4YaHUIKO

tunnel
isatap robustness number

(1..20)/3

3apaet Konnyectso DNS-query 3anpocosB M KOAMYeECTBO
3anpocos, nepegasaemblx MapwpyTtusatopy ISATAP B
TeyeHne BpeMEHU KN3HWN YCTaHOB/IEHHOrO CoeANHEHMs.
Mepuopbl 3anpocos onpepenseTca Gopmynamm:

- ana DNS: (8pems #cu3HU NpuHAMoe 8 omeeme om cepeepa
DNS)/(number+1);
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- ANA 3anpocoB K mapwpyTusaTtopy ISATAP: (MuHumansHoe
8pemMAa  MU3HU rnpuHAmMoe 6 omeeme om ISATAP
mapwpymuszamopa)/(number+1).

no tunnel isatap robustness YcTaHaBAMBaeT 3Ha4YeHMe No YMONYAHMIO.

KomaHObI pextuma myHHeaAuposaHusa

BunAa 3anpoca KOMaHAHOM CTPOKM peXxnuma TYHHeNMPOoBaHUA:

console# configure
console (config) # interface tunnel 1
console (config-tunnel)#

Tabnnua 5.61 — KomaHabl pexkMma TYyHHeMPOBaHUA

KomaHda 3HaueHue Aeiicmeue

tunnel mode ipv6ip isatap BKkntoyaeT noaneprKKy TyHHenupoBaHWA npoTtokona IPve
yepes IPv4 npyn nomowm ISATAP.

Ana opgHoro M TOro e WHTepdeiica (Hanpumep
V Ethernet/VLAN) nopaepxka IPv6-agpecaumm wm

Mo ymonuyanutio
TYHHE/IMPOBAHMUA MOryT COCyW|ecTBOBaTb  BMecTe.

TYHHENMPOBaHWE Bbi6op MCNONb30BaHUA IPv6-appecaummn unu
OTKIIIOHEHO TYHHeAupoBaHua 6yaeT ocywecTBeH Ha OCHOBAHUMU
nHdpopmaumm 06 IP-agpece HasHaueHUA.
no tunnel mode ipv6ip BbikntoyaeT noanepKKy TYHHeANPOBaHMA NpoToKona IPv6.
isatap
tunnel isatap router 3ap2éT AomeHHoe umAa ana TyHHena IPv6. MNonb3oBatenun ¢
router_name Mo ymonuaHuio, aapecaumeit IPv4 6yayT MMeTb BO3MOXKHOCTb A0CTyna K
[OMEHHbIM UMeHeM yCTpoicTBY (YCTPOMCTBO TYHHENMPOBAHMA) MPU BbINOJHEHUU
ABNAETCA CTPOKa ‘isatap’ CTaHAapTHOM npoueaypbl DNS.
no tunnel isatap router YcTaHaBAMBaeT 3HaYeHMe N0 YMONYAHUIO
tunnel source KomaHza HasHavaeT nokanbHbIN IP-agpec TyHHeN, KoTopbIi
{auto | byneT MCNoNb30BaTbCA, B KayecTBe agpeca MCTOYHMKA, Mpu

Mo ymonuanwutio, IP-agpec
He Ha3Ha4eH.

OTNpaBKe MNaKeToB.
- auto — IP-agpec byaeT aBTOMaTUYECKM Ha3HAYEH CUCTEMOIA.

ip-address ipv4-address }

no tunnel source YpanaeT nokanbHblii IP-agpec TyHHENs.

KomaHOobl pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 5.62 — KomaHabl pexkuma EXEC

KomaHoa Aelicmeue

show ipv6 tunnel MokasbiBaeT MHGOPMALMIO O HACTPOMKaX TYHHEN .

[Mpumepbl 8bINOAHEHUA KOMAHO

BKAOUMTb MHTEPDENC TYHHENUPOBAHWUA, Ha3HAYUTb AOMEHHOe UMA TyHHena — ABCD, ycTaHOBUTb
NIOKanbHbIN ip-agpec — 192.168.16.88.

console# configure

console (config) # interface tunnel 1

console (config-tunnel) # tunnel mode ipvé6ip isatap

console (config-tunnel)# tunnel isatap router ABCD

console (config-tunnel) # tunnel source ip-address 192.168.16.88
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5.14 HacTtpoiKa npoTOKONOB

5.14.1 Hacmpoiika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHOM 3apgayen npotokona DNS ssnsetca onpegeneHue IP-agpeca y3na cetn (xocra) no
3anpocy, cogepKawemy ero gomeHHoe MmsA. basa AaHHbIX COOTBETCTBUIN AOMEHHbIX UMEH Y3/10B CETU U

cooTseTcTBYOWMX UM IP-agpecos BegetcA Ha DNS-cepsepax.

KomaHObI pexcuma 2106016H020 KOHpU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rNobanbHOro KOHGUIypUpoBaHua:

console (config) #

Tabanua 5.63 - KomaHap! pexknma rnobanbHOro KOHGUIryprupoBaHua

KomaHoa

Aelicmeue

ip domain lookup

Paspewaet ncnonbsosaHne npotokona DNS.

no ip domain lookup

3anpewaeT ucnosb3oBaHme NpoTokona DNS.

ip name-server {serverl-
ipv4-address|serverl-ipv6-
address} [server-address2
... server-address8]

Onpepenser IPv4/IPv6-agpeca ana poctynHbix DNS-cepsepoB. MoxHo onpeaenutb |P-
agpeca ANnA BOCbMU CEPBEPOB.

no ip name-server [server-
addressl1 ... server-
address8]

Ypansaet IP-agpec DNS-cepsepa 13 cnmcKa JOCTYMHbIX.

ip domain name name

Onpefenser LOMEHHOe MMA MO YMOYaHUIO, KOTopoe ByAeT MCNoAb30BaTbCA NPOrPaMmon,
ONA OOMNONHEHUA HenpaBUAbHbLIX AOMEHHbIX MMEH (LOMEHHbIX MmeH 6e3 Touku). OnA
OOMEHHbIX MMeH 6e3 TOYKM B KOHel, MMeHU byaeT [06aBAATbCA TOYKA M YKasaHHoe B
KOMaHAe fomeHHoe uma. Uma ponxkHo cogepxatb 1 o 158 cumsosios.

no ip domain name

Yaanser JOMeHHOe UMSA Mo YMOYaHMIo.

ip host name address1
[address2 ... address4]

OnpepenseTr cTaTMYeCKMe COOTBETCTBUA WMeH y3noB cetn IP-agpecam, pobasnser
yCTaHOB/IEHHOE COOTBeTCTBME B Kaw. PyHKUMA nokanbHoro DNS. Mma gonKHO cogeprkatb OT
1 po 158 cumsonoB. MoXHO onpegenntb Ao YeTbipex IP-agpecos.

no ip host name

YpanaeT ctaTMyeckne COOTBETCTBMA MMEH Y3108 ceTu IP-agpecam. MUma fOMKHO copepraTtb
ot 1 go 158 cumsonos.

KomaHOowbi pexcuma EXEC

Buz 3anpoca KomaHAHOW CTPOKM B pexxknme EXEC:

console#

Tabnunuya 5.64 - KomaHabl pexkmma EXEC

KomaHoa

Aeilicmeue

clear host {name| *}

Ypanaer 3anucb COOTBETCTBUA MMeEHM y3na ceTu IP-aapecy Kawa anbo Bce 3anucu (*). Uma
LOJIKHO comeprKaTb oT 1 o 158 cumBonos.

show hosts [name]

OTobparkaeT LOMEHHOE MMA NO yMoAn4aHuio, cnvcok DNS-cepBepoB, cTaTuuyeckve U
K3LIMPOBaHHble COOTBETCTBMUA MMEH Y3108 ceTu u IP-aapecos.

Mpn Mcnonb30BaHMM B KOMaHAE UMEHU y3N1a CeTh, 0TobparkaeTca COOTBETCTBYIOLWMIN emy |P-
agpec. ima gonxHo copepxatb oT 1 o 158 cumsonos.
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[pumepbl UC016308AHUS KOMAHO

Mcnonb3sosatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE

MMA NO YMONYaHUIO - mes:

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38
console (config) # ip domain-name eltex-sw-1

YCTaHOBUTb CTaTU4eCKoe COOTBETCTBME:
192.168.16.39:

console# configure

y3en cetm C UMEHem eltex.mes wnmeer

IP-agpec

console (config)# ip host eltex.mes 192.168.16.39

5.14.2 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoTokon pa3pelleHus aapecoB) — MPOTOKO/ KaHa/lbHOro
YPOBHS, BbINOJIHALLWMI PyHKUMIO onpedeneHns MAC-agpeca, Ha OCHOBaHWM COAEpPrKallLerocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU B perknume ro06asbHOro KOHGUrypmMpoBaHms:

console (config) #

Tabnunua 5.65 - KomaHab! pexkuma rnobasbHOro KOHGUrypupoBaHUa

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

KomaHda

Aelicmeue

arp
ip_addr hw_addr
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group| vlan

¢dopmar ip_addr: A.B.C.D;
dopmat hw_addr: H.H.H

H:H:H:H:H:H
vianiD] H-H-H-H-H-H;
no arp gi_port: (1..8/0/1..24);
ip_addr [gigabitethernet te_port: (1..8/0/1..4);
gi_port | group: (1..8);

tengigabitethernet te_port vlaniD (1..4094)

| port-channel group| vlan
vlaniD]

[ob6asnaet cratuyeckyro 3anucb cooTsetcteuA IP u MAC-
aapecoB B Tabnuuy ARP ans yKasaHHOro B KOmaHze
MHTepodeiica.

ip_addr — IP-agpec

hw_addr — MAC-agpec

Ypanaet cTaTMyecKyro 3anucb cootseTctema IP 1 MAC-agpecos
13 Tabnunubl ARP ans ykasaHHOro B KOMaHae UHTepdelica.

arp timeout sec (1-40000000)/

60000 cek

no arp timeout

HacrpaMBaeT BpemAa XKWU3HU 3anucen B

Tabamue ARP (cek).

ANHaMUNYECKUX

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHOwbi pexcuma privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume privileged EXEC:

console#

Tabnunua 5.66 - KomaHabl pexxuma privileged EXEC

KomaHda 3HauyeHue

Aelicmeue

clear arp-cache -

Ypanser Bce JAuMHamuyeckue 3anucu u3  ARP  Tabauubl.
(KomaHga pgocTynHa TO/MbKO AAAa  NPUBUAETMPOBAHHOIO
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nonb3osarens).

show arp

[ip-address ip-address |
mac-address mac-addres |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group ]

dopmar ip-address: A.B.C.D
dopmaT mac-address:
H.H.H nan H:H:H:H:H:H nan
H-H-H-H-H-H;
gi_port: {1..8/0/1..24);
te_port: {1..8/0/1..4);
group: (1..12).

MokasbiBaeT 3anucy ARP-Tabaumubl: Bce 3anucu, opunbtp no IP-
agpecy; ounbTp Nno MAC-agpecy; dunbTp no nHtepdelicy.
ip_address — IP-agpec;

mac_address — MAC-agpec;

gi_port — Homep nHTepdelica Ethernet gl-g4;

te_port — Homep nHTepdelica Ethernet XG1-XG4;

group — rpynna KaHanos.

show arp configuration

MokasbiBaeT rnobanbHyto KOHUrypaumio ARP 7

KoHdurypaumto ARP gns nHtepdelicos.

ip arp proxy disable

no ip arp proxy disable

OTKNtO4aeT pexum npokcmposBaHua ARP-3anpocos Aand
KoMmyTaTopa.
Bkatoyaetr pexum npokcupoBaHua ARP-3anpocoB  ana
KoMMmyTaTopa.

KomaHObI pexcuma KoHgu2ypuposaHue UHmepagelica

Bua 3anpoca KomMaHAHOM CTPOKM B pexkume interface configuration:

console (config-if) #

Tabnunua 5.67 - KomaHabl pexkmma interface configuration

KomaHoa

3HavyeHue

Aelicmeue

ip proxy-arp

no ip proxy-arp

OTK/OYaeT  peXMM  NPOKCMPOBAHMUA
HacTpaMBaemom mHTepdeiice.

ARP-3anpocoB Ha

BK/IOYAET  peMm  MPOKCUMPOBAHMA
HacTpanBaemom uHTepdeice.

ARP-3anpocoB  Ha

arp timeout sec

no arp timeout

(1-40000000)

HacTpanMBaeT BpemMA JKM3HM [AMHAMMYECKMX 3anucei B
Tabanue ARP (cek) ans HacTpanmBaemoro nHTepdeica.

YcTaHaBAMBaeT 3HauyeHWe MO YMOAYaHWio (ycTaHaBaWBaeTcA
rno6ansHo).

[pumepbl UC1016308aGHUA KOMAHO

[Job6aBuTb cTaT4YecKyto 3anucb B ARP-Tabnuuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,

YCTaHOBUTb BPEMSA }KU3HU ANHAMMUYecKux 3anucein B ARP-Tabaunue — 12000 cekyHA;:

console# configure
console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc gigabitethernet 1/0/2
console (config) # exit

console# arp timeout 12000

= [lokasaTtb cogepkmmoe ARP Tabanubl:

console# show arp

192.168.25.1

HW address status

02:00:2a:00:04:95 dynamic
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5.14.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumun. MpoTokon nossonsieTt
pacnpocTpaHntb no cetn maeHtuédukatopbl VLAN. OcHoBHOM ¢yHKUMel npoTokona GVRP sBnsetcs
obHapyxeHue nHpopmauymm ob oTcyTcTByOWMX B 6a3e gaHHbIX KommyTaTopa VLAN-ceTax npu nosiydyeHmm
coobueHnit GVRP. Moayums nHpopmaumio o6 otcytcreytowmx VLAN, KommyTaTop A00aBAAET ee B CBOIO
6a3y AaHHbIX.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma rnobanbHOro KOHPUrypmposaHumsa:
console (config) #

Tabanuya 5.68 — KomaHabl pexkmMma rnobanbHoro KoHGUrypuposaHua

3Ha4yeHue/3HayeHue no .
KomaHda Aeiicmeue
YMOAYAHUIO
gvrp enable BrnitouaeT ucnonbzosaHme npotokona GVRP kommyTtaTopom.
-/BbIK/tOYEH
no gvrp enable BbikntovaeT ncnonb3osaHne npotokona GVRP kommyTtaTopom.

KomaHObI pexcuma KoHguaypuposaHusa uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
UHmMepagelica 2pynnel Nopmos

BunAa 3anpoca KOMaHAHOM CTPOKM B peXXMme KoHpUrypmpoBaHus uHtepdelica Ethernet, uHrepdeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port| tengigabitethernet
te port|port-channel group}

console (config-if)#

Tabnuua 5.69 — KomaHab! perkuma KoHoUrypuposaHua nHtepdeiica Ethernet, rpynnel nHtepdeiicos

3HayeHue/3HayeHue o

KomaHda Helicmeue
YMOAYAHUIO
gvrp enable Bkntovaer MCnonb3oBaHune npoTokona GVRP Ha
HacTpanBaemom uHTepodeiice.
-/BbIK/OYEH
no gvrp enable Bbikntovaet ncnosb3osaHme npoTokona GVRP Ha
HacTpanBaemom MHTepodeiice.
garp timer (10-2147483640) mc YcTaHaBnAMBaeT 3HayeHua TalimeposB npoTokosna  GARP
{join | leave | leaveall} (onucaHwue Talimepos npuseaeHo B Tabanue 5.70).
timer value 3HauyeHus no ymonyanuio: | timer_value — 3HauyeHune Talimepa (H01KHO 6bITb KpaTHO 10).
join: 200 mc;

no garp timer leave: 600 mc;

YCTaHOBWTb 3HAaYEHMA NO YMOAYAHUIO.
leaveall: 10000 mc ¥

gvrp vlan-creation-forbid 3anpelaeTr gMHaMU4YeCKoe M3MeHeHue unm cosgaHune VLAN
ANA HacTpauBaemoro nHTepdeiica.
. -/paspelueHo
no gvrp vlan-creation- Pa3pewaetr gMHamuyeckoe nameHeHue mam cosgaHue VLAN
forbid ANA HacTpansBaemoro nHtepderica.
gvrp registration-forbid BbinonHAeT cHATMe perucTtpaummn pna Bcex VLAN u He
M0 yMONUaHWIO CO3AAHNE | honyckaeT CO3AaHMA MAM  perucTpaumn Hosbix VLAN Ha
u pernctpauma VLAN Ha AaHHOM uHTepdeiice.
no gvrp registration-forbid wHTepdeiice paspeleHa YcTaHaBAMBaeT 3Ha4YeHMe N0 YMONYAHWIO.
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Tabnnuya 5.70 — OnucaHue Taiimepos GARP

Talimep GARP 3HayeHue
OnpegenseT uMHTepBan nepejayn 3anpocos Ha npucoeauHeHue B rpynny VLAN
Join Timer (amanasoH 3HauyeHuih oT 10 po 2147483640 MWANUCEKYHA, 3HAYeHWe Mo
ymonyaHuio — 200 MUAAUCEKYHA).
OnpegenseT MHTepBan, KOTOPbIN UHTepdenc byaeT oXupatb nepes BbIXOAOM U3
rpynnbl VLAN (avanasoH 3HayeHuit ot 10 go 2147483640 MUNNNCEKYHA, 3HaYeHWe
Leave Timer no ymonyaHuwo — 600 MUAIMCEKYHA).

3HaueHue Leave Taiimepa AO0MKHO 6biTb 60nblie UAM PaBHO Tpem
3HauyeHusam Join Taimepa.

Y

LeaveAll Timer

Onpegenser MHTEpPBaJ, KOTOpbIA WHTepdeic byaeT oxuaatb nepes oTNpaBKoOM
3anpoca LeaveAll Ha nonHoe oTKaoyeHue oT rpynnbl VLAN (guanasoH 3HayeHui oT
10 po 2147483640 MmMunAUCeKyHA, 3HavYeHWe no ymondaHmiwo — 10000
MWTUCEKYHA).

Y

3HaueHue LeaveAll Taiimepa gonKHO 6biTb HamMHOro 6o/bluie 3HauYeHuUs
Leave Taiimepa.

v
v

nopry.

® —

3HaueHuA GARP TalimepoB A0/13KHO 6bITb 04MHAKOBbLIM A/ BCEX B3aUMOAENUCTBYIOLLMX
YCTPOWUCTB. ECnun 3HaueHUs Taimepos ByayT OTAIMYATLCA, TO KOMMYTATOP MOXKeT
HeKOppEeKTHO paboTaTb No npoTtokoay GVRP.

B3aMMOAEﬁCTBMe HEeTermposaHHOro Nnoprta C TerMpoBaHHbIM MOXeET 6bITb
AAMUHUCTPATUBHO onpeaeneHo nytem yCTaHOBKU 3Ha4YeHUA PVID Ha HeTermposaHHOMm

UHTepdeiic, HacTpoeHHbIN B pexkume nopta gocTtyna (Access port), He moxeT paboTaTtb no
npoToKony GVRP, NOCKO/NbKY OH Bcerga ABAAETCA Y1eHOM TONbKO ogHow rpynnbl VLAN.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma privileged EXEC:

console#

Tabnunua 5.71 — KomaHabl pexkuma privileged EXEC

KomaHoa

3HaueHue Aeiicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

OuunLaeT HaKOMN/IEHHYIO CTAaTUCTUKY NpoToKkona GVRP.
gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);
group: (1..12)

KomaHOowbi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console>

Tabnuua 5.72 — KomaHap! pexkmuma EXEC

KomaHoa

3HavyeHue Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

MokasbiBaeT KoHburypaumwo  npoTokosa  GVRP
yKa3aHHOro uHTepdelica, iMbo ansa Bcex MHTepdeincos.

ans
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tengigabitethernet te_port |
port-channel group]

group: (1..12).

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

lMoKa3blBaeT HAKOMIEHHY CTAaTUCTMKY No npotokony GVRP
015 YKa3aHHOro uHTepderica, inbo ana Bcex MHTepdencos.

MoKasblBaeT CTaTUCTMKY NO owubkam npu paboTe
npoTtokona GVRP gna yKkasaHHoro uHTepdeiica, nmbo gnn
BCeX MHTepdencos.

5.14.4 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbIA MexaHW3M NO3BONAET YCTPOMCTBY OTC/AEXKMBATL 3aKO/bLOBaHHbIe NOPThI. [eTna Ha nopTy
OOHapyKMBaeTca MyTEM OTCbIIKM KOMMYTAaTOpom ¢perima € afpecom HasHa4YeHWsA, COBMAZANOWMM C
oaHum 13 MAC-agpecoB yCcTpoiCTBa.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKM B perume r106asbHOro KOHGUrypmMpoBaHums:

console (config) #

Tabnuua 5.73 - KomaHap! pexkrMma rnobasbHOro KOHGUrypupoBaHua

3Ha4yeHue/3HayeHue no

KomaHda Aeiicmeue
YMOAYAHUIO
loopback-detection enable BKAtoYaeT MexaHU3M 0bHapyKeHUA neTenb A1 KOMMYTaTopa.
no loopback-detection -/disabled
enable BoccTaHaB/IMBaAET 3HaYEHWEe MO YMONYAHUIO.

loopback-detection
interval seconds

no loopback-detection
interval

(30-60)/30 cekyHa

YcTaHaBavBaeT UHTepBan mexay loopback-ppeimamu.
seconds — vHTepBan BpemeHu mexay LBD ¢pperimamu.

BoccTaHaBnvBaeT 3HauYeHMe N0 YMONYaHMIO

loopback-detection mode
{src-mac-addr|base-mac-
addr}

YcTaHaBAMBaET pexxum obHapyKeHUa neTenb:

src-mac-addr — onpegenset, yuto MAC-agpec Ha3HayeHuA —
MAC-agpec nHtepdeliica;

base-mac-addr — onpegenset, yuto MAC-agpec Ha3HayeHua —
MAC-agpec ycTpoiicTea.

KomaHObI pexcuma KoHgua2ypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,

UHmepcgpelica epynnel NOpPmMo8

Bupa 3anpoca KOMaHAHOW CTPOKK B pexume KoHPUrypmposaHua nutepdeica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port]|

te port|port-channel group}
console (config-if)#

tengigabitethernet

Tabnnua 5.74 — KomaHabl pexkuma KoHourypmuposaHus uHtepdelica Ethernet, rpynnel uHTepdelicos

3HayeHue/3HavyeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
loopback-detection enable BK/toyaeT mexaHn3m obHapyKeHua neTesb Ha NOpPTy
no loopback-detection -/disabled
enable BoccTaHaB/IMBaAET 3HaYEeHWe N0 YMONYaHUIO
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KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnuua 5.75 — KomaHap! pexkuma EXEC

KomaHoa 3HayeHue Aelicmeue

OTobparkaet coctonaHne mexaHmama loopback-detection.
gi_port —Homep uHTepdelica Ethernet gl-g24;

te_port — Homep nHTepoeica Ethernet XG1-XG4;

group — rpynna KaHanos.

show loopback-detection
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12).

5.14.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP)

OcHoBHOW 3agaveit npotokona STP (Spanning Tree Protocol) asnsetca npuseaeHune cetn Ethernet c
MHOECTBEHHbIMWN CBA3AMW K APEBOBUAHOM TOMONOIMMWN, UCKAKOYAIOLWEN UMKAbI naketos. KommyTaTopbl
0bMeHMBalOTCA KOHPUIYPaLUMOHHbIMU COOBLEHMAMM, UCMNOMb3YA Kaapbl creunanbHoro d¢opmara, U
BbIOBOPOYHO BK/IIOYAIOT M OTK/HOYAIOT Nepeaaydy Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) aBnsieTca ycoBeplUeHCTBOBaHMEM MNpoToKosia STP, xapakTepusyetcs
MEHbLWWM BpEMEHEM TMPUBELEHNA CETU K LPEBOBMAHOM TOMOMAOIMM UM UMeeT 6osiee BbICOKYHO
YCTOMYMBOCTD.

Mpotokon Multiple STP (MSTP) snaBnfetca Haubonee coBpeMeHHOW peanusauuen STP,
nogaep:meatowenn ucnonbsosaHne VLAN. MSTP npegnonaraet KoHdurypuposaHue Heobxoaumoro
KO/IMYECTBA IK3EeMNASPOB CBA3YOLWEro Aepesa (spanning tree) BHe 3aBUCMMOCTM OT uncaa rpynn VLAN Ha
KoMmmyTaTope. Kaxabi aK3eMnasp MOXKeT cogepaTb Heckonbko rpynn VLAN. HegoctaTkom npoTokona
MSTP siBnsieTca To, UTO Ha BCEX KOMMYyTaTopax, B3anmoaencreyolmnx no MSTP, onHbl BbiTb 04MHAKOBO
CKOHOUrypuposaHbl rpynnbl VLAN.

5.14.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOWM CTPOKM peknma rnob6anbHOro KOHPUrypmpoBaHms:
console (config) #

Tabnunua 5.76 — KomaHabl pexkuma rnobanbHoro KoHGUrypupoBaHua

no spanning-tree mode

KomaHoa 3HavyeHue/3HavyeHue no Aelicmeue
yMoOAYaHuro
spanning-tree PaspeluaeT MCNonb30BaHME KOMMYTaTOPOM npoTokoa STP.
no spanning-tree i 3anpeLyaeT MCNo/b30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode {stp | YcTaHaBAMBaET perkMm paboTbl npoTokona STP:
rstp | mstp} stp — IEEE 802.1D Spanning Tree Protocol;
JRSTP rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

mstp — IEEE 802.1S Multiple Spanning Tree Protocol.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree forward-
time seconds

no spanning-tree forward-
time

(4..30)/15 cek

YcTaHaBAMBaET UHTEPBaAN BPEMEHM, 3aTpaumBaemblit Ha
NpocAywrBaHWe U U3y4YeHne COCTOAHMUIN nepes,
nepek/loYeHMeM B COCTOSHUE Nepesayu.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

spanning-tree hello-time
seconds

(1..10)/2 cek

YcTaHaBAWBaET MHTEPBAN BPEMEHWN MEXAY nepegadyamu
LWMpPOKoBeLaTeNbHbIX coobueHnit «Hello» K
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no spanning-tree hello-
time

B3aMMOAENCTBYIOLLMM KOMMYTaTOPaM.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree loopback-
guard

no spanning-tree loopback-
guard

PaspelaeT 3almMTy, BblKNtOYatOLLYO t060oi nHTepdeic npu
npueme naketos BPDU.

3anpeLaeT 3aWmTy, BbIKAHOYAOLWYO HTEpdEC Npu Npuéme
naketos BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

(6..40)/20 cek

YcTaHaBAMBaET BpemMA XU3HU ceAsytolero aepesa STP.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

spanning-tree priority

no spanning-tree priority

(0..61440)/32768

Hactpausaet npuoputet ceAsyoLero gepesa STP.

V 3HaueHue npuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBAMBaET MeToA, onpeaeneHns LeHHOCTU NyTu.
- long — 3HaueHue LeHHocTn B AnanasoHe 1..200000000;

no spanning-tree bpdu

-/short - short — 3HaYeHMe ueHHocTM B AnanasoHe 1..65535.

no spanning-tree pathcost

YcTaHaBAMBaeT 3HaYeHMEe N0 YMOIYAHUIO.
method
spanning-tree bpdu OnpeaensneT pexxnm o0b6paboTkmn naketos BPDU nHTepdeicom,
{filtering | flooding} Ha KOTOPOM BbIK/IO4EH NpoToko STP.

- filtering — Ha nHTepdeiice ¢ BbIKNOYEHHbIM NPOTOKONOM STP

BPDU nakeTbl dpunbTpytoTcs;

. - flooding — Ha nHTepdelice ¢ BbIKAOYEHHbIM NPOTOKOAOM STP
-/flooding

HeTernposaHHble BPDU nakeTbl nepenatoTca, TerMpoBaHHble —
dunbTpytoTca.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

Mpun 3agaHum Taknx napametpos STP, Kak forward-time, hello-time, max-age Heo6xoaumo
yYuUTbIBaTh Cegyiollee cCNpaBeA/IMBOE HEPABEHCTBO-dopmyny:
2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, uHmepgelica epynnbi

nopmose

BunAa 3anpoca KoOMaHAHOM CTPOKM B pexkume KoHpurypmposaHua nHtepdeliica Ethernet, untepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.77 — KomaHabl pexmma KoHpurypmuposaHua nHtepdeliica Ethernet, rpynnbl noptos

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

spanning-tree disable

no spanning-tree disable

-/paspelueHo

3anpewaeT paboTy npoTokona STP Ha KOHdUTypupyemom
UHTepodeiice.

PaspewaeT paboTy npoTokosia STP Ha KOHPUTYpUpyemom
nHTEpdelice.

spanning-tree cost cost

no spanning-tree cost

(1..200000000)/ cm.
Tabnuuy 5.78

YcTaHaBAMBaeT LLeHHOCTb NyTU Yepes AaHHbI UHTepdeiic.

YcTaHaBMBaeT 3HaYeHue, onpesensiemoe Ha OCHOBaHUM
CKOPOCTM MopTa M MeToAa onpeae/ieHUs LeHHOCTU NyTH,
Tabauua 5.78.

spanning-tree port-priority

(0..240)/128

YcTaHaBAvBaeT npuopuTeT nHTepdeiica B cBA3yOWeEM aepese
STP.
71 3HauyeHue NpuopuTeTa A0JIXKHO 6bITb KpaTHO 16.
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no spanning-tree port-
priority

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

BK/ItOYAET pexnm, B KOTOPOM MOPT NPU NOAHATUM Ha HEM
JIMHKA Cpa3y CTAaHOBUTCA B COCTOAHME Nepenauu, He
[0XUOAACH UCTEYEeHUA Tanmepa.

- auto — fo06aBAsAET 3aePKKY 3 CeKyHAbI Nepes, Nepexoaom B
COCTOAHME Nepesayu.

BbIKNtOYaET peXxnm MOMeEHTaNbHOro nepexoaa B COCTOAHUE
nepegayn Nno NOAHATUIO KJIMHKa».

spanning-tree guard root

no spanning-tree guard
root

-/33 LNTa BblK/IKOYEHA

BK/toYaeT 3almnTy «KKOPHA» ANA BCEX CBA3YIOLWMX fepeBbes
STP BbI6paHHOro nopTa. [JaHHaA 3awuTa 3anpeLaert
nHTepdeiicy 6bITb KOPHEBLIM NOPTOM KOMMYTATOPA.

YcTaHaBAWBaeT 3HaYeHne No YMOAYaHUIO.

spanning-tree bpduguard

no spanning-tree
bpduguard

-/3almTa BbIK/IOYEHa

PaspeluaeT 3awWwuTy, BbIKAOYAOLWYO UHTEPdENC Npy Npuéme
naketos BPDU.

3anpeLaeT 3alWmTy, BbIK/IOYaKOLLY0 MHTEpdENC Npu Npuéme
naketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

3HayeHMe No YMONYaHUIO

ON5 oyNAeKCHOro nopTa
«TOYKa-TOYKa», ons
nosyAynaeKcHoro —
«pPa3BeTB/IEHHbIN»

YcTaHaBnmBaeT npoTtokon RSTP B nepepatolLee coctoAHme 1
onpegenaeT TUN CBA3W ANA BbIGPaHHOro NOpPTa - «TOYKa-
TOYKA», KPA3BETBEHHbINY.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

Onpegenset pexxnm obpaboTku naketos BPDU nHTepdeicom,
Ha KOTOPOM BbIK/Il04eH NpoToKoAa STP.

- filtering — Ha nHTepdeiice ¢ BbIKAOYEHHbIM NPOTOKONOM STP
BPDU nakeTbl punbTpytOTCA;

- flooding — Ha nHTepdelice ¢ BbIKNOYEHHBIM NPOTOKOOM STP
HeTernposaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaHHble —
dunbTpyroTCA.

YcTaHaBAMBaeT 3HAYeHMe no YMONYaHULO.

Tabnunua 5.78 — LleHHOCTb NyTH, yCTaHOB/IEHHAsA NO YMONYaHUIo (spanning-tree cost)
Memoo onpedeneHus
yeHHocmu nymu

Unmepdpelic
Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
Gigabit Ethernet (1000 Mbps) 20000 4

KomaHObi pexcuma privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnunua 5.79 — KomaHabl perkuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24); MoKasbiBaeT KoHOUrypaumio npoTokoia STP.

te_port: (1..8/0/1..4);
group: (1..12).

show spanning-tree
[detail] [active | -
blockedports]

MoKkasbiBaeT noapobHylo MHPOPMALMIO O  HacTpoike
npotokona STP, wuHbopmauuto 06  aKTUBHbIX UM
3a6/10KMPOBAHHBIX MOPTaX.

clear spanning-tree 3aHoBO
detected-protocols
[gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group]

Mepe3anyckaeT npouecc Mmurpaumm
npoucxoauT NpocyéT aepesa STP.

NpoToKoNa.

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);
group: (1..12).
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.80 — KomaHab! pexkmma EXEC

KomaHda

3HayeHue

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12).

MokKasbiBaeT pexkmm 06paboTkm naketos BPDU Ha
MHTepdericax.

5.14.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIrypnpoBaHusa:

console (config) #

Tabnuua 5.81 — KomaHap! pekmuma rnobanbHOro KoOHGUrypupoBaHua

3Ha4yeHue/3HayeHue no

no spanning-tree pathcost
method

KomaHoa Aelicmeue
YMOAYAHUIO
spanning-tree Pa3pellaeT MCNONb30BaHNE KOMMYTAaTOpPOM NpoTokona STP.
no spanning-tree i 3anpeLaeT UCnoib30BaHME KOMMYTAaTOPOM NpoToKoa STP.
spanning-tree mode {stp | YcTaHaBAMBAET pexkmMm paboTbl npoTokona STP.
rstp | mstp} -/RSTP
no spanning-tree mode YcTaHaBAMBaeT 3Ha4YeHME N0 YMOIYAHUIO.
spanning-tree pathcost YcTaHaBAMBaET METOZ OnpeseneHUs LeHHOCTU NyTu.
method {long | short} - long — 3HayeHMe LeHHOCTUN B AnanasoHe 1..200000000;
- short — 3HayeHMe LeHHOCTM B gManasoHe 1..65535.
-/short

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

spanning-tree mst
instance-id priority priority

no spanning-tree mst
instance-id priority

instance: (1..15);
priority: (0..61440)/32768

YcTaHaBAMBaeT NpuopuTeT ANA AaHHOro KOMMyTaTopa nepej,
OCTaNbHbIMW, UCNONb3YIOLWMMM 0BLWMIA 3K3emnnap MSTP.
/| 3HaueHue npuopuTeTa AOMKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree mst max-
hops
hop-count

no spanning-tree mst max-
hops

(1..40)/20

YcTaHaBAMBaeT MAKCMMaAJIbHOE  KOIMYEeCTBO  TPaH3UTHbIX
y4yacTkoB  AnAa nakeTta BPDU, HeobXxoAMMbIX  ANns
dbopmMupoBaHMA aepeBa U yaepKaHMA WHbOpMauuu o ero
CTpoeHun. EcnnM  nakeT yxKe npowen MaKCcMmanbHoe
KO/IMYECTBO TPaH3UTHbIX YYaCTKOB, TO HAa C/eAylOLLEeM y4acTKe
OH oTbpacbiBaeTcs.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree mst
configuration

Bxopg, B pexkum KoHbUrypmupoBaHusa npotokona MSTP.

KomaHObI pexcuma KoHgu2ypuposaHusa npomokosaa MSTP

Bua 3anpoca KOMaHAHOM CTPOKM B peume KOHPUrypmuposaHma npotokosa MSTP:

console# configure

console

(config) # spanning-tree mst configuration
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console

(config-mst) #

Tabaunuya 5.82 — KomaHabl perkMma KoOHOUrypmposaHus npotokona MSTP

KomaHoa

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

instance instance-id
vlan vian-range

no instance instance-id
vlan vlan-range

instance:(1..15);

vlan-range: (1..4094)

Co3paeT COOTBETCTBME MEXAY IK3emMnaAapom npoTtokona MSTP
v rpynnamm VLAN.

Ypaanaet cOOTBETCTBME MEXKAY IK3eMNAapom npoTokona MSTP
v rpynnamu VLAN.

name strin 3agaeT uma KoHourypaummn MST.

g (1..32) cumBona A urypay
no name Ypanaer uma KoHpurypaumm MST.
revisio.n.value (0..65535)/0 3apaet Homep peBn3nm KoHdurypaunm MST.
no revision YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

show {current | pending}

MoKasblBaeT Tekylyto (current), ambo oxkmaatowyto (pending)
KoHdurypauuto MST.

exit ) Bbixo4 M3 pexuma KoHourypauum npotokona MSTP c
coXpaHeHnem KOHPurypaumm.
abort ) Bbixos, M3 pexuma KoHourypaumm npoTokosa MSTP 6es
COXpaHeHnA KoHbUrypauum.
KomaHObl _pexcuma KoHguaypuposaHus uHmepgelica Ethernet, uHmepdpelica epynnsi
nopmoes

Bua 3anpoca KoMaHAHOW CTPOKM B pexkume KoHPUrypuposaHua nHtepdeiica Ethernet, untepoeiica

rpynnbl NOPTOB:

console (config-if) #

Tabaunua 5.83 — KomaHzabl perkmma KoHoUrypmposaHus nHtepdelica Ethernet, rpynnesl noptos

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

—/3a LNTa BbIK/IKOYEHA

BKkntoyaeT 3alumMTy «KOpPHA» ONA BCEX CBA3YHOLWMX AEpeBbeB
STP BbibpaHHOro nopta. [aHHaa 3awmTa 3anpewaert
MHTepdency bbiTb KOPHEBLIM MOPTOM KOMMYyTaTOpa.

YcTaHaBAMBaeT 3HAYeHne no YMONYaHULO.

spanning-tree mst
instance-id port-priority
priority

no spanning-tree mst
instance-id port-priority

instance: (1..15);

priority:( 0..240)/128

YcTaHaBAnBaeT npuopuTeT nHTepdeiica B aksemnnape MSTP.
/] 3HaueHue npuopuTeTa AOMKHO BbiTb KPaTHO 16.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

spanning-tree mst
instance-id
cost cost

no spanning-tree mst
instance-id cost

instance: (1..15);

cost: (1..200000000)

YcTaHaBAMBaET LEHHOCTb NyTH Yepes BbibpaHHbIN UHTepdeiic,
ONA onpefeneHHOoro aksemnasapa npotokona MSTP.

YcTaHaBAMBaeT 3HayeHue, onpeaensemoe Ha OCHOBaHWUM
CKOpPOCTM MNopTa M MeTO4a OnpeaeneHus LEeHHOCTU nyTH,
Tabamua 5.78.

spanning-tree port-
priority

no spanning-tree port-
priority

(0..240)/128

YcTaHaBAMBaET NpUOPUTET UHTEpPdElica B KOPHEBOM
cBasyowwem gepese MSTP.
7] 3HayeHue npuopuTeTa JOMKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

KomaHObI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmma privileged EXEC:

console#
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Tabnnuya 5.84 — KomaHab! pexkmma EXEC

KomaHda

3HayeHue

Aeiicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]
[instance instance-id]

gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4);
group: (1..12).
instance: (1..15)

MokasbiBaeT KoHdUrypauuto npoTokoaa STP.

- instance-id — naeHTUPUKaTOp 3K3emnaapa npoTokosa MSTP.

show spanning-tree
[detail] [active |
blockedports] [instance
instance-id)

instance: (1..15)

MoKasbiBaeT NogpobHY0 MHPOPMALMIO O HACTPOliKe
npotokona STP, uHdopmaunto 06 aKTUBHbIX UK
3a6/710KMPOBAHHbIX NOPTAX.

- instance-id — naeHTUdUKaTOp 3K3emnaapa npoTokosa MSTP.

show spanning-tree mst-
configuration

Moka3sblBaeT MHGOPMALLMIO O CKOHOUTYPUPOBAHHBIX
aKk3emnnapax MSTP

clear spanning-tree
detected-protocols
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12).

MNepesanyckaeT npouecc murpaumm NnpoToKkona. 3aHoBO
NponcxoauT NPocYET aepesa STP.

[pumepbl 8b1M0MHEHUS KOMAHO

Bkntountb noanepKky npotokosna STP, yCTaHOBMUTb 3HAYeHMEe npuopuTeTa CBA3YIOLLEro Aepesa
RSTP — 12288, uHTepBan forward-time — 20 ceKyHa, WHTEpBan BPEMEHW MeXay nepegadvamu
LUMpOKoBelLaTeNbHbIX coobleHnin «Hello» - 5 cekyHa, Bpems XM3HM cBasylowero gepesa — 38
CceKkyHa. Mokas3aTb KOHPUrypauuto npotokona STP:

console (config
console (config
console (config
console (config
console (config
console (config
console (config

spanning-tree
spanning-tree mode rstp

spanning-tree
spanning-tree
spanning-tree

spanning-tree max-age 38

exit

console# show spanning-tree

priority 12288
forward-time 20
hello-time 5

Loopback guard:
Root ID Priority
Address

5 sec

Spanning tree enabled mode RSTP
Default port cost method:
Disabled

long

12288
a8:£9:4b:80:b0:80
This switch is the root

Hello Time

Max Age 38 sec

max age 38, forward delay 20

Times: hold 1,
hello 5,
Interfaces
Name State Prio.Nbr
gi0/1 enabled 128.1
gi0/2 enabled 128.2
gi0/3 enabled 128.3

2000000 DSBL Dsbl
200000 FRW Desg
2000000 DSBL Dsbl

Forward Delay 20 sec

notification 5

Role PortFast

Number of topology changes 2 last change occurred 01:41:53 ago
topology change 58,

P2p (RSTP)
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5.14.6 pomokon EAPS

Mpotokon EAPS (Ethernet Automatic Protection Switching) npegHasHayeH anAa noBbIWEHUA
YCTOMYMBOCTU M HAAEKHOCTU CeTU nepefaym AaHHbiX, MMELEN KO/bLEBYIO TOMO/OMMIO, 3a CcyeT
CHUXEHUA BPEMEHW BOCCTAHOB/IEHMA CETU B C/ayyae aBapuu. Bpemsa BOCCTaHOBNAEHUA He npeBbiwaet 1
CEeKYHAbl, YTO CYLLECTBEHHO MEHbLUE BPEMEHU MNEepPecTPOrKM CeTU MNPU WCNO/Ib30BaHMW MPOTOKOIO0B

cemelcTBa spanning tree.

KomaHObI pexcuma 21060s6H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHoro KOHGUrypupoBaHusa:

console (config) #

Tabanua 5.85 — KomaHzabl pexknuma rnobanbHoro KoHGUrypmupoBaHus

KomaHoa 3HaveHue/3HavyeHue no Aelicmeue
YMOAYAHUIO
eaps PaspewaeT paboTy npoTokona EAPS.
no eaps i 3anpewaet paboTy npoTtokona EAPS.
eaps fail-timer seconds 3apaeT BpemMA OTCYTCTBMA TECTOBbIX MAKETOB, MO UCTEYEHUMU
(1..10)/3 cek KoToporo byaeT 3apuKkcupoBaHa aBapma KosbLa.
no eaps fail-timer YcTaHaBAMBaET 3HaYeHWe TaliMepa No YMOIYAHMIO.
eaps hello-timer seconds (1..10)/1 cek Tanmep neprognyHocTM oTnpasku hello-nakeTtos.
no eaps hello-timer YcTaHaBAMBAET 3HaYEHMe Talimepa No YMONYaHMIO.
eaps domain domain-id Co3pgaHue EAPS-pernoHa c naeHtudpukatopom domain-id n
0..63 nepexoz, B PeXXMM KOHOUTYpUpPOBaHUA pernoHa.
no eaps domain domain-id Ypnanenune EAPS-pervoHa c ugeHtndumkatopom domain-id.

KomaHObI pexcuma KoHgu2ypuposaHUsa 0oMeHda

Bua 3anpoca KOMaHAHOM CTPOKM B perKMMe KOHOUTYPUPOBaHMA AOMEHA:

console (config-eaps—-domain) #

Tabnunua 5.86 — KomaHabl pexkMma KoHourypmposaHus EAPS gpomeHa

Komanda 3HayeHue/3HayeHue no Neiicmeue
YyMOAYAHUIO

control-vlan vian-id NpoeHTudumkaTop VLAN, ncnonbsyemoi ana ynpasneHus EAPS.
Kpome Toro, cneaytowwmii no nopagky maeHtudumratop VLAN
UCNONb3YeTCA ANA YNpaBAeHUsa BTOPUYHBIMM KO/IbLLAMMU.

1..4093

Ynpasnatowas VLAN EAPS He gonXHa ncnonb3osBaTbca ANA
nepegauun ntoboro nHoro TpadukKa.

no control-vlan OTtmeHa Ha3HayeHua VLAN.

ring ring-id Co3zaHue Konbla ¢ naeHTMGUKaTopom ring-id v nepexos, 8

0..15 pexXnum KoOHGUIypnpoBaHMA KoabLia.

no ring ring-id YaaneHue KonbLa ¢ MAeHTUPUKaTopom ring-id.

set ring ring-id {enable | 0.15 PaspelweHune naum 3anpet paboTbl KONbLA C NAEHTUDUKATOPOM

disable} " ring-id.

KomaHObI pexuma KoHgpuU2ypupos8aHus Koabya

Bua 3anpoca KOMaHAHOM CTPOKM B perKMme KOHOUTYpPUPOBaHUA:

console (config-eaps-domain-ring) #

Tabnnua 5.87 — KomaHab! pexknuma KoHoUrypuposaHua EAPS KonbLua

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

KomaHoa

Aelicmeue

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

primary-port
{gigabitethernet gi port |

Bbi6op NepBUYHOTO NOPTa KOMMYTaTOPa, BKNKOYEHHOTO B
KO/IbLLO.
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tengigabitethernet

te_port}

secondary-port

{gigabitethernet gi_port | gi_port: (1..8/0/1..24); BbI6Op BTOPMYHOIO NOpPTa KOMMYTATOPA, BK/IOYEHHOTO B

tengigabitethernet te_port: (1..8/0/1..4). KONbLO.

te_port}

role {master | transit} level . Bbibop ponn KommyTaTopa B KOHPUTYPUPYEMOM LOMEHE U
. level-id: 0..1

level-id KO/bLE.

role {edge | sub-edge} Bo3MOKHble ponu:

- master — yCTpPOWCTBO ABNAETCA BeAyLWMUM Y3/10M;

- transit — ycTpoicTBO ABAAETCA TPAH3UTHBIM Y3/10M;

- - edge — CMEKHbIN y3en, NpUHaa/IexKallmini OCHOBHOMY U
BTOPUYHOMY KONbLLAM;

- sub-edge — BcnomoraTenbHbI CMeXHbIN y3en,
NPUHAANEXKaLWMA OCHOBHOMY WU BTOPUYHOMY KOJIbLLAM.

KomaHOwbi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 5.88 — KomaHab! perkmma EXEC

KomaHoa 3HavyeHue Aelicmeue
show eaps [domain domain-id: 0..63; 3anpoc MHbopMaLMmM 0 COCTOSHUM AOMEHOB M Konel, EAPS.
domain-id [ring ring-id ]] ring-id: 1..15.

5.14.7 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS ( Ethernet Ring Protection Switching) npegHasHayeH ANA NOBbILLEHUS YCTONYMBOCTH
N HaLEXHOCTU CeTU nepefayun AaHHbIX, UMeIOLWEen KObLEBYHO TOMOJIOTUIO, 33 CYET CHUMXKEHWUA BPEMEHM
BOCCTAaHOB/IEHMA CETM B Cayyae aBapuu. Bpema BoccTaHOBNEHWA He npeBblwaeT 1 cekyHAbl, 4TO
CYLLECTBEHHO MeHbLLE BPeMeHW NepecTpoKN CETU NPU NCNOb30BAaHUM NPOTOKOJ/I0B CEMENCTBA spanning
tree.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOW CTPOKM pexkuUmMa rnobanbHOro KOHUrypnuposaHua:
console (confiqg) #

Tabnnuya 5.89 — KomaHapl pexknuma rnobanbHOro KoOHPUrypmposaHms

KomaHnoa 3HaueHue/3HaveHue no Aelicmeue
YMOAYAHUIO

erps PaspewaeT paboTty npotokona ERPS.

no erps i 3anpeuiaeT paboty npotokona ERPS.

erps vlan vian-id Co3paHue ERPS-konbua ¢ naeHtupukatopom R-APS VLAN, no

1..4094 KOTOpOW byaeT nepesasaTbes cnyKebHas MHGopmauma m
nepexon, B peXXnum KoHOUrypmMpoBaHUa KonbLa.
no erps vlan vian-id Yaanenve ERPS-konbua ¢ ngeHtupukatopom vian-id.

KomaHObI pexcuma KOHguU2ypupo8aHusa Koasbua

Bug, 3anpoca KOMaHAHOM CTPOKM B peXUme KOHGUIyprupoBaHUa KoabLa:

console (config-erps) #
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Tabnunuya 5.90 — KomaHab! perkuma KoHourypmposaHusa ERPS konbua

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

protected vlan add vian-
range

vlan-range:(2..4094, all)

[OobasnaeT ananasoH VLAN B cN1COK 3awwmiLeHHbIx VLAN.

protected vlan

vlan-range

remove

vlan-range:(2..4094, all)

Ypanaet ananasoH VLAN 13 cnucka 3awmuieHHbix VLAN.

port {west | east}
{gigabitethernet gi port |
tengigabitethernet
te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

Bbibop west(east) nopTa KOMMyTaTOpPa, BKAOYEHHOTO B
KO/bLO.

no port {west | east}

YpaneHune west(east) nopTa KOMMYTaTOpPa, BKAOYEHHOTO B
KO/bLO.

rpl {west | east} {owner |

Bbl6bop RPL nopTa KOMMyTaTOpa 1 €ro ponu.

no ring enable

neighbor} -/no rpl

no rpl Ypanernne RPL nopta KommyTtaTopa.

level level HacTpolika ypoBHsa R-APS coobuieHnit. Heobxogumo ans
level: (0..7)/1 NPOXOXKAEHMUA coobLeHni yepes CFM MEP.

no level YcTaHOBKa 3HAaY€HUA N0 YMOYAHUIO.

ring enable BrkntoueHne GyHKUMOHNPOBAHMA KOJbLa.

BblkntoyeHne GyHKLUMOHMPOBAHUA KOAbLLA.

version version

no version

version: (1..2)/2

Bbl6Op pexxnma CoOBMECTUMOCTM C APYTMMU BEPCUAMM
npotokona G.8032.

YCTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

revertive

no revertive

-/revertive

Bbibop pexnma paboTbl KonbLa.

YcTaHOBKa 3HAaY€HUA N0 YMOYAHUIO.

sub-ring vlan vian-id

no sub-ring vlan

vlan-id:(1..4094)

YKasaHue nNoAKobLa ANA AaHHOro KoJbLa.

YpaneHue nogKonbua.

timer guard value

no timer guard

value:(10-2000) mc,
KpaTtHoe 10/500 mc

YcTaHoBKa Talimepa 61okupytoero yctapeswwue R-APS
coobuieHus.

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

timer holdoff value

no timer holdoff

value:(0-10000) mc,
KpaTHoe 100 c ToYHOCTbIO 5
mc/0 mc

YcTaHOBKa TaliMepa 3a4epKKN peakLMm KOMMyTaTopa Ha
M3MeHEeHMe B COCTOAHUNU. BMeCTo peakumm Ha cobbitue
BKJ/ItOYaEeTCA Talimep, N0 UCTEYEHUMU KOTOPOTO KOMMYTaTOpP
MHGOPMUPYET O CBOEM COCTOAHMM. NpeaHasHayeH ans
yMeHblueHna ¢ayaa naketos npu GaanuHre nopTos.

YCTaHOBKa 3HAY€HUA N0 YMOAYAHUIO.

timer wtr value

no timer wtr

value:(1-12) MuH/5 muH

YcTaHOBKa TallMepa, KOTopbIi 3anyckaeTtca Ha RPL Owner
KOMMyTaTope B revertive-pexxume. Mcnonbsyetca ana
npefoTBPaLLEHUA YaCTbIX 3aLLMTHBIX NEPEK/OYEHUN U3-3a
CMTHaN0B O HENCNPABHOCTAX.

YCcTaHOBKa 3HAY€HUA N0 YMOAYAHUIO.

switch forced {west | east}

dopcupyeT 3anycK 3aLMTHOTO NepeKNoYeHUA Kobla, Npu
3TOM B6NOKMPYETCA YKa3aHHbIW NOpT.

no switch manual

- -/no
no switch forced
OTmeHa GopcUpOoBaHUA NepeKoYeHNUs KobLa.
switch manual {west | Py4yHoe 610KMpoBaHMe yKazaHHOro west(east) nopra u
east} /no pasbnokuposaHue east(west).

OTMeHa py4yHOM BNOKMPOBKU.

abort

OTKaTUTb U3MEHEHUs, BHECEHHbIE C MOMEHTA BXOAA B PEXKUM
KOHOMrypauum KonbLa.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOmaHAHOM CTPOKM pexknuma EXEC:

console#
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Tabnnuya 5.91 — KomaHab! pexkmma EXEC

KomaHda

3HayeHue

Aeiicmeue

show erps [vlan vian-id]

vlan-id: 1..4094

3anpoc nHbopmaumm 06 06LLEM COCTOAHUN erps Uam
COCTOAHWMM YKa3aHHOrO Ko/bLa.

5.14.8 Hacmpolika npomokona LLDP

OcHoBHoW ¢yHKuMel npotokona Link Layer Discovery Protocol (LLDP) sBnsetcs obmeH mexay
CETEBLIMW YCTPOICTBAMM O CBOEM COCTOAHUM U XapaKTepucTukax. MHpopmauma, cobpaHHaa nocpeactsom
npoTtoKosa LLDP, HaKan/MBaeTcsa B YCTPOMCTBAX M MOXKeT ObITb 3anpoLleHa ynpasisatowmMm KOMNbIOTEPOM
no npotokony SNMP. Takum o6pasom, Ha OCHOBaHMW cobpaHHON MHPOPMAUMMK, Ha YNPaBAAOLLEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TONOIOTUSA CETU.

KommyTtaTtopel

MES3000 noagaeprknBatoT nepegavy,
OMNUMOHAaNbHbIX, TAKUX KaK:

—  WMSA YCTPOWCTBA U €ro OnucaHue;
—  MMA NOopTa U ero onuUcaHue;
—  wnHdopmauma o MAC/PHY;

- uT.A

KaK CTaHAapPTHbIX MapaMeTpoB, TaK W

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabnunua 5.92 — KomaHgb! pexkmma rnobanbHOro KOHGUryprMpoBaHUa

3Ha4yeHue/3HayeHue no

KomaHda Aeiicmeue
YMOAYaHUIO
lidp run enabled Pa3spelsaet KOMMyTaTOPY MCNO/b30BaHMe NpoToKkona LLDP.
no lidp run 3anpelLaeT KOMMYTaTOPY UCNONb30BaHWe NpoToKona LLDP.

lidp timer seconds

no lidp timer

(5..32768)/30 cek

Onpegpenset, Kak 4acto YycTpolictBo 6OyaeT oOTnpaBnATb
obHoBneHne nHdopmaumm LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp hold-multiplier
number

3apaeT Be/IYNHY BpEMEHM AN1A NPUHMMAIOLLErO YCTPOMCTBA, B
TeyeHme KOTOPOro HYXKHO yaepXunBaTb NPUHUMAEMble NaKeTbl
LLDP nepep, nx copocom.

[laHHaa BennunHa nepepaeTca Ha MPUHUMAEMYHO CTOPOHY B

no lldp reinit

(2..10)/4 LLDP update naketax (naketax o06HOBNAEHWA), ABNAETCA
KpaTHOCTbIO ana Taimepa LLDP (lldp timer). Takum obpasom,
Bpemsa u3Hu LLDP nakeToB paccumTbiBaeTca no popmyse TTL
=min(65535, LLDP-Timer * LLDP-HoldMultiplier)
no lidp hold-multiplier YcTaHaB/MBAET 3HAYEHUE MO YMOIYAHWUIO.
lidp reinit seconds MuHUManbHoe Bpems, KoTopoe LLDP-nopT 6ygeT oxmnaatb
(1..10)/2 cek nepez NoBTOpPHOM MHUUMann3aumeli LLDP.

YcTaHaBAWBaeT 3Ha4YeHue no YMOYaHUIO.

lidp tx-delay seconds

no lidp tx-delay

(1..8192)/2 cek

YcTtaHaBauBaeT 33ZePXKKY mexay nocneayrowmmm
nepegayamun nakeTos LLDP, MHULMMPOBAHHbIMKN
M3MEHEeHWAMM 3HAYEHUM WMAM CTAaTyca B JIOKa/bHbIX 6Hasax
baHHbIX MIB LLDP.

PekomeHpgyeTca, uTobbl AaHHaA 3agep)kKa 6bina
V MeHblue, Yem 3HayeHue 0.25* LLDP-Timer.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp lidpdu {filtering |
flooding}

filtering

Onpeaenset pexxnm o0b6paboTkm nakeTos LLDP, Koraa
npoTokon LLDP BbIkAtOYEH HA KOMMyTaTope:

- filtering — yka3biBaeT, 4to LLDP-nakeTbl GuUnbTPyIOTCA, €cNu
NpPOTOKOA LLDP BbIKNOYEH HAa KOMMYTATOpE;

- flooding — ykasbiBaeT, yto LLDP-nakeTbl nepeaatoTca, ecau
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no lidp lidpdu

npoTtokon LLDP BbikAtoueH Ha KommyTaTope.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

lldp med fast-start repeat-
count number

no lidp med fast-start
repeat-count

(1..10)/3

YcTaHaBAuBaeT uncio nostopeHuii PDU LLDP ansa 6bicTporo
3anycka, onpegenaemoro nocpeacrtsom LLDP-MED.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

lldp med network-policy
number application

[vlan id]

[vlan-type {tagged |
untagged}]

[up priority] [dscp value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);

Onpegensetr npasuno  ana  napametpa network-policy
(ceTeBan nNosMTUKA yCTPOICTBA). [aHHbIA napameTp ABASETCA
ONUMOHANbHBLIM JNA paclMpeHna npoTokona LLDP MED.

- number — nopsAKoBbIN Homep npasuaa network policy;

- application — rnagHaa ¢pyHKUMA, onpeaeneHHan ANA AaHHOMo
npasuna network policy. Ucnonb3yemblie nmeHa: voice, voice-
signaling, guest-voice, guest-voice-signaling, softphone-voice,
video-conferencing, streaming-video, video-signaling.

-vlan id = npeHtudumkatop VLAN ana gaHHoOro npasuna;

- tagged/ untagged — onpeaensaert TerMpoBaHHoON Man
HeTernposaHHol 6yaet VLAN, ucnonb3syemas gaHHbIM
npasuaom.

no lidp notifications
interval

id: (0..4095); - priority — npuopuTeT AaHHOro Npasuaa (Mcnosb3yeTca Ha

priority: (0..7); BTOpOM ypoBHe mogenn OSl);

value: (0..63). - dscp value — 3HayeHne DSCP, ucnonbsyemoe faHHbIM

npasuaOM.
no lldp med network- Ypansaet cosgaHHoe npaBuio ans napametpa network-policy.
policy number
lldp notifications interval YcTtaHaBAuBaet MaKCUMaJIbHYO CKOpPOCTb nepeaauu
seconds yBegomieHuit LLDP.
(5..3600)/5 seconds — nepuog BpeMeHM, B TeYeHUe KOTOPOro YCTPOMCTBO

MOXEeT OTNPaBUTb HE bonee OAHOro yseaoMNeHnA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHUsa UHmepgeticos Ethernet:

Bua 3anpoca KOMaHAHOM CTPOKM B perMme KoHdUrypunpoBaHua nHtepdeicos Ethernet:

console (config-if) #

Tabnunua 5.93 — KomaHabl pexkuma KoHourypuposaHusa uHtepdeliica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

lidp transmit

no lidp transmit

lidp receive

no lldp receive

Mo ymon4yaHuio
paspelleHo
ncnosb3oBaHue B 060mx
HanpasaeHUAX.

PaspelwaeT nepenayvy naketos no npotokoay LLDP Ha
nHTepoeice.

3anpewaeT nepegayy Nnaketos No npoTokony LLDP Ha
MHTepoeice.

PaspelsaeT npMem nakeTtos no npoTokoy LLDP Ha uHTepdeiice.

3anpelaeT npMem NakeTos No NpoTokony LLDP Ha
nHTepdeice.

lidp optional-tlv t/v1 [tiv2..
tivs5]

no lidp optional-tlv

port-desc, sys-name, sys-
desc, sys-cap, 802.3-mac-
phy, 802.3-lag, 802.3-max-
frame-size
Mo ymon4yaHuio
onuMoHanbHble TLV He
BKNIOYEHbI B NaKeT.

OnpeaenseT, Kakme onuuoHanbHble TLV-nons (Type, Length,
Value) 6yayT BK/IOYEHbI YyCTPOMCTBOM B NepegaBaemblit LLDP-
nakert.

B KOMaHAY MOXHO BKAIOYUTL OT OAHOTO A0 NATH
onumoHanbHbIx TLV: port-desc, sys-name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag, 802.3-max-frame-size.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp optional-tlv 802.1
{pvid |

ppvid {add | remove} ppvid
| vlan-name {add|remove}
vid}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

Ppvid: (0-4094);
Vlan: (1-4094);

Mo ymon4yaHuio
onuuoHanbHble TLV He
BKJ/IOYEHDI.

OnpegaensneT, Kakue onunoHanbHble TLV-nons 6yayT BKAOYEHDI
YCTPOMCTBOM B NepesaBaemblt LLDP-nakerT:

PVID — PVID nHTepdeiica;

PPVID — go6asutb/yganuts PPVID;

VLAN-NAME — po6asutb/yaanuts Homep VLAN;

PROTOCOL — no6aButb/yaanvtb onpeaeneHHblA NpoTOKON.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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lidp management-address
{ip-address | none |
automatic
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group|

vlan id] }

no lldp management-
address

¢dopmar ip-address: A.B.C.D
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12);
id: (1..4094)

Mo ymonyanumo
ynpasastowmin agpec
onpepensaetca
ABTOMATUYECKM.

OnpegaenseT ynpasaaowmin agpec, 06bABAEHHbIN Ha

MHTepodeiice.

ip-address — 3apaetca ctatuyeckuin IP-agpec;

none — yKasblBaeT, YTO agpec He 06baABAEH;

automatic — yKa3sblBaeT, YTO CUCTEMA aBTOMATUYECKU BblbMpaeT

ynpasnstolwmii agpec u3 scex IP-agpecos kKommyTaTopa;

automatic {gigabitethernet [tengigabitethernet | port-

channel[vlan} — yka3biBaeT, YTo cMCTeMa aBTOMATUYECKM

BblOMpaeT ynpasnsatoWwmii agpec, U3 CKOHGUIYpUPOBaHHbIX

afpecoB 3afaHHOro MHTepdeiica.

Ecnu nntepdelic ethernet unmn nHtepdelic rpynnsl noptos

npuHaanexkat VLAN, To gaHHbi agpec VLAN He byaeT BKAtOYeH

B CMMCOK BO3MOMHbIX YNPaBAAOWMUX apecos.

V B cnyuae ecau HeckonbKo IP-agpecos, To cuctema
Bbl6MpaeT HayanbHbIN IP-agpec U3 guanasoHa

AuHamuueckux IP-agpecos. Ecnv guHamuueckue agpeca

OTCYTCTBYIOT, TO CMCTEMA Bbl6MpaeT HayanbHbIl IP-agpec us

AuanasoHa BO3MOXHbIX cTatuyeckux IP-agpecos.

Ypanset ynpasnatowuii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymonuyaHuio oTnpaBsKa
yBegomiennit LLDP
3anpelyeHa.

Paspelwaet/3anpelaet oTnpasky ysegomneHuit LLDP Ha
MHTepodeiice.

Enable — paspeluaer;

Disable — 3anpeuiaer.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp med enable [t/v1 ...
tiv4]

no lldp med enable

network-policy, location,
poe-pse, inventory
Mo ymonyaHuio
3anpeLueHo
MCcnosab3oBaHMe
pacwmpeHns NpoToKkona
LLDP MED.

PaspewaeT ncnonb3oBaHne pacimpeHua npotokona LLDP MED.

B KOMaHAy MOKHO BKAHOUYUTL crieumanbHble TLV: network-
policy, location, poe-pse, inventory.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp med network-policy
{add|remove} number

no lidp med network-
policy number

number: (1-32)

HasHavaet npasuno network-policy gaHHomy nHtepdelicy.
- add — Ha3sHayaeT NpaBuo;

- remove — yaanseT npasuno;

- number — Homep npasuna.

Ypanset npasuno network-policy ¢ faHHoro nHTepodeiica.

lidp med location
{coordinate coordinate|
civic-address civic-address-
data | ecs-elin ecs-elin-
data}

no lldp med location

coordinate: 16 6anT;
civic address:( 6..160) 6aiiT;

ecs-elin: (10 — 25) 6aiiT.

3aZaeT MecToMNo/I0KEeHME YCTPOWCTBA A5 npoTokona LLDP
(3HaueHue napameTpa location npotokona LLDP MED).

- coordinate —aapec B cucTeme KOOPANHAT;

- civic-address — aAMMHUCTPATMBHbIN afpec YCTPOMCTBA;

- ecs-elin — agpec B popmare, onpeaeneHHom ANSI/TIA 1057.

Ypanser HaCTPOMKM NapameTpa MecTononoxKeHus location.

lidp med notification
topology-change {enable |
disable}

no lidp med notifications
topology-change

Paspeluaet/3anpewaer oTnpasky ysegomaenuii LLDP MED o6
WU3MeHeHUU TOMNOIOTUMN.

Enable — paspelsaeT oTnpasky yBeaoMAeHWA;

Disable — 3anpewiaeT oTnpaBKy yBEAOMIEHWA.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

LLDP-paHHbIe,
MHAUBUAYANbHO NOPTaMU FPynnbl, NPUHABLIMMMK coobuieHuna. LLDP wneT paspo3HeHHble
co06LeHnA Ha KaXkAabli NOpT rpynnbl.

nNpuHATbIe  Yepes

KaHanos, 3aNOMMHAIOTCA

rpynny  arperauum

Pa6ota npoTtokona LLDP He 3aBUCcUT OT cocToaHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBAHHbIX NpoToKonom STP noprax.

Ecan nopt KoHTpoaupyetca no 802.1X, To LLDP pa6oTtaeT c NOopTom TONbLKO B C/y4Yae, ecim
OH aBTOPU30BaH.
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KomaHObi pexcuma privileged EXEC

Bce KomaHAapbl AOCTYynNHbI ANnAa NpUBUNETTMPOBAHHOIO NOJ1Ib30BaTENA.

Buz 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnunuya 5.94 — KomaHabl perkuma privileged EXEC

3Ha4yeHue/3HayeHue
o yMmon4aHuro

KomaHoa

Aelicmeue

clear lidp table

Ounwaetr Tabnvuy agpecoB OOHAPYKEHHbIX  COCEAHMUX
YCTPOMCTB M HAuMHAET HOBbIM LMKA obmeHa nakeTamu no
npotokoay LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

MokasbiBaeT LLDP  KoHdurypauum  Bcex  PUINYECKUX
MHTepdencoB ycTpoicTBa, NMb0o 3a4aHHbIX MHTEPdENCOoB.

show lldp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

MoKa3blBaeT KOHOUrypaumum paclumMpeHus npoTtokona LLDP -
MED ans Bcex ¢u3Myeckux WHTepdelricoB, NM6O 3amaHHbIX
nHTepdencos.

show lldp local
{gigabitethernet gi port |
tengigabitethernet te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

Moka3sbiBaeT
OaHHbIN NopT.

LLDP-uHpopmaumio, KOTOpyH  aHOHCMpyeT

show lldp local tlvs-
overloading
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

lMokasbiBaeT cTaTyc nepesarpy3ku TLVs LLDP.

show lldp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

MoKasblBaeT WMHPOPMALMIO O COCEAHUX YCTPOWCTBAX,
KoTopbix paboTaeT npoTokon LLDP.

Ha

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

MokasbiBaeT ctatnucTuky LLDP.

[pumepbl 8b61M10AHEHUS KOMAHO

YcraHoBuTb ans nopta 1/gl cneayowme tlv-nons: port-description, sytem-name, system-

description. lna gaHHoro uHTepdelica 4ob6aBUTb ynpasaatowmii agpec 192.168.17.55

console (config) # configure

console (config-if)# 11ldp optional-

tlv port-desc sys-name sys-desc

console (config-if)# 1ldp management-address 192.168.17.55

MocmoTpeTb KoHUrypauumto lidp:

console# show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds
Port State

Rx and Tx
Rx and Tx

Rx and Tx
Quit: g,

<space>, One line:

Optional TLVs

192.168.16.55

<return>
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Tabnnuya 5.95 - OnucaHne pesynbTaTos

Mone OnucaHue

Timer OnpeaenserT, Kak 4acTo ycTpoicTeo weT LLDP-o6HOBNEHMA.

Hold multiolier OnpepenseTt BeIMYMHY BPEMEHW A/1A NPUHUMAIOLLENO YCTPOMCTBA, B TEYEHUE
P KOTOPOro HYXHO yAeprKMBaTb NPUHUMaemble nakeTbl LLDP nepeg ux cépocom.

Reinit dela Onpeaensetr MUHUMaNbHOE BPEMS, B TEYEHWE KOTOPOTO NOPT ByAEeT 0XKNAATh
y nepepa, nocbinkol cneaytouero LLDP-coobuweHums.

Tx dela OnpepaenseT 3aepKKy Mexay nocaeayowmnmm nepegadamm LLDP-dpeiimos,

y WHULMUPOBAHHbIX U3MEHEHUAMM 3HaYeHUI nbo cTaTyca.
Port Homep nopra.
State Pexxum paboTbl nopTa gnsa npoTtokona LLDP.

TLV-onuuu, KoTopble nepeaatoTca
Bo3MmOKHble 3HaYeHuUA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnucaHue cuctemsl;

SC — BO3MOKHOCTM CUCTEMDI.

Optional TLVs

Address AZpec ycTponcTBa, KoTopbl nepeaaetcs B LLDP-coobuweHuax.

Notifications YKa3bIBaeT, pa3peLleHbl Uau 3anpeLieHbl ysegomneHma LLDP.

MokasaTb MHGOPMaLMIO O COCEAHUX YCTPOWCTBAX

console# show 1ldp neighbors

Port Device ID Port ID System Name Capabilities
gio0/1 0060.704C.73FE 1 ts-7800-2 B

gi0/2 0060.704C.73FD 1 ts-7800-2 B

gi0n/3 0060.704C.73FC 9 ts-7900-1 B, R
gi0/4 0060.704C.73FB 1 ts-7900-2 W

show 1ldp neighbors gigabitethernet 1/0/20

Device ID: 02:10:11:12:13:00

Port ID: gi0/23

Capabilities: B

System Name: sandbox?2

System description: 24-port 10/100/1000 Ethernet Switch
Port description: Ethernet Interface

Time To Live: 112

802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-T full duplex, 100BASE-TX full
duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T
half duplex mode

Operational MAU type: Unknown
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Tabnunuya 5.96 - OnucaHne pesynbTaTos

lMone OnucaHue
Port Homep nopTa.
Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTMdMKaTOp NopTa coceaHEro ycTpomncTaa.

System name

CuctemHoe nmsA ycTpomncTaa.

Capabilities

[aHHoe none onucbiBaeT TMN yCTPONCTBa:

B — Mocr (Bridge);

R — MapuwpyTtumsatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpotictBo (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — NosTopuTens (Repeater);

O — Tun HeunssecTeH (Other).

System description

OnwucaHue cocegHero ycTpoicTaa.

Port description

OnwucaHue nopTa cocefHero ycTpoicTaa.

Management address

Appec ynpasneHus yCTpoMCcTBOM.

Auto-negotiation
support

OnpegenseT, nogaep»K1MBaeTca M aBTOMaTUYECKOe onpeaesieHne pexnma nopra.

Auto-negotiation status

OnpepenseT, BKAOYEHA M NOALEPKKA aBTOMATUYECKOTO ONpeaesieHna pexmnma
nopra.

Auto-negotiation
Advertised Capabilities

Onpegenset pexkumbl, nogaepxvsaemolie GyHKLMEH aBTOMATUYECKOTO
onpeaeneHus nopra.

Operational MAU type

Pabouunii MAU-TUN ycTpoicTea.

5.14.9 Hacmpoiika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3 ah — ¢yHKUMM ypOBHA
KaHana nepefayy AAHHbIX NPeacTaBAAloT coboli NPOTOKO/A MOHUTOPWMHIA COCTOSHMA KaHana. B atom
NnpoToKo/e ANsA nepeaadn MHGOPMaLUKN O COCTOSHUM KaHana Mexay HenocpeacTBEHHO NOAKAOYEHHbIMM
ycTpoiicteamm Ethernet ucnonbsyiotcs 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoiicTea
OONXKHbI noaaep»Knsatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepagelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdUrypmposaHma nHtepoeiicos Ethernet:
console (config-if) #

Tabnunua 5.97 — KomaHabl pexknuma KoHourypuposaHusa uHtepdeliica Ethernet
3HayeHue/3Ha4yeHue
no ymosn4aHuro

KomaHoa Aelicmeue

ethernet oam

BkntoumTb noaaep:KKy Ethernet OAM Ha nopTy.

no ethernet oam

-/OoTKNOYEHO
/ OTkntounTb Ethernet OAM Ha KoHUrypmpyemom nopry.

ethernet oam link-monitor
frame threshold count

YcTaHaBAMBaeT MOpor Koamyectsa oWWMBOK 3a yKasaHHbIN
nepvog, (nepvog yctaHaBivMBaetca KomaHaol ethernet oam
1..65535/1 link-monitor frame window).

no ethernet oam link-
monitor frame threshold

BoccTaHaBnMBaeT 3HauYeHMe No YMOJTHAHUIO.

ethernet oam link-monitor
frame window window

YcTaHaBAMBaeT BPEMEHHOM MPOMEXYTOK [Ana nogcyeTa
KO/IMYECTBA OWMBOK.

no ethernet oam link-
monitor frame window

10..600/100 mc BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHUIO.
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ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-
monitor frame-period
threshold

1..65535/1

YcTtaHaBauBaeT nopor ana cobbitua «frame-period» (nepuop,
yCTaHaB/mnBaeTcA KomaHgol ethernet oam link-monitor
frame-period window).

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam link-
monitor frame-period
window

1..65535/10000

YcTaHaB/MBaeT BPEMEHHOM NPOMEXYTOK Aana  cobbiTua
«frame-period» (B ¢ppeitmax).

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-
monitor frame-seconds
threshold

1..900/1

YcTaHaBAMBaeT nopor gns cobbitna «frame-period» (nepuog,
yCcTaHaBAMBaeTcA KomaHgol ethernet oam link-monitor
frame-seconds window), B cekyHzax.

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-
monitor frame-seconds
window

100..9000/100 mc

YcTaHaBAMBAeT BPEMEHHOM MPOMEXYTOK ANna  cobbiTuA
«frame-period».

BocctaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

ethernet oam mode
<active|passive>

YcTaHaBAMBAET perkum paboTbl npoTokona OAM:
- Active — KommyTaTop nocToAaHHO oTnpasasetr OAMPDU;

-/active - Passive — KommyTtatop HauuHaeT otnpasnaate OAMPDU
ToNbKO Npu Hannumm OAMPDU co BCTPeYHO CTOPOHbI.
no ethernet oam mode BoccTaHaBMBaeT 3Ha4YeHMEe N0 YMONYAHUIO.
ethernet-oam remote-failure BKntouyaeT noadepKy M 06paboTKy cobbiTui  «remote-
failure».
no ethernet oam remote- -/Brnioqero BoccTaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.
failure
ethernet oam remote- BktoyaeT noaaepKky GyHKUMKM 3aBOpoTa Tpaduka.
loopback supported
no ethernet oam remote- -/oTkntoqero BoccTaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.
loopback supported
ethernet oam uni-directional BkntoyaeT  ¢GyHKUMIO OBHapyXeHua  OAHOHaMnpPaBAEeHHbIX
detection cBA3e Ha 6a3e npoTokona Ethernet OAM.
no ethernet oam uni- -/oTknioqero BoccTaHaBMBaeT 3HaYeHMe NO YMONYAHUIO.
directional detection
ethernet oam uni-directional Onpepenset peakuuio KOMMyTaTopa Ha OAHOHaMNpPaB/IEHHYHO
detection action <log|error- CBA3b:
disable> - log — oTnpaBka SNMP trap 1 3anucb B }KypHan;
-/log - error-disable — nepeBog nopta B coctoaHue «error-disable»,
3anucb B XXypHan n otnpaska SNMP trap.
no ethernet oam uni- BoccTaHaBMBaeT 3HaYeHMEe N0 YMONYAHUIO.
directional detection action
ethernet oam uni-directional Bkntoyaet arpeccuBHbI pexum onpegeneHua
detection agressive OofHOHanpasneHHoW cBasn. Ecnm oT cocepgHero ycTpoictsa
nepectatot npuxogutb Ethernet OAM-cooblweHUs — NUHK
-/OTKAOYEHO nomeyvaeTcs Kak OAHOHANpPaBAEHHbIN.
no ethernet oam uni- BoccTaHaBMBaeT 3HaYeHME N0 YMONYAHUIO.
directional detection
agressive
ethernet oam uni-directional YcTaHaBAMBAET BPEMEHHOW MHTepBan gJ/s onpeaesieHns Tmuna
detection discovery time CBA3M Ha NopTy.
time 5..300/5 cek

no ethernet oam uni-
directional detection
discovery-time

BocctaHaBnvBaeT 3HaueHue no YMONYaHUIO.
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KomaHObi pexcuma privileged EXEC

Bce KomaHgbl AOCTYyNHbl ONA NpuUBUAErMpoBaHHOro noJb3oBaTeNA. Bua 3anpoca KOMaHAHOﬁ

CTPOKU perkmma privileged EXEC:
console#

Tabnunuya 5.98 — KomaHab! perkuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o yMmon4aHuro

Aelicmeue

clear ethernet oam statistics
[interface {gigabitethernet
gi_port |

tengigabitethernet te_port} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

Ounwaer cTaTucTuKy Ethernet
MHTepdeica.

OAM pna  yKasaHHOro

show ethernet oam
discovery [interface
{gigabitethernet gi _port |
tengigabitethernet te_port} |

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

OTobparkaeT cocToAHne npotokona Ethernet OAM pns
YKa3aHHOro nHTepodeiica.

show ethernet oam statistics
[interface {gigabitethernet
gi_port |

tengigabitethernet te_port} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

Otobparkaet CTaTUCTUKY obmeHa
CcoO0bLLEHMAMM A8 YKa3aHHOro UHTepdelica.

NPOTOKO/IbHbIMKN

show ethernet oam status
[interface {gigabitethernet
gi_port |

tengigabitethernet te_port} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

OTobparkaeT HacTpoiiku Ethernet OAM pana yKasaHHoro
nHTepdeiica.

show ethernet oam uni-
directional detection
[interface {gigabitethernet
gi_port |

tengigabitethernet te_port} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4).

OTobparkaeT cocTonHue MexaHu3ma onpegeneHus
0O4HOHANPaB/EHHbIX CBA3EW A4 YKa3aHHOro uHTepdeiica.

[pumepbl 8b61M10AHEHUS KOMAHO

OT1o6pasunTb cocTosHME NPOTOKOAA A4/1A nopTa gigabitethernet 1/0/3:

console#show ethernet oam discovery interface GigabitEthernet 0/3
gigabitethernet 1/0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:

Port status:
Loopback status:
PDU revision:

Remote client

Administrative configurations:

active

not supported
supported
supported

not supported
1500

Operational status:

operational
no loopback
3

MAC address:

a8:£f9:4b:0c:00:03

Link monitor:

Remote loopback:

Vendor (oui): a8 £9 4b
Administrative configurations:
PDU revision: 3

Mode: active
Unidirection: not supported

supported
supported
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MIB retrieval: not supported

Mtu size: 1500

console#

5.14.10 Hacmpoiika npomokona CFM

Ethernet CFM (Connectivity Fault Management), IEEE 802.1 ag — npepgoctaBnseT ¢GyHKUMU
HabNloAeHNs, MOWCKAa W yCTpaHeHUs HeucnpaBHocTel B ceTAx Ethernet, nossosAs KoHTposMpoBaTb
coeguHeHue, M30/IMpPoBaTb MPOG/JEMHbIE YY4aCTKU CETU U MAEHTUPULMPOBATL KAMEHTOB, K KOTOPbIM

NMPUMEHANTNUCL OFrPaHUYEHNA B CETU.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM peXkmnma rnobasnbHOro KOHGUIrypnpoBaHusa:

console (config) #

Tabanuya 5.99 — KomaHzabl pexkmma rnobanbHoro KoHGUrypuposaHusa

KomaHda

3Ha4yeHue/3HayeHue no
YMOYAHUIO

Aeiicmeue

ethernet cfm domain name
[level level]

no ethernet cfm domain
name

name: (1..32) cumBonos
level: (0..7)/0

CospaHue (Mamn cmeHa yposHsi) CFM gomeHa (MD) ¢ umeHem
«name» 1 NEpPexos, B PeXKMM KOHGUTYpMPOBaHMA SOMEHA.
- level — ypoBeHb CFM gomeHa.

Yaanenne CFM gomeHa (MD) c umeHem «name».

KomaHObI pexcuma KoHgu2ypuposaHUa OoMmeHa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHGUIyprpoBaHUa AomeHa:

console (config-cfm-md) #

Tabnumua 5.100 — KomaHapl pexkuma KoHpurypmposaHma CFM gomeHa (MD)

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

id { dns dns | name name |
id mac mac-address
number | id null }

name: (1..43) cumBonos
dns: (1..43) cumBonos
mac-address: H.H.H naun
H:H:H:H:H:H nan H-H-H-H-
H-H
number: (0-65535)
Mo ymonuaHuto: id name

YKasaHue ugeHtuounkatopa CFM gomeHa (MD). UmeHem
OOMEHa MOXKeT 6bITb:
— dns—dns-ums;
—  name — TEKCTOBasA CTPOKa;
—  mac-address number — MAC-agpec v uMcnosoi
NOEHTUGUKATOP AOMEH];
—  null = NULL ngeHtnomkaTtop.

service vlan vian { vlan-id
vlan-id | name name |
number number

no service vlan vian }

no id COOTBETCTBYET UMEHM
YcTaHOBKa 3HaYeHMA N0 YMONYAHUIO.
AomeHa
service port { vlan-id vian-
. P { Co3spaHune CFM-cepsuca (MA) 6e3 npuBsasku K VLAN #
id | name name | number nepexon, B peXXum KOHPUrypnupoBaHUa cepeuca
number} pexon B p ypvp p .
no service port Yananenune CFM-cepsuca (MA).
vlan: (1..4094)

vlan-id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

CospaHue CFM-cepsuca (MA) npusasaHHoro K VLAN ¢
HOMEpPOM «vlan» 1 nepexos B pexxum KOHGUrypupoBaHuA
cepsuca. imeHem cepBmnca MOXKeT bbiTb:

—  vlan-id — Homep VLAN;

—  name — TEKCTOBAA CTPOKaA;

—  number —4ncnoBon MAEHTUPUKATOP.

Yaanenune CFM-cepsuca (MA) npussasaHHoro K VLAN ¢
HOomepoM «vian».

mip auto-create
mep-only]

[lower-

-/a BTOMaTU4eckoe
Co3a4aHue OTK/IIo4EeHO

BKntoueHMe aBTOMATUYECKOrO CO34aHUA NPOMENKYTOUHbIX
Touek cepsuca (MIP). MpomeskyTouHble ToUKK cepsuca (MIP)
CO343t0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN
cepsuca.

Heobs3aTenbHblt napametp «lower-mep-only» nckntoyaet s
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no mip auto-create

CMUCKa NOPTbl, Ha KOTOPbIX yXKe CO34aHa KOHeYHaA TOYKa
cepBuca.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHus cepsuca

Bua, 3anpoca KOMaHAHOW CTPOKM B PeXUME KOHPUTYPUPOBaHUA AOMEHa:

console (config-cfm-ma) #

Tabnunuya 5.101 — KomaHabl pexxmuma KoHpurypmuposaHus CFM cepsuca (MA)

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

continuty-check interval

interval

interval: (1, 10, 100, 600)

YcTaHOBKa MHTepBana otnpasku Continuty Check coobuieHunit.

no continuty-check interval cekyHa/1 cexyraa YCcTaHOBKa 3HaYeHMA N0 YMOAYaHUIO

direction down YcTaHaBAWBaET HanpaB/ieHWe KOHEYHOM ToUKM cepauca (MEP)
B HUCXOAALLEE.

no direction down i YcTaHaBAWBaET HanpaB/ieHWe KOHEYHOM TouUKM cepauca (MEP)
B BOCXoAsdLlLee.

mep id [JobaBneHune KoHeyHOM ToukK cepeuca (MEP) ¢
naeHTUPmnKaTopom «id» K JaHHOMY cepBucy.

[laHHOW KOMaHAo1 OCyLLeCTBNAETCA TONbKO
id: (1..8191) npusaska MEP K cepsucy. MEP co3paetcsa B pexxume

KOHbUrypupoBaHua uHtepdeiica.

no mep id

YpaneHune KoHe4yHol Touku cepsuca (MEP).

mip auto-create [ { lower-
mep-only | none }]

no mip auto-create

-/Mo ymonuyaHuio
MCMO/Ib3YETCA PEXUM,
CKOHOUIYPMPOBaHHbIN ANA
[OMEHA, B KOTOPOM
HaxoAMTCA cepBumC

BK/tOYEHME aBTOMATUYECKOrO CO34aHMUA MPOMENKYTOUHbIX
ToueK cepsuca (MIP). MpomekyTouHble ToUKkKM cepBuca (MIP)
€O3atoTCA Ha BCeX NOpTax, Ha KOTopbIx nponucaH VLAN
cepsuca. HeobssatenbHble NapameTpbl:
—  lower-mep-only — ucknto4aeT U3 cnncka nopTol, Ha
KOTOPbIX YK€ CO34aHa KOHeYHas ToYKa cepBuca
(MEP);
—  none — He CO34,aBaTb aBTOMaTUYECKM
NPOMEKYTOYHbIE TOYKM cepauca (MIP).

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxume KoHPurypmposaHus nHtepdeiica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.102 — KomaHAabl pexkuma KoHpurypmposaHua nHtepdeliica Ethernet

3HayeHue/3Ha4yeHue no

number }

no ethernet cfm mep id
domain domain-name
service { vlan-id vian-id |
name name | number
number }

vlan-id: (1..4094)
name: (0..45) cumBosoB
number: (0..65535)

KomaHoa Aelicmeue
YMOAYAHUIO
ethernet cfm mep id . .
domain domain r?ame Co3paaHue Ha MHTepdeiice KoHeuHol Toukm cepsuca (MEP) ¢
. . i id: UAEHTUDUKATOPOM «id» ANA yKa3aHHOTO cepsmca B

service { vlan-id vian-id id: (1..8191)

{ | domain- -(0..32 YKa3aHHOM [IOMEeHe 1 Nepexoz, B PEXMUM KOHGUIYpUpoBaHMS
name name | number omain-name: (0..32)

CMMBO/I0B MEP.

YaaneHue KoHeuHon Touku cepsuca (MEP) c uHTepdeiica.
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KomaHObI pexcuma KoHgu2ypuposaHUA KOHEeYHol moYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUIyprupoBaHUa AoMeHa:

console (config-if-cfm-mep) #

Tabnnua 5.103 — KomaHab! pexkuma KoHdpurypuposaHma CFM KoHeuHoM Touku (MEP)

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
active BKAtoyeHne KoHeyHoM Touku cepsuca (MEP).
- -/BblKNtOYeHa
no active YCcTaHOBKa 3Ha4YeHMA N0 YMOYaHMIO.

continuty-check enable

no continuty-check enable

-/BblKntoyeHa

BKkntoueHue otnpasku Continuty Check coobuieHuii.

YCTaHOBKA 3HAY€HUA NO YMOJIYAHUIO.

COs cos

no cos

cos: (0..7)/7

YcTaHoBKa 3HayeHuA npuoputeTta CoS, ¢ KoTopbim ByayT
otnpasaaTbesa Continuty Check coobuieHus.

YcTaHOBKa 3HaYeHMA N0 YMOJTYAHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKasaHWe MHTepBasa 3a4ePKKN, N0 UCTEYEHUM KOTOPOTo
6yLeT reHepupoOBaThHCA aBapus.

YcTaHOBKa 3HaYeHMA MO YMOJTYAHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKazaHue NpomeKyTKa BPEMEHM, N0 UCTEYEHUMN KOTOPOTO
npousonaeT cbpoc aBapuu.

YCTaHOBKa 3HAY€HUA NO YMOYAHUIO.

alarm notification { all |
error-xcon | remote-error-
xcon | mac-remote-error-
xcon | xcon | none }

no alarm notification

-/mac-remote-error-xcon

BKtoueHWe yBeAOMAEHUI A1A onpeaeneHHbIX TUNos
cob6bITUM.

Tunbl COBLITUIA:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote,
DefError, DefXcon;

- error-xcon — To/1bKo cobbiTna DefError n DefXcon;

- remote-error-xcon — ToabKo cobbiTna DefRemote, DefError u
DefXcon;

- mac-remote-error-xcon - To/ibko cobbiTns DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — ToNbKo cobbiTne DefXcon;

- none — yBeLOM/IEHUA OTKNIOYEHDI.

YcTaHOBKa 3Ha4YeHunA no YMO4aHULO.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 5.104 — KomaHgb! pexxkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show ethernet cfm domain
[name]

name: (1..32) cumBonos

OTobparkaeT Hpopmauuto 06 ykazaHHOM JomeHe uan 06o
BCeX.

show ethernet cfm errors

OTobparkaeT MHpopmaumio 06 owmnbkax Continuity Check
npoToKoNa.

show ethernet cfm
maintenance-points { local
| remote }

OTo6paskaeT MHPOPMALMIO O TOKAbHBIX UAN YAANEHHBIX
KOHeYHbIX To4YKax cepsuca (MEP).

show ethernet cfm mpdb
[domain-id { dns name |
name | name name| mac
mac-address number |
null}]

name: (1..43) cumBonos
mac-address: H.H.H nan
H:H:H:H:H:H nnan H-H-H-H-
H-H
number: (0-65535)

OTo6parkaeT MHGOPMaLMIO O MPOMENKYTOUHbIX TOUKaX cepauca
(MIP) pns yKasaHHOro flOMEHa UK AN1A BCEX.

show ethernet cfm
statistics

Otobparkaet CFM-CTaTUCTUKY 1A BCEX AOMEHOB.
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show ethernet cfm
statistics domain domain-
name service { vlan-id vian-
id | name name | number
number }

domain-name: (0..32)
CMMBOJI0B
vlan-id: (1..4094)
name: (0..45) cumBon0B
number: (0..65535)

OTobparkaeT CFM-CTaTUCTUKY 419 YKa3aHHOIo AOMEHa.

show ethernet cfm
statistics mpid id

id: (1..8191)

OtobparkaeT CFM-CTaTUCTUKY A8 YKa3aHHON KOHEYHOM TOYKM
cepsuca (MEP).

5.15 Voice VLAN

Voice VLAN ucnonb3yetrca gna sblaeneHuns VolP-obopygosaHua B otgenbHyto VLAN. Ona VolP-
dpenmoB MoryT ObiTb HasHadeHbl QOS-aTpubyTbl Ana npuopuTesaunm TpadukKa.
¢dpelimoB, oTHocAwWwmMXcA K dperimam VolP-obopyaosaHus, 6asmpyetca Ha OUl (Organizationally Unique
Identifier — nepeble 24 6uta MAC-agpeca) oTnpaButens. HasHadyeHne Voice VLAN gns nopta npoucxoant
aBTOMaTMYECKM - Korga Ha nopT nocTtynaetr ¢penm ¢ OUl us T1abamubl Voice VLAN.
onpeaensieTca, Kak npuHaanexawmii Voice VLAN — gaHHbIM nopt gobasnsetca Bo VLAN Kak tagged. Voice

VLAN npymeHuMm gna cnepytowmx CXem:

— VolP-o6bopyaoBaHue HacTpamBaeTcs, YTobbl paccblnaTe TerMpoBaHHble nakeTsbl, ¢ ID Voice

VLAN, HacTpoeHHbIM Ha KOMMYyTaTope.

— VolP-obopyaoBaHue paccbinaer HeTermpoBaHHble DHCP-3anpocbl. B oTtBete ot DHCP-
cepBepa npucytcreyeT onuua 132 (VLAN ID) c ID Voice VLAN, c nomouibio KOTOPO

YCTPOMCTBO aBTOMaTUYeCKM HasHavaeT cebe VLAN ansa mapKMpoBKM TpaduKa.

Cnuncok OUl npoussoautenen VolP-o6opynoBaHua, AOMUHUPYIOLWMX HA PbIHKE.

oul dupma-nponssogutesnnb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

« Voice VLAN moxeT 6biTb aKTMBUPOBAH Ha nopTax, pabotatowmx B pexkume trunk n general.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoro KoHGUrypnuposaHus:

console (config) #

Tabnunuya 5.105 — KomaHabl pexkrMma rnobasibHoro KOHGUrypmpoBaHUs

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

voice vlan aging-timeout
timeout

no voice vlan aging-
timeout

timeout: (1..43200/1440)

YcTaHaBAWBaeT TaMmayT ANA NopTa, NPUHaANexallero K voice-
vlan. Ecan ¢ nopTa B Te4yeHue 33aaHHOrO BpeMeHu He 6bino
dperimos ¢ OUI VolP-o6opygosaHus, To voice vlan yaanaerca
C JaHHOrO nopTa.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

voice vlan cos cos [remark]

(0-7)/6

YcraHaBanBaeTr COS, KOTOpbIM  MapKupytoTcs  ¢penmbl,

npuHagnexawme Voice VLAN.
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no voice vlan cos

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.

voice vlan id id

no voice vlan id

1d:(2 .. 4094)

YctaHasausaet uaeHtndumkatop VLAN ana Voice VLAN

Ypanset ugentuoumkatop VLAN ans Voice VLAN
Ana yaaneHua uaeHtudukatopa VLAN Tpebyetca
npeaBapuUTeNbHO OTKAOUYUTb PYHKLUMIO voice vian Ha
BCeX NopTax.

voice vlan oui-table
{add oui|remove oui}
[word]

no voice vlan oui-table

oui: nepsble 3 6aiiTa MAC-
afpeca
word: (1..32) cumBonos

Mo3Bonset peaakTMposaTb Tabauuyy OUI.
- word — onucaHue oui.

YpanseT Bce Nonb30BaTeIbCKUe 3meHeHna OUl-Tabanupbl.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM B pexnme KOHPUrypupoBaHus nHtepoeiica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 5.106 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepoeica Ethernet

3Ha4yeHue/3HayeHue no

no voice vlan secure

KomaHoa Aelicmeue
YMOAYAHUIO

voice vlan enable Bkntouyaet Voice VLAN gns nopra.

- OTKAtoYeHa
no voice vlan enable OTkntoyaet Voice VLAN gns nopra.
voice vlan cos mode BKAtouyaeT mapKMpoBKy TpadurKa ana scex pperimos, nnMbo
{src|all} R TONbKO ANA UCTOYHMKA.
no voice vlan cos mode BoccTaHaBAMBaeT 3HaYeHMe NO YMONYAHMIO.
voice vlan secure BkntouaeT 6e3onacHbIi pexxum ana VLAN. KomaHga

NPUMEHAETCA TO/IbKO K MOpPTam, KoTopble 6blin 4o6aBaeHbl K
OTKNtOYeH

Voice VLAN aBTOMaTUYECKM.

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.107 — KomaHab! pexkuma KoHdurypuposaHma EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show voice vlan
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: ( 1..8)

OTtobparkaet coctosiHue Voice VLAN.
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5.16 [pynnosas aapecaums

5.16.1 lMpasuna 2pynnoeoli adpecayuu (multicast addressing)

[aHHbIN Knacc KomaHg, npeAHasHayeH AnA 3a4aHusa NpasuA rPynnoBoi agpecauuu B CeTU Ha

KaHa/IbHOM U ceTeBOM YpoBHAX moaenun OSI.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

Bua 3anpoca KoMaHZAHOW CTPOKM B pexnme KoHOUrypnpoBaHua nHtepdeica VLAN:

console (config-if) #

Tabaunuya 5.108 — KomaHabl pexkmma KoHpurypuposaHma nHtepdeiica VLAN

3HayeHue/3HayeHue no

no bridge multicast mode

KomaHoa OnucaHue
YMOAYAHUIO
bridge multicast mode 3apaeT pexmMm rpynnoson nepefaym AaHHbIX.
{mac-group | ipva-group | - mac-group — MHOroagpecHas nepegaya, OCHOBaHHaA Ha
ipv4-src-group} VLAN n MAC-agpecax;
- ipv4-group — MHOroagpecHasa nepegava c TMNom
/mac-group dunbTpaumm, ocHoBaHHbIM Ha VLAN 1 agpece npuemHuKa B

dopmare IPv4;

- ip-src-group — MHoroagpecHas nepegaya ¢ TMNom
dunbTpaumm, ocHoBaHHbIM Ha VLAN 1 agpece oTnpaBuTena B
dopmarte IPv4.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

bridge multicast address
[mac-multicast-address [ ip-
multicast-address] [[add |
remove]

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast

address
[mac-multicast-address | ip-

multicast-address]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12).

[Oobasnaet rpynnosoi MAC-agpec B Tabsavuy rpynnosow
ajpecaumm M cTaTMdecku pobasnsetr  waM  yaanset
UHTepdenchbl U3 rpynnbl.

- mac-multicast-address — rpynnosoit MAC-agpec;

- ip-multicast-address — IP-agpec MHOroazpecHom pPaccbliku;
- add - pobaBnfAeT cTaTMUeCKyo NoAnNUCKy K rpynnosomy MAC-
appecy amanasoH Ethernet-nopTtos uam rpynn noptos.

- remove — yansaeT CTaTUYecKyro NOANUCKY K rpynnoBomy
MAC-agpecy.

MepeuncneHve MHTepPPENCOB OCYLLECTBASETCA Yepes
«,»

«=» U

Yaansaet rpynnosoit MAC-agpec n3 Tabanupi.

bridge multicast forbidden
address
[mac-multicast-address |
ib-multicast-address]

{add | remove} {
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast
forbidden address
[mac-multicast-address |
ib-multicast-address]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12).

3anpelyaeT NogKaoyeHMe HacTpaMBaemoro noprta/nopros K
rpynnosomy IPv6-aapecy (MAC-aapecy).

- mac-multicast-address — rpynnosoit MAC-agpec;

- ip-multicast-address — IP-agpec MHOroaApecHoOM paccbinkuy;
- add — go6aBneHne nopTa/NOPTOB B CMIUCOK 3aMpeLLeHHbIX;

- remove — yganeHune nopta/NopTo. M3 CMMCKa 3anpeLLeHHbIX.
MepeuncneHve MHTEPdENCOB OCYLLLECTBNAETCA Yepes «—» U
«»

Ypansetr 3anpewgaioliee npasuno ana rpynnosoro MAC-

agpeca.

bridge multicast forward-
all

{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12).
Mo ymonyaHuio nepegaya
BCEX MHOF0a4,pecHbIX
NakeToB 3anpeLleHa.

PaspelsaeT nepesayy BCEX MHOrOaApecHbIX MakeToB Ha NopTy.
- mac-multicast-address — rpynnosoi MAC-agpec;

- add — pobasnsaet noptbl/06beANHEHHDBIE NOPTbI B CMUCOK
NopTOB, A/1A KOTOPbIX paspelleHa nepesaya BCex rpynmnosbIX
nakeTos;

- remove — y6upaert rpynny noptos/o6beanHeHHbIX NOPTOB U3
paspeluatoLero npasumna.

MepeuncneHve MHTEPdENCOB OCYLLECTBNAETCA Yepes «—» U
«»
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no bridge multicast
forward-all

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.

bridge multicast forbidden
forward-all

{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast
forbidden forward-all

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12).

Mo ymonyaHuio noptam He
3anpeLLeHo AMHAMUYECKM
NPUCOeANHATLCA K
MHOroaZpecHom rpynne.

3anpewaeT nopty fobaBnatbea K
MHOroaZpecHom rpynne.
- interface-list — cnucok nHtepdeliicos Ethernet;

- port-channel-number-list — cnucok rpynn nopTos;

ANHaAMUYECKHN

- add — pobasnaer nopTbl/ob6beanHEHHbIE NOPTHI B CMMUCOK
NnopToB, ANA KOTOPbIX 3anpelleHa nepesaya Bcex rpynmnosbix
NaKeToB;- remove — ybupaeT rpynny noptos/o6beguHeHHbIX
NopTOB M3 3anpeLyatoLLero npasunia.

MNepeuncneHne nHTepdeNcoB OCYLLECTBAAETCA YEPES «—» U K,»

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

bridge multicast ip-address
ip-multicast-address [[add |
remove]

{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast ip-
address ip-multicast-
address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

Pernctpupyet IP-agpec B Tabauue rpynnoBoi agpecaumu, u
ctaTmueckun gobasnsaet/yaanaer uHtepdencol U3 rpynnbi.

- ip-multicast-address — rpynnosoti IP-agpec;

- add — gobaBnseT NopTbl K rpynne;

- remove — yAanseT nopTbl U3 rpynnbi;

MNepeuncneHne nHTepdEcoB OCyLLECTBAACTCA YEPE3 «—» U «,»

Ypaanset rpynnosou IP-agpec us Tabanupl.

bridge multicast forbidden
ip-address {ip-multicast-
address} {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast
forbidden ip-address {ip-
multicast-address}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

3anpewaeT nopty  AUHaAMMYECKu fob6asnatbea K

MHOroagpecHou rpynne.- ip-multicast-address — rpynnosoti IP-

agpec;

- add — nobasneHne nopTa/NOPTOB K CNUCKY 3aMnpeLLeHHbIX;

- remove — yganeHue nopTta/NopToB U3 CMINCKA 3anNpeLLeHHbIX.

MepeuncneHne MHTEPPENCOB OCYLLECTBAAETCA YEPEs «—» U «,»
Mpexae yem onpeaennTb 3anpelyeHHble MNOPTbI,

V rpynnbl MHOTOAAPECHO! PacCbiKU [OMKHbI BbITb

3aperucTpupoBaHbl.

BoccTaHaBnvBaeT 3HavyeHMe No YMOIYAHMUIO.

bridge multicast source ip-
address group ip-multicast-
address [[add | remove]
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}]

no bridge multicast source
ip-address group ip-
multicast-address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

YcTaHaBaAuBaer cooTBeTCcTBUE mexay IP-agpecom
Nnonb30BaTeNs W FPynnoBbIM aApecom B Tabauue rpynnosoi
ajpecaumu, u ctatudeckn gobasnset/yaanset nHtepdeincol ns
rpynnbl.

- ip-address — ncxoaHsbii IP-agpec;

- ip-multicast-address — rpynnosoi IP-agpec;

- add — no6aBuTbL NOPTLI B rpynny ncxogHoro IP-agpeca;

- remove - yAanuTb NOPTbI U3 rpynnbl ucxogHoro IP-aapeca.

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

bridge multicast forbidden
source ip-address group ip-
multicast-address {add |
remove}

{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast
forbidden source ip-
address group ip-multicast-
address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

YcTaHaBauBaet 3anper Ha pobasneHune/yaanexuve
COOTBETCTBUA Mexay |P-agpecom nonb3osBaTeNna u rpynnosbiM
agpecom B Tabnuue  rpynnosol  agpecauun  gna
onpefeneHHoro nopra.

- ip-address — ucxogHbIi IP-agpec;

- ip-multicast-address — rpynnosoii IP-agpec;

- add — 3anpeT Ha gobasneHune nopTa B rpynny ncxogHoro IP-
appeca;

- remove — 3anpeT Ha yAa/ieHue nopTa M3 rpynnbl UCXOAHOTO
IP-appeca.

BoccTaHaBnvBaeT 3HavYeHMe NO YMOJTHAHUIO.
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bridge multicast ipvé mode
{mac-group | ip-group | ip-
src-group}

no bridge multicast ipv6
mode

-/mac-group

3afaeT pexum TrpynnoBoW nepefayn JaHHblx ana  IPve-
NaKkeToB MHOrOAPECHOM PaCcChINKM.

- mac-group — MHOroagpecHas nepefaya, OCHOBaHHasA Ha
VLAN un MAC-agpecax;

- ip-group — MHoOroagpecHas nepegaya ¢ TMnom GpunbTpaLmy,
0OCHOBaHHbIM Ha VLAN 1 agpece npuemHuKa B popmarte |Pv6;
- ip-src-group — MHoOroagpecHas nepegaya c TMNom
dunbTpaumm, ocHoBaHHbIM Ha VLAN 1 agpece oTnpaBuTens B
dopmarte IPv6.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

bridge multicast ipv6 ip-
address ipv6-multicast-
address [[add | remove]
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}]

no bridge multicast ipv6 ip-
address
ip-multicast-address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

Peructpupyet rpynnosoii IPv6-agpec B Tabauvue rpynnosou
afpecaumu, n ctatuuecku gobasnset/yaanset uHtepdeicobl us
rpynnoi.

- ip-multicast-address — rpynnosoit IP-agpec;

- add — pgob6asnaeT NopTbl K rpynne;

- remove — yganaeT nopTbl U3 rpynnbi;

MepeuncneHne nHTephercoB OCyLLECTBAAETCA Yepes «—» U «,»

Ypanaet rpynnosoit IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6-multicast-address
{add | remove}

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast ipv6
forbidden ip-address
ipv6-multicast-address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

3anpewaeT NoAKNOYEHME HACTPaMBaemMoro nopra/mopTos K
rpynnosomy IPv6-aapecy.

- ipv6-multicast-address — rpynnosoit IP-agpec;

- add — nobaBneHne NopTa/NOPTOB B CMIUCOK 3aMpPeLLEHHbIX;

- remove — ygaseHue nopta/NopToB U3 CNUCKA 3anpeLteHHbIX.
MepeuncneHne NHTepPHENCOB OCYLLECTBAACTCA YEPe3 «—» U «,»

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

bridge multicast ipv6
source ipv6-address group
ipbv6-multicast-address
[[add | remove]

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}]

no bridge multicast ipv6
source ipv6-address group
ipv6-multicast-address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

YctaHaBnausaer COOTBETCTBUE mexay IPv6-agpecom
no/b30BaTeNA U rpynnoBbIM agpecom B Tabauue rpynnosomn
afpecaumu, n ctatuueckun gobasnset/yaanaer uHtepdencol U3
rpynnol.

- ipvb-address — ucxoaHbiit IP-agpec;

- ipvb-multicast-address — rpynnosoit IP-agpec;

- add — nobaBuTb NOPTHLI B Fpynny ucxogHoro IP-agpeca;

- remove - yAanuTb NopTbl U3 rpynnbl MCXoAHoro IP-agpeca.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ipv6
forbidden source ipv6-
address group ipv6-
multicast-address

{add | remove}

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no bridge multicast ipv6
forbidden source ipv6-
address group ipv6-
multicast-address

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

YcTaHaBAuBaeT 3anpert Ha nobasneHune/yganeHve
cooTBeTcTBMA  Mexay |IPv6-agpecom nonb3oBatens v
rpynnosbiM agpecom B Tabnuue rpynnosoi agpecauuun gns
onpegeneHHoro nopra.

- ipvb-address — ucxogHbin IPv6-agpec;

- ipvb-multicast-address — rpynnosoit IPv6-agpec;

- add — 3anpet Ha pobaBneHwe nopTta B rpynny MCXOLHOro
IPv6-agpeca;

- remove — 3anpeT Ha yAaneHue noprta u3 rpynnbl UCXOAHOTO
IPv6-agpeca.

BoccTaHaBnvBaeT 3HaueHMe No YMOIYAHUIO.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,

UHmMepagelica 2pynnel Nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexnme KOHPUrypupoBaHus nHtepoelica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console# configure
console (config) # interface {tengigabitethernet te port | gigabitethernet

gi port |port-channel group |

console (config-if) #

range {..}}

Tabnuua 5.109 — KomaHapl pexkmuma KoHpurypmposaHusa nHtepdeinca Ethernet, rpynnol nHtepdeitcos

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHasauBaeT npasuio nepegauv
He3aperucTPUpPOBaHHbIX FPYMNNOBbIX a4PECOB.
- forwarding — nepenaBaTb He3aperncTpMpoBaHHble
MHOroaZpecHble NakeTbl;

- filtering — dpunbTPOBaTL HE3APErNCTPUPOBAHHbIE
MHOroaZpecHble NakeTbl.

nakeTos C

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM peXknma rnobanbHoro KOHOUIrypnupoBaHus:

console (config) #

Tabauua 5.110 — KomaHabl pexkuma rnobanbHoro KoHPUryprMpoBaHuUs

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast
filtering

-/ OTKNIOYEHO

BrAtouaeT GpuabTPaLMIO rPynnoBbIX a4 pecos.

OTKkAtoYaeT GUNbTPALMIO rPynnoBbiX a4PecoB.

mac address-table aging-
time seconds

no mac address-table
aging-time

(10..630)/300 cekyHz,

3apaeT Bpema xpaHeHua MAC-agpeca B Tabauue.

YcTaHaBAMBaET 3HAYEHUE MO YMOSYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094)/No
YMOJIYAHMIO BK/IOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHom VLAN.

OTKAOUMTL M3yyeHne MAC-agpecos B faHHOM VLAN.

mac address-table static
mac-address vlan vian-id
interface

{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}
[permanent | delete-on-
reset | delete-on-timeout |
secure ]

no mac address-table static
[mac-address] vlan vian-id

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

[obasnaetr ucxogHbin MAC-agpec B Tabsvuy rpynnosoi
agpecaumu.
- mac-address — MAC-aapec;

- vlan-id — Homep VLAN;

- permanent — gaHHbli MAC-afpec MOXHO yAanuTb TONbKO C
nomoublo KoMaHAbl no bridge address;

- delete-on-reset — gaHHbIM agpec yaanutca nocne
repesarpysKku yCTPOMCTBa;

- delete-on-timeout — gaHHbIN agpec yaanuTca no Tanm-ayty;
- secure — faHHbIW agpec yaanmTcsa TONbKO C MOMOLLbHO
KomaHzbl no bridge address nav nocne Bo3BpalleHus nopTta B
pexunm obyyeHus (no port security).

Yaoanaer MAC-agpec 13 Tabauubl rpynnosoi agpecaumu.

bridge multicast reserved-
address mac-multicast-
address [ethernet-v2
ethtype | llc sap | lic-snap

Ethtype: ( 0x0600 - OXFFFF)
Sap: ( 0 - OXFFFF)
pid: ( O - OXFFFFFFFFFF)

Onpepensetr  feicTBMe ANA  NaKeTOB  MHOroagpecHomn
PacCbIIKM C 3ape3epBUPOBaAHHOIO agpeca.
mac-multicast-address — rpynnosoit MAC-agpec;

ethtype — Tvn naketa Ethernet v2;
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pid ] {discard | bridge}

no bridge multicast
reserved-address mac-
multicast-address
[ethernet-v2 ethtype | lic

sap |
lic-snap pid ]

sap —T™1n naketa LLC;

pid — TMn naketa LLC-Snap;

discard - cbpoc nakeTos;

bridge — nakeTbl nepegatoTca B pexkmme bridge.

YcTaHaBAMBaET 3HaUYeHMe No YMONYaHUIO.

mac address-table lookup-
length length

no mac address-table
lookup-length

length: (1..8)/3

3apgaet pasmep obnactmh MAC-agpecoB B anroputme
XewunposaHua. M3meHeHusa BCTynaloT B AeWCTBME noche
pecTtapTa KOMMyTaTopa.

YcTaHaBAMBaeT 3HayeHWe Mo ymon4vaHuo. W3meHeHua
BCTYMNatloT B AeMCTBME NOC/E pecTapTa KOMMYTaTopa.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunuya 5.111 — KomaHab! pexuma Privileged EXEC

KomaHoa

3HayeHue

OnucaHue

clear mac address-table
{dynamic| secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| port-channel group} ]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

YpoanseT craTMyeckne/guMHammuyeckue 3anuvcu M3 Tabauubl
rpynnoBo agpecauuu.

- dynamic — yganeHue gMHaMUYeCKUX 3anucei;

- secure — yganeHue CTaTUYeckux sanucen.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console>

Tabnunua 5.112 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue

OnucaHue

show mac address-table
[dynamic | static| secure]
[vlan vian] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]
[address mac-address]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12);
VLAN ID: (1..4094)

MokasbiBaeTr Tabnuyy MAC-agpecoB  ana
nHTepdeiica, nmbo Bcex nHTepdeiicos.

- dynamic — npocMoTp TONbKO AMHAMMUYECKMX 3anucei;
- static — NpocmMoOTp TONbKO CTaTUYECKMX 3anuceit;

- secure — NPOCMOTP TOJIbKO 6e30MacHbIX 3anucei.

YKa3aHHOro

show mac address-table
count

[vlan vian | interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group} 1]

MoKa3biBaeT KO/MYecTBO 3anuceit B Tabauue MAC-agpecos
[OJ/15 YKa3aHHOTro uHTepderica, imbo ana Bcex MHTepdeincos.

show bridge multicast
address-table [vlan vian-id]
[address {mac-multicast-
address | ipv4-multicast-
address | ipv6-multicast-

VLAN ID (1..4094)

MokasbiBaeT Tab/vuUy rpynnoebiX aApecosB A/s yKasaHHOro
uHTepdeica, nnbo Bcex uHTepdeicos VLAN (KomaHaa
[AOCTYyNHA TONbKO ANA NPUBUAETMPOBAHHOTO Nob30BaTens).

- ip —nokasbiBaTb no IP-agpecam;
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address}] - mac — nokasbliBaTb No MAC-agpecam.

[format {ip | mac}]
[source {ipv4-source-
address|ipve-multicast-

address} ]
show bridge multicast MoKasbiBaeT Tabauuy CTaTUYECKMX TPYNMOBbIX aApecos Ans
address-table static yKasaHHoro nHTepdeiica, nmbo Bcex HTepdericos VLAN.

[vlan vian-id] [address mac-
multicast-address | ipv4-
multicast-address | ipv6- VLAN ID(1..4094)
multicast-address)

[source ipv4-source-address
| ipv6-multicast-address]
[all | mac | ip]

: : MokasbiBaeT KoHUrypauuto GpuabTpa rpynnosbIX a4pPecos ANA
s.how' bridge rTluItlcast VLAN ID(1..4094) casarsioro VLAN
filtering vian-id y )
show bridge multicast . MokasbiBaeT KOHOUrypaumio dunbTpa ana
unregistered gi_port: (1..8/0/1..24); He3aperMcTpupoBaHHbIX FPYNMNOBbIX a4PECOB.

[gigabitethernet gi_port | te_port: (1..8/0/1..4);

L roup: (1..12
tengigabitethernet te_port group: | )

| port-channel group]

h ; Iti MoKa3blBaeT pexum rpynnosBoi agpecaumu ANs YKa3aHHOro
show bridge mu t'lcast VLAN ID [1..4094] MHTepodeiica, MMbo Bcex nHTepdelicos VLAN
mode [vlan vian-id] p ) p :
show bridge multicast OT0b6parkaeT NpaBma, yCTaHOB/IEHHbIE A/ TPYNNOBbIX
reserved-addresses - 3ape3epBMPOBAHHbIX a4PECOB.
show mac address-table MoKasblBaeT TeKylWmn pexxmm paboTol Tabamubl MAC-agpecos
mode - M pexum, KoTopbli OyaeT NpuMMeEHeH nocsie pecTapTa

KOMMyTaTopa.

[pumepbl 8b1M0AHEHUS KOMAHO

BKNOUMTDE GUABTPALLMIO FPYNNOBbIX a4PECOB KOMMYTATOPOM. 3a4aTb BpemaA xpaHeHua MAC-aapeca
450 cekyHA, paspewnTb nepenavy He3aperncTpUpoBaHHbIX MHOroagpecHbIX nNaketos Ha 11 nopTty

KomMmyTaTopa.

console # configure

console (config) # bridge aging-time 450

console (config) # bridge multicast filtering
console (config) # interface gigabitethernet 1/0/11
console

— o~ o~ —~

console# show bridge multicast address-table format ip

config-if) # bridge multicast unregistered forwarding

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 gi0/8
19 224-239.130(2.2.8 gi0/8

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic gi0/1, gi0/2
19 224-239.13012.2.8 static gi0/1-8

19 224-239.13012.2.8 dynamic gi0/9-11
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5.16.2 ®yHKYyua nocpedHuka npomokona IGMP (IGMP Snooping)

®PyHKuMA IGMP Snooping ncnoib3yeTcs B CETAX rPYNnoBoM paccbiiku. OCHOBHOM 3agadveit IGMP
Snooping sABAAETCA NPefoCcTaBAeHME MHOroagpPecHoro TpaduKa TONbKO A1A Tex MopToB, KOTOpble
3anpocuau ero.

« IGMP Snooping MoXeT WUCnonb30BaTbCA TONMbKO B CcTaTudecKoit rpynne VLAN.
Moapaep:kusBatoTca sepcumn npotokona IGMP —IGMPv1, IGMPv2, IGMPv3.

’ Yro6b1 IGMP Snooping 6bin aKTUBHbIM, GyHKLUA rpynnoBoii dunbTpaumumn “bridge multicast
2 filtering” ponykHa 6bITb BKAOYeHa (cm. pasgen «MpaBuna rpynnoBoii agpecauuny»).

PacnosHaBaHWe NMOPTOB, K KOTOPbIM MOAK/IOUYEHBI MHOrOAApECHbIE MapLLIPYTU3aTOPbl, OCHOBAHO Ha
cneayoLmx cobbITUAX:

— IGMP-3anpocbl NPUHATLI HA NOPTY;

— naketbl NpoToKona Protocol Independent Multicast (PIM/PIMv2) npuHATLI Ha NopTy;

— NaKeTbl NPOTOKO/1a MHOroaapecHoi mapwpytusaymm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokoaa MRDISC npnHATLI Ha NOpPTY;

— naketbl NpoToKosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOWM CTPOKM pexnma rnob6anbHoro KOHPUrypmposaHms:
console (confiqg) #

Tabanua 5.113 — KomaHapl perkrmma rnobasbHOro KOHGUrypUpoBaHUA

KomaHoa 3HayeHue Aelicmeue
ip igmp snooping PaspewwaeT ncnonososaHue ¢pyHKumm IGMP Snooping
Mo ymonyaHuio GpyHKUMA KOMMYTATOpPOM.
no ip igmp snooping BbIK/IlOYEHA 3anpewaet ucnosib3osaHue ¢pyHKUMM IGMP Snooping
KOMMYTaTOpPOM.
ip igmp snooping vlan PaspewaeT ucnonbzosaHune ¢pyHKumm IGMP Snooping
vlan-id Mo ymonuaHuio GyHKUMA KOMMYTaTOpPOM g/15 AaHHoro nHtepdeiica VLAN.
no ip igmp snooping vlan BbIKNtOYEHa 3anpewaet ncnonb3osaHue dyHKUUKM IGMP Snooping
vlan-id KOMMYTaTOpOM g/1a AaHHoro uHtepoerica VLAN.
ip igmp snooping vlan vian- Peructpupyet rpynnosoli |P-agpec B Tabauue rpynnosou
id static ip-address agpecaumu, 1 cTtatmyeckn aobasnaer uHTepdencbl U3 rpynnbl
[interface { gigabitethernet onAa Tekywen VLAN.
gi_port | - ip-address — rpynnosoii IP-agpec;
tengigabitethernet te_port Vlan_id: (1-4094); MepeuncneHne NHTepHENCcoB OCYLLECTBAACTCA YEPes «—» U «,»
| port-channel group}] gi_port: (1..8/0/1..24);
no ip igmp snooping vlan te_port: (1..8/0/1..4); Ypanset rpynnosoit IP-aapec u3 Tabauubl.
vlan-id static ip-address group: (1..12)
[interface { gigabitethernet
gi_port |
tengigabitethernet te_port
| port-channel group}]
ip igmp snooping vlan Paspewaer pana paHHoi rpynnbl VLAN aBTOMaTtuuyeckoe
vlan_id mrouter learn pim- . pacno3HaBaHWe  MNOPTOB, K  KOTOPbIM  MOZAK/IOYEHbI
dvmrp Vian_id: (1-4094) MHOroaZpecHble MapLIpyTU3aTopbl.
— - Mo ymonyanumio — "
no ip igmp snooping vlan paspelueHo 3anpewaetr ana pgaHHou rpynnbl VLAN aBTOmaTtuyeckoe
vlan_id mrouter learn pim- pacno3HaBaHWe  MNOPTOB, K  KOTOPbIM  MOZK/OYEHDI
dvmrp MHOroaZpecHble MapLIpyTU3aTopbl.
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ip igmp snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

no ip igmp snooping vlian

Vlan_id: (1-4094)
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

Onpepenser NopT, K KOTOPOMY MOAK/OYEH MapLLpyTU3aTOp
MHOroaZpecHoOM PaccblIkM AN 3agaHHoin VLAN.

vlan_id mrouter interface { group: (1..12) YKa3biBaeT, YTO K MOPTY He MNOAKIIOYEH MapLupyTU3aTo
gigabitethernet gi_port | T PTy A puipy P
L MHOroaZpecHo Pacchbiku.
tengigabitethernet te_port
| port-channel group}
ip igmp snooping vlan
vlan_id forbidden mrouter
L s YcTaHaB/IMBaeT 3anpeT Ha onpejesieHne nopTa (CTaTUYeckwy,
interface { gigabitethernet
gi port | AVHAMMYECKM) KaK NopTa, K KOTOPOMY MOAK/OYEH
. MapLUpPYTU3aTOP MHOFOAAPECHOMN PACcChbINIKMU.
tengigabitethernet te_port Vlan_id: (1-4094) puipy P AP P

| port-channel group}

no ip igmp snooping vlian
vlan_id forbidden mrouter
interface { gigabitethernet
gi_port |
tengigabitethernet te_port
| port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

CHMMaeT 3anpeT Ha onpeaesieHne nopTa Kak nopTa, K
KOTOPOMY MOAK/IHOHYEH MapLLPYTU3aTOP MHOrOaAPECHO
PaccbiKM.

ip igmp snooping vlan
vlan_id multicast-tv
ip_multicast_address
[count count]

no ip igmp snooping vlian
vlan_id multicast-tv
ip_multicast_address
[count count]

Vlan_id: (1..4094)
Count: (1..256)/1

Onpepenset rpynnosoi IP-agpec, KOTOpbI COOTBETCTBYET
VLAN TenesewaHus (multicast-tv-vlan).

- count — napameTp A/1A HACTPOMKMN HECKONIbKMX CMEXKHbIX |P-
afpecos.

Ypanaet cooTBeTCcTBME MeXAay rpynnosbim IP-agpecom 1 VLAN
TenesewaHmA

ip igmp snooping map cpe
vlan vian-id multicast-tv
vlan vian-id

no ip igmp snooping map
cpe vlan vian-id

Vlan_id:( 1..4094)

[ob6asnaet cootseTcTBne mexay VLAN nonb3osatens (CPE-
VLAN) u VLAN TeneBewaHusa (multicast-tv-vlan).

Ecnn IGMP-coobuieHmre npuxoamT Ha nopt c Terom CPE-vlan n
cywecTsyet cooTBeTcTBue CPE-vlan — multicast-tv-vlan, To
IGMP-coobuieHune byaet accouumnposaHo ¢ VLAN gna
TeneseLLaHuA.

Ypansaet cootBetctBue mexay VLAN nonb3osatena un VLAN
TeneselaHna

ip igmp snooping
vlan vian_id querier

no ip igmp snooping

Vlan_id: (1..4094)

-/Bblgaya 3anpocos

BKntouyaeT noapeprKKy  BblAauum igmp-query

KOMMYTaToOpoMm B AaHHoM VLAN.

3anpocos

OTK/IOYaeT NOAAEPIKKY BblAaum 3anpocos igmp-query

vlan vian_id querier OTK/toYeHa KOMMyTaTopom B AaHHoM VLAN.

ip igmp snooping YctaHaBnauBaetr Bepcuio IGMP-nNpoToKona, Ha OCHOBaHUM
vlan vlan_id querier KoTopol byayT dopmuposatbcs IGMP-query 3anpocbl.

version {2 | 3} -/IGMPv3

no ip igmp snooping vlan
vlan_id querier version

YcTaHaBAMBaeT 3HaYeHue no YMON4aHUKo

ip igmp snooping vlan
vlan_id querier address
ip_address

no ip igmp snooping vlan
vlan-id querier address

Vlan_id: (1-4094)

OnpegenseT ucxogHbl IP-agpec, KoTopbiit byaer
ncnonb3oBatbea IGMP querier-om. Querier — ycTpolicTBO,
KoTopoe otnpasnsfeT IGMP-3anpochl.

YcTaHaBaMBaeT 3HaveHne No ymonyaHuio. Mo ymonyaHumio
ecnu IP-agpec HacTpoeH ana VLAN, oH ncnonb3yertca B
KayecTBe agpeca uctoyHmnka IGMP Snooping Querier.

ip igmp snooping vlan vian-
id immediate-leave

no ip igmp snooping vlan
vlan-id immediate-leave

Vlan_id: (1..4094)/disable

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha
Tekywel VLAN. O3HayaeT, 4To NopT A0/KeH bbiTb
Hemeg/1eHHO yaaneH u3 rpynnbl IGMP nocne nonyyexuma
coobieHus IGMP leave.

Mpw pobasneHmm onuun host-based — mexaHusm fast-leave
cpabaTbiBaeT TONLKO B TOM C/ly4ae, KOr4a Bce no/ib3oBaTesnyu,
NOAKNOYEHHbIE K AaHHOMY MOPTY OTAMCANUCD OT rPynnbl
(cueTumnk nonb3oBaTenei BegeTcA Ha OCHoBaHWUM src-MAC-
aapecos B 3aronoskax IGMP-report’os).

OTkntounTb Npouecc IGMP Snooping Immediate-Leave Ha
Tekyuel VLAN.

Ethernet-kommymamopesi cepuu MES3000

117



SHELTEX

[host-based]

ip igmp snooping vlan
vlan_id immediate-leave
host-based

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)/disable

BkntoumTb npouecc IGMP Snooping Immediate-Leave Ha
Tekywen VLAN. O3HayaerT, YTo NopT AO/KEH ObITb
HemeaneHHo yaaneH u3 rpynnbl IGMP nocne nonyyeHuns
coobuieHus IGMP leave, ecnm 6onblue HET KANEHTOB,
KOTOPbIM HEObXOAMMA AaHHas rpynna.

OTkAtounTb Npouecc IGMP Snooping Immediate-Leave Ha
Tekywen VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaetica VLAN

Bua 3anpoca KomMaHAHOM CTPOKM pexxnma KoHourypmposaHus VLAN:

console (config-if) #

Tabnunuya 5.114 — KomaHabl pexkuma KoHpurypuposaHma nHtepoeiica VLAN

3HayeHue/3HayeHue no

no ip igmp robustness

KomaHoa Aelicmeue
YMOMYAHUIO
YcTaHaBAMBaeT 3HaueHne yctonumnsoctu gna IGMP.
ip igmp robustness count (1-7)/2 Ecnrv Ha kaHane HabnwopgaetcA notepsA AaHHbIX, 3HayYeHue

YCTOMUYMBOCTU AO/KHO BbITb YBENNYEHO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip igmp query-interval
seconds

no ip igmp query-interval

(30-18000)/125 ¢

YcTaHaBAMBaeT TalimMayT, MO KOTOPOMY cuCTeMa OTNpasaseT
OCHOBHblE 3anpocobl BCEM y4acTHMKaM rpynnbi
MHOroaipecHol nepeaaym AN NPOBEPKM UX aKTUBHOCTY.

YcTaHaBAWBaeT 3HaYeHUe No YMONYAHUIO.

ip igmp query-max-
response-time seconds

no ip igmp query-max-
response-time

(5-20)/10 ¢

YcTaHaBAMBaeT MaKCMMasibHOE BpemsA OTBETa Ha 3anpoc.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

ip igmp last-member-
query-count count

no ip igmp last-member-
query-count

(1-7)/3HaueHne
nepemeHHoW robustness

YcTaHaBAMBaAeT KONMYECTBO 3aMnpocoB, MOC/Ae PacCbIKu
KOTOPbIX, KOMMYTaTOP ONpeaenAeT, YTO Ha AaHHOM MOopPTY HeT
YKenalLLmx y4acTBoBaTb B MHOr0aApecHoOM pacchbliKe.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

ip igmp last-member-

query-interval milliseconds

no ip igmp last-member-
query-interval

(100-25500)/1000 mc

YcTaHaBnamBaeTt
y4YacTHMKa.

UHTEepBan 3anpoca ana nocnegHero

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepagetica (QuanaszoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexknma KoHGUrypupoBaHua nHTepdeiica:

console (config-if) #

Tabnunuya 5.115 — KomaHabl pexkmma KoHpurypuposaHua nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

switchport access
multicast-tv vlan vian_id

no switchport access
multicast-tv vlan

vlan_id: (1-4094)

BkatoyaeT nepeHanpasneHve IGMP-3anpocoB C KAMEHTCKUX
Vlan B Multicast Vlan u mynbTMKactoBoro Tpaduka B
KnneHTckme Vlan ans nHtepdelica B pexxmme «access».

BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB C KAMEHTCKUX
Vlan B Multicast Vlan u mynbTMKactoBoro Tpaduka B
KnneHTckme Vlan ans nHtepdelica B pexxmme «access».

tv vlan vian_id

switchport trunk multicast-

no switchport trunk

vlan_id: (1-4094)

BkatoyaeT nepeHanpasneHve IGMP-3anpocoB C KAMEHTCKUX
Vlan B Multicast Vlan u mynbTuKacTtoBoro Tpaduka B
KnneHTckue Vlan ans nHtepdelica B pexxume «trunk».

BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB C KAMEHTCKUX
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multicast-tv vlan

Vlan B Multicast Vlan u mynbTuKactoBoro Tpaduka B
KnneHTckune Vian gna nHtepdeliica B pexknme «trunk».

KomaHObl pexcuma EXEC

Bce KomaHap! AOCTYNHbI TO/IbKO ANA NPUBUNETMPOBAHHOIO NOJ1b30BaTeENA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.116 — KomaHabl pexkmma EXEC

KomaHda

Aelicmeue

show ip igmp snooping
mrouter [interface vian-id]

MokasbiBaeT MHPOpMaLmio 06 M3y4eHHbIX MHOFOAZAPECHbIX MapLIPyTU3aTopax B yKasaHHOM
rpynne VLAN.

show ip igmp snooping
interface vian-id

MokasbiBaeT MHopmauuto IGMP-snooping gns gaHHoOro uHTepdelica.

show ip igmp snooping
groups [vlan vian-id] [ip-
multicast-address
ip-multicast-address])
[ip-address

ip-address]

MokasbiBaeT WHOOPMaUMIO 06 M3y4YeHHbIX MHOrO3aAPECHbIX TrPyMnnax, Yy4acTBylOLWMX B
rPynnoBoi paccbiske.

show ip igmp snooping
multicast-tv [vlan vian-id]

MNokasbiBaeT IP-agpeca, accoummpoBaHHble ¢ VLAN gna TenesewaHms.

show ip igmp snooping cpe
vlans
[vlan vian-id]

MokasbiBaeT Tabauuy cootsetctBuMi Mexay VLAN obopyaoBaHus, YCTaHOB/EHHOTO Y
nonb3osatens, u VLAN gna TeneselaHma.

[pumepbl 8b1M0AHEHUS KOMAHO

Bknountb ¢yHKUMo IGMP snooping Ha KommyTaTope. Ona VLAN 6 paspewntb aBTOMaTU4ecKoe
pacno3HaBaHMe NOPTOB, K KOTOPbIM MOAKAOYEHbI MHOrOaApecHble MapLpyTU3aTopbl. YCTaHOBUTb
uHTepsan mexay IGMP-3anpocamm — 100 ceK. YBenuuuTb 3HayeHue ycToMumBoCcTM a0 4.
YcTaHOBUTb MaKCMMaibHOE Bpemsa OTBeTa Ha 3anpoc — 15 cek.

console# configure

console
console
console

console
console

(config) # ip igmp snooping
(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
(config) # interface vlan ©
console (config-if)# ip igmp snooping query-interval 100
(config-if)# ip igmp robustness 4

(config-if) # ip igmp query-max-response-time 15
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5.16.3 MLD snooping — npomoKon KOoHMpoaa MHo20a0pecHo20 mpadguKa e IPve

MLD  snooping

MEXaHN3IM

MHOroaapecHom

paccbiIKM  COOBLLEHNN,  MO3BONAOWMMN

MWHMMMU3NPOBATb MHOTOAAPECHbI TpaduK B IPv6-ceTax.

KomaHObI pexcuma 21060716H020 KOHU2YPUPOBAHUSA

Buza 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmpoBaHma:

console (confiqg) #

Tabnunuya 5.117 — KomaHabl rnobanbHOro penma KoHbUrypmpoBaHus

KomaHoa

3HavyeHue

Aelicmeue

ipvé mld snooping [vlan
vian_id]

no ipvé mid snooping [vlan
vian_id]

Vlan_id: 1..4094/ disable

Bkatoyaet MLD snooipng.

Otkntoyaet MLD snooping.

ipv6é mld snooping vlan
vlan-id static ipv6-address
[interface { gigabitethernet
gi_port [
tengigabitethernet te port
| port-channel group}]

no ipv6 mid snooping vlan
vlan-id static ipv6-address
[interface

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}]

Vlan_id: (1-4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..12)

Peructpupyet rpynnosoii IPv6-agpec B Tabnuue rpynnosow
afapecauun, u ctatudecku gobasnset/yaanser uHtepdeicobl us
rpynnsi gna Tekywei VLAN.

- ipv6-address — rpynnosoli IPv6-aapec;

MepeuncneHne NHTePHENCoB OCYLLECTBAAETCA YEPE3 «—» U «,»

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

ipvé mld snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
tengigabitethernet te_port
| port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi port|
tengigabitethernet te_port
| port-channel group}

Vlan_id: (1..4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..12)

[obasnaeT npasuno, 3anpeLLatoLlee nopTam U3 CNUcKa
perncTpmpoBaTtbca Kak MLD-mrouter.

Ypanaet npasuio, 3anpeLuatoLLlee nopTam U3 Cnncka
perucTpmpoBaTbca Kak MLD-mrouter.

ipvé mld snooping vlan
vlan_id mrouter learn pim-
dvmrp

no ipv6 mid snooping vlan
vlan_id mrouter learn pim-
dvmrp

-/BKNIOYEHO

M3yyaTb NopTbl, NoAKAOYeHHble K mrouter'y no MLD-query-
naketam

He n3yyaTtb nopTbl, NoAKAOYEHHbIE K mrouter'y no MLD-
query-naketam

ipvé mld snooping vlan
vlan_id mrouter interface {
gigabitethernet gi port |
tengigabitethernet te_port
| port-channel group}

no ipv6 mid snooping vlan
vlan_id mrouter interface {
gigabitethernet gi port |
tengigabitethernet te_port
| port-channel group}

Vlan_id: (1 .. 4094);
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);

group: (1..12)

[ob6aBnser cnncok mrouter-nopTos.

Ypanset mrouter-nopTbl.

Ipvé mid snooping vlan
vlan-id immediate-leave

Vlan_id: 1..4094/disable

BkntoumTb npouecc MLD Snooping Immediate-Leave Ha
TekyLei VLAN.
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no ipvé mld snooping vlan
vlan-id immediate-leave

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha
Tekyuer VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (config-if)#

Tabnnuya 5.118 — KomaHgb! pexxuma KoHpurypuposaHma nHtepoeica VLAN

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ipv6 mld join-group
multicast_ipv6_address

no ipvé mld join-group
multicast_ipv6_address

multicast_ipv6_address —
I'pynnosow agpec IPv6

Co3paeT cTaTMYeCKyto rpynny MHoroagpecHom IPve-
paccbINKm

Ypansert ctaTUYeckyto rpynny mHoroaapecHoum IPv6-
paccbiNKu

ipvé6 mid last-member-
query-count count

no pv6 mld last-member-
query-count

count: 1..7

YcTaHaBauBaeT Koanvectso MLD-3anpocoB, Nocne paccbliku
KOTOPbIX KOMMYTATOpP ONpesenseT, YTo Ha 4aHHOM NOPTYy HeT
eNawLmMX y4acTBoBaTb B MHOroagpecHol IPvb-paccbinke

BoccTaHaBnMBaeT 3HauYeHMe No YMONYaHMIO

ipvé mid last-member-
query-interval interval

no ipv6 mld last-member-
query-interval

interval: 100..25500/1000
MWUAIUCEKYHS,

3afaeT MaKCMMaNbHYIO 3aZlePXKKy OTBETA NOC/IEAHErO Y1eHa
rpynmnbl, KOTOPas UCMO/Ib3YeTCca A1A BbIYMCAEHUA KOAa
MaKCMManbHOM 3aaep»Kkn oteeTa (Max Response Code)

BoccTaHaBiMBaeT 3Ha4YeHMe NO YMOIYaHMIO

ipvé mlid
value

query-interval

no ipvé mld query-interval

value: 30..18000/125
CeKyHA,

3afaeT MHTepBan PaccblIKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBauBaeT 3HaYeHMe N0 YMONYaHUIO

ipvé mld query-max-
response-time value

no ipvée mld query-max-
response-time

value: 5..20/10 cekyHa

3agaeT makcuman bHYIO 3a1€PXKKY OTBETA, KOTOpaAa
MUCnonb3yeTca anAa BblYMCNEHUI KOJa MaKCUMaNbHOWM
3a4epXKKKN OTBETA

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO

ipvé6 mld robustness value

no ipvé mld robustness

value: 1..7

YcTaHaBAvBaeT 3HaveHMe KoadPuumeHTa
oTKasoycToiumsocTu. Ecaun Ha KaHane Habaogaerca notepa
AaHHbIX, KO3PPULMEHT OTKA30YCTONYMBOCTU AONKEH ObITh
yBe/iMueH.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,

UHmMepgelica epynnel nopmos, uHmepgpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKK B pexmme KoHPUrypmposaHua nutepdeinca Ethernet, nntepdeitca

rpynnbl noptoB n nHTepdeiica VLAN:

console (config-if) #

Tabnunua 5.119 — KomaHabl pexxuma KoHPUrypuposaHua nHtepdeiica Ethernet, rpynnbl untepdelicos

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

OnucaHue

ipvé mlid
ipv6_address

join-group

no ipve mld join-group
ipv6_address

[aer yKasaHue paccbiiatb MLD-report coobueHua Ha
npucoeanHeHme K ipv6_address rpynnbl ¢ AaHHOTO NopTa.
ipv6_address— rpynnosoii agpec IPv6

Ypanaer ykasaHue paccbinate MLD-report coobuieHna Ha
npucoeanHeHune K ipv6_address rpynnbl ¢ JaHHOrO NopTa

ipvé mld version version

no ipv6 mld version

Version: 1..2/2

YcTaHaB/MBaeT BepCuio NPOTOKONA, AENCTBYOLLYIO Ha aHHOM
MHTepodeiice.

BoccTaHaBnvBaeT 3HavyeHue no yMON4YaHUIO
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Tabnnuya 5.120 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show ipv6 mld snooping
groups  [vlan vlan_id]
[address
ibv6_multicast_address]
[source

vlan_id —1..4094
ipv6_multicast_address —
rpynnosoi agpec IPv6
ipv6_source_address —

OTobparkaeT MHGOPMALMIO O 3apPEernCTPUPOBAHHDBIX Fpynnax B
COOTBETCTBMM C 33afaHHbIMM B KOMaHAe napameTpamu
dunbTpaymm.

mrouter [interface vian_id]

ipv6_source_address] IPvé-appec

show ipv6 mld snooping OTobpakaeT MHOOpMauuio o KoHourypauum MLD-snooping
. . Vlan: 1..4094 <

interface vian_id ons paHHon VLAN.

show ipv6 mld snooping Vian: 1. 4094 OTobparkaeT MHPOpMaLMIO O mrouter-noprax.

5.16.4 ®yHKyuu oepaHuyeHua multicast-mpaguka

®yHKUMKM orpaHuyeHma multicast-Tpaduka ncnonbsyoTca Ana yaobHOM HaACTPOMKM OrpaHUYeHus

NpPoCcMOoTpa onpeaeneHHbIX rpynn MHOroaApPeCcHOM PacchINKM.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUS

Bupa 3anpoca KOMaHAHOM CTAPOKK pexkMMa rnobanbHOro KOHPUrypupoBaHus:

console (config) #

KomaHoa

3HayeHue

Hlelicmesue

multicast snooping profile
name

no multicast snooping
profile name

name : 1..32 cumBONOB

Mepexop, B pekum KoHoUrypuposaHua multicast-npoduna

YaanuTb yKasaHHbIi multicast-npopunb
Multicast-npodpusnb moet 6biTb yaaneH To/NbKo
H nocne Toro, Kak 6yaer oTBA3aH OT BCex NOPTOB
KommyTaTtopa

KomaHObI pexcuma KoHgua2ypuposaHusa multicast-npogung

Buza 3anpoca KoMaHAHOM CTPOKM pexnma KoHourypmpoBaHusa multicast-npoduna:

console (config-mc-profile) #

KomaHOoa

3HayeHue

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BannpgHbIn
multicast-agpec
high_ip: BanuaHbI

3apaeT cooTBeTCcTBME NPOdUAA yKazaHHOMY AManasoHy IPv4
multicast-agpecos

Ypanaer cooTBeTcTBUE NPOPUAA yKazaHHOMY AnanasoHy IPva

[high_ip] multicast-agpec multicast-agpecos
match ipv6 low_ipv6 low_ipv6: BanuaHbili IPV6
[high_ipv6] multicast-agpec 3azaeT cooTBETCTBME NPOGUAA YKazaHHOMY ananasoHy IPve

high_ipv6: BannaHbiit IPv6
multicast-agpec

multicast-agpecos

no match ipv6 low_ipv6
[high_ipv6]

YpanaeT cooTBeTcTBME NPOPUNA YKa3aHHOMY AnanasoHy IPv6
multicast-agpecos

permit B cnyyae HECOOTBETCTBMA OHOMY U3 33JlaHHbIX AManNa3oHoB,
. IGMP-report 6yayT nponycKatbcs
- -/no permit
no permit B cnyyae HECOOTBETCTBMA OAHOMY U3 33aHHbIX AMaNa3oHoB,
IGMP-report 6yayT oTbpacbiBaTbCA
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica (QuanasoHa uHmepaelicos) Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM pexXnma KoHPUrypupoBaHua nHtepdelica:

console (config-if)#

3HayeHue/3Ha4yeHue no .
KomaHda Aeiicmeue
YMOAYAHUIO

multicast snooping max- OrpaHuumBaet KO/NNYecTBo OZlHOBPEMEHHO
groups number 1-1000/ npocmaTtpuBaembix multicast-rpynn ans noprta
no multicast snooping CHMMaeT oOrpaHuMYeHWe Ha KO/JMYECTBO OLHOBPEMEHHO
max-groups npocmMaTtpuMBaembix rpynn gas nopra
multicast snooping profile MpuBA3bIBaeT yKasaHHbIN multicast-npoduab K nopty
name

- - name: 1..32 cumBon0B -
no multicast snooping Ypanset cootBeTcTBMe multicast-npodunsa c noptom
profile

KomaHOobl pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TOAbKO ANS NMPUBUAETMPOBAHHOIO MO/b30BaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.121 — KomaHab! pexkuma EXEC

KomaHda Aelicmeue

show multicast snooping | OTo6paxaeT MHPOPMALMIO ANA BCEX NOPTOB O TEKYLLEM KOJMYECTBE 3aperncTpupoBaHHbIX
groups count rpynn, a Tak¥ke MaKCMMasbHOe BO3MOXKHOE KOIMYecTBO

show multicast snooping | OTob6parkaeT MHPOpPMaLMIO O CKOHOUTYpPUpPOBaHHbLIX Multicast-npodunax
profile [name]

5.16.5 ®dyHkyus mHoz2oadpecHoii mapwpymusayuu IGMP Proxy.

®PyHKUMA MHOroagpecHon mapwpyTtmsaumm IGMP  Proxy npepHasHayeHa Ana  peanusauuu
YNPOLLEHHOW MapLpyTM3aLUMM MHOFOALPECHbIX AAHHbIX MEXAY CeTAMMW, YrnpaBAfAemoi Ha OCHOBAHWUM
npotokona IGMP. C nomoubto IGMP Proxy ycTponcTBa, He Haxogslwmeca B O4HOW CETU C CepBepoMm
MHOTF0a4peCHOM PacCbIIKW, UMEIOT BO3SMOXKHOCTb MOAKAOYATLCA K MHOFOaAPEeCHbIM Fpynnam.

MapLpyTmMsauma OcCyLecTBAAeTCA MeXKay WHTepdelicom BblwecTtoAwen cetn (uplink) w
nHTepdelicamm HuKectoawmx ceteit (downlink). Mpu atom Ha uplink-uHTepdelice KommyTaTop BeaeT
cebAa KaKk 0b6bluHbIM NoJslyyaTenb MHoroagpecHoro Tpaduka (multicast client) n dopmupyeTt cobcTBeHHbIE
coobueHns npotokona IGMP. Ha uHtepdeiicax downlink KommyTaTop BbICTYMaeT B KayecTBe cepsepa
MHOToaZpecHoOM PaccbisIk1 1 0bpabatbiBaeT cooblLeHna NpoTokoaa IGMP OT yCTpOWCTB, NOAK/IOUYEHHBIX K
3TUM NHTepdencam.

¢: IGMP Proxy nogaep:usaet go 1024 rpynn MmHOroaapecHoi paccbiiku.

¢ IGMP Proxy noaaep»usaet Ao 512 downlink-untepdeiicos.
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v

OrpaHuyeHua peanusauum ¢pyHkummn IGMP Proxy:
- IGMP Proxy He noaaep)usaeTca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH TONbKO 04MH UHTepdelic BbiwecToALel ceTu;

- Npu ucnonb3oBaHuuK Bepcumn V3 npoTtokona IGMP Ha nHTepdeiicax K HUMKECTOALLEN CeTH,
o6pabartbiBaloTcA TONbKO 3anpocbl TMNa exclude (*,G) u include (*,G).

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobasbHoro KOHOUrypupoBaHus:

console (config) #

Tabnunuya 5.122 — KomaHab! perkmma rnobanbHoro KoHGUrypupoBaHusa

KomaHoa

3HayeHue

Aelicmeue

ip multicast-routing
igmp-proxy

Mo ymonyaHuio GyHKUMA
BbIK/IIOYEHA

PaspelsaeT paboTy mapLipyTU3aLMm MHOFOaApPeCHbIX AaHHbIX
Ha CKOHOUIYPUPOBaHHbBIX MHTEpdelicax

ip igmp-proxy version
version

1,23

KomaHga BbibUpaeT Kakaa Bepcus npotokona IGMP 6yaet
MCNOb30BaTbCA KOMMYTaTopoMm Ha uplink-uHtepdeiice

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagetica VLAN

Buza 3anpoca KoMaHAHOM CTPOKM pexnma KoHourypmposaHusa VLAN:

console (config-if) #

Tabnuua 5.123 — KomaHapl pexkuma KoHPurypmposaHua nHTepoeica VLAN

3HavyeHue/3HavyeHue no .
KomaHoa / Aelicmeue
YMOMYAHUIO
BbibpaHHas ana  KoHdurypuposaHua VLAN  aBnsetca
7z 7 . K
ip igmp-proxy vian vian 1-4094 MHTepd)eMEOM K HlfI)KeCTOﬂLLI.EVIu cetn. KomaHpga HafHaqaeT
CBA3aHHbIN uplink-uHTepdelic, yyacTByrOLWMIA B
MapLlwpyTnsaunu.
KomaHOob! pexcuma EXEC
Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:
console#
Tabnunua 5.124 — KomaHabl pexkmma EXEC
KomaHoa 3HavyeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO
show ip mroute-next-hop KomaHga npegHasHayeHa ona npocmoTpa CMUCKOB

[group group |
source source]

MHOroagpecHbix rpynn. Bo3mokeH Bbibop rpynn no agpecy
rpynnbl UK NO agpecy NCTOYHMKA MHOTOAAPEeCHbIX AaHHbIX.

- group — IP agpec rpynnbl

- source — |P agpec MCTOYHNKA MHOTOaAPECHbIX AAaHHbIX

show ip igmp-proxy
interface

OtobparkeHne nHdPopmaumm 06 MHTepdeincax K HUKECTOALLMM
ceTaAm.
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[pumep UCnoanb308aHUA KOMAHO

Hactpoutb Ha ycTpoictBe paboty ¢yHKumm IGMP Proxy, ncnonbsoatb VLAN 100 B KauyecTBe
nHTepdelica K BblwectoAwel cetn 10.1.0.0, a VLAN 101 n 102 B KauecTBe MHTEPDENCOB K HUKECTOALLMUM
cetam 10.2.0.0 n 10.3.0.0 cooTBeTcTBEHHO. Ha uplink-uHTepdelice ncnonb3osatb BepcMio V2 NPOTOKONA
IGMP.

console# configure

console (config)# wvlan database

console (config)# wlan 100-102

console (config)# exitconsole (config)# ip multicast-routing igmp-proxy
console (config)# ip igmp-proxy version 2

console (config)# interface wvlan 100

console (config-if)# ip address 10.1.0.1 /24

console (config-if)# exit

console onfig) # interface wvlan 101

(
(
(
(
(
(
(
(c
console (config-if)# ip igmp-proxy wvlan 100
(
(
(
(
(
(
(

console (config-if)# ip address 10.2.0.1 /24
console (config-if)# exit

console (config)# interface vlan 102

console (config-if)# ip igmp-proxy vlan 100
console (config-if)# ip address 10.3.0.1 /24
console (config-if)# exit

console (config)#

5.17 ®yHKuuMu ynpasneHua

5.17.1 MexaHu3m AAA

Ona obecneyeHna 6e30MaCHOCTU CUCTEMbI MCMOAL3YETCA MexaHusm AAA (ayTeHTUUKaLms,
aBTOpM3aums, yyeT).

— Authentication (ayteHTUdMKaLmMA) — conocTaBneHWe 3anpoca CyLWEecTByHOLEN Y4Y4ETHOM
3anucu B cucteme 6e30nacHoCTU.
— Authorization (aBTopu3auuMsa, NpoBepKa YpOBHA A0CTyna) — CcOMNOCTaBAeHWE YYETHOM

3anucu B cucteme (Npolwealiei ayTeHTUOMKaLMIO) M onpeaenEéHHbIX MOAHOMOUYNNA,
— Accounting (y4éT) — cnexeHue 3a noTpebaeHMem pecypcoB No/b30BaTeeM.

[N WwndppoBaHMA AaHHbIX UCNONb3YETCA MeXaHU3M SSH.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua, 3anpoca KOMaHAHOW CTPOKM peXkMMa rnobasbHOro KOHGUrypupoBaHusa:
console (config) #
Tabnunua 5.125 — KomaHabl pexkuma rnobasbHoOro KoHGUrypmpoBaHus

KomaHda 3HayeHue/3HayeHue no Aeiicmeue
YMOAYAHUIO

aaa authentication login
{default | list-name}
method1 [method?2...]

YcraHaBavMBaeT cnocob ayteHTMdMKauum ana  Bxoda B
cuctemy.

- default — ucnonb3oBaTb ANA ayTeHTUDUKALMM ONMMCAHHbIE
HUXKE MeToAbl;

- list-name- nmA cnncka ayTeHTUOUKALMOHHBIX METOA0B,
aKTUBU3MPYIOLLEroCcs, KOrAa No/b30BaTe /b BXOAUT B CUCTEMY.
OnucaHue metogos (methodl [method2...]):

- enable — ucnonb3oBaTth Naponb ANA ayTeHTUOUKALUM;

- line — ucnonb3oBaTtb Naponb TepMmuHana ans

Mo ymonyanumio
OCYLLeCTBAAETCA NPOBEpKa
no NoKanbHol 6ase
OAHHbIX
(aaa authentication login
default local)

list-name: 1..12 cumBonos
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no aaa authentication login
{default | list-name}

ayTeHTUdMKaLmK;

- local — ncnonb3oBaTb NOKaNbHYO 6a3y MeH NoJsib3oBaTenei
ANA ayTeHTUdUKaumu;

- none — He UCNONb30BaTb ayTeHTUDUKALMIO;

- radius — ncnonbsosatb cnmucok RADIUS cepsepoB gns
ayTeHTUdUKaLmK;

- tacacs — ucnonb3oBatb cnucok TACACS cepsepos ana
ayTeHTUdMKaLMK.

V Ecam metop ayteHTMdUKaumMmn He onpejeneH, To
AOCTYN K KOHCOAM Bcerga ycnewHbln 6e3
AYTeHTU(PUKALMOHHDBIX NPOBEPOK.

V Co3paHue CNUCKa OCYLLECTBAAETCA KOMaHA0M:
aaa authentication login list-name method1
[method2...].

Ucnonb3oBaHue cnucka:
aaa authentication login list-name

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

aaa authentication enable
{default | list-name}
method1 [method?2...]

Mo ymonyaHuio
OCYLLLeCTBAAETCA NPOBEpPKa
napons (aaa authentication

enable default enable)

list-name: 1..12 cumBonos

YcTaHaBAnBaeT cnocob ayteHTUdMKaUMM Npu NOBbILWEHUM
YPOBHA NPUBUErUiA ANS BXOAA B CUCTEMY.

- default — ucnonb3oBaTtb Ana ayTeHTUPUKALMKM ONMCAHHbIE
HUKE MEeTOoAbI;

- list-name- MMA cnucKa ayTeHTUOUKALMOHHbBIX METOL0B
AKTUBM3UPYIOLLMIACA, KOTAa NONb30BaTE/lb BXOAUT B CUCTEMY.

OnucaHue metonos (methodl [method?2...]):
- enable — ucnonb3oBaTh Napo/b ANA ayTEHTUDUKALNNK;
- line - ucnonb3oBaTtb Napoab TepMUHaNa 4Ns
ayTeHTUdUKaumu;
- none — He UCN0Ab30BaTb ayTEHTUPUKALMIO;
- radius — ucnonb3oBaTtb cnmucok RADIUS cepsepoB gna
ayTeHTUdUKaumK;
- tacacs — ucnonb3oBatb cnucok TACACS cepsepoB ana
ayTeHTUdUKaUmK.
72 Ecam pns KOHCONM Naposib He onpegeneH, To AoCTyn
V K KOHCONM Bcerga ycnewHbih 6e3 naponsa (aaa
authentication enable default enable none).
Co3aaHMe CNUCKA OCYLLeCTBAAETCA KOMaHAOoM
V aaa authentication enable list-name method1
[method2...]. Ucnonb3osaHue CnucKa: aaa
authentication enable list-name
V Bce 3anpocbi, nepepasaemble K Radius u TACACS

level] password [encrypted]

cepsepam, BK/IlOYAIOT umsa nonb3oBarens
"$Senabx$", rae X — yposeHb npuBuaerunii.
no aaa authentication YcTaHaBAMBaeT 3Ha4YeHne No yMOYaHUIo.
enable {default | list-name}
enable password [level YcTaHaBAMBaeT naposb  ANA  KOHTPONA  M3MEeHeHus

npuBMAEruii 4oCTyna nonb3osaTenei.
- level — ypoBeHb npuswuiernia;

[priveliged level]

no username name

[1..159] cumBonoOB

name: 1..20 cumBos108

level: [1..15] - password — napons;
password: [1..159] - encrypted — 3agaTb 3aWMPOBaAHHBIN Naponb (Hanpumep,
CUMBO/IOB naposb B 3allMPppPOBaHHOM BUAE, CKOMUPOBAHHbIW C APYyroro
YCTPOICTBA).
no enable password YaanseT naposib 419 COOTBETCTBYIOLLErO YPOBHA NPUBUAETUNA.
[level level]
username name { [ob6aBnser Nosb3oBaTeNs B IOKabHYO 6a3y AaHHbIX.
nopassword | password
password | password level: [1..15] - level — ypoBeHb npusuaernia;
encrypted encrypted- - password — napons;
password } password: - name — UMA No/b30BaTeNs;

- encrypted — 3agaTtb 3alWMpOBaHHbIM Napoab (Hanpumep,
naposib B 3alMPpPOBaHHOM BUAE, CKONMUPOBAHHbBIW C APYroro
YCTPOICTBA).

YaanseT nonb3osaTens U3 0KanbHOM 6a3bl AaHHbIX
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aaa accounting login start-
stop group radius

no aaa accounting login
start-stop group radius

Mo ymonyaHuio BegeHue
yyeTa 3anpeLeHo

Paspewaer BegeHue yyeTa (aKKayHTa) 4na  ceccui
ynpasneHus.
BepeHuMe  yyeTa  paspelleHO TO/AbKO  AAA

V nonb3oBaTenei, BOlWeALWNX B CUCTEMY NO UMEHU U
naponio, ANA nonb3oBaTeneli, BoweAwWwUX NO
naposio TepMmuHana, BegeHue yyeta sanpeLueHo.

V BepeHune yuyeta aKTMBMpyeTcA W nNpeKpallaercs,
Korga nosb3oBaTe/lb BXOAUT WM OTK/IOMaeTcA OT

CUACTEMbI, 4YTO COOTBETCTBYET 3HauyeHuMam start u stop B

coobueHunnx npotokona RADIUS (napamerpbl,

cogepxawmeca B coobuweHuax npotokona RADIUS,

npusegeHbl B Tabauue 5.126).

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

aaa accounting dotlx start-
stop group radius

no aaa accounting dotlx
start-stop group radius

Mo ymonuyaHuio BeaeHne
yuyeTa 3anpeLyeHo

PaspewaeT BeaeHue yyeTa (akKayHTa) ana ceccuii 802.1x.

V BegeHne yuyeta aKTMBUMPYETCA M MpeKpawjaercs,
KOrga nonb3oBaTeNlb BXOAUT M OTK/IOYAeTcA OT

CUCTEMbBI, YTO COOTBETCTBYET 3HauyeHUAM start u stop B

coobueHunnx npotokona RADIUS (napameTpebl,

copgepawmeca B coobuweHuax npotokona RADIUS

npusegeHbl B Tabauue 5.127).

V B pexxume multiple sessions coobuieHus stat/stop
NoCbINAKTCA ANA KaXKA0ro NoJsib3oBaTens, B pexmme

multiple hosts - TonbKo gnA nonb3oBaTensa, npoweawero
ayTreHTUdUKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHue no YMOY4aHUIO.

ip http authentication aaa
login-authentication
method1 [method?2...]

no ip http authentication
aaa login-authentication

Method:
local, none, tacacs, radius/local

OnpeaenseTt meToa, ayTeHTUGUKaUMKM npu gocTyne K HTTP-
cepsepy. Mpu ycTaHOBKE CMMUCKA METOAO0B, AONONHUTENbHbIN
meToz byaeT NPMMEHATLCA, TONIbKO KOrAa no 0OCHOBHOMY
meToay ayTeHTUPMKaLuum Bo3BpaLLeHa OLLIMbKa.

- local —no nmeHu 13 NokanbHoM 6a3bl AaHHbIX;

- none — He Ncnonb3yeTcs;

- tacacs — ucnonb3oBaHue cnuckos Bcex cepeepoB TACACS+;
- radius — ncnonb3osaHue cnmckos Bcex RADIUS-cepsepoB.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

ip ftp authentication aaa
login-authentication
method1 [method2...]

no ip ftp authentication
aaa login-authentication

Method:
local, none, tacacs, radius/local

OnpegenseT metog, ayTeHTUdMKaunm npu goctyne K FTP-
cepBepy. Mpu ycTaHOBKE CMMCKa METOAOB, AONONHUTENbHbIN
meToz, 6yaeT NPUMEHATLCA, TOIbKO KOrAa No OCHOBHOMY
MeTo4y ayTeHTUdMKauum Bo3BpaLLeHa oLnbKa.

- local —no nmeHu 13 nokanbHoM 6a3bl A4aHHbIX;

- none — He Ncnonb3yeTcs;

- tacacs — ncnonb3oBaHMe cnuckoB Bcex cepeepoB TACACS+;
- radius — ncnonb3osaHue cnmckos Bcex RADIUS-cepsepoB.

YcTaHaBAMBaeT 3HaYeHne no YMONAYaHUIO

aaa accounting commands
stop-only default tacacs

no aaa accounting
commands stop-only
default tacacs

Mo ymonyaHuio BegeHue yyeta
3anpeLyeHo

Pa3pelaeT BegeHue yyeTa (aKKayHTa) ann seeaeHHbix B CLI
KOMaHA,.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

I ' [na Toro utobbl KNMEHT NONYUYNA AOCTYN K YCTPOMCTBY, AaXKe ecn Bce meToabl
ol ayTeHTMdUKaLUM BEPHYAU OWKBKY, UCNOb3YiiTe 3HaUYeHMe Noc/egHero mertoaa B
KOmaHge — none.
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Tabnunua 5.126 — ATpnbyTbl coobLeHunit BeaeHmna yyeTa npotokona RADIUS ana ceccuit ynpasaeHus

Haau4ue Hanau4yue
Ampubym ampubymae | ampubyma e OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaoeHTMdMKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIM UCMO/Ib3yeTcA
NAS-IP-Address (4) EcTb Ectb AP o y . P P y
ana ceccuin ¢ Radius-cepsepom.
Mpoun3BoaAbHOE 3HAYeHME, BKIOYEHHOE BO BCE
Class (25) EcTb EcTb P N
coobLEeHMA yYeTa Ceccuil.
. IP-agpec KommyTaTopa, UCMOJIb3yeMbli AN
Called-Station-ID (30) EcTb Ectb 'D'pu y P y A
Ceccuit ynpasneHums.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA nAeHTUPUKATOP yyeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KAUEHT
Acct-Authentic (45) EcTb EcTb A pomy
[ONKeEH 6bITb ayTEHTUOMLMPOBAH.
. . MoKa3sblBaeT, KaK A0Aro nonb3osaTtenb Obin
Acct-Session-Time (46) Het EcTb A
NOAKNIOYEH K CUCTEME.
Acct-Terminate-Cause (49) | Het Ectb MpuYmMHa 3aKpbITUA ceccun.

Tabnuua 5.127 — ATpnbyThb

I coobuleHn Be,

AEHUA yyeTa np

otokona RADIUS ana ceccuin 802.1x

Ampubym Hanuuue Haauvue OnucaHue
ampubymae | ampubyma e
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NpeHTMdMKaums nosb3oBaTens.
IP-appec KommyTaTopa, KOTOPbIA
NAS-IP-Address (4) Ectb Ectb AP ¥ P . P .
ncnonbsyetca ana ceccuin ¢ Radius-cepsepom.
NAS-Port (5) Ects Ects MopT KOMMyTaTOpa, Ha KOTOPOM MOAKAYUNACA
nosab3oBaTesb.
Mpoun3BonbHOE 3HAYEHNE, BKIOYEHHOE BO BCE
Class (25) EcTb EcTb P N
CO0bLEHMA yYeTa Ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-aapec nonb3oBaTens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN naeHTUGMKaTOp yyeTa.
. YKa3blBaeT MeTo, M0 KOTOPOMY K/IUEHT
Acct-Authentic (45) EcTb EcTb A PoMy
OOJ/IKEH 6bITb ayTEHTUPULMPOBaH.
. . MoKa3bIBaeT, Kak A0Aro N0Ab30BaTe b Obin
Acct-Session-Time (46) Het Ectb A
NOAK/NIOYEH K cUCTEME.
Acct-Terminate-Cause (49) | Het Ectb MpuymHa 3aKpbITUA ceccun.
Nas-Port-Type (61) Ectb Ectb MNoKa3sbiBaeT TMN NOpPTa KAMEHTa.
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KomaHObI pexuma KOHguU2ypupo8aHus mepmuHanda

Bug, 3anpoca KOMaHAHOM CTPOKM B peXUme KOHPUIypupoBaHUa TepMMUHANA:

console (config-line) #

Tabnnua 5.128 — KomaHgb! pexkuma KoHpuUrypuposaHua nHTepoeica Ethernet

Komanda 3HayeHue/3Ha4yeHue no Leiicmeue
ymon4yaHuro

login authentication 3apaetT meTos ayTeHTUOMKAUMM MNpU BXoLe ANA KOHCOAM,

{default | list-name} telnet, ssh.

- default — ncnonb3oBaTb CNNCOK «NO YyMONYAHMION,
list-name: 1..12 cMMBOIOB | CO3AaHHbIM KOMaHAoW aaa authentication login default

- list-name — ncnonb3oBaTb CNUCOK, CO34aHHbIM KOMaH4OM

aaa authentication login list-name.

no login authentication YcTaHaBAMBAET 3HAYEHME MO YMOYAHMIO.

enable authentication 3agaeT meTo4 — ayTeHTMOMKauuM  nosnb3oBaTens  npu

{default | list-name} NOBbILLEHWUM YPOBHA NpUBUAETUIA oA KoHcoau, telnet, ssh.

- default — ncnonb3oBaTh CNNCOK «NO YMONYAHUIOY,
list-name: 1..12 cumBONOB | CO3A4aHHbIM KOMaHAoM aaa authentication login default

- list-name — ncnonb3oBaTb CNUCOK, CO34aHHbIV KOMAHAOM

aaa authentication login list-name.

no enable authentication YcTaHaBAMBaEeT 3HaYeHMEe N0 YMOIYAHUIO.

password password 3agaeT naponb gns TepmMUHana.

[encrypted] 1,159 CHMBONOB - encrypted — 3agaTtb 3awudpoBaHHbIA Napob SHaﬂpMMGp,
napo/b B 3aWMdPOBAHHOM BUAE, CKOMMPOBAHHbIN C APYroro
yCTpoWMcTBa).

no password - Ypanaer naponb ANA TepMuHana.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
console#

Tabnunua 5.129 — KomaHgb! pexuma Privileged EXEC

KomaHoa 3HauyeHue/3HavyeHue no Aelicmeue
YMOAYAHUIO
show authentication [MoKasbiBaeT MHd)OpMaLI,VIPO 06 ayTEHTMd)MKaLI‘MOHHbIX meToaax
methods i Ha KomMmyTaTope.
show users accounts [MoKa3biBaeT NOKaNnbHYO 6aay AaHHbIX nonb3osartenen U ux
) npuBunervi.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console>

Bce KomaHAb! AaHHOrO pa3gena oCTynHbl TONIbKO ANA NPUBUNETMPOBAHHbBIX nosib3oBaTenew.

Tabnnuya 5.130 — KomaHab! pexkuma EXEC

KomaHoa Aelicmeue

show accounting Moka3sbiBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BeAeHUA yueTa (aKKayHTa).
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5.17.2 pomokon RADIUS

Mpotokon RADIUS ucnonb3ayetca ana ayteHTUdMKauum, astopmsaumm u ydeta. Cepsep RADIUS
ncnonodyetr 6asy AaHHbIX NONb30OBaTeNeN, KOTOpaA COLEPKUT AaHHbIEe MPOBEPKU MNOAJMHHOCTM ANA
KaXgoro nosnb3osatenid. Takmm obpas3om, ucnosb3oBaHWe npoTokona RADIUS obecneunBaer
[OMNONHUTENbHYIO 3alMTY NPU AOCTYNe K pecypcam CeTH, a TaKKe Npu AoCTyrne K CaMmomMmy KOMMYTaTopy.

KomaHObI pexcuma 27106016H020 KOHU2YPUPOBAHUSA

Buza 3anpoca KOMaHAHOM CTPOKM B peXXnme rnobanbHOro KOHGUrypmupoBaHUS:

console (config) #

Tabnunuya 5.131 - KomaHab! pexuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

radius-server host
{ip-addr|

hostname}
[auth-port auth_port]
[acct-port acct-port]
[timeout timeout]
[retransmit retries]
[deadtime time]

[key secret_key]
[encrypted key
encrypted_key]
[source source_ip-addr]
[priority priority]
[usage type]

no radius-server host
{ip-addr| hostname}

hostname:
(1..158) cumBonos;

auth_port:
(0..65535)/1812;

acct_port:
(0..65535)/1813;

timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;

secret_key:
(0..128) cumBonos;

encrypted key:
(0..128) cumBonos;

priority: (0..65535)/0;

type: (login, 802.1x, all)/ all
B cnyyae otcyTcTBuA B
KOMaHZAe NapameTpos
timeout, retries, time,
secret_key, source_ip-addr
ana gaHHoro RADIUS-
cepBepa UCNoNb3ytoTcA
3HaYeHUA HaCcTPOEHHbIe C
NMOMOLLIO KOMaHA,
YKa3aHHbIX HUXKe
(3Ha4yeHna nNo ymonyaHuio)

[obaBnaeT yKasaHHbI cepBep B CMWCOK WCMO/b3yeMbIX
RADIUS cepsepos.

- ip-addr — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepBepa;

- auth_port — Homep nopTa A1A Nnepeaayn
AYTEHTUUKALMOHHbIX AAHHBIX;

- acct_port —Homep nopTa 4/1a nepeaayn AaHHbIX y4eTa;

- timeout - HTepBan oXxMAaHWA OTBETA OT CepBepa;

- retries - KonMyecTBO NONbITOK Noncka RADIUS-cepsepa;

- time - BpemA B MUHYTax, B Te4eHNE KOTOPOro HeAOCTYMHbIe
cepsepa He byayT onpawusaTbca RADIUS-kaneHTOM
KOMMYTATOpa;

- secret_key — kntoy gna ayteHTUdUKaumm n wmudposaHua
Bcero obmeHa aaHHbimM RADIUS;

- encrypted key — kntoy gna ayteHTUdGMKauum n wndposaHua
Bcero obmeHa aaHHbimu RADIUS;- source ip-addr - IPv4 unu
IPv6-afpec, ncnosib3yemblii B Ka4ecTBe afipeca MCTOYHUKA,
nepegasaemoro B coobuieHunsax npotokona RADIUS;

- priority — npuopuTeT ncnonb3osaHua RADIUS-cepBepa (4em
HUXKe 3HaYeHue, TeM NpUopUTETHEE CepBep);

- type — Tn ucnonb3osaHunsa RADIUS-cepsepa.

YaanaeT yKasaHHbIN
RADIUS-cepBeposB.

cepBep U3 CNUCKa UCNO/b3yeMbIX

radius-server key [key]

no radius-server key

(0..128) cumsonos/
M0 YMOYAHMIO KoM -
nycTas CTpoKa

YcTaHaBAMBaeT KAKOY, WUCMOAb3yeMblii MO YMOAYaHWIo, ANnA
ayTeHTUOMKaLMM U WnPpoBaHNA Bcero obmeHa AaHHbIMU
RADIUS mexay ycTpoicTBom M oKpykeHnem RADIUS.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

radius-server timeout
timeout

YcTaHaBAMBaeT MHTepBan OXUAAHWA OTBeTa OT Ccepsepa,
VICI'IOHbByeMbIl;’I N0 YMO/THaHUIO.

(1..30)/3 cek
. . YcTaHaBAMBaeT 3Ha4YeHMe No YMONYAHMIO.
no radius-server timeout
OnpeaensaeTr KOAMYECTBO  MOMbITOK, WCNONAb3yemoe Mo
radius-server retransmit ymonyaHuto, noucka RADIUS-cepsepa M3 cnucka cepBepos.
retries (1..10)/3 Mpn oOTKase oOCywWwecTBAAETCA MNOWUCK chneaytowero no

no radius-server retransmit

NpUOpUTETY CepBepa U3 CuCKa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO
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MNo3sonser onTMmmsanposaTb Bpema onpoca RADIUS-

. . CcepBepoB, KOrga HeKoTopble cepBepa HeAOCTYMHbI.

radius-server deadtime PBEpOB, A P PBEP Aocty

deadtime YcTaHaBAnBaeT BpemA B MWHYTax, WCMoOAb3yemoe Mo
(0..2000)/0 muH. YMO/IYaHUIO, B TeYEeHMe KOTOPOro HeAoCTynHble cepsBepa He

6yayT onpawwusaTbcs RADIUS-KAneHTOM KommyTaTopa.

radius-server deadtime

. YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.
deadtime

3apaeTr onpepeneHHolt  IPv4-agpec, ucnosnbsyembli Mo
YMO/IYaHMIO B KayecTBe agpeca UCTOYHMKA NepesaBaeMoro B
coobleHusax npotokona RADIUS.

radius-server source-ip
ip_addr

Ypanser onpepeneHHoln IPv4-appec, ucnosnbsyembli Mo
YMO/IYaHMIO B KayecTBe agpeca UCTOYHMKA MepesaBaemoro B
coobleHuax npotokosna RADIUS. YcraHaBnuBaeT IPv4-agpec
MHTepdelrica KoMMyTaTopa B Ka4ecTBe afpeca UCTOYHUKA ANA
MCMNONb30BaHMA B cO0bLLEeHMAX NnpoTokona RADIUS.

no radius-server source-ip
[ip_addr]

3agaeT onpegenieHHbi  IPv6-agpec, Mcnonb3yembld Mo
YMOJ/IYAHUIO B KayecTBe aZpeca UCTOYHUKA nepeaaBaemoro B
coobleHusax npotokona RADIUS

radius-server source-ipv6
ip_addr

Ypanser onpegeneHHbln IPv6-agpec, ucnonb3yembld Mo
YMOJ/IYAHUIO B KayecTBe aZpeca UCTOYHUKA nepesaBaemoro B
coobleHusax npotokosa RADIUS. YctaHasnuBsaet IPv6-agpec
MHTepderica KoMMyTaTopa B KaYecTBe afpeca UCTOYHMKA ANA
MCNob30BaHMA B coobLyeHnsax npotokona RADIUS.

no radius-server source-
ipvé [ip_addr]

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:
console#

Tabnuua 5.132 - KomaHap! pexkuma Privileged EXEC

KomaHda Aelicmeue

OtobparkaeT napameTpbl HacTpoikn RADIUS cepsepos (KomaHpa [AoOCTynHa TOAbKO Ans

show radius-servers o
NpUBUAErMPOBaHHbIX NOAb30BaTENEN).

show radius statistics OTobparkaeT cTaTUCTUKY NpoTokona Radius.

[pumepbl UC016308aHUA KOMAHO

= YCTAHOBUTb NobanbHble 3HAYEHMA 418 NAPAaMETPOB: MHTEPBA/ OXMUAAHMA OTBETA OT cepBepa — 5
CeKyHA, Koam4yectBo nonbliToKk noucka RADIUS cepsepa — 5, Bpema, B TeyeHWe KOTOPOro
HefoCTyMNHble cepBepa He 6yayT onpawwusatbca RADIUS KnveHTom KommyTaTopa — 10 MUHYT,
CEKpPETHbIN KoY - secret. [lobasutb B cnnucok RADIUS cepBep, pacnofioxKeHHbIn Ha y3ne cetu ¢ IP
agpecom 192.168.16.3, nopT cepBepa Ana ayTeHTUdMKaumm — 1645, KonnmyecTBo NONbLITOK AOCTYNa K
cepsepy — 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645
retransmit 2

= [lokasaTb NapameTpbl HacTpoikn RADIUS cepsepos

console# show radius-servers
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start
IP address Port port Tim Ret- Dead- source IP Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global Global 0 all
196.168.16.3 1645 1813 Global 2 Global Global 0 all
Global values
TimeOut : 5
Retransmit : 5
Deadtime 10
Source IP 0.0.0.0
Source IPv6

5.17.3 lNMpomokon TACACS+

MpoTtokon TACACS+ obecneunBaeT LEHTPAAU30BaHHYD cucTeMy 6e30MacHOCTM AN MPOBEPKU
Nno/ib30BaTesN1ei, NONYYAOWMX AOCTYN K YCTPOMCTBY, MPM 3TOM NOAAEPMKMBAsA COBMeCTUMOCTb ¢ RADIUS u
APYrMMK NpoLLeccammn NpoBepKu noaanmHHocTu. TACACS+ npeaocTaBaseT cieaytowme cayoboi:

— Authentication (nposepka nodsnuHHocmu). Obecne4ynBaeTcs BO Bpems BXOAa B CUCTEMY MO
MMeHaM NoJib3oBaTesien M onpeaeneHHbIM NoJib30BaTENAMMN MAPONSAM.

— Authorization (aemopusayus). ObecneunBaetcs BO Bpemsa Bxoga B cuctemy. [ocne
3aBepLIeHUs ceaHca MPOBEPKU MNOAJAMHHOCTM 3aMyCcKaeTca CeaHC aBTopu3auuu C
MCMNO/Ib30BaHMEM MPOBEPEHHOTO MMEHM MOJ/b30BaATENA, TaKKe CEepBEepPOM MpPOBEepATCS

npusunernn nonb3osarena.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

BuZa 3anpoca KOMaHAHOM CTPOKM B pexknme rnobanbHoro KOHGUrypupoBaHus:

console (config) #

Tabnuua 5.133 - KomaHap! pexkuma rnobanbHOro KoHGUrypuposaHumsa

3HayeHue/3Ha4yeHue no

connection]

[port port] [timeout
timeout] [key secret_key]
[encrypted key
encrypted_key] [source

source_ip-addr]

port: (0..65535)/49;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;
key: (0..128) cumBonos;
encrypted_key: [0..128]

KomaHoa Aelicmeue
YMOMYAHUIO
tacacs-server host hostname: (1..158) [obaBnaeT yKasaHHbI cepBep B CMNWCOK MCMOb3yeMbIX
{ip-addr[hostname} [single- CMMBOI0B; TACACS cepBeposB.

- ip-addr — IP agpec TACACS-cepBepa;

- hostname — ceteBoe uma TACACS-cepBepa;

- single connection — B Ka)KAbli1 MOMEHT BPEMEHU UMETH He
60/1ble 04HOro CoeauHeHns ana obMeHa AaHHbIMM C
TACACS-cepBepom;

- port — Homep nopTa ans obmeHa gaHHbimu ¢ TACACS-

[priority priority] CMMBO/I0B; cepBepom;
priority: (0..65535)/0; - timeout - HTepBan oXxnMaaHWA oTBeTa OT cepBepa;
- key — kntoy gns ayteHTUdMKALMM M LWMDPOBAHUS BCETO
B cnyyae oTtcyTcTBMA B obmeHa aaHHbiMu TACACS;
KOMaHZAe napameTpos - encrypted_key — kntou B undposaHHOM BUAE ANA
timeout, key, source_ip- ayTeHTUdMKaLUM U WndposaHNa Bcero obmeHa AaHHbIMU
addr gns gaHHoro TACACS- | TACACS;
cepBepa MCNONb3yoTCA - source ip-addr — IP-agpec, ncnonb3yemblii B KayecTBe afpeca
3HaYeHUA HaCcTPOEeHHbIe C MCTOYHMKA, NepeAaBaemoro B cOobLeHNAX NPOTOKoNa
NOMOLLLbIO KOMAHA, TACACS;
YKa3aHHbIX HUXKe - priority — npuopuTeT ucnonbsosaHuna TACACS-cepsepa (4em
(3HauyeHWA No yMoNYaHWIo) | HUKe 3HaYeHWe, TeM NPUOPUTETHEE CEPBEP).
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no tacacs-server host
{ip-addr | hostname}

Yoanaer yKasaHHbI cepBep M3 CNWUCKa MCNO/b3yembixX
TACACS-cepBepoB.

tacacs-server key [key]

no tacacs-server key

(0..128) cumsonos/
M0 YMO/IYAHMIO KJIHOM -
nycras cTpoKa

YcTaHaB/MBaeT KoY, UCMO/b3yeMbli MO YMOJYaHUIO, AAA
ayTeHTMdUKaumMm u wndpoBaHMa Bcero obmeHa AaHHbIMM
TACACS mexay ycTpoiicTeom u oKpyeHnem TACACS.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

tacacs-server timeout
timeout

no tacacs-server timeout

(1..30)/5 cek

YcTaHaBAMBaeT WHTepBas OXMWAaHMA OTBeTa OT CcepBepa,
VICI'lOﬂbSyEMbIVI No YMOZIHaHUIO.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHAHMUIO.

tacacs-server source-ip
source_ip-addr

3apaetr  IP-agpec  KOMmyTaTopa,  MCNOAb3yeMbld MO
YyMO4aHuto gna obmeHa coobueHnamu ¢ TACACS-cepsepom

YcTaHaBanBaeT wucnosb3oBaHWe IP-apgpeca  wHTepdelica
KOMMyTaTopa pAaaa obmeHa coobuweHuamu ¢ TACACS-
cepBepom.

no tacacs-server source-ip -
source_ip-addr

KomaHOobi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexxkume EXEC:
console#

Tabanuya 5.134 - KomaHgb! pexkuma EXEC

KomaHda 3HaueHue Aeiicmeue

show tacacs
[ip-addr]
show tacacs statistics -

OTobparKaeT HaCTPOMKY U CTaTUCTUKY ans cepeepa TACACS+.
Ip-addr — IP-agpec TACACS+ cepsepa, 1Mbo nmsa cepsepa.
OTobparkaeT cTaTUCTMKY npoTtokona TACACS+.

[pumepbl UC016308AHUA KOMAHO

[Job6asutb B cnuncok cepBepoB TACACS-cepBep, pacrnosioKeHHbId Ha y3ne cetn ¢ IP-agpecom
192.168.16.34, TanmayT OXKnAaHMA OTBETA OT cepBepa — 4 CEeKyHAbl, CEKPETHbIN Katod ana obmeHa
OaHHbIMU C cepBepom — secret, IP-agpec KommyTaTopa, MCNO/b3yembld Ana obmMeHa C 3TUM
cepsepom —192.168.16.38, npuoputeT cepsepa — 8.

console# configure
console (config)# tacacs-server host 192.168.16.34 timeout 4 key secret
source 192.168.16.38 priority 8

5.17.4 NMpomokon ynpasneHusa cemoro (SNMP)

SNMP — TexHonorvs, npussaHHaa obecneuynTb ynpaBaeHWME W KOHTPOAb Hag, YCTPOWCTBaMK M
NPUNONKEHUAMM B CETU CBA3M NyTEM obmeHa ynpasasowen uHGOPMaUMENn MeKay areHTamu,
PacnoNOKEHHbIMU Ha CETEBbIX YCTPOMCTBAX, N MEHeAKePaMM, HaXOAAWMMMCA Ha CTaHUMAX YNPaBAEHMS.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLMX CTAaHLUMIA N 3NEeMEHTOB CeTU (rNaBHble
MaLUMHBbI, WAO3bl MU MapWpyTU3aTopbl, TEPMUHANbHbIE CepBepbl), KOTOpble COBMeCTHO obecneynsatoT
aAMWHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMM YNPABAAIOWMMM CTAHUNAMM N CETEBLIMU areHTamm.

KommyTtatopbl cepum MES3000 no3sonaeT HacTpouTb paboTy npotokosa SNMP ana yganeHHoro

MOHUTOPUHIA M YNpaBAeHMA YCTPOMCTBOM. YCTPOMCTBO MOAAEpKMBAeT NpPOTOKoAbl Bepcuit SNMPvI,
SNMPv2, SNMPV3.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoro KoHGUrypnposaHusa:
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console (config) #

Tabaunya 5.135 — KomaHabl pexkmMma rnobasbHOro KOHGUrypmpoBaHusA

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

snmp-server server

no snmp-server server

Mo ymonyaHuto
noAanep’KKa NPoToKoa
SNMP BKAtoUYeHa

BkntounTb noaaepky npotokona SNMP.

OTKAtoYaeT NnogaeprKKky npotokona SNMP.

snmp-server community
community [view
viewname] [ro|rw|su]
[ipv4-adrr|

ipv6-addr| ipv6z-adrr]
[mask |

prefix-length] [use-acl ip-
acl-name]

snmp-server community-
group community
groupname [ipv4-adrr|
ipv6-addr] [mask |
prefix-length]

no snmp-server
community community
[ipv4-adrr|

ipv6-addr| ipv6z-adrr]

community:
1..20 cumBonos

viewname:
1..30 cumBonos

groupname:
1..30 cumBonos

mask no ymon4yarutro
255.255.255.255

prefix-length
Mo YMONYaHMIo
32
ip-acl-name:
1..32 cumsonos

dopmar
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

YcTaHaBAMBaeT 3HAYeHWe CTPOKM coobuiecTBa gna obmeHa
OaHHbIMK No NnpoTokoay SNMP.

- community — cTpoka cooblecTsa (Napo/sib) Ana A4ocTyna no
npoTtokony SNMP;

- ro — AOCTYN TO/IbKO A/1A YTeHus;

- rw — AOCTYN A/1A YTeHWUA 1 3anucu;

- SU — A40CTYyN aAMUHWUCTPATOPA;

- viewname — onpegenser ums ANA npasuaa obospeHus
SNMP, KoTopoe [0/KHO 6bITb NpeaBapuUTesIbHO ONpeseneHo
C MnomowWpbi KOMaHAbl snmp-server view. Onpegenset
06bEKTbI, AOCTYNHbIE COObLLECTBY;

- ipv4-adrr, ipv6-addr, ipv6z-adrr — IP-agpec ycTpoiicTBa;

- mask — macka agpeca IPv4, KoTopas onpeaenser, Kakue
6MTbl aApeca MCTOYHMKA NAKeTa CPaBHWMBAIOTCA C 3a4aHHbIM
IP-appecom;- prefix-length — uncno 6ut, KoTopblE COCTABAAIOT
npedukc IPv4-aapeca;

- ip-acl-name — ums cywectaytowero ACL-cnumcka;

- groupname — onpegenseTr UMA TPynnbl, KOTOPOE AOKHO
6bITb NpeaBapuUTeNbHO OMNpeseneHo € MOMOLLbI KOMaHAbI
snmp-server group. Onpegensetr 0ObLEKTbl, [OCTYNHblE
coobluecTsy.

Ypanaet napameTpbl ANA CTPOKK COO6LLI,eCTBa.

snmp-server view view-
name OID
{included|excluded}

no snmp-server view
viewname [OID]

View-name:
(1..30) cumBonos

Co3paeT uUau pefakTMpyeT npasuno obospeHusa ana SNMP —
paspellatollee npasuao, AnMBO orpaHuMuMBalollee cepBepy-
obo3pesaTento goctyn K OID.

OID-naeHTUOUKaTOp 0b6bekTa MIB, npeacTaBneHHbIV B BUAE
aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BKAtOYaTb B cebs
3ape3epBMpPOBaHHble CN10Ba, Hanpumep: system, dod). C
nomouiblo cMMBOMIA * MOMKHO 0603HaUNTb CEMEWCTBO
noaaepesbes: 1.3.%.2);

- include — OID Bk/toyeHa B NpaBuao ans ob6o3peBaHuUs;

- exclude — OID uckntoyeHa U3 npasuna ans obospesaHuUs.

Ypansaer npasuno obospeHuns ana SNMP.

snmp-server group
groupname {v1|v2|v3
{noauth|auth|priv} [notify
notifyview]}

[read readview] [write
writeview]

groupname:
(1..30) cumBonos

notifyview:
(1..30) cumBonos

readview:
(1..30) cumsonos

writeview:
(1..30) cumsonos

Coszgaetr SNMP-rpynny wam Tabauuy cootsetctBuin SNMP-
nonb3osaTenen u npasun o6o3peHnin SNMP.

-v1,v2,v3 —SNMP v1, v2, v3 mogenb 6e3onacHocCTH;

- noauth,auth,priv — TMn ayteHTUdMKaunm, ucnonbyembliii
npoTtokonom SNMP v3 (noauth — 6e3 ayteHTMdMKaumm, auth —
ayTeHTUOMKauua 6e3 wndposaHua, priv — ayTeHTUdMKaLMA C
WwndppoBaHnem);

- notifyview — uma npasuna 0603peHnsa, KOTOPOMY paspeLleHo
onpeaensatb coobuweHna SNMP-areHTa — inform u trap;

- readview — uma npaBuna o603peHnn, KOTOPOMY paspeLleHo
TO/IbKO UTeHune cogepkmumoro SNMP-areHTa KommyTaTopa;

- writeview — uma npasuia 0603peHns, KOTOPOMY paspeLLeHo
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no snmp-server group
groupname
{vl | v2 | v3 [noauth |
auth | priv]}

BBOAMTb AaHHble U KOHOUrypuposaTtb cogeprkmmoe SNMP-
areHTa KommyTaTopa.

Ypanaetr SNMP-rpynny

snmp-server user
username groupname

{v1 | v2c | remote host v3
| v3 [encrypted] [auth
{md5 | sha}
auth-password]}

no snmp-server user
username
[remote engineid-string]

username:
(1..20) cumsonos

groupname:
(1..30) cumsonos

engineid-string:
(5..32) cumBonos

password:
(1..32) cumBona

md5-des-keys:
16 unn 32 6ant

sha-des-keys:
20 unu 36 bawt

dopmat
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

Co3pgaet SNMPv3-nonb3oBatens.

- username — MMA NO/Nb30BaTENS;

- groupname — MMA rpynnbl;

- engineid-string — ngeHTUdMKaTop yganeHHoro SNMP-
YCTPOICTBA, KOTOPOMY NOJIb30BaTE /b NPUHALNEKMUT;

- password — naposb 4na ayTeHTudUKaLMM U reHepaLmm
KNtoYa;

- md5-des-keys — kntou md5;

- sha-des-keys — kntou sha;

- host — IP-agpec/ ums xocra.

Ypanaetr SNMPv3-nonb3osaTensa.

snmp-server filter filter-
name oid {included |
excluded}

snmp-server filter filter-
name [oid]

filter-name:
(1..30) cumBonos

Co3gaet uau pegaktmpyet npasmno SNMP-¢unbTpa, KoTopoe
nosgonsetr  o¢unbtpoBatb inform u  trap-coobuweHus,
nepegasaemble SNMP-cepsepy.

- OID - wpeHTUOUKaTOp 0bbekTa MIB, npeacTaBieHHbIN B
Buae aepesa ASN.1 (cTpoKka Buaa 1.3.6.2.4, MOXKET BK/OYATb B
cebs 3apesepBUpOBaHHblE CNoBa, Hanpumep: system, dod. C
NOMOLLbID CMMBONA * MOXHO 0603HaYUTL CeMencTBo
nopaepesbes: 1.3.*%.2);

- include — OID Bk/toYeHa B NpaBuao GuUAbTpaLmK;

- exclude — OID uckntodYeHa n3 npasuna GuabTpauum.

Yaansaet npasuno SNMP-ounbTpa.

snmp-server host {ipv4-
address | ipv6-address|
hostname} [traps|informs]
[version {1 | 2c | 3 [auth |
noauth | priv]}] community
[udp-port port] [filter
filtername] [timeout
seconds] [retries retries]

no snmp-server host {ipv4-
address|ipv6-address|
hostname} [traps|informs]

hostname:
(1..158) cumsonos

community:
(1..20) cumBonos

udp-port: (1..65535)/162

filtername:
(1..30) cumBonos

seconds: (1..300)/15
retries: (0..255)/3

Onpeaensaetr  HacTpPOWKWM  ANA  nepefayun  coobuieHui

yeBegomnerus inform u trap SNMPv1/v2-cepsepy.

- community — cTpoka coobluecTsa Ana nepefayn coobLieHni
yBefoMIeHNs;

- version — onpeaenaT TMn coobuweHunin trap — trap SNMPv1,
trap SNMPv2, trap SNMPv3;

- auto — yKasblBaeT NOAAMHHOCTb NakeTa 6e3 WwnpposaHus;

- noauto — He yKa3sblBaeT NOA/IMHHOCTb MaKeTa;

- priv — yKasblBaeT NOANMHHOCTb NakeTa ¢ wndpoBaHMem;

- port — UDP nopt SNMP-cepsepa;

-seconds — nepuos OXWAAHWUA MNOATBEPKAEHUN
NOBTOPHOW Nepegayeit coobueHnit inform;

- retries — KOIMYECTBO MOMBITOK NepeAayn coobuieHnit inform,
NPV OTCYTCTBUM UX NOATBEPKAEHUA.

nepesa

Yaanser HaCTPOMKM ANs nepesaun coobLueHnit yBeaomaeHus
inform u trap SNMPv1/v2/v3-cepsepy.

snmp-server v3-host
{ipv4-address|ipv6-
address|hostname}
username

[traps | informs]
{noauth|auth| priv} [udp-
port port] [filter filtername]

hostname:
(1..158) cumsonos

username:
(1..24) cumonos

udp-port: (1..65535)/162

Onpegenser  HacTpOMKM  Ans  nepegayn  cooblueHui

yBegomaeHus inform u trap SNMPv3-cepsepy.

- noauth,auth,priv. — TmMn ayTeHTUdMKaALMMU, UCNONb3YyEMBbIN
npoTtokonom SNMP v3 (noauth — 6e3 ayteHTMdUKaumm, auth —
ayTeHTUdMKauma 6e3 wundpoBaHua, priv — ayTeHTUdMKauma ¢
WwndposaHuem);
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[timeout seconds]
[retries retries]

no snmp-server v3-host
{ipv4-address|ipv6-
address| hostname}
username [traps |informs]

filtername:
(1..30) cumBonos

seconds: (1..300)/15

retries: (0..255)/3

- port — UDP-nopt SNMP-cepsepa;

-seconds — nepuos OXWAAHUA MNOATBEPKAEHWUN
NnoBTOPHOM Nepegayeit coobuweHnin inform;

- retries — KOIMYECTBO NOMbITOK Nepegayu coobueHnit inform,
NPV OTCYTCTBUM UX MOATBEPIKAEHUA.

nepeg,

Ypanaer HacTpoiKM Ans nepefayn coobueHnin ysegomneHus
inform u trap SNMPv3-cepsepy.

snmp-server enginelD local
{engineid-string | default}

no snmp-server enginelD
local

(5..32) cumsonos

CospaeT mnpeHTUOUKaTop nokanbHoro SNMP ycTpolicTBa —
enginelD.

- default — npu ncnonb3oBaHMM JaHHOMN HAcCTpoWKK enginelD
bynetr aBTOMaTMYecKM co3gaH, Ha ocHose MAC-agpeca
yCTpoOWcTBa.

Ypansetr uaeHtudumkatop nokanbHoro SNMP yctpoictea —
enginelD

snmp-server enginelD
remote
{ipv4-ip-address | ipv6
address} engineid-string

no snmp-server enginelD
remote {ipv4-ip-address |
ipv6 address}

(5..32) cumBosioB

Co3paet maeHtTudukatop yaaneHHoro SNMP yctpoictea —
enginelD.

Ypanser unaeHtuédukaTop yganeHHoro SNMP yctpoictBa —
enginelD.

snmp-server enable traps

no snmp-server enable
traps

BkntouaeT noaaepxky SNMP trap coobuieHui.

OTKkntoyaeT noaaepxky SNMP trap coobueHuit.

snmp-server enable traps
link-status

no snmp-server enable
traps link-status

-/enabled

BKkntoyaeT oTtnpasky SNMP trap-coobuieHunii Nnpyu U3MeHeHUn
COCTOAHMA NopTa.

OTkntovaeT otnpasky SNMP trap-coobuieHnin npmu nsmeHeHmmn
COCTOAHMA NopTa.

snmp-server trap
authentication

no snmp-server trap
authentication

Paspewwaer nepefasatb COO6LLEHUA
npoweawemy ayTeHTUdUKaLmio.

trap cepBepy He

3anpewaeT nepefasatb COO6LLEHUA
npoweawemy ayTeHTUdUKaLMIo.

trap cepBepy He

snmp-server contact text

no snmp-server contact

(1..160) cumBonos

OnpegensieT KOHTaKTHYO MHGOPMALMIO YCTPOMCTBA.

Ypanser KOHTaKTHY MHOPMaLMIO YyCTPOMCTBA.

snmp-server location text

no snmp-server location

(1..160) cumBonos

Onpegenset MHGOPMALLMIO O MECTOMONOMKEHUN YCTPOMCTBA.

Ypanaetr HGoOpMaLmMio O MeCTONONOKEHNU YCTPOMCTBA.

snmp-server set variable-
name namel valuel
[name2 value2 ... ]

variable-name, name,
value fo/KHbI 334aBaTbCA
B COOTBETCTBMM CO
cneumoukaumen

Mo3BoNAET YCTAaHOBUTb 3HAYEHUA NepemMeHHbIX B 6ase JaHHbIX
MIB kommyTaTOpa.

- variable-name — uma nepemeHHow;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHMeE.

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepaelica (QuanasoHa uHmepgeticos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernume KoHoOUrypmposaHma nHtepoelica Ethernet:

console (config-if) #

Tabnunua 5.136 — KomaHabl pexkuma KoHpurypuposaHua nHtepdeliica Ethernet

KomaHda

Aelicmeue

snmp trap link-status

BkatoyaeT otnpasky SNMP trap-coobLueHunit Npy U3MeHeHUM COCTOAHUA HacTPaMBaemoro

nopra.

no snmp trap link-status

BbiktoyaeT otnpaBKy SNMP trap-coobLieHuit Npu MsSMeHeHWM COCTOSHUA HAacTPaMBaemMoro

nopra.
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KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 5.137 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa

Aeiicmeue

show snmp

MokasbiBaeT ctatyc SNMP-coeguHeHU .

show snmp enginelD

MokasbiBaeT naeHTUdMKaTop NoKanbHoro SNMP-ycTpoicTea — enginelD.

show snmp views

[viewname]

Moka3sbiBaeT npasuaa ob6o3peHmns SNMP.

show snmp groups
[groupname]

Moka3sbiBaeT SNMP-rpynnbi.

show snmp filters
[filtername]

Moka3sbiBaeT SNMP-ounbTpbI.

show snmp users
[username]

MokasbiBaeT SNMP-nonb3oBatenei.

[pumepbl 8b1M0AHEHUS KOMAHO

YcTaHOBUTb 3HAYeHMA A41a NapaMeTpoB contact, location. YcTaHOBUTb A0CTYN HA YTeHME ANA CTPOKK
coobuwectea public. YctaHoBUTb focTyn Ha uTeHne M 3anucb SNMP-cepsepy ¢ aapecom
192.168.16.3 B coobuiecTse private.

console# configure

console (config)# snmp-server
console (config)# snmp-server
console (config)# snmp-server
console (config)# snmp-server
console (config)# snmp-server

enable

contact support@eltex.nsk.ru
location Objedineniya-street, 9
community-string public ro
community-string private rw 192.168.16.3

5.17.5 Mpomokon yoanéHHo2o0 moHumopuH2a cemu (RMON)

MpoTokon MmoHuTopuHra cetn (RMON) sBnsetca paclwmpeHnem npotokona SNMP, nossonss
npenocTaBuTb bonee WMPOKME BO3MOXKHOCTU KOHTpona ceteBoro Tpaduka. Otanume RMON ot SNMP
COCTOUT B XapaKTepe cobupaemoit MHbOpMauum — paHHble cobupaemble RMON B nepsyio odepegpb
XapaKTepusylT TpaduKk mexKay ysnamu cetu. UHdopmauma, cobpaHHas areHTom, nNepegaeTca B
NPUIOXKEHUe yNpaB/ieHNA CeTbIO.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasnbHOro KoOHOUIrypmpoBaHusa:

console (config) #

Tabnnua 5.138 — KomaHabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

rmon event index type
[community text]
[description text]
[owner name]

index: (1..65535)

community text:
(0..127) cumsonos

description text:
(0..127) cumsonos

HaCTpaVIBaET CO6bITVIFI, ncnonblyemsble B CUCTemMe yaaZieHHOro

MOHUTOPUHTa.
- index — MHAEKc cobbiTus;

- type — TMN yBEeLOMNEHUA, TeHepUpPYyemoro yCTpoMNCTBOM Mo

3TOMY CObbITHIO:
none — He reHepMpoBaTb yBEAOM/IEHUA,
log — reHepupoBaTb 3anucb B Tabauue,
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no rmon event index

owner name: CTPOKa

trap — otcbinatb SNMP trap,
log-trap — reHepupoBaTb 3anuncb B Tabauue n oTcbiNaTb
SNMP trap;
- community - cTpoKa coobuectsa SNMP ansa nepecbifiku trap;
- description — onucaHue cobbiTus;
- owner — ums cosgatensa cobbiTus.

Ypanaet C06bITVIe, ncnonblyemoe B CUCTEME YyAa/leHHOro
MOHUTOPUHTra.

rmon alarm index
mib_object_id interval

fevent

[type type] [startup
direction)

[owner name]

rthreshold fthreshold revent

no rmon alarm index

index: (1..65535)

mib_object_id:
KoppeKTHbIn OID;

interval:
(1..4294967295) cek

rthreshold:
(0..4294967295)

fthreshold:
(0..4294967295)

revent: (0..65535)

fevent: (0..65535)
owner name: CTPoOKa

Mo ymonyaHuio meton,
oTbopa nepemeHHbIX —

absolute

Mo ymonyanuio

UHCTPYKUMA ANA reHepaunn

cobbITuit rising-falling

HactpaunBaeT ycnosus Bblaayuv aBapuiHbIX CUFHANOB.

- index — MHAEKC aBapUMHOTo cobbITUS;

- mib_object_id — naeHTMdumkaTop nepemeHHon Yactm
obbekra OID;

- interval — uHTepBan, B Te4YEHME KOTOPOTO AaHHbIe
OTOMPatOTCA U CPABHUBAIOTCA C BOCXOAALLEN U HUCXOSALLEN
rpaHuLamm;

- rthreshold — BocxogAawan rpaHmua;

- fthreshold — HUcxoaAwWwan rpaHuua;

- revent — MHAEKC COObLITUA, KOTOPOE UCMONb3YETCA NPK
nepecevyeHnn BOCXoaALLEeN rpaHnLLbl;

- fevent — MHAEKC COBLITUA, KOTOPOE UCMONB3YETCA NPU
nepeceyeHnn HUCXoAALEN rpaHnLbl;

- type — meToz, 0T60pa yKa3aHHbIX NepeMeHHbIX U noacyeTa
3HaYeHWA ANA CPaBHEHMA C rpaHULAMK:

Metoa absolute — abconwTHoe 3HayeHue BblbpaHHON
nepemMeHHon OyaeT CpaBHEHO C TPaHULEN Ha KOHUe
uccneyemoro MHTepBana;

MeToa delta — 3HayeHMe BbIBpaHHOW NepemeHHON npwu
nocnegHem otbope GyAeT BbIMTEHO M3 TEKYLLETO 3HAYEeHUA U
pasHuMua 6yaeT cpaBHeHa C rpaHMuammn (pasHuua mexay
3HaYeHUAMM NepemMeHHOM B KOHLE U B Hayane KOHTPO/IbHOro
WHTepBana);

- startup — WMHCTPYKLUMA 418 reHepauumn cobbiTUii Ha nepBom
KOHTPO/IbHOM WHTepBase. Onpeaenser npasuaa reHepaunu
aBAPUIHBIX COBbITUIA AN MEepBOro KOHTPOJIbHOIO MHTEpBana
nyTem cpaBHeHWA OTOBpPaHHOW MepemeHHOl € oAHOM, NMbo
06enMmu rpaHuLamu:

- rising — reHepnpoBaTb egMHUYHOE aBapuitHoe cobbiThe no
BOCXOAAWEN  TpaHWLE, ecanm  3HavyeHWe  oTobpaHHoWM
NnepemeHHOM Ha NepBOM KOHTPOJbHOM WHTepBase 6onblue
NMB0 paBHO 3TOW rPaHuLLE;

- falling — reHepvpoBaTb eaMHMYHOE aBapuitHoe cobbiTve No
HUCXOAALLEN  TpaHULe, ecan  3HadeHue  oTobpaHHoW
NnepemeHHoOM Ha MepBOM KOHTPO/JbHOM WHTEepBaje MeHblle
NM60 paBHO 3TOW rpaHuLLe;

- rising-falling — reHepupoBaTb eaWHWYHOE aBapuitHoe
cobbiTve Mo BOCXoAAWEN U/UAN HUCXOAALLEN rpaHuLe, ecan
3HayeHue 0TobpaHHOM NepemMeHHOM Ha NePBOM KOHTPOIbHOM
nHTepsase 6onblwe NMME0 PaBHO BOCXOAALLEN rpaHuLe, u/vam
MeHblUe IMB0 PaBHO HUCXOAALLEN FpaHULE;

- owWner — UMA co3aaTens aBapuiHoro cobbitTus.

Yaanser ycioBue BblAaun aBapuUiHbIX COBbITUN.

rmon table-size {history
entries | log entries}

no rmon table-size
{history | log}

history (20..32767)/270
log (20..32767)/100

3apaeT MakCMmanbHbll pasmep RMON-Tabaumu,.
- history — makcMmanbHoe K0M4ecTBO CTPOK B Tabaunue
ncropuu;
- log — maKkcMMmanbHoOe KOIMYECTBO CTPOK B TabauLe 3anuceit.
3HauyeHMe BCTYNUT B CUAY TONbKO  nocne
H nepesarpysKku ycTpoicrsa.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.
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KomaHObI pexcuma KoHpuaypuposaHua uHmepdgelica (QuanasoHa uHmepgelicos) Ethernet,
UHmMepagelica 2pynnel Nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexnme KOHPUrypupoBaHus nHtepoelica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.139 — KomaHab! pexxuma KoHPuUrypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHoa 3HaveHue Aelicmeue

rmon collection stats index index: (1..65535); BkntoyaeT popmupoBaHue MUCTOpMM MO Fpynnam CTaTUCTUKK
[owner name | buckets ons 6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.
bucket_num] name: - index — MHAEKC Tpebyemoii rpynnbl CTaTUCTUKK;
[interval interval] KOPPEKTHasA CTPOKa; - name — Bnageney, rpynnbl CTaTUCTUKW;

- bucket_num — 3HaueHue, accouumpyemoe C KO/JMYECTBOM

bucket-num: (1..50)/50; AveeKk ans cbopa MCTOPUM NO rpynne CTaTUCTUKK;

- interval — nepvog onpoca ans opMmmMpoBaHUA UCTOPUU.
no rmon collection stats interval: BbikntoyaeT GopmUpoBaHUE UCTOPUM NO FPYNNam CTAaTUCTUKU
index (1..3600)/1800 cek AnAa 6a3bl AaHHbIX (MIB) yAaneHHOro MOHUTOPUHTa.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.140 — KomaHab! pexkuma EXEC

KomaHoa 3HayeHue Aelicmeue
show rmon statistics MoKa3sblBaeT cTaTUCTUKY MHTepdeica Ethernet, nnbo rpynnel
{ gigabitethernet gi_port | NopTOB, UCNOAb3YEeMYIO ANA YAANEHHOTO MOHUTOPUHTa.

tengigabitethernet te_port
| port-channel group ! te_port: (1..8/0/1..4);
show rmon collection stats ] OTtobparkaeT MHbOpPMaLMIO MO 3anpalivMBaemMbiM Fpynnam
[ gigabitethernet gi_port | group: (1.12) CTaTUCTUKMK.

tengigabitethernet te_port
| port-channel group ]

gi_port: (1..8/0/1..24);

show rmon history index MokasbiBaeT uctopuio Ethernet ctatuctkn RMON.
{throughput | errors | - index — 3anpolueHHasn rpynna cTaTUCTUKK;
other} [period period] index: (1..65535) - throughput - noKasblBaeT CYETYMKM MPOU3BOAUTENLHOCTM
(nponyckHoOM cnocobHoCTK);
period: - errors - NoKasbIBaeT CYETYMKUN OLIMBOK;
(1..2147483647) cek - other - NOKa3bIBaeT CYETUMKM OBPLIBOB U KONNN3UIA;
- period — nokasblBaeT UCTOPWUIO 3a 3anpPOLLEHHbIA Mepuos
BpemeHMu.
show rmon alarm-table - MoKa3biBaeT CBOAHYIO TabanLy aBapUiiHbIX COBbITUIA.
show rmon alarm number (1..65535) MoKa3blBaeT KOHOUIypaLMI0 HACTPOMKMN aBapUMHBIX COBbITUN.
h - number — MHAEKC aBapuIMHOro cobbITUA.
show rmon events MoKkasbiBaeT Tabauuy Cco6bITUIN YyAANEHHOrO MOHWUTOPUHTA
i RMON.
show rmon log [event] MokasbiBaeT Tabauuy 3anuceit ypaneHHOro MOHWTOPUHIA
(0..65535) RMON.

- Event - uHaeKc cobbitua.
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[Mpumepsl 8bINOAHEHUA KOMAHO

= [lokasaTtb cTaTucTUKy 10 nHTepdeica Ethernet:

console#

show rmon statistics gigabitethernet 1/0/10

Dropped:
Octets:

878128 Packets:
Broadcast:
CRC Align Errors:

Port gi0/10

978
7 Multicast: 1
0 Collisions: O

Undersize Pkts: 0 Oversize Pkts: 0
Fragments: 0 Jabbers: 0
64 Octets: 98 65 to 127 Octets: O
128 to 255 Octets: 0 256 to 511 Octets: O
512 to 1023 Octets: 491 1024 to 1518 Octets: 389
Tabnnua 5.141 - OnucaHue pesynbTaTos
Mapamemp OnucaHue
Dropped Konnuyectso 3a4eTeKTMPOBAHHbIX COObITUI, KOrAa nakeTbl 6bliv OTOPOLIEHDI.
Octets KonnuectBo 6aiT gaHHbIX (BKAOYas 6aiTbl NAOXMX NAKETOB), MPUHATbLIX U3 CETU
(ncknouan pperimoBsble 6UTbI, HO BKAKOYAs BUTbI KOHTPONILHOW CyMMbI).
Packets Ko/iMyecTBo NpMHATLIX MaKeToB (BKAKOYAA NJOXMe, LUMPOKOoBeLaTebHbIe U
MHOroaZpecHble NakeTbl).
Broadcast Ko/iMyecTBO NPMHATLIX WMPOKOBELLATE/IbHBIX NAKETOB (TO/IbKO KOPPEKTHbIE
naketbl).
Multicast Ko/iMyecTBO NPMHATLIX MHOTOAAPECHbIX MaKeTOB (TONIbKO KOPPEKTHbIE NaKeTbl).

CRC Align Errors

Konnuyectso NpUHATLIX NAaKeToB A/INMHOM OT 64 A0 1518 6alT BKAOUNTENLHO,
MUMeIoLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY IMBO C LLenbim Yncnom 6ainT (owmbKm
NPOBEPKU KOHTPOIbHOW cyMmMbl — FCS), nnbo ¢ Heuenbim Yynciaom 6aiT (owmnbKm
BblpaBHMBAHMsA — Alignment).

Collisions

OueHKa KoNM4YecTsa KoAn3nii Ha gaHHom Ethernet cermenTe.

Undersize Pkts

KonnyecTso NpUHATLIX NaKeTOB AANHON mMeHbLue 64 6aiT (McKAoYan dpeiimoBble
6UTbI, HO BKNKOYAA BUTbI KOHTPOLHOW CYMMbI), HO B OCTa/IbHOM NPaBUIbHO
chOPMUPOBAHHDbIX.

Oversize Pkts

KonnyecTso NpuHATLIX NaKeTos A4anHoMi 6onblie 1518 6ainT (Mckatodan dperimoBble
6UTbI, HO BKNHOYAsA BUTbI KOHTPOIbHOW CYMMbI), HO B OCTa/IbHOM MPaBMIbHO
CchOPMMPOBAHHDIX.

KonnyecTBo NpUHATLIX NaKeTOB AJIMHON MeHbLle 64 6aiT (McKntouasa dpermoBble
6UTbI, HO BKNKOYASA BUTbI KOHTPOIbHOW CYMMbI), UMEIOLLUX HEBEPHYH KOHTPObHYIO

Fragments N o
CyMmMy M60 C LesibiM YMCIOM 6aiT (OLWMBKN MPOBEPKM KOHTPOIbHOM cymmbl — FCS),
nnbo c Heuenbim Yncnom 6aiT (owmbKM BbipaBHMBaHMA — Alignment).
Konnuyectso NpuHATLIX NakeToB AanHon 6onblue 1518 6aiT (Mckntovan GppelrimoBsblie
Jabbers 6UTbl, HO BK/tOYas BUTbI KOHTPO/IBHOM CYMMbI), UMEIOLNX HEBEPHYIO KOHTPObHYHO
CymMMy M60 C LesibiM YNCIOM 6aiT (OWMBOKKM NPOBEPKN KOHTPOAbHOM cymmbl — FCS),
Mbo ¢ Heuenbim Yncaom 6aiT (owmbKM BbipaBHMBaHMA — Alignment).
64 Octet Konnuyectso NpuHATLIX NaKeToB (BKAKOYaA Naoxue nakeTbl) 4AnHol 64 6aliTa

(ncknouan ppelimoBsble 6UTbI, HO BKAKOYAA BUTbI KOHTPONLHOW CyMMbI).

65 to 127 Octets

KonnuyecTBo NpUHATLIX NAaKeTOB (BK/tOYan Naoxue nakeTbl) A/ nHoM oT 65 o 127
6aT BKAOUNTENBHO (UCKNOYasA dpeirmoBble 6UTbI, HO BKOYAA B6UTbl KOHTPOJIbHOM
CYMMbl).

128 to 255 Octets

Konnuyectso NpuHATLIX NAaKeToB (BKAO4Yaa Naoxue nakeTbl) 4AnHon ot 128 ao 255
6aT BKNOUNTENBHO (MCKNtOYasA dpeirmoBble BUTbI, HO BKItOYaa BUTbl KOHTPOJIbHOM
CYMMBbl).
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256 to 511 Octets

KonnyectBo NpUHATLIX NaKeToOB (BK/OYasA Naoxue nakeTbl) 41MHON oT 256 ao 511
6anT BKAOUYNTENBHO (MCKNtoYaa dpeiMoBble BUTbI, HO BKAOYan BUTbl KOHTPObHOM
CYMMbI).

512 to 1023 Octets

KonnuecTBo NPUHATLIX NAKeTOB (BK/toYasA Naoxue nakeTbl) 4amMHoi ot 512 go 1023
6alT BKAOUMTENBHO (MCKAtoYas dperimoBble BUTbI, HO BKAKOYas BUTbI KOHTPOIbHOW
CYMMbI).

1024 to 1518 Octets

KonnuyectBo NpuUHATLIX NaKeToB (BK/OYaA Naoxue nakeTsbl) AnnHon ot 1024 go 1518
62T BKAOUMTENBbHO (MCKAtoYas dperimoBble BUTbI, HO BKAKOYas BUTbI KOHTPObHOW
CYMMbl).

= [loKas3aTb MHGOPMALMIO NO rpynnam CTaTUCTUKK gasa nopTa 8:

console# show rmon collection stats gigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner

Tabnuua 5.142 - OnucaHune pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUDULMPYIOLWMIA 3aMUCh.
Interface Ethernet-nHtepdelic, Ha KOTOpom 3anyLLeH onpoc.
Interval NHTepBan B CEKYHAAX MeXAY ONPOCcamMu.

Requested Samples

3anpoleHHOe KONMYECTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Granted Samples

Pa3pelweHHoe (OCTaBLIJEECﬂ) KO/IN4eCTBO OTCHETOB, KOTOPOE MOXET 6bITb
COXpaHeHo.

Owner

Bnaaeneu aaHHOM 3anucu.

= [loKasaTb CYETYMKM MNPONYCKHON CNOCOBHOCTU ANs rPynnbl CTaTUCTUKK 1:

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: giO/1 Interval: 1800
Requested samples: 50 Granted samples: 50

Maximum table size: 100
Time Octets Packets Broadcast Multicast
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%

oe

Tabnnuya 5.143 - OnucaHue pesynbTaTos

Mapamemp OnucaHue

Time [aTa 1 BpemA co3gaHuna 3anmcu.

Konnuectso 6aiT AaHHbIX (BKAOYaA 6alTbl N1IOXMX NAaKETOB) NPUHATLIX U3 CETU

Octets . o
(nckntouasa pperimoBble 6UTbI, HO BKOYAA BUTbI KOHTPOILHOW CyMMbl).
Packets KonmuecTso NpMHATLIX MAKETOB (BKAKOYAA NJOXME NaKeTbl) B TeUeHUe neprosa
dopmmnpoBaHUA 3anmcu.
Broadcast Konnuectso NPUHATHIX XOPOLIMX NAKETOB B TeYeHMe nepuosa GopmMmMpoBaHua

3aNnCK Hanpas/sIEHHbIX Ha WMPOKOBeLWaTeIbHblE agpeca.
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KonnyectBo NPMHATBLIX XOPOLINX NAKETOB B TeyeHWe nepuoaa CbOpMVIpOBaHMﬂ
3aMnCn Hanpas/lIeHHbIX HA MHOroaapecHble agpeca.

Multicast

OueHKa cpeaHei NPonycKHOM cnocobHOCTU GU3MYECKOTO YPOBHA Ha AaHHOM

Utilization nHTepdeice B TeueHne nepnoga GopmmpoBaHMa 3anucu. NponyckHaa cnocobHoCcTb

OLLEeHMBAETCA BE/IMYMHOM [0 ThICAYHON NPOLLEHTA.

CRC Align oT 64 10 1518 6aWT BKAOUNUTENBHO, UMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY

C HeuenbiM Yncnom 6anT (owmnbku BbipaBHMBAHUS — Alignment).

OueHKa KoanyecTBa KoNM3ni Ha AaHHoM Ethernet cermeHTe B Te4eHuWe nepmnosa

Collisions
dopmMMpOoBaHMA 3anmcK.

Undersize Pkts MeHbLlUe 64 6ainT (McKkntoyana dpelimoBble 6UTbI, HO BKKOYAnA BUTbI KOHTPOIbHOM

CYMMbI), HO B OCTa/lbHOM NPaBUIbHO CHOPMMUPOBAHHbIX.

Oversize Pkts 60sbwe 1518 6aiT (McKNtoYana ppelimoBbie 6UTbI, HO BKAOYAA BUTbI KOHTPObHOWM

CYMMbI), HO B OCTa/lbHOM NPaBUIbHO CHOPMMUPOBAHHbIX.

MeHblle 64 6alT (McKNtoYan GpeirmoBble BUTbI, HO BKIOYan BUTbI KOHTPO/IbHOM
Fragments CYMMbl), UMEIOLLIUX HEBEPHYIO KOHTPO/IbHYIO CYyMMY B0 C LenibiM Yucaom bant
(oWwKMBKM NpoBEPKM KOHTPObHOM cymMbl — FCS), nMbo ¢ Heuenbim Ynciom 6anT
(ownbKM BbipaBHMBaHMA — Alignment).

6onblie 1518 6anT (Mckaouana dperimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPONbHOM
Jabbers CYMMbI), UMEIOLLMX HEBEPHYHO KOHTPOJIbHYIO CyMMY IM6O C LieNbIM YMCAOM BaiT
(oWwmMBKM NpoBEPKM KOHTPObHOM cymMbl — FCS), nMbo ¢ Heuenbim Ynciom 6anT
(owmnbKM BbipaBHUBaHMA — Alignment).

Konnyectso 3ag4eTeKTUPOBAHHbIX COﬁblTMﬁ, KOoraa nakeTbl 6b11n OT6pOLIJEHbI B

Dropped
TeyeHue nepuoaa GopmMMpPoOBaHMA 3aMUCH.

* [loka3aTb CBOAHYIO TabAMLY CUTHANOB TPEBOTY:

console# show rmon alarm-table

Konnyectso NpuHATBLIX B Te4eHUe nepmnoaa d)OpMMpOBaHVIFI 3aMnCn NakeTos ,CI,J'IMHOIZ

Mbo C uenbim Ymcnom 6anT (oWMBKKM NPOBEPKN KOHTPOAbHOM cymmbl — FCS), nnbo

KonnyectBo NpuHATBLIX B Te4eHUe nepmoaa ¢0pMVIpOBaHMﬂ 3anncn NakeTos LI,}'IMHOVI

Konunuectso NMPUHATbIX B Te4EeHUe nepmnoaa d)OpMVIpOBaHVIFI 3anncn NnakeTos ,D.ﬂVIHOl\/'I

Konnyectso NpuHATBLIX B Te4EeHUE nepmosaa d)OpMMpOBaHMFl 3anuncK NaKeToB AJMHOMN

Konnyectso NpUHATBLIX B Te4eHUe nepmoaa d)OpMMpOBaHMFl 3anuncK NaKeToB AJMHOMN

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnunua 5.144 - OnucaHne pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKAbHO MAEHTUDMLMPYIOLLMIA 3aMKCb
oID OID KoHTpOAnpyemoi nepeMeHHOoM
Owner Monb3oBaTtenb, CO34aBLUNIN 3aMNUCh.

= [loKas3aTb KOHOUTYpaLUMIO aBapUMHbIX COBLITUI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30
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Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnnua 5.145 - OnucaHue pesynbTaTos

Mapamemp OnucaHue

OoID OID KOHTpO/IMpYyeMOi NepemMeHHON.

3HayeHMe NnepeMeHHON Ha NnocneaHEM KOHTPONbLHOM UHTepBane. Ecam meTtog
oTbopa nepemeHHbIX absolute — To 370 abCoNOTHOE 3HaYEHME NepeMeHHOM, ecan
delta — To pasHMLa MeXAay 3HAYEHMAMM NEPEMEHHON B KOHLE U B Havane
KOHTPO/IbHOTO MHTEPBaNa.

Last Sample Value

NHTepBan B CeKyHAax, B TeYeHMe KOTOPOro AaHHble OT6VIpaPOTCﬂ M CPaBHUBAKOTCA C

Interval N °
BEPXHEWN U HUMKHEN rpaHMLamum.

MeTog, oT6opa yKasaHHbIX NePeMEHHbIX M NOACYETa 3HAYEHUA AN CPABHEHMSA C
rpaHmuamu. Metog absolute — abcontoTHoe 3HaueHue BbIBPaHHON NepemeHHOM
6yOeT cpaBHEHO C rpaHuLEel Ha KOHLE ncciegyemoro HTepsana. Mertog, delta —
3HaYeHWe BbIbDPaHHOW NepemMeHHON Npu nociesHem otbope 6yaeT BbIUTEHO M3
TEKyLLero 3HayeHusa, U pasHuua byaeT cpaBHEHA C rpaHMLAMM (pasHULLA MeXaY
3HaYEeHUAMM NEPEMEHHON B KOHLLE U B Hayasle KOHTPOJIbHOroO UHTEpBana).

Sample Type

MHCTpYKUMA a4na reHepanmmn cobbITUin HA NEPBOM KOHTPOJIbHOM MHTEpBane.
OnpeaenseT npasuia reHepaLMm aBapunHbIX COBLITUI AN NEePBOTro KOHTPOILHOTO
MHTEepBasia NyTemM CpaBHEHWUA OTOBPAHHOW NepemMeHHOM ¢ 04HOW, 6o obenmu
rpaHuLamm.

rising — reHepupoBaTb eANHUYHOE aBapUIMHOe COBbITUE MO BOCXOAALLEN rpaHULLe,
€C/IM 3HaYeHMe O0TObpaHHO NepeMeHHOM Ha NeEPBOM KOHTPOJ/IbHOM MHTepBae
6onbwem 6o paBHOM 3TOM rpaHuLe.

falling — reHepupoBaTbh eanHUYHOE aBapuiiHOe cobbiThe NO HUCXOAALLEN rpaHuLe,
€C/IM 3HaYeHMe 0TObpPaHHO NepeMeHHOM Ha NEPBOM KOHTPO/IbHOM MHTepBae
MeHbLUe b0 paBHO 3TOM rpaHuLe.

rising-falling — reHepupoBaTb eguMHUYHOE aBapuinHoe cobbiThe No BOCXoAALLEen
N/MAN HAUCXOAALLEN FPaHULEe, eCv 3HaYeHne 0TOBpPaHHOM nepemeHHoN Ha NepBom
KOHTPONIbHOM MHTepBase 6onblue NM60 paBHO BOCXOAALLEN rpaHuLe, u/uam
MeHbLUe 60 PaBHO HUCXOAALLEN rpaHuLe.

Startup Alarm

3HayeHMe BocxoasaLLel rpaHnLbl. Koraa sHaveHne oTobpaHHOM NnepemeHHOoNM Ha
npeAablayLwem KOHTPO/IbHOM UHTepBasie 6bl10 MeHblle AaHHOM rPaHuLbl, @ Ha
TEKyLLEeM KOHTPOIbHOM MHTepBane 6obliem M60 paBHOM 3HAYEHMIO TPaHULbI,
Toraa eaMHUYHOE CobbITUE FreHepupyeTcs.

Rising Threshold

3HayeHne HUCxoaALLen rpaHmLbl. Korga 3HayeHne oTo6paHHOM NepeMeHHoM Ha
npeablaywem KOHTPOIbHOM MHTepBasie 6bi1o 6oblue AaHHOW rpaHuMLbl, @ Ha
TEKYLLEM KOHTPO/IbHOM MHTEpPBa/ie MeHbLLIE MO0 PaBHO 3HAYEHMIO rPaHMULbl, TOT4A
eAnHNYHOe cobbIThe reHepupyeTcs.

Falling Threshold

Rising Event MHAeKc cobbITUA MCNO/b3YIOLLErocs, Koraa BOCXoAAlllas rpaHuLLa nepeceyeHa.
Falling Event MHAeKc cobbITUA MCNOb3YIOLWLEroca, KOraa HUCX0AALLAn rpaHuLLa nepeceyeHa.
Owner Monb3oBaTenb, CO34aBLINIA 3aNUCh.

= [lokasaTtb Tabamuy cobbITin yaaneHHoro mMoHuTopuHra RMON:

console# show rmon events
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1 Errors Log CLINov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
Tabaunuya 5.146 — OnucaHne pesynbTaTos
Mapamemp OnucaHue
Index NHAEKC, YHUKANBbHO MAEHTUDMLMPYIOLWMIA COObITUE.
Description KommeHTapuit, onvcbiBalowWwmin cobbiTue.
Tun yBeAOMIEHUA, FEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepMpoBaTb yBeAOMIEHWUS,
Type log — reHepupoBaTb 3anucb B Tabanue,
trap — otcbinatb SNMP trap,
log-trap — reHepupoBaTb 3anuck B Tabsmue u otcbinate SNMP trap.
Community Ctpoka coobuwectsa SNMP ana nepecbiniku trap.
Owner Monb3oBaTtenb, cO34aBLWNIA COBbITHE.
Last time sent Bpems 1 gaTta reHepupoBaHua nocnegHero cobbitna. Ecnim He 6bia10 creHepupoBaHo
CObbITUI, TO 3TO 3HaYeHWe ByaeT PaBHO HY/IO.

MokasaTb Tabmuy 3anucei yaaneHHoro MoHuTopmHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time
1 Errors Nov 10 2009 18:48:33

Tabnunua 5.147 — OnucaHune pesynbTaToB

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLLNIA 3aMNKCh.
Description KommeHTapuii, onucbiBaowmin cobbiTue.
Time Bpemsa co3gaHuAa 3anucu.

5.17.6 Cnucku docmyna ACL dnsa ynpaeneHus ycmpoiicmeom

MporpammHoe obecneyeHne KommyTaTopoB cepun MES3000 no3Bonser

paspeLnTs,

amnbo

OrPaHNYNTL AOCTYN K YNpaB/JeHUIO YCTPOMCTBOM Yepes onpegesieHHble nopTbl Man rpynnbl VLAN. Ons

3TOW Uenu cosgatoTca cnuckm goctyna (ACL) gns ynpasneHums.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHoro KoHGUrypupoBaHusa:

console (config) #

Tabnunuya 5.148 — KomaHabl pexkrMma rnobaibHoro KOHGUrypmpoBaHUs

KomaHoa

3HavyeHue Aeiicmeue

management access-list
name

Co3paeT CNWCOK AOCTyna ANA ynpasneHus. Bxof B pexum
KOHOUIYpMpOBaHUA CNMCKa AOCTyNa ANA YNpaBaeHus.

no management access-list
name

(1..32) cumBona
Ypanser cnnucok f4ocTyna Ans ynpasneHus.
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management access-class
{console-only | name}

(1..32) cumsona

OrpaHu4MBaeT ynpasneHune yCTPOMUCTBOM MO OnpeaesieHHOMY
cnucky goctyna (access list). AKTUBMPYET yKa3aHHbIN CNUCOK
JocTyna.
- console-only — ynpaBneHue ycTpoWCTBOM JOCTYMHO TO/IbKO C
KOHCO/M.

no management access-
class

OTMeHAEeT oOrpaHWYeHWe Ha ynpae/ieHWe YCTPOMCTBOM MO
onpeaeneHHoMy cnNMcKy aocTtyna (access list).

KomaHObI pexcuma KoHgu2ypupo8aHusa crnucka docmyna 018 ynpasaeHus

BuA 3anpoca KOMaHAHOWM CTPOKM B peXxnume KOHPUIypupoBaHMA CNMCKa JOCTYNa 18 yNpPaBAeHNUs:

console (config) # management access-list eltex manag

console (config-macl)#

Tabnnuya 5.149 — KomaHgbl pexxuma KoOHPUrypnupoBaHMA CNMCcKa JOCTyNa A1s ynpaBaeHus

KomaHoa 3HayeHue

Aelicmeue

permit

[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group |

vlan vlaniD]

[service service]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12);
VLAN ID(1..4094)

permit ip-source {ipv4-
address | ipv6-address/
prefix-length} [mask {mask|
prefix-length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group|vlan
vlaniD]

[service service]

3agaeT paspewatoliee ycioBue 41A YNPaBAsAIOWEro Crnucka
focrtyna.

- service — Tun goctyna — Telnet, SSH, SNMP, HTTP, HTTPS.

deny

[gigabitethernet gi_port |

tengigabitethernet te_port

| port-channel group|vlan

vlaniD]

[service service] gi_port: (1..8/0/1..24};

te_port: (1..8/0/1..4};
group: (1..12);

deny ip-source {ipv4-
address | ipv6-address/
prefix-length} [mask {mask|
prefix-length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group |

vlan vianiD]

[service service]

VLAN ID: (1..4094)

3agaer 3anpelatoliee ycioBue ANA YNPaBAAIOLWEro Crmucka
Aoctyna.

- service — Tun gocryna — Telnet, SSH, SNMP, HTTP, HTTPS.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnua 5.150 — KomaHab! pexkuma Privileged EXEC

KomaHda

Aelicmeue

show access-list

[name]

management

Moka3sbiBaeT cnucku goctyna (access list) ana ynpasneHus.
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show management access-class

ynpasneHus.

MoKasbiBaeT WHPopMaumto 06 aKTMBHbIX cnuckax gocTyna (access list) ana

5.17.7 Hacmpoiika docmyna

5.17.7.1 Telnet, SSH, HTTP u FTP

[aHHble KoMaHAbl
MNopaepka

KOMMYTaTOPOM.

npeagHasHa4eHbl

cepepos TELNET wn SSH

AN HacTpOWKM cepBepoB AOCTyna [ANf  ynpaBieHun
no3BonseT yAaneHHO

KOMMYTaTOpPOM

NOoAKNKOYAaTbCA K HEMY ANA MOHUTOPUHIA U KOH(I)MI'ypVIpOBaHMFI.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoro KoOHGUryprupoBaHua:

console (config) #

Tabanua 5.151 — KomaHabl perkuma rnobanbHOro KOHPUrypupoBaHMA

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip telnet server

no ip telnet server

Mo ymonuanuio Telnet
cepBep BKJIHOYEH.

PaspelaeT yganeHHoe KOHGpUrypupoBaHue yCTpoicTBa Yepes
Telnet.

3anpewaeT yaaneHHoe KOHPUIrypupoBaHue ycTpomncTea vyepes
Telnet.

ip ssh server

no ip ssh server

Mo ymonyanuio SSH
cepBep BKJIHOYEH.

PaspelsaeT yaaneHHoe KOHPUIypupoBaHWe YCTPOMCTBA Yepes
SSH.
[Oo Tex nop, nNoKa KAy pns wudpoBaHMA He
creHepupoBaH, SSH-cepBep 6yaer HaxoguTbcA B
pesepBe. [Mocne reHepauuum Kawya (Mcnonb3yemble
KomaHpabl crypto key generate rsa u crypto key generate dsa)
cepBep nepeiger B pabouee coctoaHue.

3anpeluaeT yaaneHHoe KOHGUIyprposaHme ycTpoicTea Yepes
SSH.

ip ssh port
port-number

no ip ssh port

(1..65535)/22

TCP-nopT, ucnonb3yemblit SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonyaHuio
MCMNo/ib30BaHne
ny6anM4HOro Knrova
3anpeLLeHo

PaspelwaeT ncnonb3oBaHue Ny6AMYHOMO KAkoYa 414 BXOAALMX
SSH-ceccuit.

3anpeLyaeT MCNoib3oBaHMe Ny6ANYHOTO KAtoUa ANA BXOAALMX
SSH-ceccuit.

crypto key pubkey-chain
ssh

M0 YMOAYaAHMIO KNtOY He
co3faH

BxoZ, B pexkum KoHoMrypaLumm ny6aMyHoro Knwova.

crypto key generate dsa

FeHepupyeT napy Knwouer DSA — YacTHbIM U NyBAMYHBIA anA

SSH-cepsuca.

V Ecnu xota 6bl O4UH U3 Napbl KAKOYEN YXKe Co3A4aH, TO
cMcTema NpeAsioXKUT NepesanmcaTtb K.

crypto key generate rsa

FeHepupyeT napy Katouei RSA — yacTHbIM M Ny6AMYHBIA anA

SSH-cepsuca.

« Ecnu xota 6bl O4UH U3 Napbl KAKOYEN YXKe Co3aaH, TO
cucTema NpeasioXuUT nepesanumcaTtb KoY.

ip ftp server

no ip ftp server

Mo ymonyaHutio FTP-cepsep
BK/ItOYEH

Bknatouaet FTP-cepsep

OTtkntovaet FTP-cepsep

ip http port port

no ip http port

1..65535/80

3apaet cokeT HTTP-cepBepa

BoccTaHaBnmBaeT 3HaYeHue no ymon4aHuu

ip http secure-port port

1..65535/443

3apgaet coket HTTPS-cepBepa
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no ip http secure-port

BoccTaHaBnmBaeT 3HaYeHue no YMOAN4YaHUIO

ip http secure-server

no ip http secure-server

Mo ymonyaHuio HTTPS-
cepBep BbIKOYEH

Bkntoyaet HTTPS-cepBsep

Bbikntoyaet HTTPS-cepBep

ip http server

no ip http server

Mo ymonyanuwo HTTP-
cepBep BK/OYEH

Bkntouaet HTTP-cepsep

Bbikntoyaet HTTP-cepsep

ip http timeout-policy
seconds

no ip http timeout-policy

0..86400/600

3agaeTt TarimayTt HTTP-ceccumn

BoccTaHaBnvBaeT 3HaYeHMe No yMON4YaHuoo

Ip https certificate {1]2} 1 OnpegaenaeT akTuBHbIN HTTPS-cepTudmKat

crypto certificate {1]2} F'eHepupyeT SSL-cepTudmKaT

generate

crypto certificate {1]2} Mmnoptupyetr  SSL-cepTMdUKAT, HA3HAYEHHbIM  LEeHTpOM

import cepTndurKaumm

« Knioum, creHepupoBaHHble KomaHgamm crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM 418 Nosb3oBaTens ¢aiine KoHdurypauuu.

KomaHObI pexcuma KoHgu2ypuposaHUa nybau4Ho20 KAoyd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHPUIypupoBaHUa Ny6aNYHOro Katoua:

console# configure
console (config)# crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnuua 5.152 — KomaHapl pexxmma KoOHPUrypmposaHusa nyb6IMYHOTO K/to4a

no user-key username

(1..48) cumBonos

KomaHoa 3HayeHue Aelicmeue
user-key username Bxog B pexum co34aHus MHAMBUAYaASbHOTO ny6AMYHOro
{rsa|dsa} KAtoya.

- rsa —co3gatb RSA-Kntou;
- dsa — co3gatb DSA-KAtou.

Ypanaet ny6nnyHbIN
nonb3oBaTens.

ans onpesaeneHHoro

Bua 3anpoca KOMaHAHOM CTPOKM B PEXUME CO34aHNA MHAUBUAYANbHOMO NYBANYHOrO Ktoya:

console# configure
console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnunua 5.153 — KomaHAabl pexxuma co3gaHns UHANBMAYaNbHOTO Ny6AMYHOro Katoua

KomaHoa

Aeiicmeue

key-string

Cospaet I'Iy6l'|W-IHbIl71 KNKY oNnAa onpeneneHHoro nosib3oBaTtena.

key-string row key-string

Cospaer I'Iy6}1|/|"IHbII7I KNIoY ANA onpefeneHHoro nonb3osartens. BBos Katoya ocylecTsaserca

NOCTPOYHO.

- key-string — yacTb Kntoya.

[Ona Toro uytobbl CUCTEeMA MOHANA, YTO K/OY BBeAEH MNOJIHOCTbIO, Heobxoaumo

BBECTM KOMmaHay key-string row 6e3 cumBonos.
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KomaHOb! pexcuma EXEC

KomaHabl 4aHHOro pa3gena goCTtynHbl TOIBKO ANA NPUBUNETMPOBAHHbBIX nosibsoBaTenemn.

Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunua 5.154 — KomaHabl pexxkmma EXEC

username] [fingerprint
{bubble-babble | hex}]

Mo ymon4YaHuio oTneYaToK
K/loya B
WecTHaALATEPUYHOM
dopmare.

KomaHda 3HaueHue Aeiicmeue
show ip ssh MokasbiBaeT KoHduUrypauuto SSH-cepBepa, a TakKe aKTUBHbIe
Bxoaawme SSH-ceccum.
show crypto key pubkey- (1..48) cumBonoB. MoKasbiBaeT ny6auuHble SSH-KNOYM, COXPaHEHHble Ha
chain ssh [username KOMMyTaTope.

- username — UMA yAaN€HHOro K/MeHTa;
- bubble-babble — oTneyaTok Kntoua B Koge Bubble Babble;
- hex — 0TNeYaToK Katoya B LIECTHAALATEPUYHOM Koge.

show crypto key mypubkey
[rsa | dsa]

MokasbiBaeT Nyb6anyHble Knouu SSH-kommyTaTopa.

show crypto certificate
mycertificate [1]2]

OTtobpaxkaet SSL-ceptudmKkaTtbl ana HTTPS-cesepa

show ip http -

OTobpaxaeT coctonHue HTTP-cepBepa

show ip https -

Otobparkaet coctoaHune HTTPS-cepsepa

[pumepbl 8b1M0MAHEHUS KOMAHO

Bkntountb cepsep SSH Ha KommyTaTope. PaspewmnTb UCNoNb30BaHMe Nyb6anYHbIX Katovelt. Co3patb

RSA-kntou gns nonb3osaTens eltex:

console# configure
console (config) # ip ssh server

console (config)# ip ssh pubkey-auth
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key) # key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVINRWPW1Al4kpgIw9GBRoNZQZxJHKCKL6rM1Q+ZNXE
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREfpSwoQUVV35LgJJk67I0U/zfwOl1gkTwml75Q
RO9gHUjS6KWGN2QWXgh3ub8gDjTSamuSn/WA05iDX2IExQWu081icglk02LYciz+Z24TrEU/9FJx
wPiVQOjc+KBXuR0OJuNg5nFYsYOZCkON/W9a/tnkmlshRE7D1i71+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhgqdAtN/40Jfcel 66DgVX1IgWmNzNRADYDvSzg01lDnwCACS
Oh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.17.7.2 KomaHObI KOHGu2ypuposaHuUa mepmuHand

KomaHabl KOHOUrypupoBaHMA TepMMHaNa CcayKaT A1 HacTPOWKM MapamMeTpoB J/IOKa/lbHOM W

yﬂ,aﬂeHHOVI KOHCON.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoro KoHGUrypnposaHusa:

console (config) #
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Tabnnua 5.155 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

Aeiicmeue

line {console|telnet|ssh}

Bxof B peXum COOTBETCTBYIOWEr0 TePMUHANA (NOKaZIbHAA KOHCO/b, YAaNeHHas KOHCOMb —
Telnet unn yganeHHas 3aWwmLLeHHaa KOHcob — SSH).

KomaHObI pexuma KOHguU2ypuposaHus mepmuHand

Bua, 3anpoca KOMaHAHOW CTPOKM B PeXMMe KOHPUTYypnpoBaHMa TEpMUHANa

console# configure
console (config)# line {console|telnet]|ssh}
console (config-line) #

Tabanua 5.156 — KomaHabl pexkuma KOHOUryprMpoBaHMA TepMUHaNa

no autobaud

KomaHoa 3HaveHue Aelicmeue
speed bps YcTaHaBAMBAET CKOPOCTb AOCTYNA MO JIOKaNbHOM KOHCOU
2400, 9600, 19200, 38400, | (komaHAa AOCTYNHA TONLKO B peXMMeE KOHOUTYpUpoBaHUA
57600, 115200/9600 604, JIOKaNIbHOM KOHCO/M).
no speed YcTaHaBAMBaAET 3HAaYEHME NO YMONYAHUIO.
autobaud Bk/toyaeT aBTOMaTUYECKOe onpeaenieHne CKOpPoCTH JOCTyna

Mo IOKaZIbHOM KOHCONM (KOMaHZa AOCTYMNHA TO/IbKO B PEXUME
KOHOUIYPUPOBaAHMA NOKANbHOW KOHCONN).

BbIKNOYaeT aBTOMaTUYECKOE ONpeaesieHne CKopocTu A4ocTyna
Mo JIOKaNIbHOW KOHCO/IN.

exec-timeout minutes
[seconds]

no exec-timeout

minutes: (0..65535) MuH
seconds: (0..59) cek

Mo ymon4yaHuio
10 muHyT

3agaeT HTepBas, B Te4EHUE KOTOPOro CUCTeMa OXKugaeT
BBOAa Nosib3oBaTena. Ecnu B TeyeHne faHHOro MHTepBana
nonb3oBaTe/lb HUYero He BBOAWUT, TO KOHCO/Ib OTK/IIO4aeTCA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.157 — KomaHgb! pexkuma EXEC

KomaHoa

Aelicmeue

show line
[console|telnet|ssh]

lNoKa3biBaeT NapameTpbl TEPMUHANA.
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5.18 MXypHan aBapwuii, npotokon SYSLOG

CuCTeMHble KypHasibl MO3BOMIAIOT BECTU UCTOPUIO COObITMIA, Npou3oLleawnx Ha yCTPOMCTBeE, a
TAK)Ke KOHTPO/AMPOBaTb Npousolleslime cobbiTMA B peasibHOM BpeMeHU. B KypHan 3aHocATcA cobbiTuA
CEMM TWUMOB: Ype3BblYaliHble, CUTHA/bl TPEBOMW, KPUTUYECKME U HE KPUTUYECKME OLIMOKM,
npeaynpexaeHuna, ysegoMmaeHma, MHGoOPMaLMOHHbIE U OTNAZ0UHbIE.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHon KoHdUrypaumm:

console (confiqg) #

Tabnunuya 5.158 - KomaHab! pexuma rnobanbHoM KoHdUrypaumm

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

logging on

no logging on

-/ perucrpaums BKAOYEHa

Bk/loyaeT  perncrpaumio coobleHnin 1

coobleHunit 06 owmnbKax.

OT/1a404HbIX

BbikntoyaeT  peructpauuto

coobleHunit 06 owmnbKax.
Mpyu  BbLIKNIOYEHHOW  perucTpauum  OTnajouHble

V coobuweHna wu coobweHna o6 owubkax 6yayT
nepepaBaTbCA Ha KOHCO/b.

OTNAflOYHbIX  COOBLWEHUN U

logging host {ipaddr|host}
[port port] [severity level]
[facility facility]
[description text]

no logging host
{ipaddr[host}

host: (1..158) cumBonos;
port: (1..65535)/514;
level: (cm. Tabn. 6.101);
facility: (local0..7)/ local7;

text: (1..64) cumBonos

Bk/itovaeT nepegavy aBapuiMHbIX U OTIAA0YHbIX COOOLLEHMN
Ha yaaneHHbIn SYSLOG cepsep.

- ipaddr — IPv4 unu IPv6-agpec SYSLOG-cepBepa;

- host — ceTeBoe uma SYSLOG-cepBepa;

- port — HOMep nopTa ANA nepesaym coobLueHni no
npotokony SYSLOG;

- level — ypoBeHb BaXKHOCTM COOBLLEHMI, NEepesaBaeMbIX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegasaemas B coobuieHusx;

- text — onucaHune SYSLOG-cepsepa.

YpanaeT BblbpaHHbIA cepBep M3 CMMCKA WCMOAb3YeMbIX
SYSLOG-cepsepos.

logging console /evel

no logging console

level: (cm. Tabn. 5.159)

3HayeHMe Mo YMONYAHMIO -
informational

BKntouaeT nepenayvy aBapuUmnHbIX MAN OTNAL0YHbIX COOBLWEHNI
BbIOPAHHOIO YPOBHA Ba*KHOCTU HA KOHCO/b.

Bbikntoyaet  nepepavy
CcoO0bLEeHMI Ha KOHCONb.

aBaApPUMHbBIX  WAM  OTNALOYHbIX

logging buffered [severity-
level]

no logging buffered

level: (cm. Tabn. 5.159)

3HayYeHue No ymon4aHuo —
informational

Bk/itoyaeT nepegayy aBapuitHbIX UAM OTNAL0UHBIX COOBLLLEHMI
BbIOPaHHOIO YPOBHS Ba*KHOCTM BO BHYTPEHHUI Bydep.

BblknlouaeT  nepepady  aBapuiHbIX MM
CO0bLLEHNI BO BHYTPEHHUI Bydep.

OTNaA04HbIX

logging buffered size size

no logging buffered size

(20..400)/200

M3MeHAeT  KOAMYeCTBO COOBLUEHMI, 3anoOMUHAeMbIX BO
BHyTpeHHem 6ydepe. Hosoe 3HaueHue pasmepa 6ybdepa
NPUMeHMUTCA Nocae nepesarpysKun ycTponucTea.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

logging file level

level: (cm. Tabn. 5.159)

Bk/itoyaeT nepegayy aBapuitHbIX UAM OTNAA0UHBIX COOBLLLEHMI
BbIOPaHHOIO YPOBHS Ba*KHOCTM B Galin KypHana.

no logging file 3HayeHue No YMONYAHMIO — | BbIK/lOYaeT  nepejady  aBapuiHbIX  MAM  OTNAZOYHbIX
gging errors coobuieHnin B dpaiin xKypHana.
. . 3aHOCKTb B XYpPHasbl cObbITUA ayTeHTUdMKaAL MK, aBTopM3aLmnm
aaa logging login P y bukaumm, pusal
nyyeta (AAA).
-/enable

no aaa logging login

He 3aHocUTb B KypHanbl cobbiTua  ayTeHTUdUKaLUK,

aBTopM3aumm 1 yueta (AAA).

file-system logging {copy |
delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymonyanuto
perucTpauma BKAYEHA

BKatouaeT pernctpaymio cobbiTnin GanaoBoi cuctemsl.

- COpY — perncrpauma coobLieHui, CBA3aHHbIX C onepaumamm
KONMpOoBaHWUA Gpaiinos;

- delete-rename — perucTpauua coobLEHWUIA, CBA3AHHbIX C
yaaneHuem ¢ainnos n nepeMmeHoBaHMEM ONepaLuii.

BbIKNtoYaeT perncrpaumio cobbiTuii GpainnoBoi cucTembl.
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management logging deny

no management logging
deny

Mo ymonyaHuio
perncrTpauna BrkatoYeHa BblKntOYaeT perncTpaLuio cobbiTMiA AOCTYNA ynpasBaeHus.

Bk/toyaeT perncrpaumio cobbiTuil 4OCTYNa ynpasaeHus.

logging aggregation on

no logging aggregation on

BK/lOYaeT KOHTPOb arperaumn syslog-coobueHui.

OTKAtoYaeT arperaumio syslog-coobLieHni.

logging aggregation aging-

YcTaHaBAMBaET BpPeMA XpaHeHWa CrpynnupoBaHHbIX syslog-

time sec co0obLEeHMA.
loggi r (15..3600)
no logging aggregation
. gg_ 6 aggres YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
aging-time
. . Pa3spewaet BegeHne yyeta (akkayHTa) ana sBedeHHbix B CLI
logging cli-commands Mo ymonuaHuio BefeHue P A v ( yHTa) A A

no logging cli-commands

yyeTa 3anpeLLeHo

KOMaHg,

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

Karkgoe coobluieHMe uMmeeT CBOW YpPOBEHb Ba)KHoOCTM, B Tabauue 6.101 npuBegeHbl TUMbI

COO6LLI,EHMVI B nopAake Y6bIBaHMH MX BaXXHOCTWU.

Tabanuya 5.159 — Tunbl BaXKHOCTUN COOBLLEHNT

Tun eaxxHocmu coobuwjeHuli

OnucaHue

YpesBblvaliHble (emergencies)

B cucTeme NpousoLna Kputmyeckasn owmnbKa, cMctema MosKeT
paboTaTb HENpPaBWUIbHO.

CurHanbl TpeBoru (alerts)

H606XO,CI,MMO HemegneHHOe BMeELWaTe/IbCTBO B CUCTEMY.

Kputnueckue (critical)

B cucTteme npounsoLlna KpUTHMYECKan owmnbKa.

OwmnbouHble (errors)

B cucteme npounsowna owmnbKa.

MpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHune.

YBegomnenus (notifications)

YBegomieHue cuctemel, HeaBapMVIHOE COO6LLI,eHVIe.

MHbopmaumoHHble (informational)

NHbOopMaLMOHHbIe COObLLIEHNA CUCTEMDI.

OTnagouHble (debugging)

OTnagouHble cOObLWEHNA, NPEAOCTaBAAIOT N0/b30BaTENO
MHPOPMaLMIO ANA KOPPEKTHOMN HAaCTPOKM CUCTEMBI.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTpoKK B pexume Privileged EXEC:

console#

Tabnunua 5.160 — KomaHaa pexuma Privileged EXEC ana npocmoTpa dalina KypHana

KomaHoa Aelicmeue

clear logging Ypansaet Bce cooblueHUs U3 BHyTpeHHero bydepa.

clear logging file Ypansaer Bce coobuieHuna us gpaina KypHana.

show logging file OTobparKaeT COCTosHME KypHana, aBapuitHble M OT/afouYHble COObLWEHMA, 3aNMCaHHble B
daiine kypHana.

show logging OTobparkaeT cOCTOAHME KypHana, aBapuiiHble W OTNAA0uHble COOBLLEHMA, 3anncaHHble BO
BHYTpeHHeMm bydepe.

show syslog-servers OTobparkaeT HAaCTPOMKKM ANA yaanéHHbIx syslog-cepsepos.

[pumepbl UC0/16308GHUA KOMAHO.

- Bkntountb perncrpauyuio OLINBOYHbIX COO6LL|,€HI/II7I Ha KOHCOU:

console# configure

console (config)# logging on
console (config)# logging console errors

= OuunctuTb daiin KypHana:

console# clear logging file

Clear Logging File

ly/nly
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5.19 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

(DYHKLI,MFI 3€PKanpoBaHMA NOPTOB nNpegHasHaydYeHa ANA KOHTPO/aA CeTeBOro TpachKa nytem
nepecbisikn Konui BXo4ALWnNX M/MJ’IM ncexoaAWwmMX naketos € 04HOro UAn HECKOJIbKUX KOHTPOIMPYEMBbIX

NOPTOB HA OAMH KOHTPOIMPYIOLWMIA NOPT.

K KOHTpo/MpyloLwemy NopTy NPUMEHSIOTCA Cneaytowmne orpaHuyeHns:

— TlopT He MOXKET BbITb KOHTPOIMPYHOLWMM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;

MopT He MOKET 6bITb YEHOM IPyNMbl NOPTOB;

— IP-uHTepdeic He CKOHOUIYPMPOBaH ANA 3TOFO NopTa;
— MpoTtokon GVRP gonseH bbiTb BbIKJAOYEH HA 3TOM MNOPTY.

K KOHTpOo/IMpyemMbIM NOpTam NPUMEHAIOTCA CAeayoWmMe OrpaHuYeHns:

— TlopT He MOXKET BbITb KOHTPOIMPYHOLMM U KOHTPOMPYEMbIM MOPTOM OAHOBPEMEHHO;

MopT He MOKET 6bITb YNEHOM FPynMbl NOPTOB.

KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoHUrypaumm:

console (config) #

Tabnunuya 5.161 - KomaHab! pexkuma rnobanbHoM KoHdUrypaumm

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
3apaeT pexum paboTbl nopTa
port monitor mode monitor-only — dpelimbl, NocTynatowme Ha nopT,

{monitor-only | network}

-/monitor-only

OT6paCbIBaIOTCH;
network — no3sonseT BecTu obmeH AaHHbIMWU.

port monitor remote vlan
vlan_id [cos priority] [tx]|rx]

port monitor remote vlan
vlan_id

vlan_id: 1..4094
cos: 0..7

Onpegenenne VLAN pgna  yganeHHOro MOHWTOPWHIA, B
KOTOpbI ByayT OTOOparkaTbCA MaKeTbl C KOHTPOJIMPYEMbIX
nHTepbericos.

Ypanernue VLAN ana yoaneHHOro MOHUTOPUHTA.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Buza 3anpoca KOMaHAHOW CTPOKM B pexnume KoHPUrypuposaHua nHtepoeica Ethernet:

console (config-if) #

[aHHble KOMaHAbl HeNb3A BbIMONHATb B peXXMme KOHPUrypMpoBaHUA guanasoHa
ol uHTepodeiicos Ethernet.

Tabnunuya 5.162 - KomaHgbl AOCTyNHbIE B pexXume KoHpurypmposaHua nHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

port monitor
{gigabitethernet gi_port |
tengigabitethernet
te_port} [rx|tx]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

Bk/lo4aeT QYHKUMIO MOHWUTOPUHrA Ha HacTpaMBaemom
nHTepdeiice. [aHHbl MHTepdenc OyaeT KOHTPOMPYOWMUM
NOPTOM AR YKAa3aHHOTO B KOMaHAE KOHTPOAMPYEMOro nopra.

- gi_port/te_port— KOHTpoAUpyeMmblit NOpT;
- IX — KOMUPOBATb NaKeTbl MPUHATbIE KOHTPOIMPYEMBIM

152

Ethernet-kommymamopei cepuu MES3000




HELTEX

no port monitor

{ gigabitethernet gi_port |
tengigabitethernet
te_port}

nopTom;

- tX — KONMpPOBaTb MaKeTbl, NepesaHHble KOHTPOIMPYEMbIM
nopTom;

Mpu OTCYTCTBMM MapameTpa rx/tx ¢ KOHTPO/MPYEeMOro nopTa
KOMMPYIOTCA BCE MaKeTbl.

Bblk/toYaeT OYHKUMIO MOHUTOPMHIA HA HacTpavBaemom
nHTepoence. [daHHbI uHTepdeic 6onbwe He byaer
KOHTPO/IMPYIOWMM MOPTOM ANA YKa3saHHOrO B KOMaHae
KOHTPO/IMPYeMOro nopTa.

port monitor vlan {id}

Id: (1..4096)

no port monitor vlan {id}

BkitoyaeT  QYHKUMIO  MOHMTOPUHIA Ha  HacTpauBaem

uHTepdeice. [aHHbI UHTepdeic byaeT KOHTPOAMPYIOLLMM
nopTom AnA ykasaHHol VLAN.

/ TMopT MOHMTOpUHra He [OMKEH NpUHag/exaTb K
HacTpamBaemou VLAN

Ypanaet ykazaHHyto VLAN U3 MOHUTOpPUHTa.

port monitor remote

no port monitor remote

BkntoyaeT  PyHKUMIO  yAANEHHOrO  MOHWTOPWHIA  Ha
HacTpanBaemom MHTepoeice.
BbikntoyaeT  PYHKUMIO  YOANEHHOTO  MOHMTOPWHIA  Ha

HacTpanBaemom MHTepoeiice.

KomaHOobi pexcuma EXEC

3anpoc KoMaHAHOM cTpoKK B pexkume EXEC nmeet cneayrowmin ua;

console>

Tabnunua 5.163 — KomaHabl, AocTynHble B pexume EXEC

KomaHda

Aelicmeue

show ports monitor

BbIBOAUT MHOOPMALIMIO NO KOHTPOAMPYIOLLMM U KOHTPOIMPYEMbIM MOPTaM.

[pumepbl 8b1M0AHEHUS KOMAHO

=  YcTtaHoBuTb 13 Ethernet uHTepdeic KoHTponupylowmm ana 18 mHtepdeiica Ethernet. Becb

Tpaduk c 18 nHtepodeiica nepenasatb Ha 13.

console# configure

console (config) # interface gigabitethernet 1/0/13
console (config-if)# port monitor gigabitethernet 1,/0/18

=  BbIBECTU MHOOPMALMIO MO KOHTPOANPYIOWMM M KOHTROIMPYEMbIM NOPTaM.

console# show ports monitor

Source Port Destination Port

Type

Status
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5.20 ®yHKuua SFlow

SFlow — TEXHO/1I0MNA, NO3BOIAKOWAA MOHUTOPUTb Tpa(bMK B MAKETHbIX CeTAX nepeaayvyn AOaHHbIX
nytem YacTU4YHOM BbI60pI-(VI TpachKa Aana nocnep,yrou.l,eﬁ MHKancynauum B cneuyunanbHble COO6LLI,EHMF|,

nepegasaemMblie Ha CepBep c6opa CTaTUCTUKWN.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoOHUrypaumm:

console (config) #

Tabnunua 5.164 - KomaHgb! pexkuma rnobanbHon KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

sflow receiver id {IPv4|
IPv6|IPv6z|url} [port port]
[max-datagram-size byte]

no sflow receiver id

Id: (1..8)
port: (1..65535) / 6343
byte: nonoxutenbHoe
uenoe yncno /1400

dopmaTt

IPv4: A.B.C.D

IPv6:  X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

3apaeT agpec cepsepa cbopa cratucTmkm sflow.

- 1d — Homep sflow-cepBepa;

- IPv4, IPv6, IPv6z — IP-agpec;

- url — LomeHHoe UM XocTa;

- port —HOMep nopTa;

- byte — makcMmanbHoe KonyecTBo BalT, KOTOPOE MOXKET
6bITb OTMNPaBAEHO B OAMH NAKET AaHHbIX.

Ypanset agpec cepsepa cbopa cratuctukm sflow

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B perkMme KoHOUrypupoBaHua nHTepdeliica Ethernet:

console# configure

console (config) # interface {gigabitethernet gi port|

te port}

console (config-if) #

tengigabitethernet

Tabnuua 5.165 — KomaHapl pexkuma KoHpurypmposaHua nHTepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

sflow flow-sampling rate id
[ max-header-size bytes ]

no sflow flow-sampling

rate: (0, 1024..107374823)
id: (0.. 8)
bytes: (20 .. 256)/128

3aflaeT CcpeaHIOl CKOPOCTb BbIGOPKM nNakeToB. MTOroBas
CKOpOCTb BbIBOPKM cuMTaeTca Kak 1/rate*current_spped
(current_speed — TeKyLw,aa cpegHAA CKOPOCTb).

- rate — cpefHAA CKOPOCTb BbIGOPKM MaKeTos.;

- id — Homep sflow-cepBepa;

- bytes — makcumanbHoe KonuyecTso 6aliT, KoTopoe byaeT
CKOMUPOBaHO 13 06pasLia Nakera.

OTKNIOYaET CYETYMKM BbIBOPKM Ha MOPTY.

sflow counters-sampling
sec id

no sflow counters-
sampling

sec: (0, 15 .. 86400)
id: (0 .. 8)

Onpegenser MaKCUMMasibHbIA UHTEPBAA MEXAY YChewHbIMM
BbI6OPKamMK NakeTos.

- SeC - MaKCMMa bHbIN MHTEPBaN MeXay BblIbopKamm,
CeKyHApbl.

3HaueHne «O» OTK/IOYaAET BbIGOPKY;

- id - Homep sflow-cepBepa (3agaetca kKomaHgo sflow
receiver B r106a/1bHOM peXnme KOHOUrypaumm).

OTKOYaAET CYETUMKM BbIBOPKM Ha NOPTY.
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KomaHOb! pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnmua 5.166 — KomaHabl, goctynHble B pexkmme EXEC

3HayeHue/3Ha4yeHue no .
KomaHda / Aeiicmeue
YMOAYAHUIO

show sflow configuration BbiBOAWT HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet
te_port]

clear sflow statistics Ounwaet cratnuctmky  sFlow. Ecan uHTepdeiic He yKasaH,
[gigabitethernet gi_port | gi_port: (1..8/0/1..24); KOMaH/a OuYMLLAEeT BCe CYETUYMKM CTAaTUCTUKK sFlow.
tengigabitethernet te_port: (1..8/0/1..4)
te_port]
show sflow statistics OTobparkaeT cTaTUCTMKY sFlow
[gigabitethernet gi_port |
tengigabitethernet
te_port]

[pumepbl 8b1MN0AHEHUS KOMAHO

= YcraHoBuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa cratuctmku sflow. Ons ethernet-
nHTepdelicos gl-g24 ycTaHOBUTL CPEAHIO CKOPOCTb BbIBOPKKM naketoB - 10240 k6uT/c u
MaKCMMasibHbI MHTEPBaA MeXAy yCrnelHbiMM BbiIbopkamu nakeTos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range gigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 1 10240
console (config-if)# sflow counters-sampling 240 1

5.21 ®YHKUMU AMArHOCTUKKN GU3NUYECKOro YPOBHA

CeTteBble KommyTatopbl cepumn MES3000 cogeprkaT annapaTHble M NporpammHble cpeacTsa AnA
ONarHOCTUKN PU3NYeCcKUxX MHTepdEncoB U NMHUI cBA3U. B nepeyeHb TeCTUpPyeMbIX NapameTpoB BXOAAT
cnepgywowme:

[ns aneKkTpuyecknx nHTepdencos:
— AAuvHa Kabens;
—  paccTosiHWe A0 MeCTa HEMCNPABHOCTM — 06pbIBa MM 3aMbIKaHWA.

Ona ontnyeckmx nutepdencos 1G n 10G:
— MapameTpbl MUTaHUA — HaNPAMKEHUE U TOK;
—  BbIXOAHaA ONTUYECKaa MOLLHOCTb;
—  ONTUYecKas MOLHOCTb Ha NpUeME.
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5.21.1 fuazHocmuka medHo20 Kabensa

« OueHKa AauHbl Kabena npu ucnonb3oBaHMM KomaHpgbl ‘show cable-diagnostics cable-

length' BbInONHAETCA NO Be/NAWUUHE 3aTyXaHuA curHana. OPyHKuua green-ethernet,

noaaep>XMpaemass KOMMYTaTOpPOM, YMEHbLUAeT ypoBeHb NepeaaBaemMoro CUrHana npwm

OTCYTCTBUM aKTUBHOCTM Ha JIMHMU U TMO3TOMY KOPPEKTHOE U3MepeHue AJIMHbI Kabens

CTaHOBUTCA HEBO3MOXHbIM Ha YCTPOUCTBE, NPUHUMAIOLLEM OC/1abneHHbIU curHan. B ceasu

C 3TUM Heob6XogMMO Ha Bpems U3MepeHUid A/IMHbl Kabena OTKAuaTb pexum green-
ethernet Ha yganeHHOM ycTpoiicTBe.

Mo ymonuyaHuio Ha KommyTatopax cepun MES3000 pexkum green-ethernet BK/KOUEH.
Jonyctumas norpewHocTb MU3MEpPeHUAa onpegenserca pasbpocom napameTpoB JIMHUU U
cocTasnseT 6 m.

KomaHObI pexcuma privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnnua 5.167 - KomaHabl ANarHOCTUKM MeaHOro Kabens

KomaHoa 3HaueHue Aeiicmeue

test cable-diagnostics tdr
interface {gigabitethernet gi_port: (1..8/0/1..24); BbinonHAeT  BMpTyanbHoe  TecTUpoBaHWe  Kabena  ana
gi_port | te_port: (1..8/0/1..4). yKasaHHoro nHtepdeiica.

tengigabitethernet te_port}

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeeT cnegyowmin Bua:

console>

Tabnunua 5.168 - KomaHabl ANarHOCTUKM MmeaHoro Kabens

KomaHoa 3HavyeHue Aelicmeue

show cable-diagnostics tdr
[interface gigabitethernet Otobparkaet pesynbTaThbl nocnegHero BMPTYyaNbHOro
gi_port | TecTMpoBaHuWA Kabensa AnA yKasaHHoOro uHTepdeiica (ecau
interface HOMep MopTa He 3ajaH, TO KOMaHAa BbINOJHAETCA ANA BCeX
tengigabitethernet nopTos).
te_port] gi_port: (1..8/0/1..24);
show cable-diagnostics te_port: (1..8/0/1..4). OTobparkaer NpPeanoNOKUTENbHYIO ONVHY Kabens,
cable-length NOAK/IOYEHHOrOo K YKasaHHOMY MHTepdelicy (ecan Homep nopTa
[interface gigabitethernet He 33/aH, TO KOMaHAA BbIMONHAETCA ANA BCEX MOPTOB).
gi_port |interface V WHTepdeiic gonkeH 6biTb aKTUBHbIM U pabotaTb B
tengigabitethernet pexkume 100M6ut/c uam 1000M6uT/cC.
te_port]

V MakcMmanbHaa A/IMHA Kabena npu TeCTUpPOBaHUM He A[OJIKHA cOoCTaBnATb 6onee 120

MeTpOB.

[pumepbl 8b61M10AHEHUS KOMAHO:

= [IpoTtectnposaTb nopt 11:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/11
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.console# test cable-diagnostics tdr interface gigabitethernet 1/0/11
.07-Feb-2011 16:22:16 S$LINK-W-Down: gi0/11
07-Feb-2011 16:22:16 SLINK-W-Down: Vlan 1

Cable on port gi0/11 has short circuit at 2 m
console# 07-Feb-2011 16:22:17 $LINK-I-Up: gi0/11
07-Feb-2011 16:22:17 SLINK-I-Up: Vlan 1

" nOKa3apre3yﬂbTaTblHOCHEAHEFOTECTMDOBaHMHZ

console# show cable-diagnostics tdr

Port Result Length [meters] Date
gio/1 Fiber

gi0/2 Fiber

gi0/3 Fiber

gi0/4 Fiber

gi0/5 Fiber

gi0/6 Fiber

gi0/7 Fiber

gi0/8 Fiber

gi0/9 Fiber

gi0/10 Fiber

gi0/11 Short cable 2 07-Feb-2011 16:22:16
gi0/22 Fiber

5.21.2 luaeHocmuKka onmu4yecKko2o0 mpaHcueepa

OYHKUMA AMArHOCTUKM MNO3BOASAET OLEHUTb TEKyllee COCTOAHME OMNTMYECKOro TpaHcMBepa M
OMNTUYECKOMN NNHUN CBA3MN.

BO3MOMKEH aBTOMAaTUYECKUI KOHTPONb COCTOAHWUA JMHMIA  cBA3W. [na 3TOro  KommyTtaTop
nepuoaMYeckn onpawmMBaeT NapameTpbl ONTUYECKMX MHTEPHENCOB M CPaBHMBAET MX C MOPOrOBbIMM
3HAYeHMAMM, 3a4aHHbIMM NPOU3BOAMUTENAMU TpaHcMBepoB. MMpu BbIXOoLe MapaMeTpoB 3a AONYCTUMblE
npeaenbl KommyTaTop ¢opmupyeT npeaynpeskgalolwme W aBapuitHble coobuweHus. B caydae
Heob6Xx04MMOCTM NOPOroBble 3HAUYEHMA MOTYT BbITb NepeonpeseneHbl agMUHUCTPATOPOM.

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHo KoHdUrypaumm:

console (config) #

Tabnnua 5.169 - KomaHgbl pexxkuma rnobanbHoOn KoHbUrypaumm

3HayeHue/3Ha4yeHue no

KomaHoa Aelicmeue
yMOAYaHuro
. . YcTaHaBAMBAET MUHUMANbHbIV MHTEPBAN BPEMEHU MEXKAY
optical-transceiver dopmupoBaHNEM MHPOPMALMOHHBIX COOBLLEH NI
threshold notify-interval sysfog/fnmp COO6LLI,eH:ﬂ d)zpmwpylmcn Bu:nyqae BbIXoZa
interval interval: (30..3600)/600 cek '

napameTpos ONTUYECKOM IMHUU 33 AonyCctumble npegenbl.

no optical-transceiver

o s YcTaHaBAMBAET 3HAUYEHUE MHTEPBasA MO YMONYAHMIO.
threshold notify-interval P ¥

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdUrypmposaHma nHtepoeliica Ethernet:
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console# configure
console (config)# interface {gigabitethernet gi port| tengigabitethernet

te port}

console (config-if) #

Tabnunuya 5.170 — KomaHabl pexkmuma KoHpurypuposaHua nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

optical-transceiver
threshold action {
parameter | all } { none |
syslog | snmp-trap }

HasHauaeT feictaue (He BbINOAHATL AEMUCTBUI, reHepauus
syslog-coobueHusn, reHepaLmMa snmp-Tpana), KoTopoe LOKHO
6bITb BbINONHEHO NPU BbIXOAE NAapameTpa «parameter» 3a
[0onyCcTUMble nNpeaensi.

[eicTBME NO YMONYAHUIO «none».
parameter: (current, input-
power, output-power, BO3MOKHble TUMbI NapamMeTpoB
temperature, voltage) - current —TOK NUTaHWUA TPaHCMBEPa;
- voltage — HanpsXeHWe NUTaHUA.
- input-power — MOLLHOCTb ONTUYECKOTO CUrHANa Ha NPUEME;

- output-power — MOLWLHOCTb NepeaaBaemoro onTMYeckoro
CUrHana;

- temperature — Temnepartypa;

optical-transceiver
threshold values

warning low-warning low-
alarm

parameter high-alarm high-

no optical-transceiver
threshold values
parameter

YKasbIiBaeT NOPOroBble 3HaYEHMs, MPU NPEBbILIEHUU KOTOPbIX
6yAeT NpoMcxoamnTb reHepauus syslog/snmp coobuieHns ana
YKa3aHHOro napameTpa.

- high-warning, low-warning - BepXHWI 1 HUXHKUIA Npeaensl
ons GopmMpoBaHUA NpeaynpeXKaaoWwmnx CoobLeHN;

- high-alarm, low-alarm - BepxHuWI1 U HUKHWI Npeaenbl Ana
bopMMpPOBAHUA aBAPUIiHbIX COOBLLEHWIA.

parameter: (current, input-
power, output-power,
temperature, voltage)

[onycTMMbI Mana3oH 3HaYeHui oA NapameTpoB:
current: 0...131000 mKA

input-power: -40000...8200 mdBm

output-power: -40000-8200 mdBm

temperature: -127...127 °C

voltage: 0...6550 000 mKB

lMoporosble 3HaYeHMA 3a4at0TCA B YKa3aHHbIX eAnHULAX.

Ypaanset 3aAaHHble N0Nb30BaTENEM NOPOroBble 3HAYEHUA Ans
YKa3aHHOro  napameTtpa. 3HayeHWa MO YMOJYaHMIO
CUMTBIBAIOTCA U3 TPAHCUBEPA NpPU YCTaHOBKeE.

3anpoc KomaHAHOM cTpoku B pexkume EXEC nmeet cneayowmin sua;

console>

Tabnunua 5.171 — KomaHaa AnMarHOCTUKM ONTUYECKOro TpaHcuBepa

KomaHda

3HaueHue Aeiicmeue

show fiber-ports optical-
transceiver [interface
{gigabitethernet gi_port |

OTobpaxaer  pesynbTaTbl  AMArHOCTUKM  ONTMYECKOTO
gi_port: (1..8/0/1..24); TpaHcueepa.

tengigabitethernet te_port: (1..8/0/1..4). - detailed — nogpobHas AmarHocTMKa, eeprom-napameTpbl
te_port}] [detailed] ThancnBepa.

show fiber-ports optical-

transceiver theshold

[interface {gigabitethernet gi_port: (1..8/0/1..24); OtobpaxkaeT  Tekywue HaCTPOMKHK aBTOMAaTUYECKOro
gi_port | te_port: (1..8/0/1..4). MOHMWUTOPUHIa BbIBPAHHOIO NOPTa UM BCEX NOPTOB CUCTEMBI.
tengigabitethernet

te_port}]
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[Mpumep 8biNoAHEHUA KOMAHObI:

swl#show fiber-ports optical-transceiver interface gil/0/24 detailed

Port Temp Voltage Current Output Input LOS Transceiver
[C] [V] [mA] Power Power Type
[mW / dBm] [mW / dBm]
gil/0/24 58 3.25 20.09 0.58 / -2.30 0.00 / -40.00 Yes Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current

Output Power - Measured TX output power in milliWatts

Input Power - Measured RX received power in milliWatts

LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
Vendor name: OEM
Serial number: SX31221300026
Connector type: LC
Type: SFP/SFP+
Compliance code: 10GBASE-LR
Laser wavelength: 1310 nm
Transfer distance: 10000
Diagnostic: supported

Tabnnua 5.172 — MapameTpbl ANArHOCTUKM ONTUYECKOTO TpaHCUBEpPa

Mapamemp 3HayeHue
Temp Temnepatypa TpaHcMBepa.
Voltage Hanps»keHue nuTaHMA TpaHcMBepa.
Current OTKNOHEHWe TOKa Ha nepegave.
Output Power BbIxo4HasA MOLLHOCTb Ha nepeaaye (MBT).

Input Power

BxogHan moLHOCTb Ha Npueme (MBT).

LOS

MNoTepsa curHana.

Mpu noppobHOM auarHocTmke AnAa napameTtpoB Temp, Voltage, Current, Power namepeHHble
3HauYeHMA BbIBOAATCA Ha aucnnei. Mpu 0ObIMHOW AMArHOCTUKE WM3MEPEHHble 3HAYeHWUa A8 3TUX
napameTPOB CPAaBHMBAKOTCA C AOMYCTUMbIMM, U HA AWUCNIEN BbIBOAUTCA pe3ynbTaT cpaBHeHua (W, E, OK).

3Ha4yeHuA pe3ynbTatoB ANAarHOCTUKU U CPaBHEHUA NMNAPaMETPOB:

— N/A - HepgocTynHO,

— N/S - He noaaepunBaeTca,
— W - npeaynpexaeHue,

— E-owwnbKa,

— OK - 3HaueHue B nopaake.
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5.22 ®dyHKuumn obecnevyeHnsa 6esonacHocTn

5.22.1 ®yHKyuu obecneyeHus 3awWumol NOPMos

C uenbto nosblweHns 6e30MacHOCTM B KOMMYTATOpe CYyLLECTBYET BO3MOMHOCTb HAaCTPOUTb KaKoM-
6o MopT Tak, 4Tobbl AOCTYN K KOMMYTaTOpy 4yepes 3TOT NOPT NPefoCTaBAAaICA TO/IbKO 3afaHHbIM
ycTpoiictBam. @DyHKUMA 3alWMTbl NOPTOB OCHOBaHa Ha onpegeneHun MAC-agpecoB, KOTOPbIM
paspelwaetcs goctyn. MAC-agpeca MoryT 6biTb HaCTPOEHbI BPYUYHYIO UM U3yUYeHbl KOMMmyTaTopom. Mocne
N3y4yeHns HeobXoaAMMbIX aapecoB NopT caeayeT 3ab0KMPOBaTh, 3aLWMUTMUB €ro OT NOCTYN/IEHNS NAKEeTOB C
HeunsyyeHHbimM MAC-agpecamun. Takum obpasom, Koraa 3ab10KMPOBaHHbIN NOPT noJsiydaeT naket, U MAC-
aApec NCTOYHMKA MaKeTa He CBA3AH C 3TUM NMOPTOM, aKTUBMU3UPYETC MEXAHU3M 3aLLMTbl, B 3aBUCMMOCTU
OT KOTOPOro MOTyT 6bITb MPUHATLI CAEAYIOWME MEPbI: HECAHKLMOHMPOBAHHbIE MaKeTbl, NOCTynatoLme Ha
3a06/10KMPOBAHHbIM  MOPT, MNEepecbiNaloTcA, OTOpacbiBalOTCA, /MO0 XKe MopT, NPUHABLUMA NaKeT,
oTKkNtovaeTca. PyHKumsa 6HesonacHoctn Locked Port nossosAeT coxpaHUTb CAMCOK M3y4YeHHbix MAC-
agpecoB B danne KoHourypauum, Takmm o6pasom, 3TOT CMUCOK MOXKHO BOCCTaHOBUTb MNocC/e
nepesarpysKku yCTpomncTBa.

CyuwiecTtByeT orpaHuyeHue Ha Koaumvectso MAC-apgpecoB, KOTOpoe MOXeT U3y4UTb NopTt
ucnonb3yowmin GyHKUMIO 3awmTbl. Ana KommyTtatopos MES3000 3To orpaHMyYeHue paBHO
128 appecam Ha nopr.

KomaHObI pexcuma KoHguaypuposaHusa uHmepgelica (QuanazoHa uHmepgelicosg) Ethernet,
UHmMepgelica 2pynnel NOpmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoOHPUrypuposaHua nHtepdeiica Ethernet, untepoeiica
rpynnbl NOpPTOB:

console (config-if) #

Tabnuua 5.173 — KomaHapl pexkuma KoHPurypmposaHua nHtepoeica Ethernet, rpynnbl nHTepdeiicos

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

port security max num 3afaeT MaKCcMManbHoe KOIMYeCcTBO afpecos, KOTOpOe MoXeT

(1,_128)/1 U3y4nTb NOPT.

no port security max YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

ort security routed .
P v YcTaHaBauBaert 3awmieHHblin MAC-agpec.

secure-address MAC-addr

no port security routed
secure-address
[MAC-addr]

dopmat MAC agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

Ypanaer sawmweHHbIn MAC-agpec.

port security

port security forward
[trap trapl}

port security discard
[trap trap]

port security discard-
shutdown [trap trap]

port security trap trap

(1..1000000) cek

BkAtoyaeT GyHKUMIO 3aLmTbl Ha HTepdelice. BaokmpyeT
bYHKLMIO M3yYeHUsa HOBbIX aApecos Ana uHtepdeiica. NakeTbl
C HensyyeHHbIMM MAC-agpecamm UCTOUYHMKA OT6pacbiBatoTCA.
KomaHgza aHanornyHa KomaHze port security discard.

BratouaeT GpyHKLMIO 3aLLMTbl Ha MHTepdeiice. BaokupyeT
bYHKUMIO M3yYeHWUsa HOBbIX aApecoB Ana uHTepdeiica. MakeTbl
C HeunsyyeHHbIMU MAC-aapecammn UCTOYHUKA NepechINatoTCA.

BratouaeT GpyHKLMIO 3aLLMTbl HA MHTepdeiice. BrokupyeT
bYHKUMIO M3yueHWUsa HOBbIX aApecoB Ana uHTepdeiica. MakeTbl
C HeunsyyeHHbIMU MAC-agpecamm UCTOYHUKA OTEPachIBatOTCA.

Bk/itovaeT PyHKLMIO 3alWmTbl Ha MHTepdeiice. BoikatovaeT
nopT Npu NOCTYN/JI€HNUU NAKeTOB C HemsyyeHHbIMn MAC-
agpecamu. MNakeTbl ¢ HensydeHHbIMM MAC-agpecamu
MCTOYHUKa OTOpacbIBatOTCA.

3apaeT YacToTy reHepmpyembix coobueHmnit npotokona SNMP
trap npu NoCTynNeHUM HeCAaHKLMOHUPOBAHHbIX MAKeTOB.
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no port security

BbIk/oYaeT GpyHKLUMIO 3alLMTbl HAa HTepdelice.

port security mode {max-
addresses | lock}

-/lock

3agaeT pexum orpaHuyeHusa nyvyeHna MAC-agpecos ana
HacTpanBaemoro nHTepdeica.

- max-addresses — yaanaer TekyLme AMHAMUYECKN U3YYeHHble
afpeca, cBA3aHHble ¢ UHTepdericom. PaspelueHo n3yyeHue
MaKCMMaNbHOrO KO/IMYecTBa afpecos Ha nopTy. [oBTopHoe
M3yyeHune 1 CTapeHne paspeLleHbl.

- lock — coxpaHseT B ¢pann TekylmMe SUHAMUYECKM U3YYEHHbIE
afpeca, cBA3aHHble ¢ HTepdelicom 1 3anpeLaet obyyeHne
HOBbIM aApecam U CTapeHue yxKe U3y4YeHHbIX afpecos.

no port security mode

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHULO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>

Tabnunua 5.174 — KomaHab! pexkuma EXEC

te_port: (1..8/0/1..4);
group: (1..12)

{gigabitethernet gi port |
tengigabitethernet te_port
| port-channel group}

KomaHoa 3HaveHue Aelicmeue
show ports security . MoKa3blBaeT  HACTPOMKM  OYHKUMKM  6e30macHOCTM  Ha
. . gi_port: (1..8/0/1..24); N
{gigabitethernet gi port | te. port: (1.8/0/1..4); BblbpaHHOM MHTepdeiice.
tengigabitethernet te_port P I’OI:J (1 12)" !
| port-channel group} group: {2..
show ports security MoKasbiBaeT  TeKywwue  AMHAMUYeCKMe  agpeca  AnA
addresses gi_port: (1..8/0/1..24); 3a6/10KMPOBAHHbIX MOPTOB.

set interface active
{gigabitethernet gi port |
tengigabitethernet te_port
| port-channel group}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

AKTMBM3UpPYET UHTepdENC, OTKAIOYEHHDbIW GYHKUMEN 3aWnTbl
nopta (KomaHZa 4OCTYyMHa TONbKO ANA NPUBUIErMPOBAHHOMO
nonb3osarens).

[pumepbl 8b1M0AHEHUS KOMAHO

BkntounTb GyHKUMIO 3aWmTbl Ha 15 u
n3ydyeHue noptos — 1 nopT. Nocne nsyye

HTepdeiice Ethernet. YcTaHOBUTb OrpaHuWyeHuWe Ha
Hua MAC-agpeca 3a6/10KkMpoBaTh PYHKLMIO U3ydeHus

HOBbIX agpecoB Ana WHTepdelica C Uenblo OTOPOCUTbL MNaKeTbl € HeusyyeHHbiMM MAC-
agpecammn UctouyHmka. CoxpaHuTb B dpaiin n3yyeHHbI agpec.

console# configure

console (config) # interface gigabitethernet 1/0/15
console (config-if) # port security max 1

MoAKAKOUYNTD KNMEHTA K NOPTY U U3YUUTb

MAC-agpec.

console (config-if) # port security discard
console (config-if)# port security mode lock

5.22.2 lMpoeepka nodauHHOCMU KaueHma Ha ocHose nopma (cmaHdapm 802.1x)

5.22.2.1 ba3zosasa nposepKa nodauHHOCMU

AyTeHTUPMKAUMA Ha OCHOBe CTaHAapTa

802.1x obecneuymMBaeT MPOBEPKY MNOANMHHOCTU

nosib3oBaTenemn KOMMYTaTOpa 4epe3 BHELLUHWM cepBep Ha OCHOBE MOPTa, K KOTOPOMY NOAK/THOYEH K/IUEHT.

Tonbko BYTeHTMd)MLI,MpOBaHHbIe N aBTOPU30BAHHDI

€ nonb3oBaTe/sIM CMOTYT nepenaBatb U NMPUHMMATb

AaHHble. MpoBepKa NOAJIMHHOCTM NoJIb30BaTeNeN NOPTOB BbiNo/IHsAETCA cepBepom RADIUS nocpencrsom

npotokona EAP (Extensible Authentication Protocol).
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KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoro KoHGUrypupoBaHus:

console (confiqg) #

Tabnunuya 5.175 — KomaHabl pexkmMma rnobasibHoro KOHGUrypmpoBaHUs

KomaHda

3HayeHue/
3HayeHue no
YMOAYAHUIO

Aelicmeue

dotlx system-auth-control

no dotlx system-auth-
control

-/ force-authorized

BKntoyaeT pexxum ayTeHTUdPUKaumm 802.1X Ha KommyTaTope.

BbikntouaeT pexkum ayteHTMdUKaumm 802.1X Ha KommyTaTope.

aaa authentication dot1x
default {none | radius}
[none | radius]

no aaa authentication
dotlx default

-/radius

3ajaeT oAMH WAM ABa MeTOAa MPOBEPKM MOANMHHOCTH,
aBTopm3aumMm u  ydeta (AAA), ANs  MCNONb30BaHMA Ha
nHTepodeicax IEEE 802.1X.

- none — He BbINONHATL ayTeHTUMKALMIO;

- radius — wucnonb3oBaTb cnucok RADIUS-cepBepoB Aans
ayTeHTUdUKALMM NONb30BaTENA.
Btopoii meToa ayTeHTUPMKauuM  Ucnosb3yetca
V TO/IbKO B C/ly4ae, ec/iM NO NepBoMy ayTeHTUdUKaumna
6bin1a HeycneLwHoM!.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM B peXnume KoHPUrypuposaHua nHtepoeica Ethernet:

console (config-if) #

MpoTtokon

v

EAP

(Extensible

Authentication
ayTeHTUdUKaLUU YOaNeHHOrO KMEeHTa, NPU 3TOM onpeaenas MmexaHU3m ayTeHTUGUKaumu.

Protocol) BbinonHser 3agaum pgns

Tabnunuya 5.176 — KomaHabl pexkuma KoHpurypmposaHua nntepdeliica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

dotlx port-control

{auto | force-authorized |
force-unauthorized} [time-
range time]

no dotlx port-control

-/ force-authorized
time: (1..32)

HactpanBaetr ayTeHTMduKauumio 802.1X Ha uHTepdeiice.
PaspelwaeT py4yHOM KOHTPONb 3@ COCTOSHMEM aBTOpU3auuu
nopra.

- auto - ucnonb3osaTb 802.1X ANA U3MEHEHMA COCTOAHUA
K/IMEHTA MeXy aBTOPM30BaHHbIM U HEABTOPU30BaHHbIM;

- force-authorized — BbikntoyaeT ayteHTUOUKaumo 802.1X Ha
nHTepoerice. MopT nepexoanT B aBTOPU3OBAHHOE COCTOAHME
6e3 ayTeHTUPMKaLumu;

- force-unauthorized - nepeBoauT NopT B HEaBTOPM30BaHHOE
coctofHue. WUrHopupytoTca Bce MOMbITKU ayTeHTUdUKaL MK
KAWEHTa, KOMMYyTaTop He npenocTaBnseT  cepsuc
ayTeHTMdUKALMM oNA 3TOro NopTa;

time — wHTepBan BpemeHW. Ecnn AaHHbIM nNapameTp He
onpegeneH, To NOPT He aBTOPU30BaH.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

dotlx reauthentication

no dotlx reauthentication

-/ nepuogmuyeckme
NOBTOPHbIE NPOBEPKM
NOA/MHHOCTM BbIK/IIOYEHbI

BkntovaeT nepvoguyeckune NOBTOpPHblE NnpoBepKM
NoANMHHOCTM (NepeayTeHTUdUKALMIO) KNINEHTa.
BblkntouaeT nepvogunyeckune NOBTOpPHblE NpPOBEPKM

NoANMHHOCTM (NepeayTeHTUdUKALMIO) KANeHTa.

dotlx timeout reauth-
period period

no dotlx timeout reauth-
period

300..4294967295/
3600 ceK

YcTaHaBAMBaAET Nepuos Meay MOBTOPHbIMM MPOBEPKaMM
NoAJ/IMHHOCTM.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.
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dotlx timeout quiet-period
period

no dotlx timeout quiet-
period

0..65535/60 cek

YcTaHaBAWBaeT nepuog, B TEYEeHUE KOTOPOro KOMMYTaTop
OCTaeTCA B COCTOAHUM MOYaHWA MOCNE HEYAAYHOW MPOBEPKU
NOANNHHOCTK.

B TeyeHWe nepuosa MoONYaHWA KOMMYTATOP He MPUHUMAET U
He MHULUMPYET HUKAKUX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YcTaHaBAMBaeT 3HaYeHue Mo YMONYaHUIo

dotlx timeout tx-period
period

no dotlx timeout tx-period

30..65535/30 cek

YcTaHaBAMBaeT Mepuog, B TeYeHWe KOTOPOro KOMMYyTaTop
OXMAaeT OTBeT Ha 3anpoc /AuMbo uaeHTUOMKauuio no
npotokony EAP OT KAueHTa, nepes NOBTOPHOW OTNpaBKoM
3anpoca.

YcTaHaBAWBaeT 3HaYeHne Mo YMONYAHUIO.

dotlx max-req count

no dotlx max-req

1..10/2

YcTaHaBAMBaeT MaKCMMasbHOE YMCNO MOMbITOK nepegayn
3anpocoB npoTtoKkosia EAP-kaneHTy nepen, HOBbIM 3anyCcKoOM
npouecca NPoBepKu NOAJMHHOCTH.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx timeout supp-
timeout period

no dotlx timeout supp-
timeout

1..65535/30 cekyHz,

YcTaHaBAuBaeT nepuvog, MeXAy NOBTOPHbIMU Mepesadyamu
3anpocoB NpoToKona EAP-knuneHTy.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx timeout server-
timeout period

no dotlx timeout server-
timeout

1..65535/30 ceKkyHg,

YcTaHaBAMBaeT Mepuog, B TeYeHWe KOTOPOro KOMMYyTaTop
OXKMAaeT OTBETa OT cepsBepa ayTeHTUMKaLUn.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOWM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 5.177 — KomaHap! pexkuma Privileged EXEC

KomaHoa

3HavyeHue

Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet
te_port]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

BpyyHylo ocyliecTBaseT NoBTOPHYIO MPOBEPKY MOAJIMHHOCTU
yKasaHHOro nopta B KomaHze, savbo Bcex MOpPTOB,
nopaepxumsarowmx 802.1X.

show dotlx interface
{gigabitethernet gi_port |
tengigabitethernet
te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MokasbiBaeT coctosaHne 802.1X anAa KommyTatopa nmMbo ana
yKasaHHoro nHtepdeiica.

show dot1x users
[username username]

(1..160) cumonos

MoKkasbiBaeT AKTUBHBbIX
nosb3osatenei 802.1X kKommyTaTopa.

ayTeHTUULMPOBAHHbIX

show dot1x statistics
interface {gigabitethernet
gi_port |
tengigabitethernet
te_port}

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)

MokasbiBaeT cTatuctuKy no 802.1X pgns  BbibpaHHOro

nHTepoeiica.

[Mpumepbl 8bINOAHEHUA KOMAHO

= BKAOUMTD pexmm ayTeHTuduKaumm 802.1X Ha KommyTaTope. Mcnonb3zoBaTb RADIUS-cepsep ans
NpPOBEpPKN MNOAJMHHOCTU KAMEHTOB Ha MHTepdencax IEEE 802.1X. Ana 18 unHTepdeinca Ethernet
MCMO/1b30BaTb peXum ayTeHTudmnKauymm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface gigabitethernet 1/0/18
console (config-if)# dotlx port-control auto
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= [lokasaTtb cocToAHue 802.1X ana KommyTaTtopa, ansa 12 nHrepdeinca Ethernet.

console# show

dotlx

802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/1 Force Authorized Authorized* Disabled 3600 n/a
gi0/2 Force Authorized Authorized* Disabled 3600 n/a
gi0/3 Force Authorized Authorized* Disabled 3600 n/a
gi0/4 Force Authorized  Authorized* Enabled 3600 n/a
gi0/5 Force Authorized Authorizedx* Disabled 3600 n/a
gi0/6 Force Authorized Authorizedx* Disabled 3600 n/a
gi0/7 Force Authorized Authorizedx* Disabled 3600 n/a
gi0/8 Force Authorized Authorized* Disabled 3600 n/a
gi0/9 Force Authorized Authorized* Disabled 3600 n/a
gi0/10 Force Authorized Authorized* Disabled 3600 n/a
gi0/11 Force Authorized Authorized Disabled 3600 n/a
gi0/12 Force Authorized Authorizedx* Disabled 3600 n/a
gi0/13 Force Authorized Authorizedx* Disabled 3600 n/a
gi0/14 Force Authorized Authorized* Disabled 3600 n/a
gi0/15 Force Authorized Authorized* Disabled 3600 n/a
gi0/16 Force Authorized Authorized* Disabled 3600 n/a
More: <space>, Quit: g, One line: <return>
console# show dotlx interface gigabitethernet 1/0/12
802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
* Port is down or not present
Quiet period: 60 Seconds
Tx period: 30 Seconds
Max req: 2
Supplicant timeout: 30 Seconds
Server timeout: 30 Seconds
Session Time (HH:MM:SS): 00:00:00
MAC Address:
Authentication Method: Remote
Termination Cause: Port re-initialize
Authenticator State Machine
State: INITIALIZE
Backend State Machine
State: INITIALIZE
Authentication success: O
Authentication fails: 0

Tabnunuya 5.178 — OnucaHne pesynbTaToB BbINOJHEHUA KOMaHA,

Mapamemp OnucaHue

Port

Homep noprTa.

Admin mode

Pexkum ayteHTndmkaymm 802.1X: Force-auth, Force-unauth, Auto.
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Oper mode

OnepauyMoHHbI peXMm NnopTa: aBTOPM30BaHHbIN, HEAaBTOPU30BaHHbIN, MB0
BbIKNtOYEHHbIN (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayteHTUdUKaLMN.

Reauth Period

Mepuoa mexKay NOBTOPHbIMM NPOBEPKAMMU NOAJIUHHOCTH.

MUma nonb3osaTtena npu ncnonvzosaHnm 802.1X. Ecam nopT aBTOpU30BaH, TO
oTobpaykaeTca UMsA TEeKyLLEero nosb3osaTtena. Eciv nopT He aBTOpM30BaH, TO

Username
oTobpakaeTca MMA NOCAeAHEero ycrnewHo aBTOpM30BaHHOIO N0/b30BaTeNA Ha
nopTy.
Mepuog, B Te4eHME KOTOPOro KOMMYTATOP OCTaeTCA B COCTOAHUM MOAYAHMA nocae
Quiet period HeyAa4yHOM NPOBEPKM NOANNHHOCTYU.
Mepuoga, B Te4EHME KOTOPOro KOMMYTATOP OXKMAAeT OTBET Ha 3anpoc inbo
Tx period ngeHtTndukaumio no npotokony EAP oT kKineHTa, nepes NOBTOPHOM OTNPaBKOW
3anpoca.
Max req MaKcrMmanbHoe YMC0 NONbITOK Nepesayn 3anpocoB NPoTokoaa EAP KnneHTy

nepea HoBbiM 3anyCKOM npouecca npoBepkn NoaIMHHOCTW.

Supplicant timeout

Mepuoa mexay NOBTOPHbLIMKU Nepeaadamm 3anpocos Npotokona EAP KnneHTy.

Server timeout

Mepwvopa, B Te4eHNE KOTOPOro KOMMYTATOP OXMAAeT OTBETA OT cepBepa
ayTeHTUdMKaumu.

Session Time

Bpemsa nogxtoueHuns noab3osaTens K yCTpoMcTsy.

Mac address

MAC-agpec nonb3oartens.

Authentication Method

MeTtoz ayTeHTUUKALMN YCTaHOBIEHHOM Ceccun.

Termination Cause

MpuYMHa 3aKpbITUA ceccun.

State

TekyLliee 3Ha4YeHMe aBTOMaTa COCTOSHUM onpeaennTens NoaJAMHHOCTM U BbIXOAHOTO
aBTOMaTa COCTOAHUM.

Authentication success

Konanyectso nosiyyeHHbIX COOBLLEHNI 06 ycrnewHol ayTeHTUdUKaL MK OT cepBepa.

Authentication fails

Koanyectso nosilyyeHHbIX COOBLLEHNI O HeyCnewwHoW ayTeHTudMKaLmMmM oT cepeepa.

VLAN

lpynna VLAN Ha3HavyeHHadA noab3oBaTento.

Filter ID

MaeHTudumKatop rpynnbl GUabTpaLmm.

= [lokasaTtb cTaTUCTUKY no 802.1X ans nHtepdelica Ethernet 13.

console# show dotlx statistics interface gigabitethernet 1/0/13

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnunua 5.179 — OnncaHMe pesybTaToB BbIMNO/JHEHMA KOMaH/,

Mapamemp OnucaHue
KonnuectBo KoppeKTHbIX NakeToB ntoboro Tuna npoTtokona EAPOL (Extensible
EapolFramesRx Authentication Protocol over LAN), NpUHATbIX AaHHbIM OnNpeaenvTenem
NoA/IMHHOCTM.
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KonnyectBo KOppeKTHbIX NakeToB Ntoboro Tvna npotokosia EAPOL, nepeaaHHbIxX

EapolFramesTx

OAHHbIM onpeaenuTenem NogIMHHOCTY.
EapolStartFramesRx Konunyectso naketos Start npotokona EAPOL, NpuMHATLIX AaHHbIM onpeaenvrenem

NOA/IMHHOCTMU.

Konunyectso naketos Logoff npoTtokona EAPOL, NpUHATLIX AaHHbIM onpeaenMrenem
EapolLogoffFramesRx & P P A Pea

NOANMNHHOCTK.

Konunyectso naketoB Resp/ld npotokona EAPOL, NpUHATbLIX 4aHHbIM
EapolRespldFramesRx p/id np P A

onpeaenutenem NOAJNHHOCTU.

Konnuectso naketos oteBeToB (Kpome Resp/ld) npotokona EAPOL, npuHATbIX
EapolRespFramesRx (kp p/id) np P

OAHHbIM onpeaenuTenem NOSJAMHHOCTY.

Konunyectso naketoB Resp/ld npoTtokona EAPOL, nepegaHHbIX AaHHbIM
EapolReqldFramesTx p/1d np PEA A

onpeaenutenem NOAJNHHOCTU.

Konnuyectso naketoB 3anpocos (Kpome Resp/Id) npotokona EAPOL, nepeaaHHbIX
EapolRegFramesTx P (kp p/d) np » Nepea

AdaHHbIM onpegenntenem NOANNMHHOCTU.

InvalidEapolFramesRx

Konunyectso naketos npoTtokona EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATbLIX
OaHHbIM onpeaenuTenem NOAJANHHOCTU.

EapLengthErrorFramesRx

Konunyectso naketos npoTokosia EAPOL ¢ HEKOpPPEKTHOM ANIMHOM, NPUHATBIX
AaHHbIM onpeaenvTenem NoAJMHHOCTY.

LastEapolFrameVersion

Bepcua npoTtokona EAPOL, npuHATan B camom nocnegHemM Ha AaHHbIM MOMEHT

nakere.

LastEapolFrameSource

MAC-agpec UCTOYHMKA, I'IpMHHTbIl‘;I B CAMOM Noc/ieAHEM Ha AaHHbIN MOMEHT NakKeTe.

5.22.2.2 PacwupeHHasA nposepKa nodauHHOCMuU.

PacwmpeHHble HacTpoiku dotlx No3Bo/AOT NPOBOAMTb MPOBEPKY MOAAMHHOCTM AN HECKONbKUX
KAMEHTOB, MOAKNOYEHHbIX K nopTy. CyllecTByeT [Ba BapuaHTa ayTeHTUGMKALMU: MepBblid, Koraa
npoBepKka MNOA/MHHOCTM Ha OCHOBe nopTa TpebyeT ayTeHTUdMKAUMM TONbKO OAHOIO KAWEHTa, YTobbl
OOCTYN K CUCTEME MMENU BCE KAMEHTbI (pexkunm multiple hosts), BTopoit, Koraa nposepKka NogAMHHOCTU
TpebyeT ayTeHTUdMKaALMN BCEX NOAKNIOYEHHDbIX K MOPTY KAMEHTOB (pexkmm multiple sessions). Ecan nopt B
pexunme multiple hosts He NnpoxoauT ayTeHTUOUKALMIO, TO BCEM MOAKNOYEHHBIM XOCTamM ByAeT OTKasaHo
B AOCTyne K pecypcam ceTu. TaKKe K pacluMpeHHbIM HacTPoMKam OTHOCUTCA aAMUHUCTPUPOBaHWE
roctesbix VLAN, K KOTOPbIM MMEIOT A0CTYN He Npolweallme ayTeHTUMOUKALMIO N0b30BaTeNN,

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rno6anbHOro KOHGUIypnpoBaHua:

console (config) #

Tabnunua 5.180 — KomaHAabl pexkrMma rnobasibHoro KOHGUrypmpoBaHUs

3HayeHue/3HayeHue no

no dotlx bpdu

KomaHoa Aelicmeue
YMOAYAHUIO
dotlx bpdu {filtering | 3apaeT 06paboTKy 3awmTbl nopToB 802.1x BPDU, Koraa 802.1x
bridging} rno6anbHO BbIK/IOYEH.
- filtering — dunbTpoBaTh NakeTbl 802.1x BPDU;
- bridging — nepegasaTb naketbl 802.1x BPDU Kak 06blyHble
-/filtering naKeTbl AaHHbIX.

V dyHKkumMAa  pabotaeTr  TONbKO  KOrAa  pexum

ayTeHTUPUKaumum 802.1x Ha KOMMYTaTOpe BbIK/IIOYEH.
Ana BblkNOYeHUA ayTeHTUPUKauum 802.1x ucnonb3yertcA
KomaHpga: no dotlx system-auth-control.

YcTaHaBAMBaeT 3HaYeHUe No YMOYaHUIO.

timeout

dotlx guest-vlan timeout

timeout: (30 .. 180) /

YcTaHaBAMBaeT BpemMsa 33fepXKu  Mexay BK/IOYEHMEM
pexuma ayTeHTUdMKaumm 802.1x (MM BKAOYEHUEM MopTa) U
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no dotlx guest-vian
timeout

nobasneHnem nopta B guest VLAN.

YcTaHaBAMBaeT 3HaYeHUe No YMONYaHUIO.

dotlx traps mac-
authentication success

KOrga  KAUEHT
MAC-agpecy,

Paspelaer
ycnewHo

oTnpaBsKy
NpPOXoauT

trap-coobueHuni,
ayTeHTMdMKaumMio no

no dotlx radius-attributes
errors filter-id resources

-/ disable OCHOBaHHY0 Ha cTaHgapTe 802.1x.
no dotlx traps mac- YcTaHaBAMBAET 3HaYeHMeE MO YMONYAHUIO.
authentication success
dotlx traps mac- PaspeluaeT oTnpaBKy trap-coobLuieHui, Koraa KAUEHT He
authentication failure npowen ayteHTUPpMKaumio no MAC-agpecy, OCHOBaHHYIO Ha
-/ disable cTtaHaapTe 802.1x.
no dotlx traps mac-
L . YcTaHaBAMBaeT 3Ha4YeHMe No YMONYAHMIO.
authentication failure
dotlx radius-attributes YcTaHaBAnBaeT 06paboTky owmnbok ans atpubytos RADIUS:
errors filter-id resource - accept — nonb3osaTesib NPUHAT, ecan dunbTpauma no ID He
{accept | reject} MOKeT bbITb MPon3BeAeHa No NpPUYMHAM pacnpeseneHns
pecypcoB. Ecaun dpunbtpauma no ID He MOKeT 6bITb
/ reject npouseeAeHa No Apyrum npuunHam, nosb3osatens byaer

OTKJ/IOHEH;
- reject — Ecnun dunbTpauma no ID He moxeT BbITb 3afaHa, To
nonb3oBaTenb 6yAeT OTKNOHEH.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKU B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console (config-if) #

Tabnnua 5.181 — KomaHgbl pexxuma KoHpuUrypuposaHua nHTepdeiica Ethernet

3HayeHue/3HayeHue no

no dotlx single-host-
violation

KomaHoa Aelicmeue
YyMOAYAHUIO
dotlx host-mode {multi- PaspewaeT HanuMuMe OFHOrO/HECKONbKMX KAMEHTOB Ha
host | single-host | multi- aBTOpU30BaHHOM nopTy 802.1X.
sessions} -/ multi-host multi-host — HECKONbKO KIMEHTOB;
single-host — oguH KANEHT;
multi-sessions — HECKO/IbKO ceccuit.
dotlx violation-mode 3afjaeT felcTeue, KOTopoe HeobXxoAMMO BbINMOMHWUTL, KOrga
{restrict | protect | ycTpoicteo, MAC-agpec KoToporo oTimyaetcs oT MAC-agpeca
shutdown } KNMEHTA, OCYLLLeCTBAAET NOMbITKY AOCTYNa K MHTepdeicy.
- restrict - naketbl ¢ MAC-agpecom, oTandHbim oT MAC-agpeca
KAWEHTA, MNepecbiatoTca, NpPU 3TOM ajpec UCTOYHUKA He
n3yyaetcs;
- protect — nakeTtbl ¢ MAC-agpecom, oTaMyHbIM OoT MAC-
aapeca KnneHTa, oTbpacbiBatoTcA;
-/protect - shutdown — nopt BbiktOYaeTcs, naketol ¢ MAC-agpecom,

oTAnyHbIM oT MAC-agpeca KaveHTa, oTbpacbiBatoTcs;
YactoTa reHepupyembix coobuweHuit npotokona SNMP trap

npu nocTynaeHuu HeCaHKLMOHMPOBaHHbIX naketos
cocTasnset 1 cekyHay.
UrHopmpyetca, Korga multiple hosts

KomaHpa
\ / ucnonbsyetca. KomaHaa 3HauMma pans  pexuma
multiple sessions.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx guest-vlan enable

-/pocTyn 3anpelyeH

PaspewaeT HeaBTOPU30BaHHbLIM MOAbL30BATENAM [AAHHOTO
MHTepdenca goctyn K roctesoit VLAN.
Ha yctpoiictee ponkeH 6biTb aBTOpU3OBaH XOTA 6bl OAMH
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no dotlx guest-vlan enable

rocteBoh VLAN (KomaHpga dotlx guest-vlan B
. HacTpoiikax uHtepdeiica VLAN).

3anpelwaeT HeaBTOPU30BAHHbIM MO/Ib30BATENAM  AAHHOTO
MHTepodeica goctyn K roctesoit VLAN.

dotlx mac-authentication
{mac-only | mac-and-
802.1x}

-/BblK/lOYEHa

no dotlx mac-
authentication

BKntoyaeT ayTeHTUPUKAUMIO, OCHOBaHHyl Ha MAC-agpecax
nonb3osaTenen.

- mac-only — BK/tOYaET ayTEHTUPUKALMIO, OCHOBAHHYHO TOJIbKO
Ha MAC-agpecax, naketbl 802.1x urHopupyroTca;

- mac-and-802.1x — BK/OYaeT ayTeHTUMKALMIO, OCHOBAHHYIO
Ha 802.1x u MAC-agpecax.

’ - TocteBaa VLAN pomkHa 6biTb BK/AOUEHa, Korga
. ncnonb3lyerca ayteHTuuKkauyma no MAC-agpecy.
- Cratnueckmini MAC-agpec He pomkeH 6biTb
nponucaH.
- ®yHKUMA nepeayTeHTUPUKALUMM [AONKHA 6bITb
BK/IlOYEHa.

BbikntoyaeT ayTeHTMdMKaLMIO, OCHOBaHHY Ha MAC-agpecax
nosib3oBaTeneu.

dotlx radius-attributes
filter-id

no dotlx radius-attributes
filter-id

-/BbIKNIOYEH

BKAtOUNTL MPOBEPKY MOA/IMHHOCTU, OCHOBaHHyl Ha ACL/
HasHauuTb QOS-Policy.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa VLAN

Buz 3anpoca KOMaHAHOM CTPOKM B peXxnme KoHOUrypuposaHua nHtepdenca VLAN:

console (config-if) #

L/

NopT pgocryna (Access) He MoXKeT 6bITb YleHOM He ayTeHTUudUuuMpoBaHHo VLAN, pogHoii
VLAN TpaHKoBoro nopta (Trunk) He moxeT 6bITb He ayTeHTUdULMpoBaHHbIM VLAN, HO ans

rnasHoro (General) nopta PVID moxeT 6biTb He ayTeHTUdUUmMpoBaHHbiMm VLAN (HO TonbKo
TerMpoBaHHble NakeTbl MOryT 6bITb MPUHATbI B HEABTOPU30BAHHOM COCTOAHUM).

Tabnuua 5.182 — KomaHapl pexkuma KoHPurypmposaHua nHTepoeica VLAN

KomaHda 3HayeHue

Aelicmeue

dotlx auth-not-re
q Mo ymon4aHuio Aoctyn

HEaBTOPM30BaHHbIM
nonb3oBaTeNAM 3anpeLleH

no dotlx auth-not-req

Paspewaetr pgoctyn K pgaHHo VLAN HeaBTOpM30BaHHbIM
Nno/ib30BaTeNAM.

3anpewaetr p[octyn K gaHHoi VLAN HeaBTOpPM30BaHHbIM
Nnonb30BaTeNAM.

dotlx guest-vlan

Mo ymonuyanumio VLAN He
onpeaeneHa Kak roctesas

no dotlx guest-vlian

Onpegensert roctesyto VLAN.

OTKpbIBaeT HEaBTOPM30BaHHbIM MOJIb30BaTeNAM MHTepdeica
aoctyn K roctesoit VLAN. Ecam roctesas VLAN onpegeneHa u
paspelleHa, NopT byaeT aBTOMATUYECKM MPUCOEAMHATLCA K
Hel, Korga He aBTOPWM30BaH, M MOKMAATb, Korga nponger
aBTopM3aumio. YT1obbl MCMONbL30BaTb AaHHbIN QYHKLMOHA,
NopT He A0/IKEH ObITb CTaTUYECKUM YsieHoM roctesoit VLAN.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#
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Tabnnua 5.183 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa 3HaveHue Aelicmeue
show dotlx advanced MoKa3biBaeT AONOJIHUTENIbHbIE CBEAEHUMA O HACTPOMKax
[gigabitethernet gi_port | gi_port: (1..8/0/1..24); npotokona 802.1x (KomaHga AoOCTynHa TO/MbKO  AAA
tengigabitethernet te_port: (1..8/0/1..4) NpWBUIErMPOBAHHOIO NOJb30BaTeN ).
te_port]

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.184 — KomaHgb! pexuma Privileged EXEC

KomaHoa 3HayeHue Aelicmeue

show dot1x bpdu MokasbiBaeT 06paboTKy 3awmTel noptos 802.1x BPDU Korpa
- 802.1x rno6anbHO BbIKAKOYEH.

5.22.3 KoHmposnab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoM NpOTOKO/, MO3BONAIOWMNA KAMEHTY MO
3anpocy nony4atb IP-aapec u agpyrue Tpebyemble napameTpbl, HeobxoanMmble ana pabotsbl B cetn TCP/IP.

Mpotokon DHCP MmoXeT WCNoNb30BaTbCA 310YMbIWAEHHUKAMW ONA COBeplleHMA aTak Ha
YCTPOMCTBO, KaK CO CTOPOHbI KANEHTA, 3acTaBnAaa DHCP-cepeep Bbl4aTb BCe AOCTYMHblE aapeca, Tak M co
CTOPOHbI cepBepa, nyTem ero noameHbl. [porpammHoe obecneyeHne KommyTaTopa NO3BOAAET
obecneunTb 3aWMTY YCTPOMCTBA OT aTak C UCNOSb30BaHMeM npoTokosna DHCP, ana yero npumeHsetcs
$YHKUMA KoHTponA npoTokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb nosseneHne DHCP-cepBepoB B ceTw, paspewas ux
NCNo/Ib30BaHME TO/MIbKO HAa «A0BEPEHHbIX» MHTepdelicax, a TakKe KOHTPO/AMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMN.

Onuma 82 npotokona DHCP (option 82) ucnonbsyetca gns Toro, 4tobbl NpomHbopmmnposaTs DHCP-
cepsep 0 Tom, OT Kakoro DHCP-peTpaHcnsatopa (Relay Agent) n yepes Kakol ero nopT 6bia nosyyeH
3anpoc. MNpumeHseTca ANA yCTaHOBAEHUA COOTBETCTBUI IP-afpecoB M NOPTOB KOMMYTATOPA, a TaKXKe ANA
3alWMTbl OT aTak € UcnosibsoBaHMem npoTtokona DHCP. Onuuma 82 npeacraBnseT coboli 4ONONHUTENbHYIO
MHbOPMaUMIO (MMA yCTpPOoKCcTBa, HOMep nopTa), AobaBnseMylo KOMMYTaTOPOM, KOTopblii paboTaeT B
perxkmme DHCP Relay areHTa, B Buae DHCP-3anpoca, NpuMHATOrO OT KAMeHTa. Ha OCHOBaHUM AaHHOM
onuuu, DHCP-cepsep Bbigenser |P-agpec (guanasoH |P-agpecoB) M aApyrMe napameTpbl MNopTy
KommyTaTopa. Monyuns Heobxogmmble AaHHble oT cepBepa, DHCP Relay areHT Bblaenset IP-agpec
K/IMEHTY, a TaKXKe nepegaer emy gpyrme Heobxoanmble NapameTpbl.

Tabnuua 5.185 - dopmat noneit onumm 82

Mone lMepedasaemas uHgpopmayus

hostname ycTpolicTea

< id/i id>:< >
Circuit ID CTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan

MocneaHuii 6akT — Homep NOpPTa, K KOTOPOMY MOAKNOYEHO
ycTpoicTtBo, oTnpasnstowee dhcp-3anpoc.
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Remote agent ID

Enterprise number —0089c1
MAC-agpec ycTponcTtsa

, | DOna ncnonb3oBaHuA onuumn 82 Ha YCTPOMCTBE AO0MKHA 6bITb BKAKOYEHA

- $yHKumna DHCP relay areHTa. Ana sBkntoueHms DHCP relay areHTa
ucnonb3yetca KomaHga ip dhcp relay enable B pexkume rnobanbHoro
KOHOUrypupoBaHUa (CM. COOTBETCTBYIOLLMIL pa3gen AOKYMEHTALMUK).

® —

DnAa KoppeKTHO paboTbl ¢pyHKUnK DHCP Snooping Bce ucnonb3yemble
DHCP-cepBepa A0MKHbI 6bITb NOAKNOUYEHDbI K « AOBEPEHHbIM» NOPTaM

KommyTaTopa. Ana gob6aBneHnUs NopTa B CNUCOK «A0BEPEHHbIX»
ucnonb3yetca KomaHaa ip dhcp snooping trust B pexkume KoHoUrypaumm
mHTepdeica. na obecneyeHns 6e3oNacHOCTU BCe OCTa/IbHbIe NOPTbI
KOMMYTaTOPa A,0/1KHbl 6bITb «He4,0BePEHHbIMU Y.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoro KoOHGUryprupoBaHua:

console (config) #

Tabnunuya 5.186 — KomaHabl pexkrMma rnobasibHOro KOHGUrypmpoBaHUs

KomaHda 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO
ip dhcp snooping Mo ymonuaHuio Pa3spewaetr KommyTaTopy KOHTPO/AMpPOBaHWE MpPOTOKOAA
KOHTPO/INpPOBaHMe DHCP.
no ip dhcp snooping npotokona DHCP 3anpewaer KOMMyTaTOpy KOHTPO/MPOBaHWE MNPOTOKONA
BbIKNOYEHO DHCP.
ip dhcp snooping vlan vian- vlan-id: 1..4094 Pa3pewaet KoHTposnposaHue npoTtokona DHCP B npeaenax
id Mo ymonuyaHutio yKasaHHoro VLAN.
no ip dhcp snooping vian KOHTpO/IMpoBaHne 3anpeltaeTr KOHTpoanpoBaHue npoTtokona DHCP B npeaenax
vian-id npotokona DHCP yKasaHHoro VLAN.
BbIK/IOYEHO

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonuaHuio npuem
DHCP-nakeToB c onuuei 82
OT «HEHAAEXHbIX» MOPTOB

3anpeLLeH

Paspewaetr npuHumatb DHCP-nakeTbl ¢ onuueir 82 ot

«HeHaAeXHbIX» NOPTOB.

3anpewaet npuHUmatb DHCP-naketbl ¢ onuuer 82 ot

KHEHaAEeXXHbIX» MOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonyanuio
BeprdUKaLmA BKAOYEHA

Bkntouaetr Bepudukaumio MAC-agpeca KaveHta u MAC-
agpeca  MCTOYHMKA, npuHAToro B  DHCP-nakete  Ha
«HeA0BEepPEHHbIX» NOPTax.

Bbikntovaetr Bepudpukauuio MAC-agpeca KnveHta u MAC-

agpeca  WMCTOYMHMKA, npuHAToro B  DHCP-nakete  Ha
«He0BEePEHHbIX» MopTax.

ip dhcp snooping database PaspewaeT wucnonb3oBaHue pesepsBHoro ¢anna (6asbl)
Pe3epsHbili pain He KOHTpOnA npoTokosa DHCP.

no ip dhcp snooping ncnonbsyercs 3anpewaeT ucnosnb3oBaHve pesepBHoro danna (6asbl)
database KOHTpOAs NpoToKona DHCP.

ip dhcp snooping database 3apgaetr uactotry o6HoBneHusa danna (6asbl) KOHTpOAA

update-freq seconds

no ip dhcp snooping
database update-freq
seconds

(600 — 86400)/1200

npoTokona DHCP.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip dhcp information option

no ip dhcp information
option

Mo ymonyanumio
pobasneHue onumm 82
paspeleHo

Paspewaet ycTpoictey pobasneHve onuumn 82 npu pabote
npoTokona DHCP.

3anpewaeT ycTpoicTey aobasneHve onuun 82 npu pabote
npoTokona DHCP.

ip dhcp information option

string_id: 1..32 cumsonos

YcTaHOBKa naeHTUdMKaATOpa 3anpaLumBaloLLero y3a.
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format-type access-node-id
string_id

no ip dhcp information
option format-type access-
node-id

YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO

ip dhcp information option
format-type option format
[delimeter delimeter]

format: sp, sv, pv, spv, bin
delimeter: {., ; #/ space }

HacTpolika popmarta DHCP onuuum 82.
dopmar:

- Sp —HOMep c/10Ta U NopPTa;

- sV —Homep cnota n VLAN;

- pv —Homep nopta un VLAN;

- Spv —HOomep cnoTa, nopta u VLAN;

- bin — 6uHapHbIA popmaTt: VIAN, cnoT, nopr.

no ip dhcp information
option format-type option

YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,

UHMepagelica 2pynmnbl N1opmos

Bug 3anpoca KomMaHAHOW CTPOKK B pexume KoHPurypmposaHusa nutepdeinca Ethernet, untepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.142 — KomaHab! pexuma KoHpurypuposaHua nHtepdeliica Ethernet, rpynnbl untepdeiicos

3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

ip dhcp snooping trust

Mo ymonyaHuto nHtepdeiic
He ABNAETCA fOBEPEHHbIM

[JobaBnaer uHTepdeidc B CNUCOK «AOBEPEHHbIX» NpuU
MUCNONb30BaHUN KOHTpona npotokosna DHCP. DHCP-tpadwuk
«0BepeHHOro» WHTepderica cuntaetca 6e3onacHbIM U He
KOHTpO/IMpyeTca.

no ip dhcp snooping trust

Ypanaer uHTepdelc M3  CNUCKA  «A0BEPEHHbIX»
MCMOJIb30BAHUM KOHTPOAA NpoTokona DHCP.

npu

ip dhcp information option
format-type circuit-id
circuit-id

YcTaHaBaunBaeT cneundundHblii Circuit-id Ha nHtepdeiice.

" " . circuit-id: 1..63 cumsonos
no ip dhcp information

option format-type circuit-
id

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip dhcp information option
format-type remote-id
remote-id

YcTaHaBAnBaeT cneunounyHbili Remote-id Ha nHtepdeiice.

" " " remote -id: 1..63 cumBonos
no ip dhcp information

option format-type
remote-id

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxknma Privileged EXEC:

console#

Tabnnua 5.187 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa 3HaveHue

Aelicmeue

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
vlan-id: (1 .. 4094);
group:(1..12);
period: (10..4294967295)

ip dhcp snooping binding
mac-address

vlan-id ip-address
{gigabitethernet gi_port |
tengigabitethernet te_port

Hobasnaer B dain (6a3y) KoHTponsa npotokona DHCP
cooTtBetcTBne MAC-agpeca kKameHTa, rpynne VLAN u IP-agpecy
018 yKa3aHHOro uHTepdelica.

[aHHasn 3anucb byaeT AencTBUTENbHA B TEYEHUE YKA3aHHOTO B
KOMaHZAe BPeMEHU XKU3HWU 3arnucu, eciv KIMeHT He OTNpaBuT
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| port-channel group}
expiry {seconds|infinity}

no ip dhcp snooping
binding mac-address
vlan-id

3anpoc Ha DHCP-cepsep Ha o6HoBNeHWe. Talimep 0b6HyNAeTCA
B C/lydae MOAy4YeHWA OT K/MeHTa 3anpoca Ha obHoBneHue
(komaHga [poCTymHa TOAbKO  ANA  MPUBMAETMPOBAHHOMO
nosb3oBaTens).

- seconds — Bpema U3HW 3anucy;

-infinity — Bpems »XM3HW 3aNncK He orpaHMYeHo.

Ypanser u3s ¢ana (6a3bl) KoHTponsa npoTokona DHCP
cooTtseTcTBne MAC-agpeca kaveHTa 1 rpynnbl VLAN.

clear ip dhcp snooping
database

Ouuwaet daiin (6asy) KoHTpons npotokona DHCP.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 5.188 — KomaHabl pexkmma EXEC

KomaHda

3HaueHue Aeiicmeue

show ip dhcp information
option

Moka3sbiBaeT WHPopmaumio o6 ucnonb3oBaHWKM onuun 82
npotokona DHCP.

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

Moka3blBaeT KOHPUrypaumio ¢GyHKUUM KOHTPOAA MPOTOKOAA

gi_port: (1..8/0/1..24); DHCP

te_port: (1..8/0/1..4);
group: (1..12)

show ip dhcp snooping
binding [mac-address
mac-address]

[ip-address

ip-address] [vlan vian]
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

MokasbiBaeT cooTBeTcTBMA W3  daina (6asbl) KoOHTponA
npoTtokona DHCP.
gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)
vlan-id: (1..4094)

lpumepbl 8b1M10AHEHUS KOMAHO

= Pa3spewunTtb ncnoaodosaxHne DHCP onuumn 82:

console# configure
console (config)# ip dhcp relay enable
console (config)# ip dhcp information option

= [lokasaTb Bce cooTBeTCcTBUA U3 dalina (6asbl) KOHTpona npoTokosna DHCP:

console# show ip dhcp snooping

Interface

DHCP snooping is globally enabled

DHCP snooping is configured on following VLANs: 2, 5
DHCP snooping database: enabled

Option 82 on untrusted port is allowed

Verification of hwaddr field is enabled

Trusted
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5.22.4 3awuma IP-adpeca knueHma (IP-source Guard)

®dyHKkumsa 3awmtbl IP-agpeca (IP Source Guard) npepgHasHauyeHa Ans ¢unbTpauuu TpaduKa,
NPUHATOrO C WHTepdenca, Ha OcHOBaHMM Tabauubl cootsetcTBuit DHCP snooping M cTatMyeckmx
cootBeTcTBUI IP Source Guard. Takum obpasom, IP Source Guard nossonset 6opoTbcs ¢ nogmeHon IP-
aApecoB B NMaKeTax.

MockonbKy ¢GYHKUMA KOHTpoaa 3awuTtbl IP-appeca ucnonb3yeT Tabauubl COOTBETCTBMIA
J DHCP snooping, MmeeT CMbICA MUCNOAb30BaTb AaHHYIO (QYHKUUIO, npeaBapuUTeNbHO

HacTpous u Bkatouns DHCP snooping.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoro KoHGUrypnupoBaHus:

console (config) #

Tabnunua 5.189 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HaveHue Aelicmeue

ip source-guard BkAtoyaeT ¢GyHKUMIO 3awmThl IP-agpeca KAneHTa Ans Bcero

Mo ymonyaHuio GyHKumA KomMmyTaTopa.
no ip source-guard BbIK/tOYeHa BbiktoYaeT GyHKLMIO 3awmThl IP-agpeca KaveHTa oA BCero

KOMMyTaTopa.

ip source-guard binding Co3faHue CcTaTMYecKor 3anucu B Tabsauue COOTBETCTBUSA
mac-address vilan-id ip- mexay IP-agpecom KnuneHta, ero MAC-agpecom W rpynnoi
address gi_port: (1..8/0/1..24); VLAN ansa ykasaHHOro B kKomaHzae nHTepdeiica.
{gigabitethernet gi_port | te_port: (1..8/0/1..4);
tengigabitethernet te_port vlan-id: (1..4094);
| port-channel group} group: (1..12)
no ip source-guard binding YpaneHue ctaTuyeckon 3anucu B Tabaumue cooTBeTCTBMA.
mac-address vian-id
ip source-guard tcam 3agaer yvactoTy o6paleHusa YCTPOMCTBA K BHYTPEHHUM
retries-freq {seconds | pecypcam € Uenbld  3anucu B MamMATb  HEAKTUBHbIX
never} 3alLMLLEHHBIX IP-afpecos.

(10..600, never)/60 cek - never — 3anpelaaeTr 3anucb B MNaMATb HEAKTUBHbIX

3awmiLeHHbIX IP-agpecos.

no ip source-guard tcam YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
retries-freq

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
uHmepaelica 2pynmnsl MOPMos

Bupa 3anpoca KOMaHAHOW CTPOKK B pexume KoHPUrypmposaHua nutepdeica Ethernet, nutepdeitca
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.190 — KomaHabl pexkuma KoHPUrypuposaHua nHtepdeiica Ethernet, rpynnbl untepdelicos

KomaHoa 3HayeHue Aelicmeue
ip source-guard BkatoyaeT ¢yHKUMIO 3awmTbl  IP-agpeca KAveHTa  Ans
Mo ymonyaHuio dbyHKUMA HacTpamBaemoro nHTepdeiica.
no ip source-guard BbIK/tOYEHa. BoikntovaeT dyHKUMO  3awmTbl  IP-agpeca  KAveHTa  AnA
HacTpanBaemoro nHTepoeica.

Ethernet-kommymamopesi cepuu MES3000 173



SHELTEX

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunuya 5.191 — KomaHgb! pexuma Privileged EXEC

KomaHda

3HayeHue

Aelicmeue

ip source-guard tcam
locate

BpyuHyto 3anyckaeT npouecc obpaweHnsa ycTpoicTea K
BHYTPEHHUM Pecypcam C Le/blo 3anmcy B NamMATb HEAKTUBHbIX
3aWmuleHHbIX IP-agpecos. KomaHZa AocTynHa TOMbKO Anf
NPUBUIErMPOBAHHONO NOJIb30BaTeNSA.

KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnunuya 5.192 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue

Aelicmeue

show ip source-guard
configuration
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
group: (1..12)

KomaHza oTobparkaeT HacTpolKy GpyHKLMM 3awmTsl IP-agpeca
Ha 3a,aHHOM, MbOo Ha Bcex MHTepdelicax yCTponcTsaa.

show ip source-guard
status [mac-address
mac-address]

[ip-address

ip-address] [vlan vian]
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
vlan-id: (1..4094);
group: (1..12)

KomaHaa oTobparkaeT cTatyc pyHKUMM 3almnThl IP-agpeca ana
yKasaHHoro uHtepoeiica, IP-agpeca, MAC-agpeca nam rpynnbi
VLAN.

show ip source-guard
inactive

KomaHaa oTobpaskaeT He aKTMBHble IP-agpeca oTnpasutens.

[Mpumepebl 8bIM0AHEHUS KOMAHO

= [loKas3aTb HACcTPOMKY GYHKLMM 3aWwmTbl IP-agpeca ansa Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard

Interface

is globally enabled.

Enabled
Enabled
Enabled
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= BKAWOUUTb QYHKUMIO 3awmTbl IP-agpeca ana oéunbTpaumm TpaduKa Ha OCHOBAHWWM Tabawupl
cooTBeTcTBUIN DHCP snooping u ctatndecknx cootseTtcteuii IP Source Guard. Co3aaTtb CTaTUYECKYHO
3anucb B Tabanue cooteTcTBUA Ana uHtepdeiica Ethernet 12: IP-agpec kaneHTa — 192.168.16.14,
ero MAC-agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-i1 rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
gigabitethernet 1/0/12

5.22.5 KoHmpone npomokona ARP (ARP Inspection)

dyHKUMA KoHTpona npotokosa ARP (ARP Inspection) npeaHasHauyeHa AnsA 3allyTbl OT aTak C
ncnosb3oBaHMem npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKka). KoHTposb
npoToKosia ARP ocyuiecTBaseTca Ha OCHOBE CTaTUYecKux cooTsetcTanii IP- u MAC-agpecoB, 3aaHHbIX Ans
rpynnbl VLAN.

MopT, ckoHPUrypUpPOBaHHbIN «HegoBepeHHbIM» AnA dyHKuMu ARP Inspection, gonkeH
! TaK}Ke 6bITb «HeaoBepeHHbIM» AnAa pyHKunu DHCP snooping nam coorsercraue MAC-
' agpeca u IP-apgpeca gnA 3T0ro Nnopra A0MKHO 6bITb CKOHGUIYPUPOBaAHO cTaTUYecKU. UHaue
BAAHHbIV NOPT He byaeT oTBeyaTb Ha 3anpocbl ARP.

V‘ [na HeHa[EXHbIX NOPTOB BbINONHAIOTCA NPOBEPKU cooTBeTCTBUM IP- 1 MAC-aapecos.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMma rnobasbHOro KOHGUrypUpoBaHuUA:
console (config) #

Tabauua 5.193 — KomaHabl pexkuma rnobanbHoro KoHPUrypmMpoBaHus

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YyMOAYAHUIO

ip arp inspection BKAtoyaeT KOHTPosb NpoTokona ARP (dyHKumio ARP

Mo ymonyaHuio GyHKLmMA Inspection).
no ip arp inspection BbIKNtOYEHa BbIKntoYaeT KOHTPOIb NpoToKkona ARP (dyHKumio ARP

Inspection).

ip arp inspection vlan vian- vlan-ID: (1..4094) PaspeLlsaeT npoBepky npotokona ARP, ocCHOBaHHyto Ha 6ase
ID cooTsetcTeuit DHCP snooping, B BbiI6paHHOWM rpynne VLAN.
no ip arp inspection vlan Mo ymonuyaHuio GyHKUMA 3anpewaet NnpoBepKy NpoTtokona ARP, ocHoBaHHyto Ha 6ase
vlan-ID BbIKNtOYEHa cootsetcTBuii DHCP snooping, B BbibpaHHoW rpynne VLAN.
ip arp inspection validate MpepocTtaBnaeT cneumduyHbie NPOBEPKM AN KOHTPONA

npotokona ARP.

MAC-agpec nctouyHuka: Ansa ARP-3anpocos 1 oTBeTOB
nposepsaetca cooteetcTBne MAC-agpeca B 3arosioBke
Ethernet MAC-aspecy UCTOUYHMKA B COAEPHKMMOM NPOTOKONA
ARP.

MAC-agpec HasHauyeHusA: [lna ARP-oTBeTOB NpoBepsaeTca
cooTBeTcTBMe MAC-aapeca B 3aronoBke Ethernet MAC-
aZpecy Ha3HayeHUA B COAEPKMMOM nNpoTokoaa ARP.
IP-agpec: MNposepaetca cogepxunmoe ARP-nakeTa Ha Hannuune
HeKoppeKTHbIX IP-agpecos.

no ip arp inspection

. 3anpeLwaeTt cneunduyHbie NPOBEPKU ANA KOHTPONA
validate pewy, und poBepku 4 p

npotokona ARP.

ip arp inspection list create Ums cnucka 1. Co3paHue cnucKa ctatuyeckux ARP cooTBeTcTBUM.
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name

no ip arp inspection list
create name

1..32 cumsona

2. Bxop, B perum KoHPurypuposaHua ARP-cnmcKkos.

YpaneHue cnvcka ctatuydeckux ARP cOOTBETCTBUN.

ip arp inspection list assign
vlan-id name

no ip arp inspection list
assign vlan-id

vlan-ID:(1 .. 4094)

HasHayaeT cnmcok ctatuyecknx ARP cooTBeTCTBUI ANA
yKasaHHow VLAN.

OTMmeHAET Ha3Ha4YeHMe CcnNMcKa cTatndeckmx ARP cooTBeTcTBUiM
Ana ykasaHHou VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection
logging interval

(0..86400, infinite)/5 cek

3afaeT MMHUMaNbHBIN MHTEPBaN MeXAy coobLeHnamu,
coaepKalmmmn nHbopmauuio npotokona ARP,
nepesaBaembIMU B XKypHan.

- 3HaueHwue 0 yKasblBaeT Ha To, YTo coobLieHus byayT
reHepupoBaTbCsA HE3aMeAJIUTENIbHO;
infinite — He reHepupoBaTb COOBLLEHNI B KypHan.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgpua2ypuposaHud uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,

UHMepaelica 2pynnbl Mopmos

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxume KoHpurypmposaHus nutepdeiica Ethernet, nnrtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunuya 5.194 — KomaHabl pexkmma KoHpurypmuposaHua nHtepdeliica Ethernet, rpynnel uHTepdelicos

KomaHda

3Ha4yeHue no
YMOAYAHUIO

ip arp inspection trust

no ip arp inspection trust

Mo ymonyaHuio nHTepdeic
He ABNAETCA [OBEPEHHbIM

Aelicmeue
[Jobasnaetr wHTepdelic B CNUCOK «AOBEPEHHbIX» MNpu
MCMONb30BaHUM KOHTponsa npotokona ARP. ARP-Tpaduk

«J0BEPEHHOro» MHTepdeiica cumtaetca 6e3onacHbIM M He
KOHTpO/IMpyeTcA.

Ypanser wHTepdenc M3  CNUCKA  «A0BEPEHHbIX»
MCNONb30BaHUU KOHTPOANA NpoTokoaa ARP.

npu

KomaHObi pexcuma KoHguaypuposaHua ARP-criuckos

Bua 3anpoca KOMaHAHOM CTPOKM B perKMme KoHOUrypnposaHna ARP-cnmckos:

console# configure
console (config)# ip arp inspection list spisok
console (config-ARP-1list) #

Tabnunua 5.195 — KomaHabl pexkuma KoHpurypuposaHua ARP cnuckos

KomaHda

Aelicmeue

ip ip-address
mac mac-address

[obasnser ctaTnyeckoe cootsetcTeue IP- 1 MAC-agpecos.

no ip ip-address mac mac-
address

Ypanset ctatnueckoe cootsetctame IP- 1 MAC-agpecos.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOmaHAHOM CTPOKK pexknma EXEC:

console#
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Tabnnua 5.196 — KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue

MoKasbiBaeT KOoHdUrypaumio GyHKUMM KOHTPOASA MPOTOKOAa
ARP Inspection Ha BblBpaHHOM nHTepodeice/scex

show ip arp inspection

[gigabitethernet gi_port | gi_port: (1..8/0/1..24);

te_port: (1..8/0/1..4)

tengigabitethernet te_port group: (1..12) MHTepoencax.

| port-channel group]

show ip arp inspection list MoKa3blBAaeT CMUCKM CTAaTUYeCKUx cooTeeTcTBui IP- u MAC-
- appecos (KomaHpa [0CTynHa TONbKO ona

NpWBUIErMPOBAHHOIO NOJib30BaTeN ).
show ip arp inspection [Moka3sbiBaeT CTAaTUCTUKY ANA Cnefylowmx TUMNOB NaKeToB,
statistics [vlan vian-id] KoTopble 6binn 06paboTaHbl Npy Nomowm GyHKUMmM ARP:
vlan-1D:(1 .. 4094) -nepepaHHble naketbl (forwarded);

- noTepsAHHble nakeTbl (dropped);
- owmn6kKu B IP/MAC (IP/MAC Failures).

clear ip arp inspection

. lan-ID:(1 .. 4094 ARP | ion.
statistics [vlan vian-id] vlan-I1D:( 094) OuuLLaeT CTaTUCTUKY KOHTPO/IA MPOTOKO1A nspection

[pumepbl 8b1M0AHEHUS KOMAHO

= BK/JOYAUTb KOHTPO/Ib NpoToKona ARP 1 f06aBUTb B CNUCOK Spisok cTaTMYecKoe COOTBETCTBUE:
MAC-agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HasHauuTb Cnucok spisok
ctatnyeckux ARP cooTseTcTBuii gna VLAN 11:

console# configure

console (config)# ip arp inspection list spisok

console (config-ARP-1list)# ip 192.168.16.98 mac 0060.70AB.CCCD
console (config-ARP-1list) # exit

console (config) # ip arp inspection list assign 11 spisok

= [lokasaTb CNMCKM CTaTUYeCcKux cooteeTcTBui IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.22.6 Hacmpoiika ¢pyHkyuu MAC Address Notification

dyHkuma MAC Address Notification nossonser oTcnexuBaTb MNOABAEHUE U UCUYE3HOBEHME
aKTMBHOro 060pPYAOBaHUA HA CETU, MNyTeM COXpPaHeHWa wuctopum wusydenma MAC-agpecos. [pu
06HapYyKEHNN U3MeHeHU B cocTaBe M3ydyeHHbIx MAC-aapecoB KOMMYTATOP COXPaHAET UHOPMaLMIO B
Tabnuue u wusBewaer o6 3Tom C nomouwplo coobuweHunit npotokona SNMP.  DyHKuma wmeet
HacTpamBaemble MapameTpbl — rAybuHa UCTOPUM O COOLITUAX U MMHUMANbBHbBIA WMHTEPBan OTNPaBKM
coobueHnin. Cepsuc MAC Address Notification oTkatoueH MO yMOAYaHUIO M MOMKET ObITb HaCTPOeH
BbIOBOPOYHO AN OTAE/IbHbIX MOPTOB KOMMYTATOPA.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume rn1o6anbHOro KoHGUrypuposaHus:

console (config) #
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Tabnunuya 5.197 - KomaHgb! pexkuma rnobasbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

[no] mac address-table
notification change

-/BbIKNIOYEHA

KomaHza npegHasHayeHa AnA rn106anbHOro  ynpaBneHus
odyHKumen  MAC  notification. KomaHga  paspewaet
peructpaumio cobbiTuii  aobasneHuna u ypanedma MAC
afpecos B/u3 TabanL, KOMMyTaTOPa M OTNPABKY YBEAOM/IEHMA
0 cobbITUAX.

OTpuuatenbHas ¢opma KomaHabl (c  npedukcom no)
BbIK/lOYaeT byHKLMIO rnobanbHo " oTMeHseT
COOTBETCTBYIOLIME HACTPOMKKN Ha BCex MHTepdeicax.

Ona  pabotbl  ¢yHKUMM  HeobXoAMMO  LOMNOSHUTENBHO
paspelwaTb reHepauunlo yBeAOMIEHUM Ha MHTepdencax (cm.
HUXe).

mac address-table
notification change
interval {value}

[0..4294967295]/1

MaKcMManbHbIM NPOMEXKYTOK BPEMEHUM MeXKAy OTnpasBKamu
SNMP-yBegomneHunit. Ecnv 3HayeHWe WHTepBana BpPEemMeHMU
paBHo 0, To reHepauma yBeLOM/IEHUIA U COXPAHEHME CODbITUN
B UCTOputo OyaeT ocywecTBAATbCA HEeMenJ/IEHHO Mo Mepe
BO3HUKHOBEHMA COBbITUIN 06 U3MEHEHUWN COCTOSIHUA Tabmubl
MAC-agpecos. Ecnv 3HaueHne MHTepBana BpemeHn 6onbue O,
TO YyCTpOWCTBO byaeT HaKan/iveaTb CObbITUA 06 M3MeHeHMMU
cocToAHUA Tabanupl MAC-aapecoB B TEYEHUE 3TOMO BPEMEHM,
a 3aTtem OTNpaBaATb yBegomaeHusa npoTtokosa SNMP u
COXPaHATb COOLITUA B UCTOPUMN.

mac address-table
notification change history
{value}

[0..500]/1

KomaHaa 3apaeT MaKcMMasibHOE KOJ/IM4YecTBo cobbiTuii 06
M3MEHEHUN cocTosiHMA Tabanubl MAC appecos, KoTopoe
coxpaHsaeTcs B uctopun. Ecam yctaHoBneH pasmep UCTOpUM
paBHbIV 0, TO cobbITUA He coxpaHatoTcs. Mpu nepenoNHeHUN
bydepa wuctopum HoBoe COObLITME MNMOMELLAETCA Ha MEeCTo
Camoro cTaporo.

[no] snmp-server enable
traps mac-notification
change

-/BbIKNIOYEHO

KomaHpa npegHasHayeHa A1A BKAKOYEHUA WKW OTKAKOYEHUA
otnpaskn SNMP-yBegomneHuii 06 WM3MEHEHMU COCTOAHUSA
Tabnanubl MAC-agpecoB. [na OTKAOYEHWUA UCMONb3yeTcs
oTpuuatenbHaa popma KOMaHAbI.

Ecnv oTnpaBKa yBeaoOMNEHUI BKAOYEHA, TO YCTPOMCTBO byaeT
MHPOPMUMPOBATL O COOLITUAX COOBLLEHNAMM NPOoToKoNa SNMP
N COXPaHATb COOTBETCTBYOLLME CObObITUA B mUcTopumn. Ecam
otnpaBka SNMP-yBefoMNEHUI BbIK/AOYEHA, TO YCTPOMCTBO
6yLeT TONbKO COXPAHATL COOLITUA B UCTOPUM.

KomaHObI pexcuma KoHgu2ypuposaHue uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 5.198 - KomaHabl pexxuma KoHpurypuposaHua nHtepoeiica Ethernet

KomaHoa

3HaveHue no
YMOMYAHUIO

Aelicmeue

snmp trap mac-notification
change [added | removed]

BbIK/1lO4EHa

BK/AlOYeHWe  reHepauuMuM  yBEAOMIEHMI  Ha  KaKaoM
UHTepdeiice o cobbiTUAX U3MeHeHua cocToaHua MAC-
agpecoB. OTpenbHO  MOXHO  paspewnTb  reHepauuto
yBegoOM/IeHUl Tonbko 06 u3yyeHun MAC agpecos, nmbo
TONbKO 06 VX yaaneHuu.

KomaHObI pexcuma privileged EXEC

Bupa 3anpoca KOmaHAHOM CTPOKM B pexkume privileged EXEC:

console#
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Tabnnua 5.199 - KomaHgb! pexxkuma privileged EXEC

KomaHda 3HaueHue Aeiicmeue

OtobparkeHue Bcex yBefOMNEHUI 06 U3IMEHEHUWN COCTOAHUA
MAC-agpecoB, COXpaHeHHbIX B  UCTOpMW. BO3MOXKHa
dunbTpauma cobbiTMit No noptam, rpynnam noptos (LAG) u
VLAN.

OTtobparkeHue CTAaTUCTUKKM cepBuca: obuiee KOAMYEeCTBO
cobbiTit 06 u3yyeHun MAC-agpecos, obliee KOIMYECTBO
cobbiTnit 06 yamaneHnn MAC-agpecos, obuiee KO/MYECTBO
oTnpasneHHbIXx SNMP-coobLeHuni.

show mac address-table
notification change history -
[interfaces]

show mac address-table
notification change -
statistics

[pumepbl UCI016308AHUS KOMAHO

= [lpuMep NOKasbIBaEeT KaK HacTpouTb nepegadvy coobwernnit SNMP MAC Notification Ha cepBep
c agpecom 172.16.1.5. lNpu HacTpoMke 3agaetca obuiee paspelieHne paboTbl cepBuCca,
HaCTPaMBAETCA MMHUMANbHBIA MHTEPBANI OTNPABKM COODOLLEHWNI, 3a4aeTCA pasmep MCTOPUM
CObbLITUI M HACTPAMBAETCA CEPBUC Ha BbIBPAaHHOM MOpPTY.

console (config)# snmp-server host 172.16.1.5 traps private

console (config)# snmp-server enable traps mac-notification change
console (config)# mac address-table notification change

console (config)# mac address-table notification change interwval 60
console (config)# mac address-table notification change history 100
console (config)# interface gigabitethernet 0/7

console (config-if)# snmp trap mac-notification change

console (config-if)# exit

console (config)#

5.23 ®yHKuun DHCP Relay nocpegHuka

KommyTtatopbl MES3000 noaaep:usaet ¢pyHKumMmn DHCP Relay areHTa. 3agauyent DHCP Relay areHTa
ABnseTca nepepada DHCP-nakeToB OT KAMEHTa K cepBepy M obpaTHo, B cnydae ecanm DHCP-cepsep
Haxo4mMTCcA B O4HOM CeTH, a KNUEHT B gpyroi. Jpyroit dyHKUMel asnseTca gobasneHne AONONHUTENbHbIX
onumn B DHCP-3anpochkl KAneHTa (Hanpumep, onuum 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KommyTaTope:

KommyTaTtop npuHumaet oT KnmeHta DHCP-3anpocbl, nepegaeTt 3TM 3anpocbl cepBepy OT MMEHMU
KAneHTa (ocTaBnAs B 3anpoce onuuu ¢ TpebyembiMU KAMEHTOM napamMeTpamu WU, B 3aBUCMMOCTM OT
KOoHdUrypaumm, fobasnsas ceon onuuu). Mosyyns OTBET OT cepBepa, KOMMYTATOP NepesaeT ero KAUeHTy.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobaibHoro KoHGUrypnuposaHus:
console (config) #

Tabanuya 5.200 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa 3HayeHue Aelicmeue
ip dhcp relay enable Mo ymonYaHMIo areHT BkntoyeHune dpyHKumii DHCP Relay areHTa Ha KommyTaTope.
no ip dhcp relay enable BbIK/IOYEH BbikntoyeHne ¢pyHKunin DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay address ip- 3agaét IP-agpec poctynHoro DHCP-cepsepa gns DHCP Relay
addr MoskeT 6bITb 3a4aHo 40 8- | areHTa.
no ip dhcp relay address MK cepsepoB Yaanset IP-agpec n3 cnnucka DHCP-cepsepos ans DHCP Relay
[ip-addr] areHTa.
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KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

Bua 3anpoca KoMaHZAHOW CTPOKM B peXnme KoHOUrypnpoBaHua nHtepdeica VLAN:

console# configure
console (config)# interface wvlan {VLAN ID}
console (config-if) #

Tabnunuya 5.201 — KomaHabl pexkmuma KoHpurypuposaHua nntepoeiica VLAN

KomaHoa 3HavyeHue Aelicmeue
ip dhcp relay enable BkntoyeHune ¢yHkumit DHCP Relay areHTa Ha HacTpaMBaemom
Mo ymon4yaHuio areHT HTepodeiice.
no ip dhcp relay enable BbIK/IlO4eH BoikntoueHue ¢yHKumii DHCP Relay areHTa Ha HacTpaMBaemom
uHTepoelice.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:
console#

Tabnunua 5.202 — KomaHabl pexkmma EXEC

KomaHoa Aelicmeue

show ip dhcp relay OTob6parkaeT KOHOUrypaumio HacTpoeHHon ¢dyHKumn DHCP Relay areHTa gns KommyTaTopa u
oTAeNbHO ana nHTepdencos, a TaKKe CMUCOK JOCTYMHbIX CEPBEPOB.

lpumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cocToAHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.24 KoH¢urypuposaHue PPPoOE Intermediate Agent

®yHKumMA PPPOE IA peanvsoBaHa B cCOOTBETCTBUM € TpeboBaHUAMM AoKymeHTa DSL Forum TR-101 u
npesHasHavyeHa A1a UCNO0Ab30BAHUA Ha KOMMYyTaTopax, paboTatolmx Ha ypoBHe AocTyna.

®dyHKUMA no3BoAET [ONONHATbL NakeTbl PPPoE Discovery uHdopmaumen, xapaktepusytowei
uHTepdelic goctyna. 3To HeobxoanMMo N NAeHTUPUKALMM NONb30BATENBCKOrO MHTEPdElica Ha cepBepe
poctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom W 06paboTKOW NakeToB
PPPoE Active Discovery ocyuwiectsnsetcs ri1o6anbHO gna BCEro yCTPOMCTBA M BbIOOPOYHO A5 KaXKAoro
nHTepdelica.

Peanusauma o¢yHKumm PPPoE |A npepoctaBnsieT AOMNOAHUTE/IbHbIE BO3MOMKHOCTM KOHTPOS
COObLLEHNI NPOTOKOMA NYTEM Ha3Ha4YeHUA AO0BEPEHHbIX MHTepdEecoB.
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KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM peXknma rnobaibHoro KoHGUryprupoBaHus:

console (config) #

Tabnnua 5.203 — KomaHapl pexnuma rnobanbHoro KoHPurypmposaHms

KomaHoa 3Ha4yeHue/3HayeHue no Aelicmeue
YMOAYAHUIO

[no] pppoe intermediate- o ymonyarmio PPPOE 1A PaspeweHune/3anpet pabotbl PPPOE Intermediate Agent.
agent OTK/II0YEeH

[no] pppoe intermediate- word: cTpoka oT 1 go 32

agent format-type access- CMMBO/I0B YCcTaHOBKa CTPOKU MAEHTUPMKaLMKM YCTPOMCTBa A0CTyNa.
node-id word Mo ymonyaHuio OTpuuatenbHas popma KomaHab! (N0) BocCcTaHaBAMBaET

naeHtTnduKatop HaACTPOWMKM NO YMONYAHUIO.

YCTPOMCTBA HE Ha3HaYeH.

[no] pppoe intermediate-
agent format-type generic-
error-message word

word: cTpoKa fo 128
CMMBOJI0B

M0 yMOANYaHUIO Ha3HaYeHo
cooblieHne «PPPoE
Discover packet is too large
to process.».

YcTaHOBKa TeKcTa coobueHmsa 06 owmnbKe npesbiWeHUA
pa3mepa naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO nnn
PADS naketax. OTpuuaTenbHaa ¢opma KomaHAabl
BOCCTaQHaB/IMBaET 3HAYeHWe NapameTpa N0 YMOYAHUIO.

MpumeuaHue: ecnm cooblueHne coaepsKUT CUMBOJIbI
npob6ena, ero HeO6XOANMO 3aKNOUNTb B KaBbIYKU.

[no] pppoe intermediate-
agent format-type option
[sp[sv]|pv][spv] delimeter
[.#]

sp|sv|pv|spv
i/

Mo ymon4aHuio ycTaHoB/IeH
¢dopmaT B COOTBETCTBUM C
TR-101: slot / port : vlan

Hactpoiika Habopa napameTpoB 1 pasgenuTens Mexay HUMK,
KOTOpble NCMOb3YOTCA AN GOPMMPOBAHUA NOAONLMM
circuit -id.

B KOMaHAe MCNoNb3yoTCA cieaytowme yCnoBHble
0603HaYeHus:

sp —slot + port

sv—slot + vlan

pv — port + vlan

spv —slot + port + vlan

KomaHObI pexcuma KoHgu2ypuposaHuUsa uHmepagelica

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KOHPUrypuposaHua nHtepoeiica:

console (config-if) #

Tabnnuya 5.204 — KomaHgb! pexkuma KoHpurypuposaHua nntepoeiica Ethernet, rpynnbl noptos

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeilicmeue

[no] pppoe intermediate-
agent

PaspelweHune/3anpet pabotbl PPPoE Intermediate Agent Ha
MHTepodeiice.

[no] pppoe intermediate-
agent format-type circuit-
id [word]

word: cTpoka oT 1 go 63
CMMBONOB

HasHauyeHue ngeHtTudmrKatopa circuit-id, sobasnsemoro
KommyTaTopom. MaeHTudMKaTOp, 3aZlaHHbIN B KOMaHae,
MOMHOCTbIO Mepeonpeaenser UaeHTUGUKaTop, BblUMCAAEMBbI
Ha ocHoBe rnobanbHbIX NapameTpos access-node-id n
option/delimeter. OTpuuatensHas Gopma KOMaHAbl
BOCCTaHaB/AMBAET HAaCTPOMKY Ha OCHOBE r106a/bHbIX
napameTtpos access-node-id u option/delimeter.

[no] pppoe intermediate-
agent format-type
remote-id [word]

word: cTpoka oT 1 go 63
CMMBOOB.

Mo ymonyaHuio B Kayecrse
remote-id ncnonbsyertca
MAC-agpec KommyTaTtopa.

HasHaueHue naeHTUdmKaTopa remote-id, Lobasnaemoro
KOMMyTaTopom. MaeHTUdUKaTop A0NKEH bbITh
CKOHPUIypupoBaH Ha BCex MHTepdelicax KommyTaTopa, rae
paboTaeT PPPoE IA. OTpuuaTenbHaa ¢opma KOMaHAbl
BOCCTQHaB/IMBAET HAaCTPOMKY MO YMONYAHUIO.

[no] pppoe intermediate-
agent trust

Mo ymonuyaHuto nHTepdenc
He ABAAETCA LOBEPEHHbIM.

YnpaeneHune pexxnumom fosepua K nHtepdeiicy. Komanga
fobasnaeT unu yaanaet nHTepdeinc ns cnucka J0BepeHHbIX.
NHTepodeiichl, K KoTopbiM nogKatoueHbl PPPoE-cepsepsl,
HaCTpanBaloTCA KaK goBepeHHble. HTepdelchl, K KOTOPbIM
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NMOAKOUYEHbI NMO/b30BaTe M, HACTPaMBaIOTCA Kak
HepoBepeHHble. OTpuuaTenbHan Gopma KOMaHAb!
BOCCTAHABAMBAET 3HAYEHME MO YMONYAHUIO.

[no] pppoe intermediate-
agent vendor-tag strip

M0 yMONYaHUIO perkum
YyAaNEHUA BbIK/IOYEH.

PaspelweHune uaum 3anpet yaanenua vendor-specific onumu ns
naketos PADO, PADS, PADT nepep, OTNpaBKOM UX B CTOPOHY
nonb3osaTens. PyHKUMA yAANEHUA MOXKET ObITb
MCNO/Ib30BaHA TO/IbKO Ha MHTepdeiice, Ha KOTOPOM
paspeweHa paboTta PPPoE IA v KoTopblit AaBnseTcs
noBepeHHbIM nHTepdeicom. OBbIYHO PYHKUMA yaaneHus
HacTpauBaeTcs Ha MHTepdeiice, 06palLleHHOM B CTOPOHY
PPPoE-cepsepa.

OTpuuaTenbHaa Gopma KOMaHAbI BbIKNOYAET PEKUM
yAaneHus.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabaunuya 5.205 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

show pppoe intermediate-
agent info [interface
{gigabitethernet gi port |
tengigabitethernet te_port
| port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..12)

OTobparkeHune HacTpoeK PPPoE Intermediate Agent. Ecau B
KOMaHZe fIBHO He 3afaH nHTepdeiic, To KomaHaa
BbINOIHAETCA A1a BCcex MHTepdelicoB, rae paspeweHa paboTa
PPPOE IA 1 Bcex foBepeHHbIX NOPTOB.

show pppoe intermediate-
agent statistics [interface
{gigabitethernet gi port |
tengigabitethernet te_port
| port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..12)

OTobparkeHue cTaTUCTUKK paboTbl PPPOE Intermediate Agent.
Ecnun B KOMaHAe He 3afaH ABHO UHTepdelic, TO KomaHaa
BbINONHAETCA ANA BCeX HTepdencoB ¢ paspeLleHHbIM PPPoE
IA 1 BCcex fOBEPEHHbIX MOPTOB.

clear pppoe intermediate-
agent statistics

[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..12)

OuncTKa cTaTUcTUKKM paboTtbl PPPOE Intermediate Agent. Ecan
B KOMaHZe He 3aZlaH ABHO MHTepdelic, TO KomaHaa
BbINONHAETCA ANA BCeX MHTepdecoB ¢ paspeweHHbIM PPPoE
IA 1 BCcex f0BEPEHHbIX MOPTOB.

show pppoe intermediate-
agent sessions {interface
<gigabitethernet gi port |
tengigabitethernet te_port
| port-channel group}]

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4)
group: (1..12)

OTobparkeHne BCeX 3aperncTpupPoBaHHbIX KIMEHTCKUX CECCUIA.
Ecnv B KOMaHAe He 3a4aH ABHO MHTepdeiic, TO 0TobpakatoTcA
BCE CeCccum C COPTUPOBKON No MHTepdeicam.

5.25 KoHdurypuposaHue DHCP-cepsepa

DHCP-cepsep

ocyuwecrtsnAaet

LUeHTpann3oBaHHOe
COOTBETCTBYHOWMMU KOHd)MI'ypaLI,MOHHbIMM napameTpamun, aBTOMaTUYECKUN NPenoCTaBaAA UX K/IUEHTaM.

ynpasaeHue ceTeBbIMU agpecamum

370 no3BonaeT nsbekatb PyYHOM HACTPOMKM YCTPOCTB CETU Y YMEHbLLAET KONNYECTBO OLNBOK.

Ethernet-kommyTtaTopbl MES3000 moryT paboTaTb Kak DHCP-knneHT (nonydeHune cobetBeHHoro IP-
agpeca oT cepsepa DHCP), Tak u Kak DHCP-cepsep. B cnyyae ecnu DHCP-cepBep OTKAOYEH, TO

KOMMYyTaTOp MOXKeT paboTaTb ¢ DHCP Relay.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobasbHoro KoOHGUrypupoBaHusa:
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console (config) #

Tabnnuya 5.206 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip dhcp server

no ip dhcp server

-/BblKNIOYEHA

BkntoueHune ¢oyHKumn DHCP-cepBepa Ha KOmMmyTaTope.

BbikntoueHue pyHKummM DHCP-cepBepa Ha KOMMyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

(1-32) cumBonos

Bxos, B pexum KOHOUIypUpoBaHWA CTAaTUYECKMX apecoB
DHCP-cepsepa.

Ynansaet koHourypaunio DHCP-knAneHTa ¢ 3aiaHHbIM UMEHEM.

ip dhcp pool network name

no ip dhcp pool network
name

(1-32) cumsonos

Bxog B  pexum KoHourypuposaHus DHCP-nyna appecos
DHCP-cepBepa.
- name —uma DHCP-nyna agpecos.

Yaanaet DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp excluded-address
low-address [high-address]

no ip dhcp excluded-
address low-address
[high-address]

YKasbiBaeT |P-agpeca, Kotopble DHCP-cepsep He 6yaer
Ha3HayaTb ansa DHCP-knneHTOB.

- low-address — HayanbHbIl IP-aapec AnanasoHa;

- high-address — KoHeuHbIl IP-aapec ananasoHa.

YpaneHue IP-aapeca U3 cnucka UCKIOYEHUN ANA HA3HAYeHUsA
ero DHCP-knueHTam.

ip dhcp ping enable

no ip dhcp ping enable

-/BbIK/IOYEHa

BkntounTb nepepady ICMP-3anpocoB Ha HasHavyaemblt agpec
015 NpoBepKku, Yto IP-aapec senaseTca cBobogHbIM, npexae
yem OH byaet HazHayeH DHCP-knueHTy.

YCTaHOBUTb 3HaAYeHMe No YMO4aHULO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

Onpepgenaet Konnvectso oTnpasaaemoix ICMP-3anpocos.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

ip dhcp ping timeout time

no ip dhcp ping timeout

time: (300 .. 1000)/500 mc

OnpeaenseT TalmayT, B TeudeHue KoToporo DHCP-cepsep
0XMOaeT OTBET C ajpeca, Ha KoTopblli oTnpasneH ICMP-
3anpoc.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypuposaHUa cmamuyeckux adpecos DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKM B pexnume KOHOUIypupoBaHWA cTaTMyeckux agpecos DHCP-

cepsepa:

console# configure
console (config)# ip dhcp pool host name
console (config-dhcp) #

Tabnunua 5.207 — KomaHabl pexkuma KOHPUrypruposaHums

KomaHoa 3HayeHue Aelicmeue

address ip-address
{mask | prefix-length}
{client-identifier id|
hardware-address -
mac-address}

PyyHoe pe3epsupoBaHue IP-agpecos ana DHCP-knumeHTa.

- ip-address — IP-agpec, KoTopblii bByaeT conocTasfieH ¢
bU3nYecKMM agpecom KNNEHTa;

- mask/ prefix-length — macka noacetn/ anvHa npeduKca;

- id — pusmyecknit agpec (MaeHTUPUKATOP) CETEBOM KapTbl;

- mac-address — MAC-agpec.

Ypanaet 3ape3epBupoBaHHble IP-agpeca.
Onpegenset uma DHCP-knauneHTa.

no address

client-name name

- (1-32) cumBonos
no client-name

Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypuposaHusa nyana DHCP-cepsepa

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypmposaHua nyna DHCP-cepsepa:
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console# configure
console (config)# ip dhcp pool network name
console (config-dhcp) #

Tabaunuya 5.208 — KomaHAabl pexkMma KOHPUrypmpoBaHms

KomaHoa 3HavyeHue Aelicmeue
address {network-number | YcTaHaBAMBaeT HOmMep MOACETM M MAcKy noaceTn aas nyna
low low-address appecos DHCP-cepsepa.
high high-address} - network-number — IP-agpec Homepa noacetu;
{mask | prefix-length} - - low-address — HayanbHbIl IP-agpec ananasoHa agpecos;
- high-address — KoHeuHbIl IP-agpec gManasoHa agpecos.
- mask/ prefix-length — macka noacetn/ asvHa npedukca.
no address Ypanset koHourypaumto DHCP - nyna agpecos
lease {days [{hours} Bpems apeHabl IP-agpeca, KoTopblit HasHavyeH oT DHCP.
[minutes]] | infinite} - infinite — Bpems apeHAbl He OrpaHNYEHO;
- days — KOAnYecTBo gHew;
-/1 peHb

no lease

- hours - KonnyecTBo Yacos;
- minutes — KOJIMYECTBO MUHYT.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

ping enable

no ping enable

-/BbIK/IOYEHa

Bkntountb nepepavy ICMP-3anpocos ana nposepku, uto IP-
appec apnaetcAa cBOOOAHbIM, Npexae Yem oH byaeT HasHaveH
DHCP-KnneHTy.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

KomaHObI pexcuma KOoHguU2ypuposaHuUsa

nyna DHCP-cepsepa U cmamuyeckKux aodpecos

DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #

Tabnuua 5.209 — KomaHabl pexkuma KoHPUrypmpoBaHusa

KomaHda

3HauyeHue

Aelicmeue

default-router ip-address
[ip-address2 ... ip-address8]

no default-router

o ymonyaHuio cnmucok
MapLLPYyTM3aTOPOB He
onpeaeneH.

OnpeaenseT CNMCOK MapLIPyTM3aTOPOB MO YMOJYaHUIO AAn
DHCP-knueHTa:
- ip-address — IP-agpec mapLupyTusaTopa.

IP-agpec mapwpytusatopa AonXeH 6biTb B TOW Ke
H NOACETU, YTO U KAUEHT.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dns-server ip-address
[ip-address2 ... ip-address8]

no dns-server

o ymonyaHuio cnmucok
DNS-cepsepoB He
onpeaeneH.

Onpepenset cnmcok DNS-cepBepoB, A0CTYNHbIX A/1A KNMEHTOB
DHCP.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

domain-name domain

no domain-name

(1-32) cumBonos

Onpepenset gomeHHoe umsa ana DHCP-knneHToB.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

netbios-name-server ip-
address [ip-address2 ... ip-
address8]

no netbios-name-server

o ymonyaHuio cnncok
WINS-cepBepoB He
onpegenex.

Onpegenser cnucok  WINS-cepsepos,
KnneHtos DHCP.

AOCTYNHbIX  ONA

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

netbios-node-type
{b-node | p-node | m-node
| h-node}

no netbios-node-type

Mo ymonyaHuto TMn y3na
NetBIOS He onpeaeneH.

Onpegpenset Tmn y3na NetBIOS Microsoft ana knneHTos DHCP:
- b-node — wwupoKoBewaTenbHbIN;

- p-node — TOYKa-TOYKa;

- m-node — KOMBUHUPOBAHHbIN;

- h-node — rMbpugHsbii.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

next-server ip-address

no next-server

Ucnonb3yetca ana ykasaHma DHCP-knmeHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro AO/KeH 6biTb
NoJsly4eH 3arpy3oyHbiit hann.

YcTaHaBAMBaeT 3HaYeHUe No YMOYaHUIO.

next-server-name name

(1..64) cumsonos

Ucnonb3yetca gna ykasaHua DHCP-knueHTy mmA cepsepa, €
KOTOPOro A0/IXKEH BbITb MONYYEH 3arpy304HbIi daiin.
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no next-server-name

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

bootfile filename
(1..128) cumBonos

YKasbiBaeT wma dalina,
3arpy3ku DHCP-knueHTa.

ncnonbsyemoro AgnAa HayanbHoOM

no bootfile

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

time-server ip-address [ip-

address2 ... ip-address8] flo ymonuanmio cnmcok

Onpegensetr CNWCOK CepBepoB BpPeMeHM, AOCTYMHbIX ANA
KnneHtos DHCP.

- cepBeposB He onpegaesieH.
no time-server

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

option code {ascii ascii-
string | hex hex-string | ip
ip-address}

option ip-list code ip-
address1 [ip-address?2 ...]

HacTtpansaet onuuu DHCP-cepBepa.

- code — Kog, onumn DHCP-cepBepa;

- ascii-string — cTpoka B popmate ASCII;

- hex-string — ctpoka B 16-om ¢popmare;

- ip-address — IP-agpec;

- Ip-list — yKasbiBaeT, 4TO 3a Kogom cnegyeTr cnucok |P-
aapecos.

no option code

Yaanset onumn gna DHCP-cepsepa.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOWM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 5.210 — KomaHgb! pexuma Privileged EXEC

KomaHoa 3HauveHue

Aeiicmeue

clear ip dhcp binding
{address | *}

YpaneHue 3anucelt M3 Tabnauubl coOTBETCTBUA U3NYECKMX
a[pecoB M agpecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:
address — IP-agpec, HazHa4YeHHbI DHCP-cepsepom;

* - yaanuTb BCE 3anucu.

show ip dhcp - MpocmoTp KoHdUrypaumm DHCP-cepsepa.
show ip dhcp excluded- i MpocmoTp IP-agpecos, KoTopble DHCP-cepsep He 6yger
addresses HasHa4yaTb Ana DHCP-KnneHTOB.

show ip dhcp pool host

[address | name] (1-32) cUMBONOB

MpocmoTp KoHdUrypaumm ana cratmyeckmx agpecos DHCP-
cepBepa:

- address — IP-agpec KAneHTa;

- name — uma DHCP-nyna agpecos.

show ip dhcp pool network

[name] (1-32) cumsonos

MpocmoTp KoHdUrypaummn DHCP-nyna agpecos DHCP-cepsepa:
- name — uma DHCP-nyna agpecos.

show ip dhcp binding
[ip-address] -

MpocmoTp IP-agpecos, KOTOpble CONOCTaBAEHbI C PUINYECKMMU
afipecamu KAMEHTOB, a TaK e BpemA apeHapl, crnocob
Ha3HayeHuA u coctoaHue IP-agpecos.

show ip dhcp server
statistics

MpocmoTp ctatnctmkn DHCP-cepBepa.

[Mpumepbl 8bINOAHEHUA KOMAHO

= Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb gna DHCP-knmneHTOB: Mma gomeHa - test.ru,
LWAKO3 NO YMONYaHUto - 192.168.45.1 n DNS-cepsep - 192.168.45.112.

console#
console# configure

console
console

(
(
(
(

console (config)# ip dhcp pool network test

console (config-dhcp) # address 192.168.45.0 255.255.255.0
config-dhcp)# domain-name test.ru

config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1
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5.26 KoH¢urypuposaHue ACL (cnucku KoHTpoAna goctyna)

ACL (Access Control List — cnncok KoHTpona goctyna) — Tabauua, KoTopas onpegenset npaBuaa
bunbTpauum BxogAWeEro U ucxoaawero Tpadmka Ha OCHOBaHMM NepefaBaemMblX B MaKeTax NPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nnu MAC-agpecos.

%ﬁ ACL-cnucku Ha 6a3e IPv6, IPv4 u MAC-aapecoB He A,0NXKHbl UMETb OAWHAKOBbIe Ha3BaHUA.
J IPv6 n IPv4-cnucku moryT pabotatb BMmecTe Ha ogHOM ¢pusndeckom uHtepdeiice. CNMcok
ACL Ha 6a3e MAC-agpecaumumn He MOXKeT COBMeLLaTbCA CO cnuckamu aas IPv4 wam IPv6. ABa

CNUCKa 0AMHAKOBOro TMNa He MoryT paboTtaTb BMmecTe Ha UHTepdelice.

KomaHgbl gna cos3gaHua M pedaktMposaHua cnvckoB ACL JocTynHbl B pexume rnobanbHoro
KOHUrypmpoBaHums.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUS

KomaHaHana cTpoKa B pexxnume rnobasbHOro KOHGUrypMpoBaHUsa UMeET BUA,:
console (config)#

Tabnunuya 5.211 — KomaHabl 418 co3gaHna n KoHourypmposaHusa cnuckos ACL

KomaHda 3HaueHue Aeiicmeue
ip access-list extended Co3aaHue HOBOTO paclumpeHHoro cnucka ACL ana agpecaumm
access-list IPv4 1 BXOZ, B peXuMm ero KoHOUrypnposaHuUs (ecam Cnucok c

JaHHbIM MMEHEeM ele He Co34aH) Mb0o BXOA4, B PEUM
KOHOUIypMpoBaHUA paHee CO34aHHOrO CnMcKa.

no ip access-list extended Ypanerue cnvcka ACL ansa agpecaumm IPv4.
access-list
ipv6 access-list access-list Co3gaHune HoBoro pacwmpeHHoro cnucka ACL ana agpecauum

IPV6 1 BXOA, B peXXMM ero KoHGpUrypnuposaHus (ecam crnmcok c
JaHHbIM MMeHeM elle He co3haH) Mbo BXoh B pPeXUM

(0..32) cumBona
KOHUIYpMpPOBaHMA paHee CO34aHHOro CnuMcKa.

no ipv6 access-list access- Ypanenue cnvcka ACL ansa agpecaumm IPv6.

list

mac access-list extended Co3paHue Hosoro cnucka ACL Ha 6ase MAC-agpecaLumm n Bxog,
access-list B PEXUM ero KOHOUrypupoBaHUA (ecnn CnUCOK C AaHHbIM

MMeHemM elle He co3f4aH) JsmMbo  BXO4 B PEXMM
KOHOUIypMpoBaHUA paHee CO34aHHOMO CNUCKa.

no mac access-list YaaneHue cnvucka ACL Ha 6a3ze MAC-agpecauumm.
extended access-list

time-range time-name Bxos4 B pexum  KoHurypuposaHua  time-range U
onpezeneHne BpeMeHHbIX MHTEPBAOB A1A CMCKa JOCTyNa.

(0..32) cumBona . .
- time-name - “MmAa Npodusa HacTpoek time-range.

no time-range time-name YpaneHue 3agaHHol KoHoburypaumum time-range.

Ona Toro u4tobbl aKTMBM3MpoBaTb cnucok ACL, HeobxoaMMO cCBA3aTb €ro C MHTepdeincom.
NHTepdelicom, NCNONb3YIOWMM CNUCOK, MOXKeT bbITb nb0 nHTepdeiic Ethernet, inbo rpynna nopTtos.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet, epynnsi nopmos.

KomaHZHasa CTpoKa B pexume KoHPUrypuposaHusa uHTepoelica Ethernet, rpynnbl noptoB umeer
BUA:
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console (config-if)#

Tabnnuya 5.212 — KomaHga HasHadeHus cnncka ACL nHtepdeicy.

KomaHoa 3HayeHue Aelicmeue
service-acl input access-list B HacTpolikax onpegenéHHoro ¢usnyeckoro uHTepdeica
KOMaHAa MpUBA3bIBAET YKas3aHHbIA CNWCOK K  AaHHOMY
(0..32) cumBona .
MHTepoeincy.
no service-acl input YaaneHue cnucka ¢ nHtepdeiica.

KomaHOwbl pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;
console#

Tabnunua 5.213 — KomaHab! Ana npocmoTpa cnnckos ACL

KomaHoa 3HaveHue Aelicmeue
show access-lists [access- MokasbliBaeT cnucku ACL, co3gaHHble Ha KOMMyTaTope.
list]
- - (0..32) cumBona
show access-lists time- MokasbiBaeT cnuckm ACL, co3gaHHble Ha KOoMMyTaTope,
range-active [access-list] KOTOpblE B HAacToALLee BPeMA ABAAIOTCA aKTUBHbIMMU.
show interfaces access-lists MokasbiBaeT cnucku ACL HasHaueHHble nHTepdeicam.

gi_port: (1..8/0/1..24);
te_port: (1..8/0/1..4);
vlan-id: (1..4094);
group: (1..12)

[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group| vlan
vlan_id]

clear access-lists counters . O6HYNUTb Bce cueTuMku cnuckoB ACL, nnbo cueTuuku ans
.. . gi_port: (1..8/0/1..24); N

[gigabitethernet gi_port | te. port: (1..8/0/1..4); cnuckos ACL 3aaHHOro nHTepdeiica.

tengigabitethernet te_port —port:{L.. o

| port-channel group] group: (1.-12)

show interfaces access-lists MoKa3blBaeT CYETYMKM CIMCKOB AOCTYNa.
counters gi_port: (1..8/0/1..24);

[gigabitethernet gi_port | te_port: (1..8/0/1..4);

tengigabitethernet te_port group: (1..12)

| port-channel group]

KomaHOobi pexcuma EXEC

KomaHaHasa cTpoka B pexmume EXEC nmeet sua;
console#

Tabnunua 5.214 — KomaHabl Ana npocmoTpa cnnckos ACL
KomaHoa 3HayeHue Aelicmeue

show time-range time- Moka3biBaeT KoHbUrypaumio time-range
name

5.26.1 KongpuzypuposaHue ACL Ha 6a3ze IPv4

B gaHHOM pa3gene npuBeaeHbl 3HAYEHMA M OMNUCAHMA OCHOBHbIX MAapamMeTpPoB, MUCMOIb3yEMbIX B
coCTaBe KOMaHA HacTponKu cnmnckoB ACL, ocHOBaHHbIX Ha aapecauumn IPv4.

CospgaHune n BXo4, B pexum pepaktnposaHma cnuckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4,
OCYLLECTBNAETCA NO KOMaHAe: ip access-list extended access-1ist. Hanpumep, Ana cosgaHusA
cnucka ACL nog Ha3BaHuem EltexAL Heob6xoAMMO BbINOAHUTL CAeayoWMe KOMaHAbI:

console#
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console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al) #

Tabnnua 5.215 — OcHOBHble NapamMeTpbl, UCNOAb3yeMble B KOMaHAaxX

Mapamemp

3HayeHue

Aeiicmeue

permit

[Oelictue ‘paspelunts’

Co3paet paspewatouiee npasuno ¢uabtpaumm B cnncke ACL.

deny

[OevictBue ‘3anpetuTs’

Co3pgaet 3anpewatowee npasmno puabTpaumm B cnucke ACL.

protocol

MpoTokon

Mone npefHasHayeHo ANA yKasaHWA MpoTokosia (Mam Bcex
NPOTOKONOB), Ha OCHOBe KOTOporo OyaeT ocyliecTBnseTcA
dunbTpauma. Mpu Bbibope NPOTOKOA BO3MOMXKHbI Ceaytolmne
BapuaHTbl: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr,
ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipvb:icmp,
eigrp, ospf, ipinip, pim, [2tp, isis, ipip, Anbo umcnosoe
3HayeHMe NPOTOKO/a, B AManasoHe (0 — 255).

Ona  cooTBeTcTBMA  NlO6OMY  NPOTOKOAY  MCMO/b3yeTcA
3HaueHwue ip.

source

AZpec NCTOYHMKA

Onpepgenset IP-agpec UCTOYHUKA NaKeTa.

source-wildcard

Macka agpeca UCTOYHUKa

buToBasa macka, npumeHaemas K IP-agpecy UCTOYHMKA NaKeTa.
Macka onpegensetr 6utbl IP-agpeca, KoTopble HeobxoaMmo
UrHopMpoBaTb. B 3HauyeHWA WrHOPUPyembiXx BUTOB [AONMKHbI
6bITb 3anucaHbl eguHUUblL. Hanpumep, MCNoab3ys MacKy,
MOXHO  onpegenuTb Ans npasuna ¢unbTpauum |IP-ceTb.
Y1066l f06aBUTL B Npasuio ¢unbtpaymm IP-cetb 195.165.0.0,
HeobxoAMMO 3a4aTb 3HauveHwe mackm 0.0.255.255, To ecTb
cornacHo gaHHoOW macke nocnegHue 16 6ut IP-agpeca byayt
MTHOPUPOBATLCA.

destination

Appec HasHayeHuA

Onpepenser IP-agpec HasHayeHMA NakeTa.

destination-wildcard

Macka agpeca HazHayeHuA

ButoBas Macka, npumeHsemasa K IP-agpecy HasHauyeHus
naketa. Macka onpegensetr 6utbl |P-agpeca, KoTopble
HEeobXoAMMO WrHOPMPOBaTb. B 3HAYeHWA UrHOPMPYEMBbIX
6MTOB  AO/MKHbI  BbITb  3anmMcaHbl  eguHUUBL.  Macka
MNCMONb3yeTca aHaNorMyHo macke source-wildcard.

dscp

Mone DSCP B 3aronoske L3

Onpepenset 3HayeHne DSCP-nons diffserv. BoamoxHble Koapl
coobuieHnit nona dscp: (0 — 63).

precedence

MpuopwuteT IP

Onpegenset npuoputeT IP-Tpaduka: (0-7).

time-name

Nmsa npoduna
KOHOUrypaumm time-range

Onpepgenset KOHd)VIpraLI‘M}O BPpeMeHHbIX NHTepBa/ioB.

icmp-type

Tun coobueHunit npotokona ICMP, wucnonb3yembit ans
dunbTpaummn ICMP-nakeToB. BO3mOKHble TWMbl COOBLEHUM
nons icmp-type: echo-reply, destination-unreachable, source-
quench, redirect, alternate-host-address, echo-request, router-
advertisement, router-solicitation, time-exceeded, parameter-
problem, timestamp, timestamp-reply, information-request,
information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply,
domain-name-request, domain-name-reply, skip, photuris,
b0 YMcnoBoe 3HaYeHune TMna coobuieHuns, B guanasoHe (0 —
255).

icmp-code

Kop, coobuieHun
npoTtokona ICMP

Kop coobuweHuit npotokona ICMP, wucnonbsyemoii ans
dunbTpaummn ICMP-nakeToB. Bo3aMoXKHble Koabl COObLLEHMI
nons icmp-code: (0 — 255).

igmp-type

Tun coobuieHnn
npoTokona IGMP

Tun coobuweHuit npotokona IGMP, wucnonbsyembii pnn
dunbTpaummn naketos IGMP. Bo3MOXHble TUMNbl COOBLLEHMIM
nons igmp-type: host-query, host-report, dvmrp, pim, cisco-
trace, host-report-v2, host-leave-v2, host-report-v3, nubo
4YMUCNOBOE 3HaYeHWe TMNa cooblyeHus, B AnanasoHe (0 — 255).
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destination-port

UDP/TCP-nopT Ha3Ha4yeHun

Bo3moxHble 3HaYeHMA nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip
(3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
(70), hostname (42), irc (194), klogin (543), kshell (544), Ipd
(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc
(1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time
(37), uucp  (117), whois  (43), www (80);

source-port

UDP/TCP-nopT MCTOYHMKaA

ana UDP-noprta biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162),
sunrpc (111), syslog (514), tacacs-ds (49), talk (517), tftp (69),
time (37), who (513), xdmcp (177).
JInbo uncnosoe 3HaveHue (0 — 65535).

list-of-flags

dnarn npotokona TCP

Echm  pna  ycnosua dunabTpaumm  ¢dnar  goKeH  6biTb
YCTaHOB/IEH, TO Nepes HUM CTaBUTCA 3HAK «+», €Cln He
OO/IKEH bbITb YCTAHOBAEH, TO «-». BO3MOMHble BapWaHTbI
dnaros.: +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst,
-syn u -fin. MpK uncnonb3oBaHUW HeCKONbKUX ¢naros B
ycnosumn ounbtpaumn, daarn obbeamHAKTCA B OOHY CTPOKY
6e3 npobenos, Hanpumep: +fin-ack.

disable-port

OTKAtoYeHMe nopTa

BblKntO4aeT MopT, C KOTOPOro 6blA  MNPUHAT  NakerT,
YAO0BNETBOPAOWMIA ycnoBuAM Nobo M3 KomaHg 3anpeta
deny, B cocTaBe KOTOpoOM, BbIJI0 ONKUCaHO noJe.

log-input

OTnpaBKa coobuieHni

Bkntouyaer OTNpPaBKY WHPOPMALMOHHbIX COObLWEHMIA B
CUCTEMHBIM KYpHan npuv MOJMYyYEeHUM MaKeTa, KOTopbIi
COOTBETCTBYET 3aNNUCK.

offset-list

HanmeHoBaHue cnmcka
wabnoHoB nonb3osaTens

3apaeT MCNonb3oBaHWE CNUCKA WaboHOB Noab3oBaTensa s
pacno3HaBaHMA naketoB. OnAa Kaxporo cnucka ACL moxket
6bITb ONpeseneH cBow CNUCOK WabnoHoB.

Index

MHAaekc npasuna

MHaeKkc  3afjaeT MONOXeHuWe npasBuaa B CNUCKE U ero
npuoputeT. Yem MmeHblle MHAEKC — Tem npuopuTeTHee
npasuao. inanasoH gonycTumblx 3HaveHui 1-2147483647.

Y
Y

napameTp «any».

Ona Bblbopa Bcero guManasoHa napameTpos, Kpome dscp u ip-precedence ucnonb3syertca

Mocne Toro Kak xotb oAHa 3anuUcb A06aBHEHa B cnucokK ACL, nOCﬂEAHEﬁ no YMOJ14aHUIO
AOG&BHRETCH 3anunucb deny any any any, KOTopaa O3Ha4YadeT UrHopuposaHue BCexX NaKetTos

He yaosneTsopsatowmx ycnosuam ACL.

Tabnnuya 5.216 - KomaHgbl, Mcnonb3yemble gnsa HacTpoiikn ACL cnnckoB Ha ocHoBe IP-agpecaumm

KomaHoa

Aelicmeue

permit protocol

{any|source source-wildcard}

{any|destination destination-wildcard}

[dscp dscp | precedence precedence]
[time-range time-name] [index index] [offset-list
name]

[ob6asnseT paspeLuatolLyto 3anucb GuUabTpaLuumn 4ns npoTokona. Maketsl,
oTBeYatoLLMe ycnoBuAmM 3anucu, byayT 06pabaTbiBaTbca KOMMYTATOPOM.

permit icmp

{any|source source-wildcard}

{any|destination destination-wildcard}
{any|icmp-type}

{any|icmp-code}

[dscp dscp | ip-precedence precedence]
[time-range time-name] [index index] [offset-list
name]

[obasnseTt paspellatowyto 3anMcb ¢unbTpauumn ana npotokona ICMP.
MaKkeTbl, oOTBeYaloWwMe YycnoBMAM 3anuck, byayT obpabaTbiBaTbCA
KOMMYTaTOpOM.

permit igmp
{any|source source-wildcard}
{any|destination destination-wildcard}

Job6asnaeT paspewatowyio 3anucb GUAbTPaUUK gaa npoTtokona IGMP.
MakeTbl, OTBevaloWMe ycnaoBUAM 3anucu, byayT obpabaTbiBaTbcA
KOMMYTaTOpPOM.
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ligmp-type]

[dscp dscp | precedence precedence]
[time-range time-name] [index index] [offset-list
name]

permit tcp

{any|source source-wildcard}

{any|source-port}

{any|destination destination-wildcard}
{any|destination-port}

[dscp dscp | precedence precedence]

[match-all list-of-flags]

[time-range time-name] [index index] [offset-list
name]

[obasnaeT paspelwarouyto 3anucb ¢GuabTpauum gns npotokona TCP.
MakeTbl, OTBeYaloWMe YCIOBMAM 3anucu, byayT obpabaTbiBaTbCA
KOMMYTaTOpOM.

permit udp

{any| source source-wildcard}

{any| source-port}

{any|destination destination-wildcard}
{any|destination-port}

[dscp dscp | precedence precedence]
[time-range time—-name] [index index]
[offset-1list name]

[Job6asnaeT paspewatollyto 3anucb ¢uabTpauum ana npotokona UDP.
MakeTbl, OTBEYalOWMe YyCAoBMAM 3anucu, byayT obpabaTbiBaTbes
KOMMYTaTOPOM.

deny protocol

{any|source source-wildcard}
{any|destination destination-wildcard}
[dscp dscp | precedence precedence]
[time-range time-name]
[disable-port|log-input] ]
[offset-1list name]

[index index]

[ob6aBnser 3anpeLyatoLLyto 3anucb GuabTpauumn 4nsa npotokona. MakeTol,
oTBevaloLMe yCI0BMAM 3anucu, ByayT 6710KMPOBATLCA KOMMYTaTOPOM.

Mpu ucnonb3oBaHWM KatoyeBoro cnosa disable-port  ¢usmnyeckui
MHTepdEenc, nNPUHABLWIMI  TaKOW nNakeT, OyaeT BblKAOYeH. [pu
MUCNONb30BaHUN  KAtoyeBoro cnoea log-input 6ypetr  oTnpasieHo

coobLIEHME B CUCTEMHDIN KYpPHa.

deny icmp {any|source source-wildcard}
{any|destination destination-wildcard}
{any|icmp-type} {any|icmp-code}

[dscp dscp | precedence precedence]
[time-range t ime-name]
[disable-port|log-input] ]
[offset-1list name]

[index index]

[JobasnaeT 3anpewgatowyto 3annce ¢punbTpauumn ana npotokona ICMP.
MakeTbl, OTBevalowwue ycnoBUAM 3anucu, byayT 610KMpoBaTbCA
KommyTaTopom. [lpu ucnonb3oBaHUKM Katodesoro cnosa disable-port
du3nYecknin nHTepdeinc, NPUHABLIKIA TaKOW NaKeT, ByAeT BbIKNOYEH.

Mpu ucnonb3oBaHUKM KatoyeBoro cnosa log-input 6yaeTr oTnpaBaeHo
coobLieHne B CUCTEMHbIN KypHa.

deny igmp {any|source source-wildcard}
{any| destination destination-wildcard}
[igmp-type]

[dscp dscp | precedence precedence]
[time-range t ime-name]
[disable-port|log-input] [index index]
[offset-1list name]

[obasnseT 3anpelLatowyto 3anmMcb GuabTpauumn gaa npotokona IGMP.
MakeTbl, oOTBeYalwWwue ycnoBuAM 3anucu, byayt HaokuposaTbcA
KommyTatopom. [pu ucnonb3oBaHWW KatoveBoro cnosa disable-port
du13nYECKnit HTEpPdEIC, NPUHABLUNIA TaKoW NaKeT, byaeT BbiKAtoYeH. Mpu
MUCNONb30BaHUKN  KAtodeBoro cnoea log-input 6ypetr  oTnpasieHo
coobLieHne B CUCTEMHbIN KypHa.

deny tcp {any| source source-wildcard}
{any|source-port}

{any | destination destination-wildcard}
{any|destination-port}

[dscp dscp | precedence precedence]
[match-all list-of-flags]

[time-range time-name]
[disable-port|log-input] [index
index] [offset-list name]

[obasnaeT 3anpewarowyto 3anucb GuabTpauunm ans npotokona TCP.
MakeTbl, OTBEYaloWMe YycAoBUAM 3anucu, byayT 6Ha0KMpoBaTbCA
KommyTatopom. [pM MCNONb30BaHWKM KntoveBoro cnosa disable-port
dn3nYECKUIA MHTepdENC, NPUHABLUMIN TaKoW NaKeT, byaeT BbiKAOYeH. Mpu
MUCNONb30BaHUKN  KAtoyeBoro cnosa log-input 6ypet  oTnpasieHo
CO0bLEHME B CUCTEMHDIN KYPHa.

deny udp {any| source source-wildcard}
{any| source-port}

{any|destination destination-wildcard}
{any|destination-port}

[dscp dscp | precedence precedence]
[time-range time-name]
[disable-port|log-input] [index index]
[offset-1list name]

[obasnaeT 3anpelyatoltyto 3anuce GpuabTpaumm ans npotokona UDP.
MakeTbl, OTBEYaloWMe YycAoBUAM 3anucu, byayT 6Ha0KMpoBaTbCA
KommyTatopom. [pu uMcnonb3oBaHWW KntoveBoro cnosa disable-port
dU3nYECKUIA UHTepdENC, NPUHABLLIMIA TaKOM NaKeT, OyAeT BbIK/IYEH.

offset-list name { offset_base offset mask value}

Co34aéT cN1coK WaboHOB NoNb30BaTeNs C UMeHeM name. Imsa moxkeT
BKAtOYaTb 0T 1 10 32 cMMBONOB.

B 04HOM KOMaHAEe MOXKET cofepKaTbCA A0 NATU LWAaBNOHOB, COCTOALLMX
13 caepyroLmMx napameTpos:

offset_base — 6a3oBoe cmelleHMe. BO3MOXKHbIe 3HaYeHuA:
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L3 — Havano 3aronoska IPv4

L4 — KoHeL, 3aronoBsKa IPv4
offset — cmeweHme 6aiiTa aHHbIX B Npegenax naketa. basosoe
CMelLLeHMe NPUHMMAETCA 3a Havyano oTcyeTa
mask — macKa. B aHanu3se nakeTa NPMHUMAIOT y4acTUE TOIbKO Te
pa3paabl baTa, ANA KOTOPbIX B COOTBETCBYIOLMX Pa3pAgax Macku
3agaHa ‘1.
value — uckomoe 3HayeHue

no offset-list name Ypaansert co3faHHbI paHee CNUCOK.

5.26.2 KoHdpueypuposaHue ACL Ha 6a3e IPv6

B gaHHOM pasgene npuBedeHbl 3HAYEHMA U ONUCAHUA OCHOBHbLIX NMAPAMETPOB, UCMONb3YEMbIX B
COCTaBe KOMaHZA, HacTpomKm cnmckos ACL, ocHOBaHHbIX Ha agpecauummn IPv6.

CosgaHue M BXo4, B peXum penaktmposaHma cnuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,
OCYLLECTBNAETCA MO KOMaHAe: ipvé access-list access-1ist. Hanpumep, Ana co3gaHMA CNMUCKA
ACL nog, HazBaHMem MESipv6 He0bxo0AMMO BbINONHUTL CAeaytoWmne KoMaHabl:

console#

console# configure

console (config)# ipvé access-list MESipv6
console (config-ipve-al) #

Tabnnua 5.217 — OCHOBHble NapaMeTpbl, UCMNO/Ib3yemMble B KOMaHAaX

MNapamemp 3HayeHue Aelicmeue
permit [JelicTBue paspewmnTb Co3paeT paspeluatoliee npasuao GunbTpaumm B cnucke ACL.
deny [Oevicteue 3anpeTuTb Co3gaeT 3anpeLatolee npasmio puabtpaumm B cnucke ACL.
protocol Mone npefHasHa4YeHO ANA YKa3aHWA MNPOTOKona (MAn Bcex

MpoTokon

NPOTOKO/I0B), Ha OCHOBe KOTOporo 6yaeT ocyliecTBAseTcs
dunbTpauus. Mpu BoibOpe NPOTOKONA BO3MOMKHbI Cledytolme
BapuaHTbl:  icmp, tcp, udp, AMBO uMCAOBOE 3HauyeHue
npoTokona —icmp (58), tcp (6), udp (17).

Ona  cooTBeTcTBMA  /NtOBOMY  NPOTOKO/ly  MUCMOJb3YeTcA
3HayeHue ipv6.

source-prefix/
length

Appec oTnpasuTeNns u ero
A/MHa

Onpeaenset IPv6-agpec u anvHy npedukca cetn (0-128)
(KonnuecTBo cTaplmnx 6BUT agpeca) UCTOYHMKA NaKeTa.

destination-prefix/
length

AZpec HazHa4YeHua u ero
ANMHa

Onpeaenset IPv6-agpec u aavHy npedukca cetn (0-128)
(konnyecTBo cTapwmx 6MT agpeca) HasHauyeHMA NaKkeTa.

dscp None DSCP & saronoske L3 Onpe,u,enﬂ(iT 3HayeHne DSCP-nons diffserv. BoamoxHble Koapl
coobuieHunit nona dscp: (0 —63).
precedence MpuopwuteT IP Onpegenset npuoputeT IP-Tpaduka:(0-7).
time-name Mma npoduna OnpeaenseT KOHPUIYpPaLLMIO BPEMEHHbIX MHTEPBaOB.
KOHUrypaumm time-range
icmp-type Ucnonbsyetca ana ¢unotpauumn ICMP-naketoB. Bo3moxkHbie
TUMNbI U YMCNOBbIE 3HAYeHUA CoobLLeHWni nons icmp-type:
destination-unreachable (1), packet-too-big (2), time-exceeded
Tun coobulieHunn
npoTokona ICMP (3), parameter-problem (4), echo-request (128), echo-reply
(129), mld-query (130), mid-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).
icmp-code Kopg, coobuweHuni Ucnonbsyetca ana éunbvtpauumn ICMP-naketoB. Bo3moxkHbie

npoTtokona ICMP

3HayeHusa nona 0 — 255.
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destination-port

UDP/TCP-nopt Ha3HaveHus | (70), hostname (42), irc (194), klogin (543), kshell (544), lpd

Bo3morKHble 3HayeHuA nons TCP-nopTa: bgp (179),
chargen (19), daytime (13), discard (9), domain (53), drip
(3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher

(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc
(1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time
(37), uucp  (117), whois  (43), www (80);

source-port

UDP/TCP-nopT uctouHnka | (4500), ntp (123), rip (520), snmp (161), snmptrap (162),

ana UDP-nopra biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp

sunrpc (111), syslog (514), tacacs-ds (49), talk (517), tftp (69),
time (37), who (513), xdmcp (177).
JInbo uncnosoe 3HauveHue (0 — 65535).

list-of-flags

®dnaru npotokona TCP OOMKEeH ObITb YCTAHOB/EH, TO «-». BO3MOXHble BapuaHTbI

Echv  pna  ycnosua  duabTpaumm  dnar  JoMmKeH  6biTb
YCTAQHOB/IEH, TO MNepes HUM CTaBUTCA 3HAK «+», ecnn He

¢dnaros.: +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst,
-syn u -fin.

disable-port

OTKAOYeHWe nopTa YAOBNETBOPAIOWMI yCNOBUAM 060N U3 KOMaHg, 3anpeTa

BbikntoyaeT nopT, C KOTOporo Obll  MNPUHAT  MakKeT,

deny, B cocTaBe KoTopo#, 6bl10 ONMCaHo none.

log-input

OTnpaBkKa coobLeHuni CUCTEMHBIN  KYpPHa/N npu NOAYYEHUM NaKeTa, KOTopbli

Bkntouaet OTNPaBKy WHPOPMALMOHHLIX CcOoObLWeHUn B

COOTBETCTBYET 3anncu.

offset-list

Mmsa cnmncka 6MTOBbIX

3apaeT ncnosib3oBaHMe CnNUcka WabnoHoB Noab3oBaTens AnA
pacno3HaBaHMA nakeToB. [AnA Kaxgoro cnmcka ACL moxket

noneu o
6bITb ONpeseneH cBOM CNUCOK WabNoHOB.

Index

NHpaekc npasuna

MHpekc npasuna B Tabnuue, 4yem MeHble UHAEKC — Tem
npuopwuteTHee npasuno 1-2147483647

/ DOna Bbi6opa Bcero guanasoHa napameTtpos, Kpome dscp u ip-precedence ucnonb3yerca

napameTp «any».

/ Mocne Toro, Kak xoTA 6bl OA4Ha 3anucb AOGHBHEHa B cnucok ACL, nochegHMMM B CUCOK
AOﬁaBﬂﬂI-OTCﬂ 3anucm

permit-icmp any any nd-ns any

permit-icmp any any nd-na any

deny ipv6 any any

[Be nepBble M3 HUX pa3peLLaloT NOUCK cocegHUX IPv6 yCTPOMUCTB C NOMOLLbIO NPOTOKOANA

ICMPv6,

nocnepgHAAa O3Ha4aeTr UrHopuposaHue BCex NaKeTos, He

yaosnersopaowmx ycnosuam ACL.

Tabnunuya 5.218 — KomaHabl, ucnosb3yemble ana Hactpolikn ACL cnnckoB Ha ocHoBe IPv6-aapecauunm

KomaHda

Aeiicmeue

permit protocol
{any|source-prefix/length}
{ any| destination-prefix/length}

[time-range time-name]

[dscp dscp | precedence precedence]

[obasnser paspeLatolLyto 3anmMcb GuAbTPaLUM ANs NpoToKona. MakeTsbl,
oTBevaloLLMe yCnoBuam 3anucu, byayT o6pabaTtbiBaTbCca KOMMYTAaTOPOM.

permit icmp
{any|source-prefix/length}

{ any| destination-prefix/length}
{any|icmp-type}
{any|icmp-code}

[time-range time-name]

[dscp dscp | precedence precedence]

[obasnaeT paspelwatowyto 3anucb GpuabTpaumm gaa npotokona ICMP.
MakeTbl, oOTBevatowme ycnosuam 3anucu, 6yayT obpabaTbiBaTbCA
KOMMYTaTOpOM.
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permit tcp
{any|source-prefix/length}

{any | source-port}

{ any|destination-prefix/length}
{any| destination-port}

[dscp dscp | precedence precedence]
[time-range time-name]

[match-all list-of-flags]

[obasnaeT paspellatollyto 3anucb OuAbTpauum ans npoTtokona TCP.
MakeTbl, oOTBevatowme ycnosuam 3anucu, 6yayTr obpabaTbiBaTbCA
KOMMYTaTOpOM.

permit udp
{any|source-prefix/length}

{any | source-port}

{ any| destination-prefix/length}
{any| destination-port}

[dscp dscp | precedence precedence]

[time-range time-name]

[obasnaeT paspewarowyo 3anucb GuabTpaumm ana npotokona UDP.
MakeTbl, oOTBevaloWwMe ycnoBuam 3anucu, 6byayt obpabaTtbiBaTbeA
KOMMYTaTOpOM.

deny protocol
{any|source-prefix/length}

{ any|destination-prefix/length}
[dscp dscp | precedence precedence]
[time-range time-name]
[disable-port|log-input]

[Jobasnser 3anpeLiatoLlyto 3anuce GUAbTpaLuM Ans NpoTokona. MakeTsbl,
oTBevaloLWme ycnoBuam 3anucu, byayt 6J10KMPOBATLCA KOMMYTAaTOPOM.
Mpn wncnonb3oBaHUKM KAawodeBoro cnosa disable-port dusnyeckni
MHTepdenc, nNpUHABLIMIA  TaKoM nNaKkeT, 6yaeT BbikAoyeH. [pu
MCMNO/MIb30BaHMM  KlouyeBOoro cnosa log-input 6yaeTr  oTnpaBneHo
coobuieHne B CUCTEMHbIN KypHa.

deny icmp
{any|source-prefix/length}

{ any|destination-prefix/length}
{any|icmp-type}

{any|icmp-code}

[dscp dscp | precedence precedence]
[time-range time-name]
[disable-port|log-input]

JobasnaeT 3anpelwatowyo 3anucb ¢unbTpauumn aas npotokona ICMP.
MakeTbl, OTBevYalOLWMe YCNOBMAM 3anucu, 6yayT 610KMpoBaTbCs
KomMmyTatopom. [pu uMcnoib3oBaHMKM KatoyeBoro cniosa disable-port
dusnyecknii HTepdeic, NPMHABLLMIA TaKol NakeT, byaeT BbikAoYeH. Mpu
MCMNO/Ib30BaHMM  Klo4yeBOoro cnosa log-input 6yaeTr  oTnNpaBnAeHO
coobuieHne B CUCTEMHbIN KypHa.

deny tcp

{any|source-prefix/length}

{any | source-port}

{ any| destination-prefix/length}
{any| destination-port}

[dscp dscp | precedence precedence]
[match-all list-of-flags]

[time-range time-name]
[disable-port|log-input]

[obasnaeT 3anpelwjatollyto 3anucb GUAbTPaAUMKM Ans npoTokona TCP.
MakeTbl, OTBevalolMe YyCNOBUMAM 3anucu, byayT 610KMpoBaTbCA
KommyTatopom. [pu wmcnonb3oBaHuMK Katoyesoro cnosa disable-port
du3nyecknin nHTepdeic, NPUHABLLMI TaKoM NakeT, byaeT BbikAloYeH. Mpu
UCNONb30BaHUKM  KntoyeBoro cnosa log-input  6ypeT  oTnpasneHo
cooblieHMe B CUCTEMHbIN KypHa.

deny udp

{any|source-prefix/length}

{any | source-port}

{ any| destination-prefix/length}
{any| destination-port}

[dscp dscp | precedence precedence]
[match-all list-of-flags]

[time-range time-name]
[disable-port|log-input]

[obaBnser 3anpellatollyto 3anuce GuabTpaumMum ans npotokona UDP.
MakeTbl, OTBevalolwme ycnosuam 3anucu, Byayt  6a0KMpoBaTbCA
KommyTaTopom. [lpu wucnonb3oBaHuM Kntouvesoro cnosa disable-port
dU3nYECKnit MHTepdEC, NPUHABLLMI TaKoW NaKeT, ByaeT BbikAloYeH. Mpu
MCNONb30BaHUM  KaoyeBoro cnosa log-input  6yaeTr  oTnpaBneHo
co0obLLEHME B CUCTEMHDIM KYpPHa.

offset-list name { offset_base offset mask
value} ...

Co3£2éT CNUCOK WabnoHoB Nosib3oBaTeNa ¢ UMeHeM name. UMsa moKeT
BK/ItOYaTb OT 1 A0 32 cMMBONOB.
B 04HOIN KOMaHAE MOKET COAEePKaTbCA A0 NATU WabNOHOB, COCTOALLMX U3
cneayoLWmMX NapameTpoB:
offset_base — 6a3oBoe cmelleHMe. BO3MOKHbIe 3HaueHuA:
L3 — Havano 3aronoska IPv4
L4 — KoHeu, 3aronoskKa IPv4
offset — cmeweHure 6aliTa faHHbIX B Npeaenax naketa. basosoe
CMelLLleHME NPUHMMAETCA 3a Ha4ano oTcYeTa
mask — macka. B aHanu3e nakeTa NPMHUMALOT y4acTMe TO/IbKO Te
paspagpl 6aliTa, ANA KOTOPbIX B COOTBETCBYIOLLMX Pa3pAaAax Macku
3agaHa ‘1.
value — uckomoe 3HayeHue
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no offset-list name Ypanaet co3faHHbIN paHee CrUCOoK.

5.26.3 KoHgpueypuposaHue ACL Ha 6a3ze MAC
B paHHOM paspene npuBeAeHbl 3HAYEHUA U OMUCAHUA OCHOBHbLIX MAPAMETPOB, UCMOJ/b3yeMbIX B
cocTaBe KoMaHA HacTpoiku cnnckoB ACL, ocHoBaHHbIX Ha MAC-agpecauumu.

Co3paHue n BXO4 B pexum pepaktnposaHma cnuckoB ACL, ocHoBaHHbIX Ha MAC-agpecauun,
OCYLLECTBAAETCA MO KOMAHAE: mac access-list extended access-list. Hanpumep, ona cosgaHua

cnucka ACL nog HaszBaHMem MESmac HeobxoAMMO BbINOJIHUTL CAeAYHOLME KOMaHAbI:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnunuya 5.219 - OcHoBHble NapaMeTpbl, UCNONb3YEMbIE B KOMAHAAX.

Mapamemp 3HayeHue Aelicmesue
permit [OelicTBue paspewwnTb Co3pgaeT paspelatowee npasuno ¢uabTpaumm B cnncke ACL.
deny [Jewncteue 3anpeTnTb Co3paet 3anpewatowee npasuno uabtpaumm B cnncke ACL.
source Appec oTnpasutensa Onpegenaetr MAC-agpec UCTOYHMKA NaKeTa.

source-wildcard

butoBasa macka,
npumeHaemas K MAC-
ajpecy UCTOYHMKa NaKeTa

Macka onpegensaet 6utol MAC-aapeca, KoTopblie HeobxoamMmo
UrHopMpoBaTb. B 3HauyeHWAa WrHOPUpPyembiXx BUTOB AONKHbI
6bITb 3anucaHbl eguHUUbl. Hanpumep, uMcnonb3ys Macky,
MOXKHO onpeaenutb gas npasuna GuabTpaumMm AManasoHa
MAC-agpecos. Y1obbl A06aBUTL B NpaBuao GuabTpaLmMmn Bce
MAC-agpec HaunHawwmeca Ha 00:00:02:AA.XX.XX,
Heobxoanmo 3aaaTb 3HayeHne macku 0.0.0.0.FF.FF, To ecTb,
COrNlaCHO AaHHOM Macke, nocnegHue 32 6uta MAC-agpeca
OyayT He BaXKHbI A1 aHaAu3a.

destination

Ap,pec Ha3Ha4YeHuA

Onpegenaetr MAC-agpec Ha3HaYeHMA nakeTa.

destination-wildcard

butoBasa macka,
npumeHaemasa Kk MAC-
agpecy HazHavyeHMA NakeTa

Macka onpegensaet 6utel MAC-aapeca, KoTopblie HeobxoamMmo
WUrHOPMPOBaTb. B 3HauYeHUA WUrHopupyembiXx BUTOB AONKHbI
6bITb 3anMcaHbl eaMHMLbl. Macka MCMO/b3yeTca aHas0rMyYHo
macke source-wildcard.

vlan-id [unanasoH 3HaYeHui MNoacetb VLAN ¢dunbTpyembix NnakeTos.
0-4095
cos [unanasoH 3HayeHui Knacc ob6cnykmBaHus (CoS) punbTpyembix NakeTos.
0-7
cos-wildcard Macka onpegensetr 6utel CoS, KoTopble Heobxogumo
UrHOpMpoBaTb. B 3HauyeHWA WrHOpPUpPyembix GUTOB [AONNKHbI
ButoBaa macka, 6bITb 3anNUcaHbl eauHULBI. Hanpumep, 4Tobbl MCNONb30BaTb B
npumeHsaemas K Knaccy npasune ¢punbtpaumm CoS 6 n 7, Heobxogumo B none CoS
obcnykusaHusa (CoS) YKasaTb 3HauyeHue 6, mbo 7, a B Nosie Mmacku 3HayeHne 1 (7 8
dUNbTPYEMbIX NaKeTOB ABOMYHOM npeactasneHnn — 111, 1 — 001, nonyyaetca, 4To
nocnegHuin 6ut, byaet urHopuposatbea, To ectb CoS moxeT
6bITb MM60 110 (6), MM60 111 (7)).
eth-type [nanasoH 3HayeHul Ethernet TMn duNbTPyembIXx NaKeToB B WeECTHaALATEPUYHON
0 — OxFFFF 3anucu.
disable-port BbikNtoYaeT MoOPT, C KOTOpOro 6Obll  MPUHAT  MakerT,
i YA0BNETBOPAIOLLMI YCI0BUAM KOMaHAbI 3anpeTa deny.
log-input Bkntouaer OTNpaBKy WMHOOPMALMOHHbIX COOBLLEHNI B
OTnpaBkKa coobLieHuni CUCTEMHDBIN  KYPHaN npuM  NOAYYEHUU NaKeTa, KOTOPbIN
COOTBETCTBYET 3aMnucHu.
time-name Nmsa npoduna OnpegenseT KOHPUrypaL Mo BPEMEHHbIX MHTEPBA/OB.
KOHdUrypaumm time-range
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offset-list N 3afaeT UCNONb30BaHWE CNUCKa WabaoHOB Nosib3oBaTens Ans
Mo6aitToBoe cmelleHne oT
N pacno3HaBaHuAa nakeToB. [na Kaxpgoro cnucka ACL moxket
K/1l04EBOM TOUKMU -
6bITb ONpeseneH CBOM CNUCOK WabaoHOB.
Index VHOEKE NDABANA MHOeKc npaBuna B Tabauue, Yem MeHblIe MHAEKC — Tem
AeKkcp npuopuTeTHEe Npasuno 1-2147483647
/ Ona Bblbopa Bcero guanasoHa napameTpoB, Kpome dscp u ip-precedence ucnonb3syetcs
napameTtp «any».

/ Mocne Toro Kak xoTtAa 6bl ogHa 3anucb Ao6aBneHa B cnucok ACL, nocnegHeit no ymoayaHuio
pob6asnsaetca 3anucb deny-any-any, KOTopaa O3HauyaeT UrHOPUPOBaHME BCeX MaKETOB He

yaosnersopaowmux ycnosmam ACL.

Tabnuua 5.220 — KomaHapl, ucnosblyemble ansa Hactponkm ACL-cnuckos Ha ocHoBe MAC-agpecauum

KomaHda

Aelicmeue

permit

{any|{source source- wildcard}
{any|destination destination-wildcard}
[vlan vian-id]

[cos cos cos-wildcard] [eth-type]
[time-range time-name] [index index]
[offset-list name]

Jobasnaet paspewatrolyto 3anuce ¢unbTpauuu. [akeTbl, OTBeEYalOLMe
yc/i0BUAM 3anucu, byayT 06pabaTtbiBaTbCA KOMMYTAaTOPOM.

deny

{any|{source source- wildcard}

{any|{ destination destination-wildcard}}
[vlan vian-id]

[cos cos cos-wildcard] [eth-type]
[time-range time-name]
[disable-port|log-input] [index index]
[offset-list name]

Jobasnaer 3anpewatouyto 3anucb o¢unbTpauuu. [akeTbl, OTBevYaroLme
ycnosuam  3anucy,  byayT  6/10KMpoBaTbcA  KOMMyTatopom.  [Mpwu
MCNONb30BaHMM KakoueBoro cnosa disable-port, ¢u3nueckunit MHTepodeiic,
NPUHABLUUI TaKoW NaKeT, byaeT BbIKAOYEH.

Mpu wucnonb3oBaHMM KAOYEBOTO cnoBa log-input 6ynetr oTnpaBieHo
coobLieHne B CUCTEMHbIN KypHa.

offset-list name { offset_base offset mask
value} ...

Co34aéT cn1coK WabnoHOB Nob30BaTENA C UMeHeM name. msa moxeT
BKAtOYaTb OT 1 A0 32 cMumBONOB.
B 04HOIM KOMaHAEe MOXKET coAepKaTbCA A0 NATU LWAabAOHOB, COCTOALLMX U3
cneayroLmMxX NapameTpos:
offset_base — 6a30Boe cmelleHWe. BO3MOXKHble 3HaYeHuA:

L2 Havano cmelleHusa ot Ethertype-

outer-tag  Havano cmeweHusa ot STAG

inner-tag Hayano cmelteHusa ot CTAG

src-mac Hayano cmeuteHma ¢ MAC-agpeca UCTOYHMKA

dst-mac Hayano cmeuteHma ¢ MAC-agpeca HasHayeHus

offset.offset — cmeweHune 6aiTa gaHHbIX B Npeaenax nakeTa. basosoe
CMellleHMe NPUHMMAETCA 3a HaYyano oTcyeTa

mask — macka. B aHanu3e naketa NPMHUMAaIOT y4acTUE TO/IbKO Te paspaabl
6aiTa, AN KOTOPbIX B COOTBETCBYOLWMX Pa3pALax Macku 3agaHa ‘1.

value — uckomoe 3HayeHue

no offset-list name

Ypanaet CO3A3HHbII7I paHee CNUCOK.

5.27 KoHdurypuposaHue 3awurtbl ot DoS-atak

,ﬂ,aHHblﬁ KNaCC KOMaH4 NO3BOIAET 6}'IOKMpOBaTb HEKOTOpble paCnpoCTpaHEHHbIE KN1aCCbl DoS-aTak.

KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUA

KomaHZHas CcTpoka B perkume rnobasnbHOro KOHGUryprMpoBaHMA UMeeT BUA,:

console (config)#
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Tabnunuya 5.221 — KomaHAabl 415 HAaCTPOMKKM 3awuTbl oT DoS-aTtak

Mapamemp

3HayeHue

Aeiicmeue

security-suite deny
martian-addresses
<reserved|add

<ip>|remove <ip>>

<ip> - BanugHbIn IP-agpec

3anpewaetr npoxoxaeHne ¢penmoB C
(«mapcuaHckumm»)  IP-agpecamm
broadcast, multicast).

HeaonycTUMbIMU
ucrouyHmnka (loopback,

security-suite dos protect
<add|remove>

3anpewaeT/pa3peLlaeT NPOXOKAEHNE ONpeseNeHHbIX TUMNoB
TpadurKa, XapaKTEPHbIX 4/ BPeAOHOCHbIX MPOrpamm:

<stacheldraht| invasor- - stacheldraht — ot6pacbiBaeT TCP-nakeTsl C nopTOM
trojan| back-orifice-trojan> MUCTOYHMKaA paBHbIM 16660;
- invasor-trojan — oT6pacbiBaeT TCP-nakeTbl C nopTom

Ha3HayeHus paBHbIM 2140 1 NOPTOM UCTOYHMKA 2140;
- back-orifice-trojan — oTtbpacbiBaeT UDP-nakeTbl ¢ noptom
Ha3HayeHna 31337 u NOPTOM UCTOYHMKA paBHbiMm 1024.

security-suite enable BKAtoYaeT Knacc KoMaHg, security-suite.

no security-suite enable OTKAIOYaEeT KNacc KOMaHA security-suite.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, 2pynnsl nopmos.

KomaHaHaa CTpoKa B pexume KoHPUrypuposaHusa uHtepdeiica Ethernet, rpynnbl noptoB umeer
BUA:

console (config-if)#

Tabnnua 5.222 — KomaHaa KoHoUrypupoBaHua 3awuTbl oT DoS-atak ana nHtepdencos.

KomaHoa 3HavyeHue Aelicmeue

Cospgaet/ypasaner npasuio, 3anpelatolee
TpaduKa, COOTBETCTBYHIOLLEFO KPUTEPUAM.
fragmented — ¢pparmeHTMpPOBAHHbIE NAKETHI
icmp — ICMP-Tpaduk

Syn — syn-naketbl

security-suite deny
<fragmented |icmp|syn>
<add|remove> <any|<ip>
[<mask>]>

NpoxXoXxaeHue

Ip — BaangHbIN IP-agpeca
Mask — macka B popmaTte
IP-agpeca nnm npedukca

no security-suite deny
<fragmented |icmp|syn>
<add|remove> <any|<ip>
[<mask>]>

BoccTtaHaBauBaeT 3HaYeHMe No YMONYaHUIO

security-suite dos syn-
attack <rate> <any|<ip>
[<mask>]>

3afaeT nopor syn-3anpocoB Ha onpeaeneHHblit IP-agpec/ceTb,
npyv NpPeBbIWEHUN KOTOPOro AuWHWE dpelmbl  byayT
oTbpacbiBabca

Rate —5..1000 nakeTtoB B
cekyHay

Ip — BanngHsbii IP-agpec

Mask — macka B popmare

IP-appeca nnm npedmkca

no security-suite dos syn-
attack <any|<ip>
[<mask>]>

BoccTaHaBnmBaeT 3HaveHue no YMON4YaHUIO

5.28 KauecTtBo ob6cnykuBaHua - QOS

Mo ymonyaHuio Ha BCex MOPTax KOMMyTaTopa WCMOJ/b3yeTca OpraHvM3auma oyepeau NakeTos Mo
meToay FIFO: nepsbiii npuwwen — nepsbiii yweén (First In — First Out). Bo Bpema MHTEHCMBHOWN Nepeaayun
TpaduMKa Npu MCNoNAb30BaHUM JAHHOFO METOAA MOFYT BO3HMKHYTb NPOOG/EMbI, MOCKOAbKY YCTPOMCTBOM
WUrHOPUPYIOTCA BCE NakKeTbl, He Bowegwmre B bydpep oyepegn FIFO, M COOTBETCTBEHHO TepsAOTCA
6e3B03BpaTHO. Pewaet gaHHyto npobnemy meTton, OpraHUsylOWMiA odepean no npuoputety Tpaduka.
MexaHnam QOS (Quality of service — KauyecTBo 06CNYKMBaHUA), peannM30BaHHbIA B KOMMyTaTOpax
MES3000, nos3BosAeT opraHM3oBaTb BOCEMb ovepeneit npuopuTeTa NakeToB B 3aBMCMMOCTM OT TMMa
nepefaBaeMblX JaHHbIX.
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5.28.1 Hacmpoiika QoS

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnua 5.223 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

qos [basic | advanced]

no qos

-/basic

PaspeluaeT KomMMyTaTopy Mcnoab3oBaTh QOS.

- basic — 6a308bIlt pexxum QoS;

- advanced — paclwumpeHHbI pexunm KoHburypuposaHma QoS,
BK/IIOYAIOLL M NOJHBIN NepeyeHb KOMaHg, HacTpolikn QoS.

YCTaHOBUTb MexaHM3M nepeaayn gaHHbix FIFO.
V HacTpoiiku QOS npu atom 6yayT yaaneHbl.

class-map
class-map-name [match-
all| match-any]

no class-map class-map-
name

(1..32) cumBonos

Mo ymon4yaHuo
ncnosb3yeTca onuuma
match-all

1. Co3paeT cnucoK Kputepues KnaccuduKkaumm Tpaduka.

2. BXoAWUT B peXxum penakTUpOBaHWUA CMWUCKA KpuTepues

KnaccuduKkaumm TpaduKa.

- match-all — Bce KpuTepuu OaHHOrO CNUCKa AOMKHbI ObITb

BbINOJIHEHbI;

- match-any — oauH, 06Ol KpuTepuii AaHHOTO CNuUCKa

O0/1KeH ObITb BbINO/IHEH.

V B cnucke KputepueB MOKeT 6biTb O4HO MAM ABa
npasuna. Ecam npasuna aBa, u 06a oHU yKasbiBaloT

Ha pasHble TMnbl ACL (IP, MAC), To Knaccudpukaumua 6yaer

OCYLLECTBAATLCA NO NePBOMY B CNMUCKE BEPHOMY NpaBuay.

V [eiicTByeT TONbKO ANA pexuma qos advanced

YaansaeT CNUMCoK KpUTepues KnaccuduKaumm Tpaduka.

policy-map policy-map-
name

no policy-map policy-map-
name

(1..32) cumBonos

1. Co3paert cTpaTermto Knaccupuraumm Tpadpuka.
2. Bxoanut B pexum  pefakTMpoBaHuA
KnaccuduKaumm Tpadpmka.

CTpaTtermu

V B oaHOM HanpasneHuMM nNOAAEPKUBAETCA TOJIbKO
oAHa cTpaTerusa Knaccupukauum tpadpuka.
Mo ymonuaHuio policy-map ycraHasnusaer DSCP=0 pgna IP-
naketos u CoS=0 ana TerMpoBaHHbIX NAaKETOB.

V [eicTByeT TONbKO ANA pexxmma gos advanced.

Ypanaet npasuno knaccudukaumm tpaduka.

qos aggregate-policer
aggregate-policer-name
committed-rate-kbps
excess-burst-byte [exceed-
action {drop | policed-
dscp-transmit}]

aggregate-policer-name:
(1..32) cumBona

committed-rate-kbps:
(3..57982058)

committed-burst-byte:
(3000..19173960)

Onpe,u,enﬂeT wabnoH HacCTpoeK, KOTOprVI nossonAeT
OrpPpaHN4YNTb NONIOCY NPOMNYCKAaHUA KaHana U B TO Xe BpemA
rapaHTMpoOBaTb onpeaeneHHyr CKOPOCTb nepeaavn AaHHbIX.

Mpu paboTe C NOAOCON NPOMYCKaHMA UCMO/b3YETCA aNroOpPUTM
MapKMPOBaHHOMN «KOP3WHbI». 3ajayelt anropuTma sBAfeTcA
NPUHATME pPelleHusa: nepeaaTb NaKeT WAM  OT6POCUTL.
MapameTpamu asroputma fiBAATCA — CKOPOCTb NOCTYM/IEHUA
(CIR) MapKepoB B «KOP3MHY» U 06bEM (CBS) «KOP3MHbI».

- committed-rate-kbps — cpeaHee
TpaduKa, KbuT/c. [aHHas CKOpoOCTb
nepegaye nHGopmauuu;

- committed-burst-byte — pasmep caepkusatowero nopora B
bainTax;

- drop -

3HauyeHWe CKOPOCTH
rapaHTMpyerca npu

naket 6ygetr oOTOGpoWeH, Korga «Kop3uHa»
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no qos aggregate-policer
aggregate-policer-name

nepenosiHUTCA;
- policed-dscp-transmit — npu nepenoNHEeHUM «KOP3UHbI»
3HayeHue DSCP byaet nepeonpegeneHo.

V Henb3a yaanutb wabnoH HacTpoeK, ecam OH
ucnonb3yetca B cTpatermn policy map, nepep,
yAaneHnem cnegyetr yAanuTb HasHayeHue WwabnoHa
cTpatermm: no police aggregate aggregate-policer-name

v DeicTByeT TONIbKO ANA pexuma gos advanced.

YpanseT wabnoH HAaCTPOEK Pery/iMpoBaHMsA CKOPOCTU KaHana.

Wwrr-queue cos-map queue-
id cos1...cos8

no wrr-queue cos-map
[queue-id]

queue-id: (1..4);
cosl...cos8: (0..7);

3HaueHua CoS no
YMOYAHUIO ANA oYepesen:
CoS=1-o4epegb 1
CoS=2-o4epeap 1
CoS =0 —ouepeap 2
CoS =3 —ouepegap 2
CoS =4 —o4epegb 3
CoS =5 —ou4epegb 3
CoS =6 —ouepeap 4
CoS =7 —ouepeap 4

Onpepensetr 3HayeHuna CoS pana ouepenelt ucxogallero
TpadukKa.

YcTaHaBAMBAET 3HAYEHUA NO YMONYaHUIO.

wrr-queue bandwidth

(0..255)/1

MpucBanBaeT BEC MCXOAAWMM oOYepeasM, MCMo/b3yemblit

weightl weight2 weight3 mexaHmamom WRR (Weighted Round Robin — Becosoi
weight4 . | mexaHu3m pacnpeaeneHus Harpysku).
Mo ymonuyaHuto Bec Kaxkaom
- oyepeam paseH 1
no wrr-queue bandwidth YcTaHaBAMBaeT 3HaYeHME N0 YMONYAHUIO.
priority-queue out num-of- 3a4aeT KO/IMYeCTBO NPUOPUTETHbIX oYepeaeit.
queues number-of-queues
Ona npuoputetHo ouepean Bec WRR 6yper

number-of-queues: (0..8)

Mo ymonyaHuio, Bce
oyepean obpabaTbiBatoTCA
no anroputmy «strict

WrHOpUPOBATbCA.

Ecnn 3apaerca otanmyHoe ot «0» 3HayeHue N, To ctapwme N
ouepepgeit 6yayT npuoputetHbiMmu (He 6yayT yyactBoBaTb B
WRR).

Mpumep:

0: BCe ouepeaun paBHOMNPABHbI;

1: cemb mnagwmx ouvepegei yudactsyioT B WRR, 8-aa He

priority». yuacrayer;
2: wecTb Maagwux ouepepeit yuyactsyiotr 8 WRR, 7,8 He
y4acTByloT.
no priority-queue out num- YcTaHaB/MBaeT 3HaYEHUE MO YMONYAHUIO.
of-queues
qos wrr-queue threshold . YcTaHaBAMBaeT MOPOroBble 3HAYeHUs ANsA  oTOpacbiBaHMA
gigabitethernet queue-id: (1.8) n36bITOYHOrO TpaduKa oyepesm.
queue-id O6bem TpadmKa B 3aBUCMMOCTU OT €ro npuvopurera

threshold-percentage

no qos wrr-queue
threshold gigabitethernet
queue-id

threshold-percentage:
(0..100)

Mo ymon4aHuio 3HayeHne
NoOpOroBbIX HACTPOEK ANA
oTbpacbiBaHMA
M36bITOYHOTO TpaduKa
paBHO 80%

CpaBHMBAETCA C COOTBETCTByHOWMM noporom. Ecnu
nopor  npesbllleH, nakertbl C  COOTBETCTBYIOLIUM
npuoputetom c6poca 6yayT oTGpacbiBaTbCA B TEUEHUE BCEro
BPeMeHM, NOKa Nopor NpeBbILLEeH.

[eiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HaYeHUA noporos N0 ymon4yaHuto

gos wrr-queue wrtd

no qos wrr-queue wrtd

Mo ymonyanuio WRTD
BbIK/IHOYEHO

Bkntouaet WRTD.
V MU3meHeHUA BCTYNAT B CUy Nocae nepesarpysKku
ycTpoiicTBa.

Bbikntoyaet WRTD.

gos map policed-dscp dscp-
list to dscp-mark-down

dscp-list: (0..63)

dscp-mark-down: (0..63)

3anonHaeT Tabauuy nepemapkuposku DSCP. [na Bxoaawmx
NakeToB C YKa3aHHbIMW 3HavyeHuamn DSCP 3apgaetr HoBoe
3Ha4yeHue DSCP.
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no qos map policed-dscp
[dscp-list]

Mo ymonyaHuto Tabamua
NOBTOPHOM MapKUPOBKHK
ABNAETCA NYCTOW, TO ecTb
3HauyeHma DSCP ana scex
BXOAALLMX NAKETOB
OCTaloTCA HEM3MEHHbIMMU

- dscp-list — onpegensaer pno 8 3HauyeHuit DSCP, 3HauyeHus
pasgenstorcs 3Hakom npobena.

- dscp-mark-down — onpegensier HoBoe 3HayeHue dscp.

V' [eiicTByeT TONbKO AN pexxuma gos advanced.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

gos map dscp-queue dscp-
list to queue-id

no qos map dscp-queue
[dscp-list]

dscp-list: (0..63)
queue-id: (1..8)

3HaueHWA No YMONYaHUIO:
DSCP: (0-7), ouepeap 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepegpb 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBAMBaeT COOTBETCTBME MmexAay 3HadeHuamn DSCP
BXOAALLMX MAKETOB M o4epesamu.
- dscp-list — onpepenser go 8 3HayeHuit DSCP, 3HaueHus

paszensaoTca 3Hakom npobena.

YcTaHaBAMBaAET 3HAa4YeHUA No YMONYaHUIO

gos map dscp-dp dscp-list
to dp

dscp-list: (0..63)
dp: (0..2)

Mo ymonuyaHuto Bce nakeTbl
MMeLT NpuopuTeT cbpoca

CtaBUT B COOTBETCTBME 3HayeHuto DSCP npuopwuteT otbpoca
(4em BbllWE YMCNOBOE 3HAYEHME NPUOPUTETA, TEM HUNKE
BEPOATHOCTb TOro, YTO MakeT OyaeT oTbpoleH; B nepsyt
ouyepenb OTOpacbiBatoTCA MakeTbl € npuoputeTom cbpoca O,
3aTem 1, 3atem 2)

- dscp-list — onpenenser go 8 3HaueHuit DSCP, 3HaueHus
pasgenstoTcs 3Hakom npobena.

V [eiicTBYyeT TONbKO ANA pexuma gos advanced.

dp=0
no qos map dscp-dp [dscp- YcTaHaBAMBAET 3HAYEHMA MO YMONYAHUIO.
list]
qos trust YCTaHaBAMBaAET pPEeXMM [0Bepus KomMmyTaTopa B 6asosom
{cos | dscp} pexxkrume QoS (CoS nnu DSCP).
- COS — YCTaHaB/NMBaeT KnaccuduKaumio BXoAALWMX NAKeTOB No
3HayeHunam CoS. [1na HeTerMpoBaHHbIX MAKETOB MCMONb3YeTCs
3Ha4veHue CoS No ymonyaHuio;
/cos - dscp — ycTaHaBAMBaeT KaaccMOUKaALMIO BXOAALMX NaKeToB
no 3HayeHusam DSCP.
V [DeicTBYeT TONbKO ANA pexuma qos basic.
no qos trust YcTaHaBAMBAET 3HAYEHMA NO YMOSHAHMIO.
gos dscp-mutation Mo3sonsaetr npumMeHUTb Tabauuy wm3meHeHun dscp K
COBOKYMHOCTM dscp-l0BepeHHbIX NOPTOB. Mcrnonb3oBaHue
TabAnLbl UI3MEHEHU I NO3BOIAET NepesanuncaTtb 3HaYeHus dscp
B IP-nakeTax Ha HOBble 3HAYeHMUA.
V MpumeHuTb Tabnuuy usmeHeHuii DSCP BO3MOXKHO
- TONbKO ANA  BXogAwero TpaduKa [OBEepeHHbIX
nopToB.
V [eicTByeT TONIbKO ANA pexuma qos basic.
no gos dscp-mutation OTMeHsAeT UCNONb30BaHWE KapTbl U3MeHeHuUM dscp.
gos map dscp-mutation in- in-dscp: (0..63), 3anonHAeT Tabnanuy nepemapkuposku DSCP. [ina BxoAawmx

dscp to out-dscp

out-dscp: (0..63)

Mo ymonyaHuio KapTa
U3MEHeHWUI ABnAeTcA
NycToOM, TO eCTb 3HaYeHUsA
DSCP gna scex BXoaawmx
NakeToB OCTaloTCA
HEN3MEHHbIMU

NaKeToB C YKa3aHHbIMM 3HayeHnsamu DSCP 3apaet HoBble
3HayeHua DSCP.

- in-dscp — onpegenser go 8 3HauyeHult DSCP, 3HauyeHus
pasgenstoTca 3Hakom npobena.

- out-dscp — onpegenser Ao 8 HoBbIX 3HayeHun DSCP,
3HayeHun pasgenatoTca 3Hakom npobena.

V [elicTBYyeT TONbKO AN pexuma qos basic.

no qos map dscp-mutation
[in-dscp]

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHUIO.

Ethernet-kommymamopei cepuu MES3000

199



SHELTEX

rate-limit vian_id rate
burst

no rate-limit

vlan_id: (1 .. 4094);
rate: (3 .. 57982058)
K6uT/C
burst: (3000 .. 19173960)
6aunT /128K6ainT

YcTaHaBAMBaeT orpaHuyeHue
Tpadumka gna 3agaHHom VLAN.
-vlan_id — Homep VLAN:

- rate — cpegHAan ckopocTb TpaduKa (CIR), KBUT/C;

- burst — pasmep caeprkmBatoLero nopora (orpaHuyeHue
cKopocTu) B HaiTax.

CKOPOCTU A4/  BXOAALLEro

CHMMaeT orpaHunyeHne CKOPOCTU BXOAALLEro TpadumKa.

KomaHObI pexcuma pedakmupo8aHUA CIUCKA Kpumepues Kaaccugukauyuu mpagpukxa

Bua 3anpoca KOMaHAHOW CTPOKM pexuma pedakTUPOBaHWMA CrMCKa Kputepues KnaccuduKaumm

Tpaduka:

console# configure

console (config) # class-map class-map-name

console (config-cmap) #

[match-all |[match-any]

Tabnunua 5.224 — KomaHAabl pexXMma pefakTMpOoBaHUA CNIMCKA KpUTepues Knaccuduraumm TpaduKa

KomaHda

3HayeHue

Aelicmeue

match access-group acl-
name

no match access-group acl-
name

(1..32) cumBonos

[ob6asnaeTt Kputepuit Knaccupurkaumm Tpaduka. Onpegenser
npasuaa o¢unbTpauumn Tpadmka no cnucky ACL pgna
KnaccuouKkaumu.

« [DeicTByeT TONIbKO ANA pexuma gos advanced.

Ypanset kputepuit knaccudukaumm Tpadmka.

KomaHObI pexcuma pedakmuposdaHUAa cmpamea2uu KadccuguKkauuu mpagduka

Buz 3anpoca KOMaHAHOM CTPOKM peXXnma peaakTMpoBaHuaA cTpaTermm KnaccuduKkaumm Tpadmka:

console# configure
console (config) # policy-map policy-map-name
console (config-pmap) #

Tabnuua 5.225 — KomaHapl pexkuma pefakTMpoBaHuA cTpaTermm knaccudumraumm tpadumka

KomaHda

3HaueHue

Aeilicmeue

class class-map-name
[access-group acl- name]

no class class-map-name

(1..32) cumsonos

Onpegenser npasuno Knaccuoukaumm Tpaduka v BXOAUT B
pexum KoHOUrypupoBaHua npasuaa Knaccudukaumm — policy-
map class.

- access-group — onpegenaeT npasuaa ¢puabTpauumn Tpaduka
no cnucky ACL ans knaccuédukauuu. MNpu co3gaHumM HOBOrO
npaBuaa KnaccuduKaumm, ONuUUOHANbHLIA NapameTp access-
group obasateneH.

[Ana Toro 4tobbl UCNONL30BaTb HACTPOIKU CTpaTeruu
policy-map gna uHtepdeiica, ucnonblyinte KomaHay

service-policy B pexxume KoHdpurypauum nntepdeiica.

/1 [eiicteyeT ToNbKO ANA pexnma gos advanced.

Ypanaet npasuno knaccudbukaumm Tpadwuka class-map u3
ctpateruu policy-map.
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KomaHObI pexcuma KoHgu2ypuposaHUsa Npasusaa Kadccugpukayuu

Bupg, 3anpoca KOMaHAHOMW CTPOKM peXxmnma KOHPUIypupoBaHUA NPaBmIa KnaccuouKaumm:

console# configure
console (confiqg)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl- name]
console (config-pmap-c) #

Tabanuya 5.226 — KomaHgbl pexkuma KoOHPUrypruposaHma npasuaa kKnaccudumkaumm

KomaHoa

3HauyeHue

Aelicmeue

trust [cos | dscp | cos-
dscp]

no trust

M0 yMOAYaHUIO pPeXKUM
[0BEpMsA He yCTaHOB/IEH

Onpegensetr pexum [oBepuAa K onpeaeneHHoOMy Tuny
Tpaduka. [laHHOW KOMaHAoM BblbMpaeTca 3HaYeHne, KoTopoe
QoS byaeT ncnonb3oBaTb B KaYecTBe BHyTpeHHero DSCP.

- COS — B KayecTse BHyTpeHHero DSCP ncnonb3yetca CoS;

- dscp — B KauyectBe BHyTpeHHero DSCP ucnonb3yetca DSCP
BXOAALLMX MAKETOB (3HaYeHue No YMOYaHUIO);

- cos-dscp — B KauyecTBe BHyTpeHHero DSCP ncnonbsyetca DSCP
BXOAALLMX NaKeToB, ecau 3710 IP-nakeTbl, nHave CoS.

V JeiicTBYeT TONbKO ANA pexxuma gos advanced.

YcTaHaBAUBaeT 3HaYeHUe No YMONYAHUIO.

set
{dscp new-dscp | queue
queue-id | cos new-cos}

no set

new-dscp: (0..63)
queue-id: (1..8)

new-cos: (0..7)

YcTaHaBAuBaeT HOBble 3Ha4YeHuna gna IP-nakeTa.

V KomaHaa set nABnserca B3aMMOMUCKAOYAlOWEN C
KOMaHAouh trust gnAa ogHOW M TOWU Ke cTpaTernm
policy-map.

V Crparerum policy-map, ucnonb3yiowme KomaHabl set,
trust wuam  umerowmn  Knaccudpukaumio  ACL,

« Ha3HAYaloTCA TO/IbKO ANA UCXOAALLUX UHTepdelicoB.
[elicTByeT TONbKO ANA pexuma gos advanced.

YpanaeT HoBble 3HaYeHua ana IP-nakerTa.

police
committed-rate-kbps
committed -burst-byte
[exceed-action {drop |
policed-dscp-transmit }]

no police

committed-rate:
(3..12582912) kbut/c

committed-burst:
(3000..19173960) 6aiit

Mo3BONAET OrPAHNYUTL MOOCY NPOMYCKAHMUA KaHANa U B TO XKe
BPEMSA rapaHTUPOBaTb OMNpPEeLEeNeHHY0 CKOPOCTb nepeaayu
JaHHbIX.

Mpu paboTe ¢ NOAOCON NPOMYCKaHUA UCNONb3YETCA aAropUTM
MapKMPOBaHHOW «KOP3MHbI». 3agadyelt anropuTma ABASETCA
NPUHATUE pelleHua: nepefatb NakeT WAW  OTBPOCUTH.
MapameTpamu anroputma ABAAIOTCA — CKOPOCTb NOCTYMN/IEHMA
(CIR) mapKkepoB B «KOp3uHY» 1 06BEM (CBS) «KOpP3UHbI».

- committed-rate-kbps — cpeaHee 3HauyeHWe CKOpOCTM
TpaduKa, KOBMT/C. [JaHHAA CKOPOCTb rapaHTMpyeTcsa npu
nepegsaye nHGopmauuu;

- committed-burst-byte — pasmep caepxusatowero nopora B
baiTax;

- drop - naker 6yaer oT6pOLEH,
nepenonHUTCS;

- policed-dscp-transmit — npu nepenonHeHun
3HayeHue DSCP b6yaeT nepeonpeaeneHo.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

KOorga «KOP3MHa»

«KOP3UHbI»,

OTKAtovaer perynmposaHne CKOpPOCTU KaHana.

police agregate aggregate-
policer-name

no police agregate
aggregate-policer-name

(1..32) cumBonoB

HasHauaeT npaBway KnaccuduKaumm Tpaduka WwabaoH
HAcTpOEeK, KOTOPblA  MO3BO/MAET  OrPpaHWM4YUTL  noaocy
NPOMycKaHWA KaHana M B TO K€ BPemsa rapaHTMpOBaTb
onpegenieHHy0 CKOPOCTb Nepeaayn AaHHbIX.

71 [eiicTByeT TONbKO ANA pexuma qos advanced.

YpanaeT wabsoH HacTpoeK PeryMpoBaHunA CKOPOCTU KaHasa
13 NpaBuna Knaccuobukaumm tpaduka.
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KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypupoBaHua uHTepdeitca Ethernet, rpynnbl

MopToB:

console (config-if) #

Tabnnua 5.227 — KomaHabl pexxuma KoHpurypmpoaHus nHtepdelica Ethernet, rpynnsl noptos.

KomaHda

3HayeHue

Aeiicmeue

service-policy input
policy-map-name

no service-policy input

(1..32) cumBonos

HasHauaeT uHTepdelicy cTpaTernto knaccudmkaumm Tpadpuka.

V B ogHOM HanpasneHuu nHTepdeiicom
nopAep)uBaerca TONbKO oAHa cTparterus
KnaccupuKauum tpadpumka.

V DeiicTByeT TONbKO AnA pexxnuma qos advanced.

Ypansaet ctpateruto knaccudumraumm Tpaduka c MHTepdeiica.

traffic-shape committed-
rate [committed—burst]

no traffic-shape

committed-rate:
(64..1000000) k6UT/C

committed-burst:
(4096..16769020) 6aiit

YcTaHaBAMBaeT OrpaHMYeHWe CKOPOCTU AN  UCXOAALLEro
TpaduKa yepes nHtepdeiic.

- committed-rate — cpeaHAA cKOpocTb TpaduKa, KEUT/c;

- committed-burst — pasmep caeprkuBatoLero nopora
(orpaHnueHne ckopocTn) B HaiiTax.

CHMMaeT orpaHuyeHne CKOpoCTU Mcxoaawero Tpaduka yepes
UHTepodeic.

traffic-shape queue
queue-id committed-rate
[committed—burst]

no traffic-shape queue

committed-rate:
(64..1000000) k6UT/C

committed-burst:
(4096..16769020) 6aiiT

YcTaHaBAMBaeT OrpaHWYeHue CKOopoCTU
MHTepdeic ans ncxoaallen ovepeam.

- committed-rate — cpeaHAA CKOPOCTb TpaduKa, K6UT/c;
- committed-burst — pasmep caepkusatowLero nopora
(orpaHuyeHune ckopocTtu) B baiTax.

TpaduKka uyepes

CHMMaeT orpaHuyeHue ckopocTn Tpaduka uepes uHTepdeiic

queue-id queue-id: (0-8) ANa ncxopsaulen odepean.
qos trust BKntouaeT 6a30Bbii MexaHM3M (oS AN UHTepdelica.
-/BKAKOYEHO V [eiicTBYeT TONbKO ANA pexuma qos basic.

no qos trust

BbikntoyaeT 6a30BbI MexaHM3M qos ana nHTepdeiica.

rate-limit rate [burst]

rate: (3 .. 10485760)

YcTaHaBAMBaeT OrpaHUYeHuMe CKOpPOCTU  AnA
TpaduKa.
OrpaHuyeHUe CKOPOCTU AN KOHKPETHOro nopta MOKeT

BXOAALLETO

V 6bITb MPUMEHEHO, TONMbKO €CIM K Hemy He
K6uT/c npumeHeHa KomaHpa port storm-control brodcast
burst: (3000 .. 19173960) | enable.
6aiiT /128k6aitt [aHHaa KOMaHAa [AOCTYMHa TONbKO B peXume
KOHdUrypuposaHua untepoeiica Ethernet.

no rate-limit CHMMAET orpaHMYeHre CKOPOCTU BXOoAALLEro Tpaduka.
qos cos YcTaHasnuBaeT 3HayeHne CoS no ymonyanuto gna nopta (CoS,
default-cos npumeHsemblid  ONA  BCEro HeTerMposaHHoro Tpadwuka,

npoxoanlLero Yepes nHTepdeiic)

(0..7)/0 [aHHaA KOMaHAA [OCTYNHA TONbKO B peXume

no qos cos

KOHdUrypuposaHusa untepoeiica Ethernet.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexnma EXEC:

console#
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Tabnnua 5.228 — KomaHab! pexuma EXEC

KomaHoa

Aeiicmeue

show qos

MoKasbiBaeT pexum QOS HacTPOeHHbI Ha ycTpolicTee. B 6a30BOM pexkuMme MOKasbiBaeT
«[,0BEPEHHbIN» pexum (trust mode).

show class-map [class-
map-name)

MoKa3sblBaeT CNUCKKN KpUTepMeB Knaccupukaumm tpaduka.

V DeiicTByeT TONbKO ANA pexxnma qos advanced.

show policy-map [policy-
map-name)

MokasbiBaeT npaBuaa KnaccmduKkaumm Tpaduka.

« [eiicTByeT TONbKO ANA pexxuma gos advanced.

show gos aggregate-
policer [aggregate-policer-
name]

MoKasbiBaeT HACTPOMKU CpefAHel CKOPOCTM, U OrpaHWYeHUs MOJI0Cbl MPOMNyCcKaHua ans
npasua Knaccupukaumm Tpaduka.

V [eicTByeT TONIbKO ANA pexuma gos advanced.

show qos interface [buffers
| queueing | policers |
shapers |

rate-limit]
[gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group |

vlan vian_id]

MokasbiBaeT QoS-napameTpbl A4NA MHTepdeiica.

-vlan_id — Homep VLAN (1..4094);

- gi_port — Homep nHtepodeiicos Ethernet g1-g24 (1..8/0/1..24);

- te_port — Homep uHTepdeiicos Ethernet XG1-XG4(1..8/0/1..4);

- group — Homep rpynnbl noptos (1..12);

- buffers — HacTpolikn bydepa ans ouepegent nHTepdeiica;

- queueing — anroputm obpaboTkn ouepegenn (WRR mnu EF), Bec ana WRR ouepegeit, knaccbl
obcnynBaHua ana odepeaei u npuoputet ans EF;

- policers — ckoHpUryprpoBaHHble cTpaTernn Knaccudukaumm Tpaduka ana nHtepodeica;
- shapers — orpaHu4YeHne CKOpoCTK ANA ucxoaauero Tpaduka;

- rate-limit — orpaHn4YeHmne ckopocTn Ansa Bxoaawero Tpaduka.

show qos map [dscp-queue
| dscp-dp | policed-dscp |
dscp-mutation]

MokasbiBaeT MHOPMaLMIO 0 3aMeHe NoJiei B NakeTax, ucnonbsyembix QOS.
- dscp-queue — Tabauua cootsetcTeua DSCP n ouepesels;

- dscp-dp — Tabaunua coorsetcTBus meTok DSCP 1 npuoputeta cbpoca (DP);
- policed-dscp — Tabnmua nepemapkunposkm DSCP;

- dscp-mutation — Tabnmua nsmerHeHma DSCP-to-DSCP.

[pumepbl 8bINOAHEHUS KOMAHO.

= BkAwuutb pexkmm QoS advanced. Pacnpegenutb TpaduK no odepegam, naketbl ¢ DSCP 12 B
nepsyto ovepenb, naketol ¢ DSCP 16 Bo BTOpYt0. Bocbmas ovepenb — npmoputetHada. Co3aaTb
cTpateruto Knaccuduraumm tTpaduka no cnucky ACL, paspewarowemy nepegady TCP-naketos
c DSCP 12 u 16 v orpaHM4YMBaloLLY0 CKOPOCTb — cpeAHAaa ckopocTb 1000 Kéut/c, nopor
orpaHuyeHma 200000 6aiiT. Mcnonb3oBaTb AaHHYIO cTpaTernio Ha uHTepdelicax Ethernet 14 n
16.

console#

console# configure

console (config) # ip access-list tcp ena

console (config-ip-al)# permit tcp any any dscp 12
console (config-ip-al)# permit tcp any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced
console (config) # gqos map dscp-queue
console (config) # gqos map dscp-queue
console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena

(
(
(
(
( 12 to 1
(
(
(
(
console (config-pmap-c) # police 1000 200000 exceed-action drop
(
(
(
(
(
(
(
(

16 to 2

console (config-pmap-c)# exit

console (config-pmap) # exit

console (config) # interface gigabitethernet 1/0/14
console (config-if) # service-policy input

console (config-if) # exit

console (config) # interface gigabitethernet 1/0/16
console (config-if)# service-policy input

console (config-if) # exit
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console (config) #

5.28.2 Cmamucmuka QoS

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexXmnma rnobasbHoro KOHOUrypupoBaHusa:

console (config) #

Tabnunua 5.229 — KomaHapl pexknuma rnobanbHOro KOHPUrypmpoBaHums.

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

gos statistics aggregate-
policer aggregate-policer-
name

no qos statistics aggregate-
policer aggregate-policer-
name

(1..32) cumBonos

Mo ymonyanumio QoS-
CTaTUCTMKA OTKAIOYEHA

Aelicmeue
Bkntouaer  QOS-CTAaTUCTMKY NO  OrPaHMYEHU0  Nonoc
nponyckaHms.
OTkntovaer  QOS-CTAaTUCTMKY NO  OFpaHMYEHUD  Mosoc
nponyckaHms.

qos statistics queues set
{queue | all}{ dp | all}

{ gigabitethernet gi_port |
tengigabitethernet te_port
| all}

no qos statistics queues set

set: (1..2)
queue: (1..8)
dp: (high, low)
gi_port: (1..8/0/1..24)
te_port:(1..8/0/1..4)
3HayeHMe N0 YMONYAHMIO:
Set 1: Bce npuopwuTeThl, BCE
ouyepeam, BbICOKMUIA
npuopwuTeT cbpoca.
Set 2: Bce npuopwuTeThl, BCE
ouepeam, HU3KNUI
npuopuTet cbpoca.

BkntouaeT QoS -CTaTUCTMKY AN BbIXOAHbIX o4epeseit.

- set — onpegenset Habop CYETYNKOB;
- dp — onpegenset npuopuTeT cbpoca.

OTKAtoYaeT QOS-CTaTUCTUKY ANA BbIXOAHbIX ouepeaei.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, epynnsi nopmos

Bug, 3anpoca KOMaHAHOM CTPOKU pexumma KoHourypuposaHua uHTepdeica Ethernet, rpynnbl

nopToB:

console (config-if) #

Tabnunua 5.230 — KomaHapl pexknuma KoHdurypuposaHua nHtepdeinca Ethernet.

KomaHda

3HaueHue

Aeiicmeue

qos statistics policer
policy-map-name
class-map-name

no qos statistics policer
policy-map-name
class-map-name

policy-map-name:
(1..32) cumBonos

class-map-name:
(1..32) cumBonos

Mo ymonyaHuto c6op QoS-
CTAaTUCTUKM OTK/IOYEH

BkntoyaeT c6op QOS-CTaTUCTUKM Ha nHTepdeiice.

- policy-map-name — cTpaTerua knaccudukaumm Tpaduka;

- class—map—name — CNUCOK Kputepues KﬂaCCVI(bVIKaLI,VIVI

TpaduKa.

OTkNtoyaeT cbop QOS-CTaTUCTMKM Ha MHTepdeiice.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOmaHAHOM CTPOKK pexknuma EXEC:

console#

Tabnunua 5.231 — KomaHgpl pexkuma EXEC.

KomaHda

Aelicmeue

clear qos statistics

Ounwaet cTaTucTnky QOS.
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show qos statistics MNoka3sbiBaeT cTaTucTUKy QOS.

5.29 KoHdurypauma npoToKoN0B8 MapLUpyTU3aLUKU

5.29.1 KoHdpueypayua cmamuyeckolii mapwpymu3sayuu
CraTmMyeckaa mapupyTusauua — BML MapLIpyTM3aLMKM, NPU KOTOPOM MapLUPYTbl YKa3bliBalOTCA B

ABHOM BMAE MpM KOHOMUIypaumm mapupytusatopa. Bca maplupyTMsaums npu 3TOM npoucxoaut bes
Y4aCTUA KaKMX-TMB0 NPOTOKO/I0B MapLLPyTU3aLMU.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:
console (config) #

Tabanuya 5.232 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa Aelicmeue
ip route prefix {mask | Co3paeT CTaTMYeCcKoe NpPaBuIo MapLlpyTU3aumm.
prefix-length} gateway - prefix — ceTb HazHaueHua (Hanpumep 172.7.0.0);
[metric distance] [reject] - mask — macka ceTu (B popmate AeCATUYHON CUCTEMbI UCUNCIEHUA);

- prefix-length — npedurKc macku ceTn (KoamyecTso egeHul, B macke - 0..32);

- gateway — LW/103 AN1A JOCTYNA K CETU HAa3HAYEHUS;

- distance — Bec mapuwpyTa (1..255) (ecnu He yKasaHo, TO MO YMOAYaHUIO 3HayeHue 1);
- reject — 3anpeLLaeT MapLpPyTM3aLLMIO K CETU Ha3HaYeHMs Yepes BCe LUIO3bI.

no ip route prefix {mask | Yaanset npasuao us TabaunLbl CTaTUHECKON MapLLpyTU3aLun.

prefix-length} [gateway]

ip proxy-arp Bkntouaet pexxum npokcmposaHua ARP-3anpocos

no ip proxy-arp OTKAtoYaeT pexxmm npokcnposaHua ARP-3anpocos

KomaHOb!1 pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnua 5.233 — KomaHab! pexkuma EXEC

KomaHoa Aeiicmeue
show ip route MoKasbiBaeT TabanLy MapLpyTU3aL MK, YA0BNETBOPAIOLLYIO 3a4aHHbIM KPUTEPUAM.
[connected | static |
{address ip-addr [mask | — connected — NOAK/OYEHHbIN MapLIPYT, TO €CTb MapLIpyT, B3ATbIM C HENOCPeACTBEHHO
prefix-length] NOAKNOYEHHOTO U GYHKLMOHMPYIOLWEro HTepdelica;
[longer-prefixes]}] — static — cTaTU4YeCKMIt MapLIpyT, NPONUCAHHbIN B Tabauue mapLupyTU3aumu.

[Mpumep 8bIMN0AHEHUS KOMAHObI

= [lokasaTb TabanLy MapLpyTU3aLmm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)
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Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnunuya 5.234 — OnucaHne pesyibTaTta BbIMNOJHEHMA KOMaHAbI

Mone OnucaHue
MoKa3bIBaeT NPOUCXOXKAEHME MapLLPYTA:
c C — Connected (MapLipyT B3AT U3 HENOCPEACTBEHHO MNOAKNOYEHHOIO U
byHKUMOHUpYtoLLero uHTepdeiica),
S — Static (cTaTU4ecKuMit MapLwpyT, NPONUCaHHbIM B Tabanue MapwpyTusaumum).
10.9.1.0/24 Appec ceTu.
MepBoe 3HayeHne B CKOBKax — aAMUHUCTPATUBHAA AMUCTAaHUMA (CTeneHb foBepus
[5/2] MapLIpyTU3aTOPY, YEM YMC/IO BbilE, TEM MEHbLUE AOBEPUE K UCTOYHMKY), BTOpOE
4YUC/I0 — METPUKA MapLIpyTa.
via 10.0.1.2 OnpepenseT IP-agpec cnefyowWwero MapLpyTM3aTopa, Yepes KoTopbli NpoxoauT
T MapLUpyT A0 CeTu.
00:39:08 Onpegaenset Bpema nociegHero o6HoBAEHUS MmapLpyTa (Y4acbl, MUHYTbI, CEKYHAbI)
Vlan 1 OnpeapenseTt uHTepdenc, Yyepes KOToPbI NPOXOAUT MapLLPYT A0 CETH.

5.29.2 Hacmpolika npomokona RIP

Mpotokon RIP (aHrn. Routing Information Protocol) — BHyTpeHHWUI NPOTOKO/, KOTOPbI NO3BONSAET
MapLLpyTU3aTOpPam AMHAMUYECKM OOHOBAATL MapLUPYTHYO MHOOPMaALMIO, MOJyyYas ee OT COCeaHMX
MapLpyTU3aToOpoB. ITO O4YeHb MNPOCTOM MPOTOKOJ, OCHOBAHHLIA HA MNPUMEHEHUWU AUCTAHUMOHHOIO
BEKTOpPA Mapupytm3aumu. Kak AUCTaHUMOHHO-BEKTOPHbIA npoTokosa, RIP nepuoguuyeckn nocbinaet
OBOHOBNEHNA Mexay coceasmu, CTpos, TakMM 06pasom, TOMmonoruio cetu. B Karkaom o6BHOBAEHMM
nepepaercA MHGOpPMaUMA O AUCTAHUMM OO BCEX CETeM Ha cocegHWMn Mmapupytm3atop. Kommyrtatop

nopaepmseaet npotokon RIP sepcuu 2.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobasbHOro KoHGUIrypupoBaHua:

console (config) #

Tabnunua 5.235 - KomaHabl pexuma rnobasbHOro KOHGUrypmpoBaHus

KomaHoa

3HauyeHue no

elicmeue
YMOAYAHUIO A

router rip

Bxopg, B pexxum koHouUrypaumm npotokona RIP.

no router rip

YaaneHue rnobanbHoi KoHdUrypaumum npotokona RIP.

KomaHObI pexcuma KoHgpu2ypuposaHusa npomokosa RIP

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #
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Tabnnua 5.236 - KomaHgbl pexxuma KoHPUrypuposaHua npotokona RIP

3HayeHue/3HayeHue o

network A.B.C.D

KomaHoa Aelicmeue
YMOAYAHUIO
YcTaHaBAMBaeT 3HayeHMe MeTPUKM, C KoTopown 6yayT
. . aHOHCMPOBATLCA MapLpyTbl, nosyYyeHHble MMM
default-metric [ metric ] . P puipy Y APY
metric: (1..15)/1 NpPoTOKONaMMU MapLpyTU3aLnu. bes napametpa
yCTaHaB/IMBAET 3HAYEHME MO YMOIYAHUIO.
no default-metric YcTaHaBAMBaeT 3HaYeHMe NO YMOAYAHMIO.
YctaHaBnmBaeT |IP-agpec wuHTepdeiica, KoTopbld byaer

A.B.C.D: IP-agpec

Y4acTBOBATb B MPOLECCE MAPLLPYTU3ALMN.

no shutdown

no network A.B.C.D nHTepdeiica Yaansert IP-anpec nHtepdeiica, KOTopblii 6yaeT yyacTeoBaTh B
npouecce MmapLpyTM3aLmm.
PaspeluaeT aHOHCMpPOBaHME CTAaTMHYECKMX MapLUpyTOB uepes
RIP.
redistribute static [ metric - 6e3 mapameTpoB — O3HayaeT, YTo bOyaeT MCNo/b30BaTbCA
transparent ] default-metric npn aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3HavaeT, 4YTOo OyAEeT UCNO/Ib30BaTbCA
) MEeTpWKa U3 TabnLbl MapLIpyTU3aLmMn.
3anpewaeT aHOHCMPOBAHME CTaTUYECKMX MapLIPYTOB uepes
no redistribute static [ RIP.
metric transparent ] - metric transparent — 3anpeLiaeT UCNo/b30BaTb METPUKY U3
TabAnupbl mapLupyTU3auum.
shutdown Jenabled BbIKntOYaloT Nnpouecc mapLpyTunsaumm no npotokony RIP.

BKAtoyatoT npouecc mapwpyTtusaumm no npotokony RIP.

clear statistics

OuncTka cyeTumkoB RIP cTaTUCTUKKM ana Bcex MHTepdercos u
cocenen.

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepagelica ip

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnunua 5.237 - KomaHgb! pexkuma KoHPUrypuposaHua nHtepdelica ip

no ip rip shutdown

KomaHoa 3HauyeHue/ 3HayeHue no Aelicmeue
YMOYAHUIO
I BkAtouyaloT npouecc mapupytmsaumm no npotokony RIP Ha
ip rip shutdown P U'v puipy 4 P Y
AaHHOM nHTepdeiice.
-/enabled

BbikntoyaloT npouecc maplipytmsauumn no npotokony RIP Ha
AaHHOM uHTepdeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuio oTrnpaska
06HOB/IEHUI BKlOYEHA

BbIKNtoYaeT oTnpaBKy 06HOBAEHWMI Ha nHTepdelice.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ip rip offset offset

no ip rip offset

offset: (1.. 15)/1

[ob6asnseT cmelLeHne K MeTpuKe.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ip rip default-route
originate metric

no ip rip default-route
originate

metric: (1 .. 15)
Mo ymonyaHuio GyHKUMA
OTK/OYeHa

YcTaHaBAnBaeT METPUKY ANA MaplpyTa Mo YMOAYAHWUIO
TpaHcanpyemoro vyepes RIP.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip rip authentication mode
{text |
md5 }

no ip rip authentication
mode

Mo ymon4yaHuio
ayTeHTUdMKaumA
OTK/IIOYeHa.

Bkntouaet ayteHTUdMKaumio B RIP 1 onpepenset ee Tmn:
- text —ayTeHTUdMKaLMA OTKPLITBIM TEKCTOM;
- md5 — ayTeHTUdUuKaunn MD5.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip rip authentication key-
chain key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CUMBOJI0B

OnpeaenseT Habop KtoYel, KOTOPbIN MOXKET UCNOb30BaATHCA
Ana ayteHTMduKaLmm.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ip rip authentication-key
clear_text

clear_text: (1..16)
CMMBOJIOB

OnpegenseT KoY AN ayTeHTUOUKALMM OTKPbITbIM TEKCTOM.
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no ip rip authentication-
key YcTaHaBAMBaET 3HaYEHME N0 YMONYAHMIO.
ip rip distribute-list | (1.32) YcTaHaBAMBaeT cTaHZapTHbin 1P ACL  ana ¢unbTpaumm
acl_name: (1..
acl_name - AHOHCUPYEMbIX MaPLLIPYTOB.
— - CMMBONOB
no ip rip distribute-list YcTaHaBMBaET 3HaYEHME N0 YMONYAHUIO.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume privileged EXEC:

console#

Tabnunua 5.238 - KomaHgb! pexkuma privileged EXEC

KomaHoa 3HaveHue Aelicmeue
_— MpocmoTp nHpopmaumm o RIP mapwpytmsaumm:
show ip rip da?tabasep— MHd;op Mau' 1A 0 HacT c?ﬁKZ?( RIP'u
[database | statistics | - . pmak P !
statistics — cTaTUCTUYECKME faHHbIE;
peers]

peers — MHbOPMALMA yHaCTHUKA CETU.

lpumepbl UC016308AHUS KOMAHO

BkntounTb npoTokon RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1), u
ayteHTUdUKaymo MD5 yepes Habop Katouen mykeys:

console#

console# configure

console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys
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5.29.3 Hacmpoiika npomokona OSPF

OSPF (Open Shortest Path First) — npoTOKON AMHAaMWYECKOW MapLIpyTU3aLMM, OCHOBAHHbIA Ha
TEXHO/IOMMKU OTC/IeXMBaHMA cOCTOAHUA KaHana (link-state technology) n ucnonbsytowmini gnsa HaxoxaeHus
Kpatyaliwero nytv Anroputm [erkctpbl. Mpotokon OSPF npeactasnsieT coboli NPOTOKON BHYTPEHHEro
wno3a (IGP). Mpotokon OSPF pacnpocTpaHseT WHOOPMAUMIO O  AOCTYMHbIX — MaplipyTax
MeXAY MapLLpyTM3aTOpPaMn OAHOM aBTOHOMHOWM CUCTEMDbI.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOro KoHGUryprupoBaHusa:

console (config) #

Tabanuya 5.239 - KomaHgb! pexknuma rnobanbHOro KOHGUrypmpoBaHus
3Ha4yeHue no

KomaHoa Aelicmeue
YMOAYaHUIO
router ospf enable Bkntoyaet mapwpyTtusauymio no npotokony OSPF.
no router ospf enable i BbikntoyaeT mapLpyTmsaumio no npotokony OSPF.
Pa3spewaet aHOHcHpoBaHMe mappyToB Yepe3 OSPF:
router ospf redistribute { - connected — ceTeit, 06bABNEHHbIX HA KOMMYTaTOPE;
connected, rip, static } - rip — MapLupyToB, NoyYeHHbIX Yepes npoTtokon RIP;

- static — cTaTUYeCKMX MapLUpPYTOB.

no router ospf redistribute
{ connected, rip, static }
router ospf compatible
rfc1583

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

Bkntouaet coBmectumocTb ¢ RFC 1583.

" r P -/enabled
no router ospf compatible
P P BbikntoyaeT coBmectumoctb ¢ RFC 1583.
rfc1583
. YcTaHaBAMBaeT MAeHTUPUKATOP MapLIPyTU3ATOPa, KOTOPbIN

router ospf router-id A.B.C.D: naeHtndukatop ACHTUO P Mapupy P P
YHUKaNbHO MAEHTUOULMPYET MApLLPYTM3aToOp B Npesenax

A.B.C.D MapLipyTusatopa B o .
0HOM aBTOHOMHOM CUCTEMBI.

- dopmarte IPvi-agpeca
no router ospf router-id YcTaHaBAMBaeT 3Ha4YeHUe N0 YMONYAHMIO.

YcTaHaBAMBAET UAEHTUGMKATOP 30HbI MO YMOIYAHMIO. 30Ha -
COBOKYMHOCTb CeTel M MapLUpyTU3aTOPOB, MMEIOLLMX OAMH U
TOT e naeHTudunKartop.

A.B.C.D: naeHtndmkaTtop
30HbI B dopmaTe IPv4-

aapeca
no router ospf area YcTaHaBAMBaAET 3HaYeHMeE N0 YMOAYAHMIO.

router ospf area A.B.C.D

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepaelica ip

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-ip) #
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Tabnunuya 5.240 - KomaHab! pexruma KoHPUrypmuposaHus nHtepdelica ip

KomaHoa 3HayeHue/ 3Ha4yeHue no Aelicmeue
YMOAMYAHUIO

ospf . PaspelwaeT KoHdurypuposaTe OSPF Ha nHTepdelice.

-/disabled —
no ospf 3anpewaet KoHoUrypuposatb OSPF Ha nHTepdeiice.
ospf enable BkatouyaeT mapwpytmnsaumio no npotokony OSPF Ha

MHTepodeice.
-/enabled pd

no ospf enable

BbikntoyaeT mappyTtnsaunto no npotokoay OSPF Ha
MHTepoeice.

ospf cost cost

no ospf cost

cost: (1..65535)/10

YcTaHaBANBaAET METPUKY COCTOAHUA KaHasa, KoTopas ABAseTcA
YC/IOBHbIM MOKasaTenem "cTtoMmocTn" nepecbisiku AaHHbIX NO
KaHany.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ospf priority priority

no ospf priority

priority: (0..255)/1

YcTaHaBAMBAET NPUOPUTET MapLLPYTM3aTopa, KOTOPbIN
ucnonb3yetca A sbibopa DR v BDR.

YcTaHaBAUBaeT 3HaYeHUe No YMONYAHUIO.

ospf area A.B.C.D

no ospf area

A.B.C.D: uaeHtnduratop
30HbI B popmaTe IPv4-
agpeca

YcTaHaBAMBaeT UAEHTUPUKATOP 30HbI MO YMONYAHUIO.

YcTaHaBAUBaeT 3HaYeHUe No YMONYAHUIO.

ospf authentication { text
text | md5 key-chain }

text: (1..8) cumsonos
key-chain: (1..32)

BkntoyaeT ayteHTUdUKaumio B OSPF u onpenenset ee Tmn:
- text — ayTeHTUdMKaLMA OTKPbITbIM TEKCTOM;

CMMBONOB - key-chain — nmsa Habopa Katoyel, co3gaHHOro KomaHaom key
Mo ymonuyanHuto chain.
no ospf authentication ayTeHTUMKaLMA YcTaHaBAuBaeT 3Ha4YeHMe Mo YMONYAHUIO.
OTK/IloYeHa
ospf dead-interval interval YcTaHaBAMBaeT MHTEpBaa BPeMEHU B CEKYHAAX, NO UCTEYEHUN
KoToporo coceg, byaeT cuntatbcs "mepTebim"”. ITOT MHTEpPBaAN
interval: [0/KeH 6bITb KpaTHbIM 3HadeHuto hello-interval. Kak

no ospf dead-interval

(1..2147483647)/40

npasuno, dead-interval paseH 4 uHtepsanam otnpasku hello-
naketos, To ecTb 40 cekyHaaMm.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

ospf hello-interval interval

no ospf hello-interval

interval: (1..65535)/10

YcTaHaBAWBaET UHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUU
KOTOPOro MapLupyTM3aTop oTnpasaseT cneaywowmin hello-
nakert ¢ uHTepdeliica.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

ospf retransmit-interval
interval

no ospf retransmit-interval

interval: (1..3600)/5

YcTaHaBAMBAET MHTePBan BPEMEHU B CEKYHAAX, N0 UCTeYEeHUU
KOTOPOro MapLUpyTM3aTop NOBTOPHO OTMPABUT NAKeT, Ha
KOTOprVI He nony4ynn noaresepxaeHna o noayv4yeHuu
(Hanpumep, Database Description naket unm Link State
Request nakeTbl).

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

ospf transmit-delay delay

no ospf transmit-delay

delay: (1..3600)/1

YcraHaBAuBaet npumepHoe Bpema B CeEKyHAAX, HEO6XO,CI,MMOE
AnAa nepegadyn naketa COCTOAHUA KaHana.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

KomaHObI pexcuma privileged EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKM B pexxkume privileged EXEC:

console#

Tabnunua 5.241 - KomaHabl pexxkuma privileged EXEC

KomaHoa

3HavyeHue

Aelicmeue

show ip ospf

OTobparkaeT KoHdurypauum OSPF.

show ip ospf neighbor

Otobparkaet nHpopmaumm o OSPF cocepsx.

show ip ospf neighbor
A.B.C.D

A.B.C.D: IP-agpec
MHTepodeica

OTobparkaer nHpopmaumm o OSPF cocegax Ha gaHHom |P-
MHTepodeiice.

show ip ospf interface

OTobparkaeT KoHdUrypauum Bcex OSPF nHtepdelicos.

show ip ospf interface

A.B.C.D: IP-agpec

OtobparkaeT KoHdUTypauun KoHkpeTHoro OSPF uHTepdelica.

210

Ethernet-kommymamopei cepuu MES3000




HELTEX

A.B.C.D

MHTepoeica

show ip ospf database
[router] [network]
[summary] [asbr-summary]
[external] [A.B.C.D] [adv-
router] [self-originate]
[database-summary]

show ip ospf E.F.G.H
database [router]
[network] [summary]
[asbr-summary] [external]
[A.B.C.D] [adv-router] [self-
originate] [database-
summary]

A.B.C.D: IP-adpec
uHmepgelica
E.F.G.H: udeHmugpukamop
30HbI.

OtobparkaeT coctonaHue 6asbl faHHbIX NpoTokosia OSPF.

OTob6parkaeT cocToAHWe 6asbl AaHHbIX npoTokona OSPF ana
YKa3aHHOW 30Hbl.

show ip ospf virtual-links [
router A.B.C.D] [ area
EFGH]

A.B.C.D: IP-adec
uHmepagelica
E.F.G.H: uéeHmugpukamop
30HbI.

OTob6parkaeT napameTpbl U TEKyLLEe COCTOAHWE BUPTYasIbHbIX
JINHKOB:

- ANA YKa3aHHOro mapLupyTusaTtopa (onuuoHanbHo);

- ONA YKa3aHHOM 30Hbl (ONUWMOHANBLHO).
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECMNEYEHUA

6.1 MeHto Startup

MeHto Startup MCNoNb3yeTCA ANA BbIMOJIHEHUA CneynanbHbIX npoueayp, Taknx Kak: obHoBNEHMNE
nporpammHoro 06ecnequMﬂ, yAaneHne cogepxnmmoro (I)II3LLI-FIaMF|TM, BOCCTaHOB/IEHME NaApPOAA,
ANarH0CTukKa, 3agaHne CKoOpoCcTu pa60TbI TEPMUHANAG, pa60Ta C NapaMeTpamMm CTeEKa YCTPOD’ICTBa.

Ona Bxoga B MeHo Startup HeobxoaMMO npepBaTb 3arpysKy HarkatMem Knasuwmn <Esc> wau
<Enter> B TeyeHMe MNepBbiX ABYX CEKYHZ MOC/Ae NOSBAEHUA COOOLLEHMA aBTO3arpysku (Mo OKOHYaHMMU
BbINONHEHUA npoueaypbl POST).

Startup Menu

Download Software

Erase Flash File

Password Recovery Procedure
Set Terminal Baud-Rate
Stack menu

Back

o U W N

Enter your choice or press 'ESC' to exit:

[NnA BbIXOZa U3 MEHIO M 3arpy3KM YCTPOMCTBA HAXKMUTE KNaBuLy <6>, 1Mbo <esc>.

Ecnu B TeueHue 15 ceKyHg, (3HaueHMe No yMONYaHUIO) He Bbi6paH HU OAMH U3 NYHKTOB
- MEHI0, TO 3arpy3Ka yCTPOICTBa NPOAO/MKUTCA. Bpema 0XKnaaHua MOXHO YBEANUUTD C
NOMOLLbIO KOMaHA, KOHCOU

Tabnunua 6.1 — OnucaHMe meHto Startup

Ne HaseaHue OnucaHue
[ns 3arpysku nporpammHoro obecneuyeHuss ucnonbsyetcs npotokon X-Modem. Mpwu
Ha)KaTuM KNaBuLM <1> Ha KOHCONb ByAeT BbiBEAEHO ceaytoliee cooblieHme:
Download Software
<1> O6HoBneHMe Downloading code using XMODEM.
NpOrpaMmmHoro . .
o6ecneyenms Tenepb, Korga yCcTPOWMCTBO roToBO K Npuemy daiina, HeobxoaMmo nepenaTtb ero npu
nomowy npotokona X-Modem. [ocne npuema daiina ycTpPOWCTBO NepesarpysunTcs
aBTOMaTUYeCKM.
[aHHas npoueaypa UCNoNb3yeTca ANA yaaneHUa KOHOUrypaLum ycTpoicTea. Ona
yoaneHua oalina HaxaTb KnaBuwy <2>, MNOABUTCA NpeaynpexaeHve (noatsepaute
Ha)KaTMeMm Knasuwu <y>):
Warning! About to erase a Flash file.
Erase Flash File Are you sure (Y/N) ?y
<2> YpanerHue BBecTv uma gna HoBOro daiina KoHbuUrypaumm (B npumepe HMKe, uma — config):
coaepumoro GasLw-
namaTU Write Flash file name (Up to 8 characters, Enter for none.):config
File config (if present) will be erased after system initialization.
[lns Bo3BpaTa B MeHIo Startup HaxaTb Knasuwy <enter>.
==== Press Enter To Continue ====
V [Ona HoBoro ¢aiina KoHPUrypauum uma AOMKHO OGbiTb OTAMYHO OT MMEHM
KOHUrypaumm 3anMcaHHo Ha AaHHbI MOMEHT.
[aHHas npoueaypa WCNoOAb3yeTcs A/1A BOCCTAaHOBAEHWA YTPauyeHHOro MaponsA, OHa
Password Recovery N03BOAET NOAKNIOUNTLCA K YCTPONCTBY 6€3 napons.
3 Procedure
<3> BocCTaHOB/EHUE [lns BOCCTAHOBNEHMA MAPOAA Ha)KaTb KNABULLY <3>, NpU NOCAEAYHOWEM MOAKAOUYEHUN K
napons YCTpOMCTBY Napoab 6yaeT NPOMrHOPUPOBaH.
Current password will be ignored!
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[na Bo3BpaTa B MeHto Startup HaxkmuTe kKnasuwy [enter].
==== Press Enter To Continue ====
Mpoueaypa UCnonb3yeTca Aa YCTaHOBKM CKOPOCTU paboTbl TepmMMHana (Mo ymoaYaHuio
115200 boga).
Set Terminal Baud- AnAa 3ajaHuA HOBOW CKOPOCTM paboTbl TepmMUHana HaxaTb Knasuwy <5> u BBeguTe
<4> Rate 3HauYeHue:
3apanue ckopocT Set new device Baud rate: 115200
paboTbl TepMUHaAnNa
[na Bo3spata B MeHIo Startup HaxaTb Knasuwy <enter>.
==== Press Enter To Continue ====
Ona  yBennyeHWs Ko/AMYecTBa MNOPTOB KOMMYTAToOpa, CyWECTBYeT BO3MOMHOCTb
obbeAnHEeHNA YCTPOWCTB B CTeK. B cTek MoXeT 6biTb 06beanMHeHO A0 8 YCTPOWACTB,
YyCTpOMCTBO € wuaeHTMdMKatopom 1 6ygeT BeAywMm, OCTajbHble - BEAOMbIMU.
KommyTaTopbl MES3000 moryT paboTaTb Kak aBTOHOMHO, TaK M B cOCTaBe cTeka’.
Ona naeHTMOMKaLMM M YCTAaHOBKM pexmma paboTbl YCTPOMCTBA B CTeKe WMCNoJ/b3yeTcA
MeHto cTeka (Stack menu).
Stack menu
Pa6oTa ¢ [na Bxoaa B MeHI0 CTeKa HaxaTb Knasumuy <5>:
<5> napameTpamm cTeka Stack menu
ycTpoiictea [1] Show unit stack id
[2] Set unit stack id
[3] Set unit working mode
[4] Back
Enter your choice or press 'ESC' to exit:
OnwucaHue Stack menu ykasaHo B Tabnuue 4.3
<6> Back [ns BbIXxofa U3 MEHIO U 3arpy3KM YCTPOMCTBA HaXKMUTe Knasuwy <6>, nnbo <esc>.
Bbixoz 13 meHio

Tabauua 6.2 — OnucaHue meHto Stack menu, paboTta c NnapameTpamm CTeKa YCTPONCTBA

Bbixog, U3 meHto

Ne HaseaHue meHto OnucaHue
Show unit stack id [na npocmoTpa MAaeHTUGUKATOPa YCTPOMCTBA B CTEKE HAXKMUTE KNaBuLly <1>:
Mpocmotp Current working mode is stacking.
<1> e ——. Unit stack id set to 1.
YCTPOICTBA B CTeKe
[nA HasHayeHuA naeHTUPUKATOPa YCTPOMCTBA B CTEKE HAKMUTE KNABULLY <2>:
Enter unit stack id [0-8]: 1
Set unit stack id Unit stack id updated to 1.
<2> Ha3sHauyeHue roe
Mp'eHde)MKaTopa 3Ha4YyeHue oT «1» Ao «8» — HOMep YCTpoﬁCTBa B CTEKe,
YCTPOWCTBa B CTeKe 3HayeHue «0» - aBTOHOMHbIN peXxum paboTbl KOMMyTaTopa.
[nAa Bo3BpaTa B MEHIO CTEKA HAXKMUTE KNasuwy <enter>.
==== Press Enter To Continue ====
[NnA yCcTaHOBKM pexxmnma paboTbl yCTPOMCTBA HAXKMUTE KNaBULLY <3>:
Enter unit working mode [1- standalone, 2- stacking]:1
Set unit working mode Unit working mode changed to standalone.
roe
<3> .
YcTaHoBKa pE)t(l/IMa 3HayeHue 1 — aBTOHOMHbIN pexnm,
paboTbl ycTpoiicTBa
3HauyeHue 2 — peXXMM CTEKMPOBAHMUA.
[nA Bo3BpaTa B MEHIO CTEKA HAXKMUTE KNasuwy <enter>.
==== Press Enter To Continue ====
Back [nA BbIXOAa U3 MEHIO HAXKMUTE KNasBuwy <4>
<4>
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6.2 O6HoBneHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP gonkeH 6biTb 3anyLLEeH U HACTPOEH Ha KOMNbIOTepe, € KoToporo byaer
3arpy)aTbca nporpammHoe obecneuenue. Paiinbl ¢ 3arpy30uHbIM U/MANU CUCTEMHBIM
nporpammHbiMm obecneuyeHnem A,0KHbl 6bITb AOCTYNHbI cepBepy. KomnbloTep ¢
3anyuweHHbIMm TFTP-cepBepom A0CTyneH KOMMYTaTOpy (MOYKHO NPOKOHTPO/INPOBATD,
BbINOJIHUB HAa KOMMYyTaTope KomaHay ping {A.B.C.D}, rae A.B.C.D — IP-agpec KomnbloTepa).

 —

O6HoBNEHME NPOrPaMMHOro obecrneyeHUs MOXKET OCYLLECTBAATLCA TO/IbKO
NPUBWUIETMPOBAHHbBIM NO/Ib30BaTe/IeEM.

® —

6.2.1 O6HOoBMEHUE CUCMEMHO020 NPo2PAMMHO20 obecnevyeHusn

3arpysKa ycTpOWCTBa OCYLLECTBAAETCA U3 ¢dalina CUCTEMHOro nporpammHoro obecneuyenus (MO0),
KOTOPbIN XpaHUTCA BO ¢aaww-namaTtn. Mpu obHoBNeHMM, HOBbIA daiin cuctemHoro MO coxpaHseTca B
cneunanbHo BblaeNeHHOW obnactv namatu. lNpu 3arpyske YCTPOMCTBO 3amycKaeT aKTUMBHbIA dain
cuctemHoro NO. Bbibop akTUBHOrO daitna 3a43aeTca KoMaHLoM:

boot system [unit unit] { image-1 | image-2 }

rae unit — HoOMep YCTPOMCTBa B CTeKe (Ans ycTpoicTea, paboTatollero B aBTOHOMHOM pPeXxume,
HOMep YCTPOKCTBa He 3aaaeTcA), image-1, image-2 — gaiin cucremuoro MO.

’ MNpu paboTe B cTeKe, ecM HOMep YCTPOMUCTBA He 334aH, AaHHAA KOMaHAa NPUMEHAETCA K
BeAyLLemMy YyCTPOUCTBY.

[na npocmoTpa TeKylwel BepcMM CUCTEMHOro nporpamMmHoro obecnedyeHusa, paboTaloliero Ha
yCTpoiCTBe, BBEAUTE KOMaHAY show version:

console# show version

SW version 2.1.6 ( date 05-Jun-2011 time 16:14:03 )
Boot version 0.0.0.3 ( date 17-Aug-2010 time 23:18:59 )
HW version v01l

Mpoueaypa ob6HoBNeHMA MO:

1. KomaHpgoli copy cKonmpoBaTb HOBbIM daitn nporpaMmHoOro obecneyeHWs Ha YCTPOWMCTBO B
BblaeNeHHyo o0bnactb namatu (image2). dopmaTt KomaHAabl copy tftp://{tftp ip address}/{file name}
image.

Mpumep BbINONHEHMA KOMaHAbI:

console# copy tftp://192.168.16.34/filel image

Accessing file "filel’ on 192.168.16.34

Loading filel from 192.168.16.34:
EEEEEEEEN RN RN RN RN RN RN RN RN R RN RN

Copy took 00:01:11 [hh:mm:ss]
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3HaK BOCK/IMLLAHUA YKa3blBaeT Ha TO, YTO UAeT npouecc KonupoBaHua. Kaxabii
BOCK/IML,ATEe/IbHbIA 3HaK COOTBETCTBYET yCcnewHou nepeaade 10 nakeros no 512 6aur
MHPOpMaLMK KaXKAblii. TOYKA YKa3biBaeT Ha TO, YTO B NpoLiecce KONUPOBaHUA NpousoLen
TalimayT oXK1AaHuA naketoB oT TFTP-cepBepa. HeckonbKO TOUEK B CTPOKE MOXKET O3HauaTb,
4TO BO3HMK/A OLUMGKa B NpoLiecce KONMPOBaHMUA.

-

2. KomaHgoW boot BblbepuTe akTUBHbIM dain cuctemHoro MO ana nocneaytoweit 3arpysku: boot
system [unit unit] { image-1 | image-2 }.

console# boot system image-2

Ecnu He BblGpaH HOBbI 3arpyKeHHbIl ¢aiin cuctemHoro MO aKTUBHLIM, TO YCTPOMUCTBO
BbIMO/IHMT 3arpy3Ky C MCNO/Ib30BaHMEM TEKYLL,Eero akTMBHOro obpasa.

3. Yb6eguTtecb, YTO NPaBUAbLHO BbiBPaH aKTUBHbLIN dain cuctemHoro NO. Jna NpocMoTpa AaHHbIX O
BEPCUAX NPOrPamMMHOro obecneyeHnn 1 X akTMBHOCTM BBEAMUTE KOMaHAY show bootvar:

console# show bootvar

Image Filename Version Date Status
1 image-1 2.1.6 05-Jun-2011 16:14:03 Activex*
image-2 2.1.6 05-Jun-2011 16:14:03 Active

CumBoniom «*» oTmeuaeTca ¢aiin nporpammHoro obecneueHus, KOTopbii 6yaeT
MCNOJIHATLCA NPU NOCNEAYIOWEN 3arpysKe.

4. TepesarpysnTe KOMMYTaTOp KOMaHAOM reload.

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe nepesarpysky BBOAOM ‘y'.
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6.2.2 OG6HosneHuUe 3a2py304HO20 paiina ycmpolicmea (Ha4aabHO20 3a2py34uKa)

HauanbHbIM 3arpy3ymK 3anycKaeTca cpasy Nnocse BKAYEHWUA NUTaHWA ycTpoicTea. MocpeacTsom

3arpysoyHoro daina ocylecTBaseTca npoueaypa «TeCTUPOBAHWUA CUCTEMbl Mpu BKAtoYeHMu» (POST),
pacnakoBKa u 3anyck daina cuctemHoro MO. Mpu 06HOBNEHUM HOBbIN $aa HavyaNbHOFO 3arpys3yumKa
coxpaHsaetca Ha flash Ha mecTe cTaporo.

[na npocmoTpa TeKkylwel Bepcuu 3arpysoyHoro ¢aiina, paboTatlowero Ha ycTpoiicTee, BBeauTe

KOMaHAy show version:

 —

console# show version

SW version 2.1.6 ( date 05-Jun-2011 time 16:14:03 )
Boot version 0.0.0.3 ( date 17-Aug-2010 time 23:18:59 )
HW version V0ol

Mpoueaypa ob6HoBneHuMA MO:

KomaHAoM copy CKONMMPOBATb HOBbIM 3arpy304HbI Pan Ha ycTponcTeo. PopmaT KOMaHAbI: copy
tftp://{tftp ip address}/{file name} boot.

console# copy tftp://192.168.16.34/332448-10018.rfb boot

Erasing file..done.
| 1 L L L L L L L Y I I O I

Copy: 2739187 bytes copied in 00:01:18 [hh:mm:ss]

3HaK BOCK/IMLLAHMA YKa3bIBaeT Ha TO, YTO MAET npouecc KonuposaHua. Kaxabli
BOCK/IML,aTeIbHbIN 3HAK COOTBETCTBYET yCnewwHoi nepegaye 10 naketos no 512 6aiT
MHbOPMALMM KaXKAbli. TOUKA YKa3blBaeT Ha TO, UTO B NpoL,ecce KONUPOBaHUA NPOU3oLEN
TaliMayT 0}XXnAaHuA nakeTtoB oT TFTP-cepBepa. HECKONbKO TOUEK B CTPOKE MOXKET O3HauaTb,
4TO BO3HUKNA OWM6Ka B NpoL,ecce KONUPOBaHUA.

MepesarpysnTe KOMMYTaTOP KOMaHAOM reload.

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

{

MoaTteepanTe Nepesarpysky BBOLOM ‘y'.
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NPUNOXEHWUE A NPUMEPbI NPUMEHEHMA U KOHOUTYPUPOBAHUA YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa cBA3yowWwMx gepesbes (MSTP)

MpoTokon MSTP no3Bo/ifieT CTPOUTb MHOXKECTBO CBA3YIOWMX AEPeBbeB ANA OTAENbHbIX rpynn
VLAN Ha KomMyTaTopax JIOKa/sbHOW CeTM, 4To Mo3BosAeT 6HanaHcMpoBaTb Harpysky. [ad npocToTbl
pPaccMOTPUM C/ly4ait C Tpems KOMMYyTaTopamu, 06begUHEHHbIMUN B KOIbLEBYIO TOMOJIOTUIO.

Myctb vlan 10, 20, 30 06beanHstoTCA B nepBom 3k3emnaspe MSTP, vlan 40, 50, 60 o6beguHATCA
BO BTOPOM 3K3emnaape. Heobxoanmo, 4tobbl Tpaduk VLAN-os 10, 20, 30 mexay nepsBbiM U BTOPbIM
KOMMyTaTOpammM nepegasasnca Hanpsamyto, a Tpadmk VLAN-os 40, 50, 60 nepegaBanca TPaH3IUTOM Yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOpPHEBbIM A/1A BHYTPEHHero ceasytowero gepesa (IST — Internal
Spanning Tree) B KOTOpPOM Nepepaerca cayebHaa nHoopmauma. KommyTaTopbl 06bEANHAOTCA B KOAIbLO,
ncnonb3aysa noptbl gl 1 g2. Huke npuBeseHa cxema, n3obparkatoLwas N0rMyeckyto Tonoornto CeTu.

VLAN 10,20,30 HaaHa4eHk! Ha 3xzemnap 1
VLAN 40,50,60 Ha3HaveHsl Ha 3k3emMnnap 2

HommyTaTop 1 KOoMMYyTaTop 3

3TOT NOPT NepeckinaeT Tpadgmk
AnA akaemnnApa 2 u GnokupyeT
Tpadvk ana akzemnnapa 1

3TOT NOPT NEpPeChINasT TRahnK
AnA akzemnnapa 1 W GNokMpyeT
TpachHKk ANA Jk3eMAnApa 2

KoMmmyTaTop 2

PucyHok 23 - Hacmpolika npomoKos1a MHOXeCcmea ceAa3yowux depesses

Korga oanH U3 KOMMYTaTOPOB BbIXOAMUT U3 CTPOA, B0 06pbIBAETCA KaHa, MHOMECTBO AepeBbeB
MSTP nepecTpauBaeTcs, YTO MO3BOAAET MWHUMW3MPOBATb NOCNEACTBMA aBapuu. Huke npueeaeH
npouecc KoHdUrypaumm KommyTatopoB. [ns 6onee 6bICTPOM  HACTPOMKM co3gaerca  o6wmi
KOH}UrypaLUMOHHbI WabnoH, KOTopbIi 3arpykaetca Ha TFTP-cepeep M MCNOb3yeTca BNOCAeACTBUMN ANA
HaCTPOWKM BCEX KOMMYTATOPOB.

1. CosaaHue wWabnoHa U KOHPUrypaLma NepBOro KOMMyTaTopa

console# configure

console (config)# vlan database

console (config-vlan) # vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config)# interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# exit

console (config)# spanning-tree mode mstp

console (config)# interface range gigabitethernet 1/0/1-2

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if)# exit

(

console (config)# spanning-tree mst configuration
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console (config-mst name sandbox

( ) #

console (config-mst)# instance 1 add vlan 10,20,30

( )# instance 2 add vlan 40,50,60

console (config-mst) # exit

console (config)# do copy running-config startup-config

01-0Oct-2006 01:09:34 SCOPY-I-FILECPY: Files Copy - source URL running-config
destination URL flash://startup-config

01-0ct-2006 01:09:44 $COPY-N-TRAP: The copy operation was completed successfully
Copy succeeded

console (config)# do copy startup-config tftp://192.168.16.2/mstp.conf
01-0ct-2006 01:10:44 %COPY-I-FILECPY: Files Copy - source URL flash://startup-
config destination URL tftp://192.168.16.2/mstp.conf

01-0Oct-2006 01:10:44 SCOPY-N-TRAP: The copy operation was completed successfully
|

console (config-mst

Copy: 726 bytes copied in 00:00:01 [hh:mm:ss]
console (config)# spanning-tree mst 1 priority 0
console (config) # end

KoHdurypauma BToporo KommyTatopa

console# configure

console (config)# interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# do copy tftp://192.168.16.2/mstp.conf startup-config
01-Oct-2006 02:17:14 $COPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 $COPY-N-TRAP: The copy operation was completed
successfully

!

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if)# do reload

You haven't saved your changes. Are you sure you want to continue ? (Y/N) [N] Y
This command will reset the whole system and disconnect your current session. Do
you want to continue ? (Y/N) [N] Y

Shutting down

console# configure

console (config) # interface vlan 1

console (config-if) # no ip address

console (config-if)# ip address 192.168.16.100 /24

console (config-if)# exit

console (config)# spanning-tree priority O

console (config)# end

KoHdurypauma Tpetbero Kommyrtatopa

console# configure

console (config)# interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# do copy tftp://192.168.16.2/mstp.conf startup-config
01-Oct-2006 02:17:14 $COPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 $COPY-N-TRAP: The copy operation was completed
successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if)# do reload

You haven't saved your changes. Are you sure you want to continue ? (Y/N) [N] Y
This command will reset the whole system and disconnect your current session. Do
you want to continue ? (Y/N)[N] Y
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Shutting down

console# configure

console (config)# interface vlan 1
console (config-if)# no ip address

console (config)# spanning-tree mst 2 priority 0

(
(
console (config-if)# exit
(
(

console (config) # end

console (config-if)# ip address 192.168.16.101 /24

Hacrtpoiika selective-qinqg

Jobasnerue SVLAN

MpuBeAeHHbIN 34ecb NpUMepP KOHOUTypaLuMm KOMMyTaTopa AEMOHCTPUPYET, Kak A006aBAATb METKY

SVLAN 20 ko Bcem VLAN 3a nckntoyeHnem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface gigabitethernet 1/0/1

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/2

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/3

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/4

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/5

switchport mode general
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switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

|

interface gigabitethernet 1/0/6

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/7

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/8

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/9

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/10

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress—-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/11

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

|

interface gigabitethernet 1/0/12
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switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/13

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/14

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/15

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/16

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/17

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan
selective-ging list ingress add vlan 20

exit

!

interface gigabitethernet 1/0/18

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan
selective-ging list ingress add vlan 20

exit

!

27

27

27

27

27

27

27
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interface gigabitethernet 1/0/19

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20
exit

|
interface gigabitethernet 1/0/20

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20
exit

!
interface gigabitethernet 1/0/21

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20
exit

!
interface gigabitethernet 1/0/22

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20
exit

!

interface gigabitethernet 1/0/23

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20
exit

!

interface gigabitethernet 1/0/24

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress—-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20
exit

!

interface tengigabitethernet 1/0/1

switchport mode general

switchport general allowed vlan add 20,27 tagged
exit

!

interface tengigabitethernet 1/0/2

switchport mode general

switchport general allowed vlan add 27 tagged
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switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

interface tengigabitethernet 1/0/3

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

interface tengigabitethernet 1/0/4

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

MoomeHa CVLAN

B ceTAx nepefauyv OaHHbIX LOBOJMIBHO 4acTO BO3HMKAOT 3ajauyu, cBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, A[N8  KOMMYTaTOpPOB YPOBHA AOCTyna CywecTByeT TMNOBAasA KOHQUrypaums, Ho
nosnb3oBaTenbcknin Tpaduk, VOIP n Tpaduk gns ynpasneHua Tpebyetca nepeaasatb B pasHbix VLAN Ha
pas3fNYHbIX HanpaB/ieHWsx). B aTom cnyyae 6b110 6bl YyA06HO BOCNOMb30BaThCA (PYHKUMEN NOSMEHDI
CVLAN pansa 3ameHbl TunnsnpoBaHHbix VLAN Ha VLAN ans Tpebyemoro HanpasneHus. Huke npusegeHa
KOHMrypaumna KommyTaTopa, B KOTOpomM ocyliectsaseTca nogmeHa VLAN 100, 101 v 102 Ha 200,201 un
202:

console# show running-config

vlan database

vlan 100-102,200-202

exit

!

interface gigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202

exit

!

interface gigabitethernet 1/0/2

switchport mode trunk

switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress_vlan 202

exit

!

interface gigabitethernet 1/0/3

switchport mode trunk

switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress_vlan 200
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selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
interface gigabitethernet 1/0/4
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
interface gigabitethernet 1/0/5
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress_vlan
exit
!
interface gigabitethernet 1/0/6
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress_vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
interface gigabitethernet 1/0/7
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
interface gigabitethernet 1/0/8
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
interface gigabitethernet 1/0/9
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
interface gigabitethernet 1/0/10
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
interface gigabitethernet 1/0/11
switchport mode trunk
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switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
interface gigabitethernet 1/0/12
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
interface gigabitethernet 1/0/13
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
interface gigabitethernet 1/0/14
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
interface gigabitethernet 1/0/15
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress_vlan
selective-ging list egress override vlan 101 ingress_vlan
selective-ging list egress override vlan 102 ingress_vlan
exit
!
interface gigabitethernet 1/0/16
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
interface gigabitethernet 1/0/17
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
interface gigabitethernet 1/0/18
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan
selective-ging list egress override vlan 101 ingress vlan
selective-ging list egress override vlan 102 ingress vlan
exit
!
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interface gigabitethernet 1/0/19
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
exit
i
interface gigabitethernet 1/0/20
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
exit
!
interface gigabitethernet 1/0/21
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
exit
!
interface gigabitethernet 1/0/22
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
exit
!
interface gigabitethernet 1/0/23
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
exit
!
interface gigabitethernet 1/0/24
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
exit
!
interface tengigabitethernet 1/0/1
switchport mode trunk
switchport trunk allowed vlan add 100-102,200-202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102
exit
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Hactpouka ¢pyHKuum IGMP Proxy

PyHKUMA MapLpyTU3aLmMm mHoroagpecHoro Tpadumka IGMP Proxy gaet BO3MOXKHOCTb KOMMYyTaToOpy
cepumn MES3000, ucnonbsys nHbopmaumio, nonydyaemyto npu obpabotke coobuieHunit npotokona IGMP,
pacnosHaBaTb CBEAEHMA O NPUHALNEKHOCTU UHTEPDENCOB K MHOTOaZPECHbIM Fpynnam M OCyLLEeCTBAATb
Ha OCHOBE 3TUX AAHHbIX NEPECHIIKY MHOTOAZPECHbIX AAaHHbIX MEXAY CeTAMMU.

[JaHHbIV Npumep onucbiBaeT HaAcTPonKy dyHKunM IGMP Proxy Ha KommyTaTope.

— B KayvecTse nHTepdeiica K BblwectoAwei cetn 10.1.0.0 ncnonb3osats VLAN 100;

— B KauecTBe MHTepdelicoB K Hukectoawmm cetam 10.2.0.0 u 10.3.0.0 ucnonbsosatb VLAN
101 » 102 cOOTBETCTBEHHO;

— Ha uplink-uHTtepdelice ncnonbsosatb Bepcuto v2 npotokona IGMP.

console# configure

console (config)# vlan database 100-102

console (config)# ip multicast-routing igmp-proxy
console (config)# ip igmp-proxy version 2

console (config)# interface vlan 100

console (config-if)# ip address 10.1.0.1 /24
console (config-if)# exit

console (config)# interface vlan 101

(
(
(
(
(
(
(
console (config-if)# ip igmp-proxy vlan 100
(
(
(
(
(
(
(

console (config-if)# ip address 10.2.0.1 /24
console (config-if)# exit

console (config)# interface vlan 102

console (config-if)# ip igmp-proxy vlan 100
console (config-if)# ip address 10.3.0.1 /24
console (config-if)# exit

console (config)#

Hactpoiika multicast-TV VLAN

dyHkuma «Multicast-TV VLAN» gaeT BO3MOXHOCTb UCMO/1b30BaTb A4/1A nepeaads MHOroaapecHoro
Tpaduka ogHy VLAN B ceTu onepatopa U [0CTaBAATb 3TOT TPAaPUK NoNb30OBaTeNAM AarKe B TOM C/yyae,
€C/IN OHWU He saBnsatoTcs yneHamu 3tot VLAN. 3a cyeT ¢PyHKumm «Multicast-TV VLAN» morkeT 6bITb
COKpallleHa HarpysKa Ha ceTb ornepaTopa 3a CYeT OTCYTCTBMA AyONMPOBAHUA MHOrOaApPeCcHbIX AAHHBIX,
Hanpumep, Npu NpeaocTaBaeHum ycayrm IPTV.

Cxema npumeHeHus OGyHKUMWM NpeagnosiaraeT, YTo MopTbl Nosb30BaTenein paboTaloT B pexume
«access» wan «customer» u npuHagnexkat K nwboi VLAN 3a uckawodyeHnmem multicast-tv VLAN.
Monb3oBaTenn MMEeIT BO3MOXKHOCTb TO/IbKO MO/ly4aTb MHOroagpecHbli Tpadumk ns multicast-tv VLAN u He

MOTyT MnepefaBaTh AaHHble B 3Toit VLAN. Kpome Toro, B KOMMyTaTope LO/IKEeH ObiTb HAacTpOeH nopT-
WCTOYHUK multicast-TpadmKa, KOTOpPbIN A0MKEH ObITb yYacTHMKOM multicast-tv VLAN.

V dyHKuma «Multicast-tv VLAN» paboTaeT TonbKo coBmecTHO ¢ IGMP Bepcumii 1 1 2.

Mpumep HacTpoliKku gna nopTa B pexkume paboTbl access

1. BKAKOUYUTb GUALTPALMIO MHOTOAAPECHbBIX AAHHbIX:
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console (config) # bridge multicast filtering

2. Hactpoutb VLAN nons3sosatenein (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpaBneHus
(VID 1200):

console (config) # wvlan database
console (config-vlan)# vlan 100-124,1000,1200
console (config-vlan)# exit

3. HacTpouTb NopTbl N0/Nb30BaTENEN:

console (config) # interface range fal/0/1-24

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 100

console (config-if)# switchport access multicast-tv vlan 1000
console (config-if) # bridge multicast unregistered filtering
console (config-if)# exit

4. Hactpoutb uplink-nopT, paspewnrs nepegadyy mHoroagpecHoro TpadpuKka, TpadurKka nosb3oBaTesnen
W ynpasieHue:

console(config)# interface gil/0/1

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
console (config-if)# exit

5. Hactpoutb IGMP snooping rnobanbHo 1 Ha nHTepdeicax, 4o06aBUTb NPUBA3KY Fpynm:
console (config)# ip igmp snooping

console (config)# ip igmp snooping vlan 1000 multicast-tv 239.0.0.1
console (config)# ip igmp snooping vlan 1000 multicast-tv 239.5.0.1 count

10

console (config)# ip igmp snooping vlan 1000

console (config)# ip igmp snooping vlan 1000 querier
console (config) # ip igmp snooping vlan 100

console (config)# ip igmp snooping vlan 101

console (config) # ip igmp snooping vlan 102

console (config)# ip igmp snooping vlan 103

console (config)# ip igmp snooping vlan 124
6. HacTpouTtb nHTepdenc ynpasneHma:

console (config)# interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if)# exit

Mpumep HacTPOKKM ANA NOPTa B pexkume customer
[aHHbIN  TMN  NOAKAOYEHMA MOXKET ObiTb WCMONb30BaH AAA  Toro, 4Tobbl nomevaTb
nonb3oBatenbckne IGMP-report’sl onpegeneHHblx VLAN (CVLAN) oTAeNbHbIMKU BHELWHUMU METKaMM
(SVLAN).
1. BrAOUUTb GUABTPALMIO MHOTOAAPECHbIX SAHHbIX:

console (config)# bridge multicast filtering

2. Hactpoutb VLAN nonb3osateneit (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN
ynpasneHusn (VID 1200):
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console (config)# wvlan database
console (config-vlan)# wvlan 100,1000-1001,1200
console (config-vlan) # exit

HacTpouTb nopT noab3oBaTens:

console (config)# interface fal/0/1

console (config-if)# switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000, 1001
console (config-if) # exit

HacTpoutb uplink-nopT, paspewns nepegadvyy MHoroagpecHoro TpaduKa, TpadurKa noab3oBartenei
W ynpasneHue:

console (config) # interface gil/0/1

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if) # exit

Hactpoutb IGMP snooping rnobanbHo M Ha WHTepdencax, AobaBUTb MNpaBuaa MaAPKUPOBKU
nosnb3oBaTtesibckux IGMP-report’os:

console (config)
console (config)
console (config)
console (config)

# ip igmp snooping

# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv wvlan 1000
# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

HacTpoutb nHTepdeic ynpasneHums:
console (config)# interface wvlan 1200

console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit
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NPUNOMEHWUE B TUMOBbIE CXEMbl MOCTPOEHWA CETEN HA BA3E MPOTOKO/IA EAPS

1. Tononoruna npocToe «KOAbLLo»

SWITCH 1 }
=

SWITCH2

B TonosiorMm cetn To/1IbKo OAHO KOAbLO. B 3TOM cnyyae Heobxoaumo onpeaenntb AN HEro To/bKO
EAPS domain.

2. Tononorna oauH AOMEH C HECKO/IbKMMU «KONbLAMU»

_SWITCH 2 jg SWITCH 4

SWITCH 1

B Tononoruu cetu 3 KonbLa (MoXKeT 6biTb 2 1 6onee) U 2 06LWMX y3na MexXay HAMKU. B aTom cnyyae
Heobxoammo onpeaenutb EAPS-domain 1 ycTaHOBUTb O4HO KOJIbLO B Ka4ecTBe OCHOBHOIO, a Apyrue Kak
BTOPUYHbIE.
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3. Tononorua HECKONbKO AOMEHOB CO CMEMXKHbIMU «KOJIbLLaMn»

O,
2> >
G

B Tononoruu cetu 2 Konbua (MosKeT 6biTb bonee AByx) C oAHMM O6WMM y3om. B aTom cnydae
HeobxoamMmo onpeaenntb EAPS-domain 4na Kaxaoro Konbua.
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NPUNOXKEHUE B ONMUCAHUE NMPOLLIECCOB KOMMYTATOPA

Tabnnua - OnuMcaHMe NPoLEeccoB KOMMYTaTopa

Umsa npouecca

OnucaHue npouecca

IDLE

bespeicTBMe cucTeMbl

SYLG BbiBOA, cO0bLLEHMI B Syslog

CDB KonunpoBaHue KoHOUIrypaLMOoHHbIX ¢pannos

SNMP Peanunsauyma npotokona SNMP

DDFG Paborta c ¢aitnioBoit cuctemon

CNLD 3arpyska/BbirpysKa KoHdurypawumm

I0TG

IOUR YnpasaeHue TepMruHaNamMn BBOAA-BbIBOAA

I0TM

HDEB C6op cTaTUCTUKM paboTbl 33434 CUCTEMBI

HOST OcHoBHOM host-NOTOK, X0N0CTOM X0z,

TBI Tabnvua BpeMeHHbIX NpomMexKyTKkoB aia ACL

BRMN Bridge Management: EAPS, STP, onepauuu c FDB (no6asneHue, yaaneHune 3anuceit),
3epKannposaHue, KoHdurypuposaHue noptos/VLAN, GVRP, GARP, LLDP, IGMP
snooping, IP multicast, OAM

TMNG YnpasneHue npumopmuteTamu 3agad

COPY YnpaBneHue konupoBaHnem ¢ainos

MROR PesepsupoBaHue KoHbUTrypauuoHHoro dalina B SHeproHe3aBUCUMOM NamMATH

SFTR
MpoTtokon Sflow

SFMG

HCLT MonyyeHne n 06paboTka KOMaHL HAaCTPOIMKMN YCTPOMCTBA HUMKHETO YPOBHA

EVLC O6paboTKa cobbITUIN O CMEHE COCTOAHMA NOPTa, HUXKHUIA YPOBEHb, Nepesaya Bbllle

SELC MonyyeHue cobbITMM 0O CMEHE COCTOSIHWUA NOPTA, HUKHUIA YPOBEHDb

EVAU O6paboTKa cobbiTMin Address Update, HUKHWUI ypoBEHb, Nepeaaya Bbile

SEAU Mony4yeHue cobbiTnin Address Update, HUKHWI ypoBEHb

PLCT O6paboTKa cobbITUIA CMEHbI COCTOSIHUA NOPTOB

PLCR O6paboTKka cobbITUN CMEHbI COCTOAHWA NOPTOB YCTPOMCTB CTEKA

SWTR PaspelueHune npoxoxaeHusa Tpadduka yepes KackagHole UHTepdelichl

DSPT Jducnetyepumsauymsa cobbITUiA B CTEKe

OUls O6paboTKka KomaHgbl Ha BoccTaHoBneHne OUl gns Voice VLAN

BOXS O6paboTka KOMaH[ COCTOAHUA cTeKa: AobasneHne mactepa/cnensa, UsyveHue
Tononoruun, o6HosneHue Bepcun MO cneliBa

BSNC ABTOMAT CMHXPOHM3ALUN MacTepa U CNeinBa B CTEKe

BOXM JononHutenbHble AeACTBMA B CTEKE (MONyYeHUe CBeAEHWUI O CTEKE, MHAMUKALUA,
0bmeH coobLeHUsaMU, cMeHa unit id)
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B_RS YnpaBneHue nepesarpysKkoi yCTPoiCTB B CTEKe

TRMT YnpaBaeHue IoHUTaMM B CTEKE C NOAAEPHKKON TPaH3aKLUN

SW2M O6paboTKa cobbiTnit Adress update oT FDB, 6/10KMpOBKa NopTa Npu BOSHUKHOBEHWUU
OWMBOK Ha NopTy

exRX O6paboTKa BbIXx0Aa NAKETOB C HUMKHETO YPOBHS 2

3SMA Ageing ans ip-multicast

3SWF MNepepaya nakeToB Mexay YPOBHEM 2 N CETEBbIM YPOBHEM

3swQ MporpammHan obpaboTtka ACL nepexBayeHHbIX NaKeToB

POLI Policy Management

NTST [obasneHne 1 yaaneHue IOHUTOB B cTeKe, cOpoc Ha AedONT COCTOAHMUA IOHWUTA, HA
CeTeBOM YpPOBHe

NTPL MepunogmyecKkas reHepaumsa curdana ansa onpoca tabauny MAC, VLAN, nopTos,
My/NIbTUKACTa, MapLipyTU3aLumm, npuoputesaLmm

L2HU MNMepenaya nakeToB Ha YpPOBEHL 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHUA/HACTPOEK MHTePdENCoB M nepeaaya
COOBLLEHMI 3aPErnCTPMPOBAHHbIM CyXKbam

LBDR Hactpoika n npném naketos Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

SFSM O6paboTka sFlow

NSCT HacTpoWKa orpaHU4eHUs CKOPOCTM NepexBaTa NakeToB Ha CPU, BegeHMe CTaTUCTUKM
No nepexBayeHHbIM NakeTam

BRGS Brige security - arp inspection, dhcp snooping, dhcp relay agent, ip source guard,
pppoe intermediate agent

FFTT YnpasneHue Tabavuen mappytusaumm n MapLupyTM3anmna naketos

KEYM YnpasneHue Knto4amm ayTeHTUdMKaLmm

IPAT YnpasneHue 6a3oi gaHHbIX ip-agpecos

IP6C CyéTumkm ipv4 n ipv6

IP6M MapuwpyTtrsaumsa ipv4 u ipvé

RPTS Routing protocol

ARPG Peanunsaumna npotokona ARP

IPG O6paboTKa nepexBayeHHbIX GpparmeHTUPOBaHHbIX IP-nakeToB

ICMP Peanusaumna npotokona ICMP

TFTP Peanunsaumna npotokona TFTP

IPRD BcnomoraTtenbHas 3agaya gna ARP, RIP, OSPF

DNSC KnneHt DNS

PNGA Peanunsaumns ping

UDPR UDP relay

TRCE Peanusauums trace route

SSLP Peanunsaumna SSL

WBSR YnpasneHue u Talimepbl web-cepsepa
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GOAH Peanunsauyma web-cepsepa GoAhead

TNSR Cepsep telnet

TNSL KnueHrt telnet

SSHP CepBep ssh - HacTpoiKa, 06paboTKa KomaHa, Taimep

SSHU Cepsep ssh - npotokon

SNTP Peannsauyma npotokona SNTP

IGMP Peanusauma npotokona IGMP (xocToBoli yactu)

TUNT Peanusauma TyHHenen: koHourypnposaHue, 06paboTka naketos

PTPT Precise Time Protocol

FTPM YnpasneHue FTP-cepsepom

FTPD Peanunsauma npotokona FTP

SQIN HacTpoitka selective ging

XMOD Peanunsauyma npotokona X-modem

SOCK YnpasneHue paboToli COKeTOB

AAAT YnpasneHue n obpabotka metogos AAA

AATT Cumynatop AAA ana nposepkn metogos AAA

SCPT ABTOO6HOB/IEHME N aBTOKOHOUIYPUpOBaHMe

BTPC Knnent BOOTP

SETX MonyyeHune cobbITUM OKOHYAHUA OTNPaBKKU NaKeTa 3 CPU B CBUY, HUKHUI YPOBEHb

EVTX O6paboTKa cobbITUIN OKOHYaHMA OTNPaBKM NakeTa M3 CPU B cBMY, HUKHWUIN YPOBEHDb

SERX MonyyeHune cobblTMin Npnéma naketa us cenya 8 CPU, HUKHUI ypoBEHb

EVRX O6paboTKa cobbITMIN NpMéEMa NakeTa us cenya B CPU, HUKHMI ypoBeHb, Nepeaaya
nakeTa Ha ypoBeHb 2

HLTX OTnpaska naketos 13 CPU B cBnY

GRN_ Peanusauua Green Ethernet

TRIG 3anyck geiicteus B FDB (ageing MAC-agpecos)

MACT O6paboTKa cobbiTMA 06 OKoHUYaHUKN aenctens B FDB (ageing MAC-aapecos)

TCPP Peanusauymua npotokona TCP

DHCP Cepsep 1 Relay Agent DHCP

DHCp DHCP-ping

IPMT YnpasneHue ip multicast mapwpyTtnsaumei n igmp proxy

MSCm MeHeakep ans paboTbl C TEPMUHANBHBIMWU CECCUAMM

STSA CLI-ceccnsa yepes COM-nopt

STSB

STSC
CLI-ceccmsa yepes VLAN

STSD

STSE
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TEXHUYECKAA NOAAEPHKA

Ona nosyvyeHMs TeXHUYECKOWM KOHCY/bTaluMK MO BOMPOCam 3Kcnayataumm obopypoBaHua OO0
«Mpegnpuatme «InTekc» Bol MoxKeTe 06paTTbcs B CepBUCHbIN LEHTP KOMNAHWUMK:

Poccuitckan deaepauyma ,630020, r. HoBocnbupck, yn. OKpy»KHasa, gom 29 B.
TenedoH:

+7(383) 274-47-87

+7(383) 272-83-31

E-mail: techsupp@eltex.nsk.ru

Ha oduumanbHOM canTe KOMNAHUM Bbl MOXKeTe HAWTM TEXHUYECKYH AOKYMEHTALMIO U NpPOrpammHoe
obecneyeHune ana npoaykumm 000 «lpeanpusatue «InTekc», 0bpaTUTbCA K B 6a3e 3HAHW, OCTaBUTb
WMHTEPAKTUBHYIO 3aABKY MW MPOKOHCY/IbTUPOBATLCA Y UHKeHepoB CEepBUCHOIO LeHTPa Ha TEXHUYECKOM
dopyme:

http://eltex.nsk.ru
http://eltex.nsk.ru/support/documentations
http://eltex.nsk.ru/forum
http://eltex.nsk.ru/interaktivnyi-zapros
http://eltex.nsk.ru/database
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